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Triton (Malware Family)

By Fraunhofer FKIE

Archived: 2026-04-05 21:38:12 UTC
Triton

aka: Trisis, HatMan

Actor(s): XENOTIME

Malware attacking commonly used in Industrial Control Systems (ICS) Triconex Safety Instrumented System

(SIS) controllers.
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Visibility, Monitoring, and Critical Infrastructure Security
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2017-12-14 - FireEye - Blake Johnson, Christopher Glyer, Dan Caban, Dan Scali, Marina Krotofil, Nathan Brubaker

Attackers Deploy New ICS Attack Framework “TRITON” and Cause Operational Disruption to Critical
Infrastructure
Triton TEMP. Veles

2017-12-13 - Dragos - Dragos
TRISIS Malware: Analysis of Safety System Targeted Malware

Triton

Yara Rules

» [TLP:WHITE] win_triton_w0 (20180123 | TRITON framework recovered during Mandiant ICS

incident response)

» [TLP:WHITE] win_triton_w1 (20210727 | Matches the known samples of the HatMan malware.)

Download all Yara Rules
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