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TSCookie

Actor(s): BlackTech

There is no description at this point.

References

2022-09-29 ⋅ NTT ⋅ NTT Security Holdings Corporation

Report on APT Attacks by BlackTech
Bifrost PLEAD TSCookie Flagpro Gh0stTimes SelfMake Loader SPIDERPIG RAT

2021-04-13 ⋅ Twitter (@ESETresearch) ⋅ ESET Research

Tweet on TSCookie for FreeBSD platform
TSCookie

2020-12-24 ⋅ IronNet ⋅ Adam Hlavek

China cyber attacks: the current threat landscape

PLEAD TSCookie FlowCloud Lookback PLEAD PlugX Quasar RAT Winnti

2020-12-21 ⋅ Intezer ⋅ Intezer

Top Linux Cloud Threats of 2020

AgeLocker AnchorDNS Blackrota Cloud Snooper Dacls Doki FritzFrog IPStorm Kaiji Kinsing NOTROBIN
Penquin Turla PLEAD Prometei RansomEXX Stantinko TeamTNT TSCookie WellMail elf.wellmess

TeamTNT

2020-12-19 ⋅ Cyber And Ramen blog ⋅ Mike R

Persistence Pays Off: A Brief Look at BlackTech’s 2020

PLEAD TSCookie PLEAD

2020-05-01 ⋅ Macnica Networks ⋅ Macnica Networks, TeamT5

Cyber Espionage Tradecraft in the Real World Adversaries targeting Japan in the second half of 2019
TSCookie LODEINFO

https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie

Page 1 of 2

https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/actor/blacktech
https://malpedia.caad.fkie.fraunhofer.de/library?search=NTT
https://malpedia.caad.fkie.fraunhofer.de/library?search=NTT%20Security%20Holdings%20Corporation
https://malpedia.caad.fkie.fraunhofer.de/details/elf.bifrost
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.flagpro
https://malpedia.caad.fkie.fraunhofer.de/details/win.gh0sttimes
https://malpedia.caad.fkie.fraunhofer.de/details/win.selfmake
https://malpedia.caad.fkie.fraunhofer.de/details/win.spider_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Twitter%20%28%40ESETresearch%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=ESET%20Research
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/library?search=IronNet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Adam%20Hlavek
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.flowcloud
https://malpedia.caad.fkie.fraunhofer.de/details/win.lookback
https://malpedia.caad.fkie.fraunhofer.de/details/win.plead
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.winnti
https://malpedia.caad.fkie.fraunhofer.de/library?search=Intezer
https://malpedia.caad.fkie.fraunhofer.de/library?search=Intezer
https://malpedia.caad.fkie.fraunhofer.de/details/elf.age_locker
https://malpedia.caad.fkie.fraunhofer.de/details/elf.anchor_dns
https://malpedia.caad.fkie.fraunhofer.de/details/elf.blackrota
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cloud_snooper
https://malpedia.caad.fkie.fraunhofer.de/details/elf.dacls
https://malpedia.caad.fkie.fraunhofer.de/details/elf.doki
https://malpedia.caad.fkie.fraunhofer.de/details/elf.fritzfrog
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ipstorm
https://malpedia.caad.fkie.fraunhofer.de/details/elf.kaiji
https://malpedia.caad.fkie.fraunhofer.de/details/elf.kinsing
https://malpedia.caad.fkie.fraunhofer.de/details/elf.notrobin
https://malpedia.caad.fkie.fraunhofer.de/details/elf.penquin_turla
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead
https://malpedia.caad.fkie.fraunhofer.de/details/elf.prometei
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://malpedia.caad.fkie.fraunhofer.de/details/elf.stantinko
https://malpedia.caad.fkie.fraunhofer.de/details/elf.teamtnt
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/elf.wellmail
https://malpedia.caad.fkie.fraunhofer.de/details/elf.wellmess
https://malpedia.caad.fkie.fraunhofer.de/actor/teamtnt
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cyber%20And%20Ramen%20blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mike%20R
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.plead
https://malpedia.caad.fkie.fraunhofer.de/library?search=Macnica%20Networks
https://malpedia.caad.fkie.fraunhofer.de/library?search=Macnica%20Networks
https://malpedia.caad.fkie.fraunhofer.de/library?search=TeamT5
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.lodeinfo


2020-03-05 ⋅ JPCERT/CC ⋅ Shusei Tomonaga

ELF_TSCookie - Linux Malware Used by BlackTech
TSCookie

2020-01-17 ⋅ JPCERT/CC ⋅ Takayoshi Shiigi

Looking back on the incidents in 2019
TSCookie NodeRAT Emotet PoshC2 Quasar RAT

2019-12-12 ⋅ FireEye ⋅ Chi-en Shen, Oleg Bondarenko

Cyber Threat Landscape in Japan – Revealing Threat in the Shadow

Cerberus TSCookie Cobalt Strike Dtrack Emotet Formbook IcedID Icefog IRONHALO Loki Password
Stealer (PWS) PandaBanker PLEAD POISONPLUG TrickBot BlackTech

2019-11-19 ⋅ FireEye ⋅ Kelli Vanderlee, Nalani Fraser

Achievement Unlocked: Chinese Cyber Espionage Evolves to Support Higher Level Missions
MESSAGETAP TSCookie ACEHASH CHINACHOPPER Cobalt Strike Derusbi Empire Downloader Ghost

RAT HIGHNOON HTran MimiKatz NetWire RC POISONPLUG Poison Ivy pupy Quasar RAT ZXShell

2019-10-01 ⋅ ⋅ Macnica Networks ⋅ Macnica Networks

Trends in Cyber ​​Espionage Targeting Japan 1st Half of 2019

PLEAD TSCookie Datper PLEAD

There is no Yara-Signature yet.
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