https://www.ctfiot.com /138538.htm|

PRPELALR— 4T FE/RERDER ER (KDP) A AT, |
CTFEf1

Archived: 2026-04-02 10:40:19 UTC

+
wE

e

*IEH , FRERERNFOENREEASNEFT N3 S FE/REIMHEAR TR (KDP) #XMILi53)
v FBIMOrder RATE S FEAN .

* REESEHTIGEFI LN ANBRR., SEEMETRETRERRER.

* FAVRAAXAPTH AR G & IV (Caracal Kitten) , B Z A TSI AINFF L BRER Sk R K]
$161APTALR |, YRS AAPT-Q-58,

* MOrder RATZRAM ¥R FETE S RPN MCNT HI“MSMS*164 , I THMZEEZBIRMNES.

* TR IR S 2518 FFileZillaServerfitE T FTPIRS 284448, , DB EEREL,

KR : FE/RMEATIERESE (KDP) . MOrder RAT, Ahmyth RAT, bl

U2
+

257

KR, FRERFHNF OB RLHE VR MR RUE/RENMER TR (KDP) XMt shin
N RREEA, S NFHEE , RIF B E/REMARER (KDP) ESIATHREERSG  WEE
BHSTMEEENBENR, EEMEMA SRR SHRER.

LREREBIER , ITMAANERGHTERESMEAREFPREBNE RHAR, KARBRSHEATHN

Domestic Kitten, Ferocious KittenfIRampant KittenZ2H23 5 2B B AR , (BB BiH AR AIAERIOCHE
FANHERBRBETE—MFALR , BZARR G EMBHNBTEENR , BiEWRNBENET R, 3K

TIARIRXA LR BT RFNLALUFAE | B E A2 PR |, B304 “Caracal Kitten” , B R{SHFPAPTA
LRSS HAPT-Q-58, DR T REIML AIMHLIRI LI BB 16/ APTLALA,

NIHMERER , F/REARERATERT I E/RIEMX KR , SAA30007 , ERAHAEL
HH, SR, i, FRANERA , ZHPREAAMURTME, TERMRARENRRE. FE

Page 1 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936451.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936451.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936452.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936452.png

https://www.ctfiot.com /138538.htm|

IREBATHERES (KDP) ZFE/REBAN—MRIEES , Kk , SHEMXKBREEEERE SR
XA,

F—E  HREMN

FRWETENT , FEHHRFHZIE L RBLR 2RSS | H— 2 R RUE/RIEATIERE S (KDP) o 5 R%5 I FE
IR{EHTRERTS BNin Y FIRIMOrder RAT ; HL— & Ahmyth RATH) R Fumtf A,

01

MOrder RAT

FRAFROES , XRATERBRAETFRFEHITIE , BEROTREHRIDATFRETFLR , HiTiE

WSHEEDREESRINT “M” , B S IR 25 ERHESFRA “order” , FIABRA PR HRIEAD 4
A“MOrder RAT”,

() PaRtER

AR B A N A 4 FR 93 7128 “kurdistanukurd”F1“KurdistanMedia”, [R4ER F /R EIAR L8 A B /RIEHTIA R
E5% (KDPYWREA , Y ANE E BB i webviewZB 4 INE AN B 77 Mub4EE , 95
J1“https://kurdistanukurd.com/”F1“https://kurdistanmedia.com/” , AJPUEEFA , EARENRHRRME, MY
HIN ST R E R Ema T -

(Z) THETIRE

CEHAEHGE , HTAMIRS , C2BRSFS S A “hitp://65.109.157.77” , FIIAKIRESRGIZAT

AR T ERTMREFENBENR ., EMEMAITRA TR E. BanwE K15 FTaen T

54 TheE

MINFO EERZSFRMEER

Page 2 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936453.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936454.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936455.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936455.png

https://www.ctfiot.com /138538.htm|

MCNT HEBEHF

MSMS LfEsa(E

MLS A SDRITHHY
MSNDM DEEREREY, 3+ SR
MMSG Toastig /~NME &
MDWN L fErERE
MBRW FFiateE R m

REBEZIRSITHAR , KB TEN , SR , ARIEERSFRBER , RROARBHEFES
RPN MCNT' M “MSMS™ 154 , AT HBMZEZFBENRMGE. EARENT

HAAIZITIE S BRI EX FEENRETEFIUTES  BE F—MRFFHEONSHARIEIEES
SRP , XEERXMNNVIESRBEIANT

02

Ahmyth RAT

(—) Ahmyth F48

Ahmyth —MFFIRKAndroidTFEZHIRE , 7 AMRFEFRIE i , %R E % B ASHEAndroidifmH)
RATHA, HEESRERFHR, REUREXH. HEVEN. HREKAANREMETICREREEEFHN
AE. MRSFimizHI R EmARBIANT

(D) HADH

Page 3 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936456.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936456.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936457.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936457.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936458.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936458.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936458.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936458.png

https://www.ctfiot.com /138538.htm|

EWRBESEGF  RNEIZALRGHET #XAAhmyth RATHEAENHBEHRE | AMAIAREMHTZ
FE  RESSEERERAN B | B RS TR SOE M E A,

EHBIER Ahmyth RATHAS | {§ BRTE RS 235 _ EEN A3 N S ATz RS 25485 |, #6
165.109.157.77”, BEARIFRSEEINT :

BTE  IEMNELK

EE?EZ%%E@H&%%%EEET\% RS AMET REBLIE. BT XM R RN RS 2 LR EELUR
170, BARIRBARN L L ENABRABMNET R , KA A,

BRBEE R E2021F7 RENR |, & — XA T 20235 ARELRES . HPEARGIERNXE
FEENBHRWT

B=E  REEM

Mkt BARCLER AR | R R /RENTER 5% (KDP) MRxMubiigsitid, BT EERS
#3{F AFileZillaServerfit & T FTPAR 284538k , RN XK EI KENZEENELEE , BTHMEZ
TEHELEKZH,

RIEATREZRN , SEFERHERIN AR G AR A X E/RIEHNER E (KDP) FEsIAL
AZ.

01

REEVIREBUE

EHMENZEERART , TUBEIRZHNEREEXEELT.

02

Page 4 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936459.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936459.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936460.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936460.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936461.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936461.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936461.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936461.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936462.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936462.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936463.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/10-1696936464.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/10-1696936464.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936464.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936464.png

https://www.ctfiot.com /138538.htm|

ZEEBNAR

ESEHERIMT | 42 | FLHRAE/FETES , BESDASWHFNSH , EaFLR0
FRTESE , BERANERFEMERER (KDP) XM LRRRENAFIESH, SEEE
RETRBIE :

FEBENFF , BADEERT HDHEARAGH | REIR— M SE/REAMKNE L RIEMHATKSIET , K
AT BRRTREXARANRE , BA2WREAR , R~EIT

gmE  AHER

SINEERT , FAANAALRAFRIBNISERENIMEENXAL ., HIE T H AR RS 251075 ) KT
RFREERRSGS  FRNER 2 EERIREITHERAMBE,

ERANERA R, HONETUTILRIHE , MRAREENAFTFREBNERNAR |, HEEX
ARV RANBLUHE |, K H a2 A DRI, DRIER —FrUsMEaAR R s2raR s | SMRAERAR
%, ETHER , ATAKKERIEKMFFREE , SR RER Y| LS.

01

HNX&E

TEXS T B A IRA AN S E F HIEAT M |, RIARFEAFAF BA(E AR RN XEEATREMX |, 4
K XRERRSEEIT :

02

T8 T RIRSFFFEER

e RIS | FRAIEBIEAR“MCNT FI“MSMS*FEL 4, | HAbTE4 EpIE T B—3E 0 ImFsHEA
FFg4 3k, MEO B IR B A SRR EAITH.

Page 5 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936467.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936467.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936467.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/3-1696936467.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936468.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936468.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936469.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936469.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/2-1696936470.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936471.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936471.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936471.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936471.png

https://www.ctfiot.com /138538.htm|

BEBAVREARIEER , BAVRBIRE A Wiptihit o KBk B P AREE NSRS FIBELT | s
WA T FTPAR S5 25 B AR 55 2% ip“193.36.85.60" M H A AR AR 5525 . Vilm)IiZ A mipsht & RS E5)

FzF -

1P Organization
5.121.14.188 IRANCELL
5.121.146.166 IRANCELL
5.121.152.16 IRANCELL
5.121.173.251 IRANCELL
5.121.206.148 IRANCELL
5.121.33.182 IRANCELL
5.121.37.94 IRANCELL
5.121.47.140 IRANCELL
5.121.48.51 IRANCELL
5.121.70.103 IRANCELL
5.122.1.36 IRANCELL
5.122.128.28 IRANCELL

Page 6 of 10



https://www.ctfiot.com /138538.htm|

5.122.133.119 IRANCELL

5.122.169.163 IRANCELL
5.122.210.220 IRANCELL
5.122.212.228 IRANCELL
5.122.252.153 IRANCELL
5.122.78.188 IRANCELL
5.122.89.51 IRANCELL
5.122.96.113 IRANCELL
144.76.200.143 Hetzner
193.36.85.60 ORG-TMYS3-RIPE
23.95.44.219 Vortexlayer Online Solutions LLP

03

FFRERE

FREBAFREAWITRET , RPEARZME T —EIFREEGUSE  FFREERIgER. 4K
RIEAFAF | BRAKERD ATTRAELRIRE |, 20T log(EBARMA T REMBFINA , BEEF—
AL RBE R og(E R ER | MAtlogK AR ALK AT Em L AAERE. IRISEEMNT

Page 7 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936471.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/5-1696936471.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936472.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936472.png

https://www.ctfiot.com /138538.htm|

04

(EECES TS

FEINATIERISSEN |, RUE/REAHERER (KDP) MItBAME—RXE , EXETHER BN
¥4 Akurdistanukurd.apk ) A IE T 4L 32 W28 F b FE/RIETESIA TI0E |, DULSREBRERFHLMAN AME

B R AEERENATHBECH A XMRNEZRAD |, AR SHIRL XRBYNMLE | AL W
WERHTTRNEEMRES |, BTEEEE.

TSI | TPRFIOER A SR AR DR — iR, FE/REIERE
3 (KDP) PIMSCEVHEMT -

BhE  BE&E

IDRPHZALR (APT-Q-58) {ERMEAA. REMFEENNS , XABHMNEITERIERST RHETITH) , 6
X EIERIER . BERAKEIEN T MR, SRR AR MR R ERB s LNTE  SRERS
MRz g sh T2 B BAAR (A T [P aX

01

ENEHAGHNR , £FIEANNRRETRER. ERNKAFTUEFIEFORARE TR, B
R AFEGoogle Play T3, AEZRATERIRNEA. FEREREAFAURLEEITIHT MR
A 460,

02
BEhRERNETEMEFR THITREEH , FRESEARTERMBEINE,
03

FEGFFERootA R ; SERMAREAIR, MEREEERFIORMN ARAFANEE , —BoRREE
M ARAERXLAIR , IR REEIERR | EXNNAERZEXANTR,

04
BRIRAFINREHRMS , #HTIRHRIPIAMTRE ; MRRTREBHRE ™.

BaT , ZETHREEVHIEKES %, QADES| EMBMEIRIIEN 24T M , BETRERMERTE
(TIP) . ARIFRMWALEIIFRZGE. XE, X, XF. KIRSKEBIMENARL. HFRIENGSOC
(EHRMER2IFETFR) . FRELEEXREBRBAF , BOASHFIHSEBEARSHEIN .

Page 8 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/10-1696936472.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/10-1696936472.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936473.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936473.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936474.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936474.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936475.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/4-1696936475.png

https://www.ctfiot.com /138538.htm|

10Cs

MD5 C2
9a4375a519fc11dce701ae830£833407 65.109.157.77
426453b2c7beaaf275270daff8df4679 65.109.157.77
1453e01437e5ccdde646f50647e9535b 65.109.157.77:42474

fis%1 B RIEWERL

BRERSHEFORIEATLRERARAT (FRERE) HTHRSEERMEETVHE 5%
BREROTTFE  MESATARMARNELERN. SRIZEARSLIREREINEEN. HAZF
EmEmOREEA, EEER  RTRABEMAKQOWLMQDE (ATEHE) 3% BREFaXK
SRS, WRNERSBEED  FEARRRKNABIEIMUL S L FaX LM HEmEN.

FARERFBNFORTIETRELARLRORSEN |, FARIBN R AR RIRRE , 775
—BEAR FHIR G, P OB 2 XA EEXNRESEH. SH5ENENRER/ELE , XEZ K
SEANE , AT AREELNRREZIR.

fiR2 FRERERN T OB REHE

FRIEREFRYF OB RLHN—ERNB T LMWRKLAndroldRLETHFT. BT, FLENE
HREFHFT TUAERE NN nREAD , Wl DUEHAEERN TRITRRIE. ik, B¥. &
A, BIEERTIERMN. BEHRNBAMT RS A BT IR T FIEER.

AIALE S BTQADE S| ZBME M ERINGH A AR CHRBIZ LB NBTHEN , HFEAM T ZRBEIE
IR, XSAMER T ZAPTAHLNES)., IE=FXROHABEELNEIAPTAHL (EREMALR
SilencerLion, #J]f&4A4ABladeHawk, X H#2H4RSnowLeopard, 4 NI&4H%A VajraElephFlII, ik i b3t
#H%HCaracal Kitten) .

ARBAVERTFEEALIB AR LM TMRNIG | F—NEERITRFNBER LIS, NENES)
HRIBIKF=BEHATIRNISIRAIRER | AEIPTSahin LML R AR AT,

Page 9 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936475.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936475.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/1-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/9-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936476.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936477.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/6-1696936477.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936477.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/7-1696936477.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936478.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936478.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936478.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936478.png

https://www.ctfiot.com /138538.htm|

Source: https://www.ctfiot.com/138538.html

Page 10 of 10


https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936479.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/8-1696936479.png
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936480.gif
https://ctfiot.oss-cn-beijing.aliyuncs.com/uploads/2023/10/0-1696936480.gif

