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Approaching stealers devs : a brief interview with Recordbreaker

By g0njxa
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Let’s see, Recordbreaker aka the OG Raccoon but v2: @slaughter team

The interview was made in English, this was a surprise to me. So everything shown here is the original text of the
interview.

%SG / CEO ¥ @RS
Where are you guys from

i am http vitter.com/ xa for your interest

Hah
Mice bro

| am talking to guys like you trying to make some interviews to
understand how the market works

Thank you for the interest

@

Press enter or click to view image in full size

gOnjxa

How would you describe Raccoon for someone who has never seen it?

B-SG / CEO €8 @RS

I'd describe is as an info stealer with most ease of use and usability

And scaled, up to 20 logs per second

If you are looking a further description, you can always check the sales post on Russian forums: (?)

RACCOON STEALER 2.0 We are Back!
OnAa Hac, Kak U AnA MHOrMx, 3To ObiNMM HEnérkne Heckornbko mecAueB. Mbl 6binNn BbiHY>XXAEHbI 3aKPbITh
Ho HeT xyna 6e3 pobpa v Mbl pagbl BEpHYTbcA 06paTHO!

[MpoekT 6biN MONMHOCTbIO NepenucaH ¢ HynAa. buna, dpoHT n 6ekeHa. Mbl yunun owmbKN NPOLLNIOrO U C
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Buna ctan B 10 pa3 meHblle, MOMHOCTbIO COXPAHMB BCE CBOW CTapble PYHKLUW, a Takxke MpuoBpén Ho
Nomnmo kauectBa paboTbl Hawero cota, Kak WU npexae, Mbl yaenunu 60mnbloe BHMMaHWe BHELIHeMY
MaHenb NONHOCTbIO nepenvcaHa Ha caMbiX COBPEMEHHbIX 6Mbnunortekax. Mbl cOXpaHUNM Haw MOLUHBIA T
Ha 6ekeHae Takke Npou3owwnm M3MEHEHWA B Mydlyl CTOPOHYy. Mbl pewwunu 3anycTuTb MPOEKT, OTkasa
Takxe B nnaHax po6aBuTb CTapylo CUCTEMY OBLUMX MPOKCU ANA caMblX «JIEHMBbIX» KIIMEHTOB, KTO Mpea
Bcé Ta ke HagéxHocTb 6ekeHAa, cucTema NorMpoBaHWA W anepToB, AeLeHTpann3oBaHHaA CXemMa U per
LDo6GasneH 6ot anAa Telegram, nNo3BoNAKOWMUIA OTNPABATL NOTM Ha Ball akKKayHT, a TakXXe BO3MO>HOCTb

Mpexxae yeM HayaTb OTKPbLITYID NPOAaxy, Mbl TECTUpOBanNn npoekT 6onee ABYX MecAUeB, kak 6eTa Be|
Software:

+ CTUNep MOMHOCTbIO MepenucaH ¢ Ynctoro nucra (Takke Ha (++);

» y6panbl 3aBucumoctn ot CRT, pasmep ncnonHutenbHoro 55 k6 (paHbwe 580 k6);

* AMHAMWYECKMA UMNOPT BCEX (DYHKLUN;

e paHblue cTunep cTydan 2mMA 3anpocamu - cHayana 3abupan gaHHble, a BTOPbIM 3anpocOM OTMNpPaBnAn

- noanepxka SSL. Ckopo: nopaep)kka KacTOMHbIX MOPTOB AfA OTCTyKa;

* B cTunepe 6Gonblle HET cnucka noanep>kmBaemMblx 6pay3epoB — BECb MOUCK MPOU3BOAUTCA PEKYPCUBHC
+ paclwmdpoBKka naponein, Kyku-gannos, coxpaHéHHbix kapt (CC) xpoma (AES GCM) Tenepb mpowvicxoam

* Ha cepBepHoﬁl HYaCT aBTOMaATU4YEeCKU onpenernAarTCcA agpeca KolwelibkoB (Bbl MO>XeTe HaCTpOWUTb block

Mopnep>knBaemble KOLLENbKN':
Coinbase

MetaMask

Brave

Ronin

Ckopo:
Phantom

« Loader: EXE/DLL/CMD/POWERSHELL.

Bbl moxkeTe mcnonb3osatb koMaHabl POWERSHELL ana pasnuudbix uenein (Hanpumep, denk-ownbku, mnm
- Grabber: Moaneprkka ApnbIkoB, pekypcuBHbI nouck, %DSK_235% wunun %DSK23% aonAa noucka mo Bcem awmc
Front-end coxpaHun cBou OCHOBHble MOMEHTbI, Takme Kak:

* JITaKOHWYHOCTb U COBPEMEHHOCTb;

* CTUIb WU BHUMaHWe K AeTanam;

* rMBKYl0 CMCTEMY MOMCKA C HEOrPaHWYEHHbIMWU BO3MOXKHOCTAMM;

* CKPbITVE HEHY>KHbIX 31IEMEHTOB;

» KonupoBaHue uHgopmauun B 1 Knuk;

 ctaTycbl noros NEW, OPEN wnu DOUBLE;

e TETM U MacCKWU Moucka;

* cMeHa koHcura rpabbepa n gponnepa Ha nety, 6e3 nepereHepaumn;
* MaccoBOe yparneHue 1 ckauka,

* KOMMEHTapuu,;
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* HOBOCTU;
* UHpopmaTMBHbI FAQ;

e cTaTUCTUKA.
HoBble dyHKUNM:

e oMHamMu4yeckasa Tabnuua noroe, MO3BONAKOLWAA HACTPOUTb COOCTBEHHLIN BUA;
* HacTpownka Tenerpam 6oTa;
» obo3peBaTenb 65I0KOB KOLIENbKOB;

* MepeBon Ha KUTaMCKUM A3bIK.

Tenepb Bam He Hy)KHO BCKpbiBaTb Koulenek, 4Tobbl nocmoTpeTb GanaHc agpecos ana MetaMask, Brave,

I always expect some history behind any name, seems like “Raccoon” is something that vanished over time...

gOnjxa

How many people do you think have tested this product?
Approximately

@-SG / CEO €@ @RS

| can say exactly

About 4000 people

Indeed, a lot. That’s why Raccoon is an infamous project.

Press enter or click to view image in full size

gOnjxa

What makes Raccoon different from other products?

BSG / CEO €8 @RS

| think it's mostly because our support
Actually that speaks ru/eng and is loyal to any client

Also system stability and as i already mentioned , usability

Press enter or click to view image in full size
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gOnjxa

People also knows raccoon in its version 2 as "Recordbreaker”. what
you think about this name?

I think this name fits V2 version more than Raccoon xd

. & SG / CEO @ @RS

Because it actutally broke every record we had bhefore

Recordbreaker is also the first User Agent found on Raccoon V2 builds in order to communicate to C2 servers. Is

it also truly a “record breaker” product, one of the most used over time.

Press enter or click to view image in full size

& SG / CEO € @RS

In reply to this message

gOnjxa
since when do you started the version 2

Actually days before Mark get arrested
But

When it happened

we've speeded up

development

if something happens again we're going to prepare another
version for sure

. gOnjxa
)

i believe around May rigth?

may 2022

& SG / CEO €@ @RS
Yes bro

I said May because this is the time when the first v2 statement release was announced, although we know that
prior this date there was some “beta testing”, that would correspond with the “speeded-up development” of the
product. “Mark” arrestment was produced in March 2023, so that would make a gap of <2 months to finish a new
product that I believe it was not at an early stage of development. Indeed, there was a rush to get everything back

asap.

Get g0njxa’s stories in your inbox
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Join Medium for free to get updates from this writer.
Remember me for faster sign in
As stated, if “Recordbreaker” gets terminated like its predecessor, allegedly, we must expect a Raccoon V3!

Press enter or click to view image in full size

gOnjxa
and one question that | think is the more important

who is thinking about the crazy User Agents used by
Recordbreaker

I've seen some funny names being used

49 &5G/ CEO €8 @RS

9 hahaha
Actually its me putting random stuff here , that works )
Defender (Windows) is too stupid

To detect some strings that are used for months

Press enter or click to view image in full size

gOnjxa
you know is funny to wait for a change in the recordbreaker names

I(-‘_A'-'-‘“I &SG / CEO € @RS
o ee
ACtually if it is

Hello Obama

Yes its funny :D

Ive been puttingn nsome Biden stuff for a while

BTW i've invented few new names while tallking to you

D

One of the most interesting things I found in Recordbreaker is the custom User Agents being used at builds to
reach C2 servers while exfiltrating information from the infected host. One of the best Threat Analysts in the
malware hunting community has been making an amazing and persistent tracking on these custom UAs since the
release of Raccoon V2, so please find at the bottom of these interview a full diagram of Recordbreaker’s User

Agents over time.
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& SG / CEO @ @RS
(@)

gOnjxa

hehe

@kSG / CEO @ @RS

MrBidenNeverKnow

@]

Will “MrBidenNeverKnow” the next custom User-Agent? we will see :)

gOnjxa

50

Raccoon is used by both individuals and used in teams too. Do
you think it will be used in the future like usual?

&SG / CEO € @RS
i think we dont need more clients

because

this hype isnt justified

gOnjxa

too much attention is bad?

BkSG / CEO €8 @RS
yeah

gOnjxa

kinda true

@ SG / CEO @ @RS

better work with 30 cliets for 5 years

than few months wth 250 clients

thats right

This is an important thought in order to understand the malware market, every project needs to have a different

vision for the future. I totally agree that too much attention can be annoying and disturbing for a product team,

Page 6 of 7



https://g0njxa.medium.com /approaching-stealers-devs-a-briefinterview-with-recordbreaker-6400c11d58b

especially if there’s a point where is possible that you can’t handle that much attention.

I don’t know how much time we will see Recordbreaker around, but I expect long years of activity. Keep

watching!

The end?

Special thanks to @creplx for his work on Recordbreaker’s UA hunt (and a lot more) and also to @suyog41 for
his findings on new Recordbreaker builds on the wild. I’ve also made my contribution to the User-Agents

findings, my little grain of sand.

Source: https://g0njxa.medium.com/approaching-stealers-devs-a-brief-interview-with-recordbreaker-f6400c11d58b
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