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TrickBot turns 100: Latest malware released with new features

By Lawrence Abrams

Published: 2020-11-21 - Archived: 2026-04-05 18:22:33 UTC

The TrickBot cybercrime gang has released the hundredth version of the TrickBot malware with additional features to evade

detection.

TrickBot is a malware infection commonly installed via malicious phishing emails or other malware. When installed,

TrickBot will quietly run on a victim's computer while it downloads other modules to perform different tasks.

These modules perform a wide range of malicious activity, including stealing a domain's Active Directory Services database,

spreading laterally on a network, screenlocking, stealing cookies and browser passwords, and stealing OpenSSH keys.
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TrickBot is known to finish an attack by giving access to the threat actors behind the Ryuk and Conti ransomware to make

matters worse.

New features added to TrickBot v100

After Microsoft and their partners performed a coordinated attack against TrickBot infrastructure last month, it was hoped

that it would take them some time to recover.
Unfortunately, the TrickBot gang is still chugging along, as shown by the release of the TrickBot malware's hundredth build.

This latest build was discovered by Advanced Intel's Vitali Kremez, who found that they added new features to make it

harder to detect.

With this release, TrickBot is now injecting its DLL into the legitimate Windows wermgr.exe (Windows Problem Reporting)

executable directly from memory using code from the 'MemoryModule' project.

"MemoryModule is a library that can be used to load a DLL completely from memory - without storing on the disk first,"

explains the project's GitHub page.
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n TRUE;

/ deternine protection flags based on characteristics

executab sectiondata->character istics & THAGE_SCN_MEM_EXECUT

6001 s ! readable =  (sectionData->characteristics & TMAGE_SCN_MEM_READ)

writeable = (sectionbata->characteristics & THAGE_SCN_MEM_WRITE)

protect = ProtectionFlags [executable] [readable] [writeablel;

if (sectionbata->characteristics & IMAGE_SCN_MEM NOT_CACHED) {
protect |= PAGE_NOCACHE ;
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astError(“Error protecting memory page”);
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turn TRUE;

'MemoryModule' code in TrickBot

Source: Vitali Kremez

Initially started as an executable, TrickBot will inject itself into wermgr.exe and then terminates the original TrickBot

executable.

Page 3 of 5


https://twitter.com/VK_Intel/status/1328578336021483522
https://twitter.com/VK_Intel
https://github.com/fancycode/MemoryModule

https://www.bleepingcom puter.com /news/security/trickbot-turns-100-latest-malware-released-with-new-features /

| wermgr.exe (2136) Properties E@

| Memaory | Environment | Handles | Job | Disk and Metwork | Comment
General | Statistics | Performance | Threads | Token Modules
File

. ; Windows Problem Reporting
= (Verified) Microsoft Windows
Version: 6.1.7600.16385

Image File

C:\Windows\System32\wermgr.exe g
Process
Command C:A\Windows\system32\wermgr.exe
(ol - 0= (o a "l = e r '\ User'\ AppData'|Roaming\Identities0973937155)
Started: 10 minutes and 14 seconds ago (4:48:02 PM 11/20/202

PEB Address:  Ox7fffffd8000
Parent: Non-existent process (3820)

DEP: Enabled, Permanent

Protection: None

Process Type: 64-bit Permissions] [ Terminate J

TrickBot injected into Wermgr.exe

According to Kremez, when injecting the DLL, it will do so using Doppel Hollowing, or process doppelganging, to evade

detection by security software.

"This technique makes use of transactions, a feature of NTFS that allows to group together a set of actions on the file
system, and if any of those actions fails, a complete rollback occurs. The injector process creates a new transaction, inside of
which it creates a new file containing the malicious payload. It then maps the file inside the target process and finally rolls
back the transaction. In this way it appears as if the file has never existed, even though its content is still inside the process

memory," a writeup on this technique by security researcher Francesco Muronie explains.

As you can see, the TrickBot gang has not allowed the disruption of their infrastructure to hold them back, and they continue

to integrate new features to prevent the malware from being undetected.

Unfortunately, this means TrickBot is here to stay for the foreseeable future, and consumers and the enterprise need to

remain diligent and be smart about what email attachments they open.
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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