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An adversary who is able to obtain unauthorized access to or misuse authorized access to cloud backup services
(e.g. Google's Android backup service or Apple's iCloud) could use that access to obtain sensitive data stored in

device backups. For example, the Elcomsoft Phone Breaker product advertises the ability to retrieve iOS backup
data from Apple's iCloud . Elcomsoft also describes obtaining WhatsApp communication histories from backups

stored in iCloud.

Source: https://attack.mitre.org/techniques/T1470
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