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&2 Tool: PUBLOAD

Names

Category

Type

Description

Information

PUBLOAD

ClaimLoader
Malware
Downloader

(Trend Micro) PUBLOAD is a stager that can download the next-stage payload from its
command-and-control (C&C) server. This malware was first disclosed by Cisco Talos in May
2022.

<https://www.trendmicro.com/en us/research/22/k/earth-preta-spear-phishing-governments-
worldwide.htm]>

<https://blog.talosintelligence.com/mustang-panda-targets-europe/>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool PUBLOAD

Changed Name Country Observed
APT groups
CeranaKeeper 2022-2023
*
Mustang Panda, Bronze President 2012-Jun 2025

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d8f54662-c6ba-4db5-a812-d5ea91658fc1
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