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GitHub - stamparm/EternalRocks: EternalRocks worm

By stamparm

Archived: 2026-04-05 22:41:04 UTC
EternalRocks (a.k.a. MicroBotMassiveNet)

EternalRocks is a network worm (i.e. self-replicating), emerged in first half of May 2017, with oldest known

sample fc75410aa8f76154f5ae8fe@35b9a13c766e132077346101a0d673ed9f3a0dd dating to 2017-05-03. It spreads

through public (The Shadow Brokers NSA dump) SMB exploits: ETERNALBLUE , ETERNALCHAMPION ,
ETERNALROMANCE and ETERNALSYNERGY , along with related programs: DOUBLEPULSAR , ARCHITOUCH and
SMBTOUCH .

[ =

# | taskhost Properties

| General I Compatibility | 5E-ﬂ.|l'it_',.’| Details | Previous ‘u’ersiuns|

Property Walue

Descripticn
File description  EtemalRocks
Type Application
File version 1000
Product name  EtemalRocks
Product version  1.0.0.0

Copyright Copyright & Microsoft 2017
Size 5.03 MB

Date modified 1852017 2:35

Language Language Meutral

Criginal filename EtemalRocks exe

Remove Properties and Personal Information

[ ok || cancel || opy

First stage malware UpdateInstaller.exe (got through remote exploitation with second stage malware)

downloads necessary .NET components (for later stages) TaskScheduler and SharpZLib from Internet, while

dropping svchost.exe (e.g.sample)and taskhost.exe (e.g.sample). Component svchost.exe isused for
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https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation
https://camo.githubusercontent.com/768e7ce0fb54d649784186d2dab55c984baee2d40e9bcfee94b9406067a38e1f/687474703a2f2f692e696d6775722e636f6d2f6f4b68537a466f2e706e67
https://camo.githubusercontent.com/768e7ce0fb54d649784186d2dab55c984baee2d40e9bcfee94b9406067a38e1f/687474703a2f2f692e696d6775722e636f6d2f6f4b68537a466f2e706e67
http://api.nuget.org/packages/taskscheduler.2.5.23.nupkg
http://api.nuget.org/packages/sharpziplib.0.86.0.nupkg
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/589af04a85dc66ec6b94123142a17cf194decd61f5d79e76183db026010e0d31
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/aedd0c47daa35f291e670e3feadaed11d9b8fe12c05982f16c909a57bf39ca35

https://github.com /stamparm /EternalRocks

downloading, unpacking and running Tor from archive.torproject.org along with C&C

( ubgdgno5eswkhmpy.onion ) communication requesting further instructions (e.g. installation of new components).

Second stage malware taskhost.exe (Note: different than one from first stage) (e.g. sample) is being
downloaded after a predefined period (24h) from http://ubgdgno5eswkhmpy.onion/updates/download?id=PC and

run. After initial run it drops the exploit pack shadowbrokers.zip and unpacks contained directories payloads/ ,

configs/ and bins/ . After that, starts a random scan of opened 445 (SMB) ports on Internet, while running
contained exploits (inside directory bins/ ) and pushing the first stage malware through payloads (inside

directory payloads/ ). Also, it expects running Tor process from first stage to get further instructions from C&C.
Update (2017-05-25)

Author (" tmc ") suddenly drops the whole campaign after a recent fuzz. C&C page currently holds this moment

the following (new) message:

w CakePHP: the rapid develop php fr k: Users - Mozilla Firefox - + X

| & CakePHP: the rapid develop x | +

gno5eswkhmpy.onion.cab/users/logir | & | ® |3\E-eau:l' | B +$ & © @ a =

27 CakePHP: the rapid development php framework

Forum Inside! Registration is Open!
Why so scary, I only firewall SMB port for you.

It's not ransomware

Login Login
Register an account
Email*
Password*

Remember Me

I forgot my password

After a successful registration, user can find following messages from malware author (" tmc ") himself:

Its not ransomware, its not dangerous, it just firewalls
the smb port and moves on. I wanted to play some games with
them, considering I had visitors, but the news has to much
about weaponized doomsday worm eternal rocks payload. much
thought to be had... ps: nsa exploits were fun, thanks

shadowbrokers!

Page 2 of 8


https://archive.torproject.org/tor-package-archive/torbrowser/4.0.1/tor-win32-tor-0.2.5.10.zip
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/cf8533849ee5e82023ad7adbdbd6543cb6db596c53048b1a0c00b3643a72db30
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d
https://camo.githubusercontent.com/02fd787b42b2b729f340c30909b9865da72e70ef19e870f32f49e27a7d0a6f89/68747470733a2f2f692e696d6775722e636f6d2f5055386b5934342e706e67
https://camo.githubusercontent.com/02fd787b42b2b729f340c30909b9865da72e70ef19e870f32f49e27a7d0a6f89/68747470733a2f2f692e696d6775722e636f6d2f5055386b5934342e706e67

https://github.com/stamparm /EternalRocks

Message Its not ransomware, its not dangerous, it just firewalls the smb
port and moves on. I wanted to play some games with them,
considering I had visitors, but the news has to much about
weaponized doomsday worm eternal rocks payload. much
thought to be had... ps: nsa exploits were fun, thanks
shadowbrokers!

Tstamp 2017-05-24 00:48:00

btw, all I did, was use the NSA tools for what they were
built, I was figuring out how they work, and next thing I
knew I had access, so what to do then, I was ehh, I will

just firewall the port, thank you for playing, have a nice

a day.

Message btw, all I did, was use the NSA tools for what they were built, I
was figuring out how they work, and next thing I knew I had
access, so what to do then, I was ehh, I will just firewall the
port, thank you for playing, have a nice a day.

Tstamp 2017-05-24 13:33:00

Also, malware doesn't update any more to the (shadowbrokers exploit pack) second stage, but to the dummy

executable:

// nohost.exe.Program
private static void Main(string[] args)

1
I

Host Based indicators
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https://camo.githubusercontent.com/dbf2132ccef2f07a9247031850d388f00f63350351103ee875c3979235aaa2a4/68747470733a2f2f692e696d6775722e636f6d2f615863614b42432e706e67
https://camo.githubusercontent.com/dbf2132ccef2f07a9247031850d388f00f63350351103ee875c3979235aaa2a4/68747470733a2f2f692e696d6775722e636f6d2f615863614b42432e706e67
https://camo.githubusercontent.com/10dd439198f11d7493d2caa82914429e4b88afdef85427f16dd40a4454aeaf2b/68747470733a2f2f692e696d6775722e636f6d2f555a306c4451502e706e67
https://camo.githubusercontent.com/10dd439198f11d7493d2caa82914429e4b88afdef85427f16dd40a4454aeaf2b/68747470733a2f2f692e696d6775722e636f6d2f555a306c4451502e706e67
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/48b1024f599c3184a49c0d66c5600385265b9868d0936134185326e2db0ab441
https://camo.githubusercontent.com/e3e5e41ffd50b48613089124843d4a82b3e3496e78546a6e390c9c009d8d8320/68747470733a2f2f692e696d6775722e636f6d2f4c4130777038492e706e67
https://camo.githubusercontent.com/e3e5e41ffd50b48613089124843d4a82b3e3496e78546a6e390c9c009d8d8320/68747470733a2f2f692e696d6775722e636f6d2f4c4130777038492e706e67
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~
{ “\_J | . v Computer » Local Disk (C:) » Program Files » Microsoft Updates »
Organize » Include in library = Share with + Mew folder
2 Favorites Marme Date modified Type Size
B Desktop | bins 18.5.2017.15:11 File folder
4 Downloads J configs 18.5.2017.1511 File folder
= Recent Places | payloads 18.5.2017.15:11 File folder
| SharpZLib 18.5.2017.15:00 File folder
4 Libraries . TaskScheduler 18.5.2017.15:00 File folder
@ Documents | temp 18.5.2017.15:16 File folder
J“ Music J Tor 18.5.2017.15:00 File folder
[E] Pictures %) ICSharpCode.SharpdipLib.dil 3.1.2011.13:16 Application extens... 196 KB
B videos || installed.ete 18.5.2017.1511 ETE File 1KB
|| installed.fgh 18.5.2017.15:06 FGH File 1KB
18 Computer % Microsoft.Win32.TaskScheduler.dll 7.4.2017.17:06 Application extens... 341 KB
&, Local Disk (C) || required.glo 18.5.2017.15:02 GLO File 1KB
¥ Shared Folders (\ivn 1) shadowbrokers 18.5.2017.15:11 Compressed (zipp... 4,258 KB
1) SharpZLib 18.5.2017.15:00 Compressed (zipp... 444 KB
€l Network || startup fixed 18.5.2017.1511 FIXED File 1KE
(551 swchost 18.5.2017.15:00 Application 297 KB
(571 taskhast 18.5.2017.15:06 Application 5152 KB
1) TaskScheduler 18.5.2017. 15:00 Compressed (zipp... 870 KB
Paths
e c:\Program Files\Microsoft Updates\SharpZLib.zip # in newer variants
e c:\Program Files\Microsoft Updates\svchost.exe
e c:\Program Files\Microsoft Updates\installed.fgh
e c:\Program Files\Microsoft Updates\ICSharpCode.SharpZipLib.d1l1 # in newer variants
e c:\Program Files\Microsoft Updates\Microsoft.Win32.TaskScheduler.dll
e c:\Program Files\Microsoft Updates\SharpZLib\ # in newer variants
e c:\Program Files\Microsoft Updates\temp\tor.zip
e c:\Program Files\Microsoft Updates\temp\Tor\
e c:\Program Files\Microsoft Updates\required.glo
e c:\Program Files\Microsoft Updates\taskhost.exe
e c:\Program Files\Microsoft Updates\TaskScheduler.zip
e c:\Program Files\Microsoft Updates\TaskScheduler\
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https://camo.githubusercontent.com/798169061e21818f6772d10038b237d1786a3769f306cdfbe3b0688041fc3356/687474703a2f2f692e696d6775722e636f6d2f4c6f50323130502e706e67
https://camo.githubusercontent.com/798169061e21818f6772d10038b237d1786a3769f306cdfbe3b0688041fc3356/687474703a2f2f692e696d6775722e636f6d2f4c6f50323130502e706e67
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c:\Program Files\Microsoft Updates\torunzip.exe # in older variants

Persistence

Two scheduled tasks ServiceHost and TaskHost having multiple triggers

@ T.ESk Scheduler (LD“_D Z Il Name Status Triggers Next Run Time Last Run Time Last Run Result Author  Created
4 [ Task Scheduler Library -
4 7 Microsoft © ServiceHost  Running  Multiple triggers defined 19.5.2017.15:02:34 185.2017.15:05:34  (0x41301) SYSTEM 185.2017.15:02:34
o (B Wmdows (B TaskHost Ready Multiple triggers defined 19.5.2017.15:06:09 185.2017.15:04:34  (0xFFFFFFFF) SYSTEM  18.5.2017. 15:06:09
_ Active Directory Rights Management
| ApplD
~| Application Experience ‘ General | Triggers ‘Actions | Conditmnsl Seﬂ\ngsl History {disab\ed]‘
_ Autochk
| Bluetooth When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties comn
_ CertificateServicesClient
“| Customer Experience Improvement | Trigger Details Status
1 Def
oo At startup At system startup Enabled
. Dingnosis At At f Enabled
| DiskDiagnostic .ng on og on of any user nable:
“ Location Dally- At15:02 every day Enabled
“ Maintenance One time At15:05 on 18.5.2017. Enabled

Mutexes

{8F6F00C4-B901-45fd-08CF-72FDEFF}
{8F6FQAC4-B9A1-45fd-A8CF-72FDEFF}

20b70e57-1c2e-4de9-99e5-691369006912

Samples

First stage

€049d8f69ddee0c2d360c27b98fa%e61b7202bb0d3884dd3ca63f8aa288422dc # UpdateInstaller.exe
(captured)

1ee894c0b91f3b2f836288c22ebeab44798f222f17c255f557af2260b8c6a32d # Updatelnstaller.exe
(variant)

64442cceb7d618e70c62d461cfaafdb8e653b8d98ac4765a6b3d8fd1ea3bcel5 # UpdateInstaller.exe
(variant)

94189147ba9749fd0f184fe94b345b7385348361480360a59f12adf477f61c97 # UpdateInstaller.exe
(variant)

9bd32162e0a50f8661fd19e3b26ff65868ab5ea636916bd54c244b0148bd9c1b # Updatelnstaller.exe
(variant)

a7c387b4929f51e38706d8b0f8641e032253b07bc2869a450dfa3df5663d7392 # UpdateInstaller.exe
(variant)

ad8965e531424¢b34120bf0c1b4b98d4ab769bed534d9a36583364e9572332fa # UpdateInstaller.exe
(variant)

b2ca4093b2e0271cb7a3230118843fccc094e0160a0968994ed9f10c8702d867 # Updatelnstaller.exe
(variant)

€999bf5da5ea3960408d3cbal54f965d3436b497ac9d4959b412bfcd956c8491 # Updatelnstaller.exe

(variant)
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https://camo.githubusercontent.com/c41af9f6990c56339e2600fe65b10eabd46e1ec9d90d03270bc590fe64aa5a20/68747470733a2f2f692e696d6775722e636f6d2f334737506752512e706e67
https://camo.githubusercontent.com/c41af9f6990c56339e2600fe65b10eabd46e1ec9d90d03270bc590fe64aa5a20/68747470733a2f2f692e696d6775722e636f6d2f334737506752512e706e67
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/e049d8f69ddee0c2d360c27b98fa9e61b7202bb0d3884dd3ca63f8aa288422dc
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/1ee894c0b91f3b2f836288c22ebeab44798f222f17c255f557af2260b8c6a32d
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/64442cceb7d618e70c62d461cfaafdb8e653b8d98ac4765a6b3d8fd1ea3bce15
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/94189147ba9749fd0f184fe94b345b7385348361480360a59f12adf477f61c97
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/9bd32162e0a50f8661fd19e3b26ff65868ab5ea636916bd54c244b0148bd9c1b
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/a7c387b4929f51e38706d8b0f8641e032253b07bc2869a450dfa3df5663d7392
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/ad8965e531424cb34120bf0c1b4b98d4ab769bed534d9a36583364e9572332fa
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/b2ca4093b2e0271cb7a3230118843fccc094e0160a0968994ed9f10c8702d867
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/c999bf5da5ea3960408d3cba154f965d3436b497ac9d4959b412bfcd956c8491

https://github.com /stamparm /EternalRocks

e d43c10a2c983049d4a32487ab1e8fe7727646052228554e0112f6651f4833d2¢c # UpdateInstaller.exe

(variant)

o d86af736644e20e62807f03c49f4d0ad7de9cbd0723049f34ec79f8c7308fdd5 # Updatelnstaller.exe

(variant)

o fc75410aa8f76154f5ae8fe035b9a13c76f6e132077346101a0d673ed9f3a0dd # UpdateInstaller.exe

(variant)

Second stage

o f8533849ee5e82023ad7adbdbd6543cb6db596¢53048b1a0c00b3643a72db30 # taskhost.exe
(captured)

o 3b4497c7f8c89bf22c984854ac7603573a53b95ed147e80c0f19e549e2b65693 # taskhost.exe (variant)

e a77c61e86bc69fdc909560bb7a0faldd61ee6c86afceb9eal7462a97e7114ab0 # taskhost.exe (variant)

e 70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d # shadowbrokers.zip
(exploits)

Network indicators

C&C server(s)

e ubgdgno5eswkhmpy.onion

M Wireshark . Follow TCP Stream (tcp.stream eq 10) . wireshark_8B4D8F73-C6BC-4BBA-B799-8 CFABSTIEAIF_20170517232259_a03376 == ]

................ ubgdgnoSeswkhmpy.onion.P..........GET fupdates/shadowsinstalled?version=1,55 HTTR/1.8
Host: ubgdgnoSeswkhmpy.onicn

HTTP/1.1 2@8@ OK

Date: Thu, 18 May 2817 @@:42:36 GMT

Server: Apache/2.2.31 (Amazon)

X-Powered-By: PHP/5.6.3@

Set-Cockie: CAKEPHP=g97frusfc95obolrad2fSloql3; expires=Thu, 18-May-2817 @4:42:36 GMT; Max-Age=14488; path=/; HttpOnly
Content-Length: 1

Connection: close

Content-Type: text/html; charset=UTF-8

Downloading required .NET components (first stage)

e http://api.nuget.org/packages/taskscheduler.2.5.23.nupkg
e http://api.nuget.org/packages/sharpziplib.0.86.0.nupkg # in newer variants

Appendix

Decompilation of an older sample

o C#source # 1ee894c0b91f3b2f836288c22ebeab44798f222f17c255f557af2260b8cba32d
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https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/d43c10a2c983049d4a32487ab1e8fe7727646052228554e0112f6651f4833d2c
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/d86af736644e20e62807f03c49f4d0ad7de9cbd0723049f34ec79f8c7308fdd5
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/fc75410aa8f76154f5ae8fe035b9a13c76f6e132077346101a0d673ed9f3a0dd
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/cf8533849ee5e82023ad7adbdbd6543cb6db596c53048b1a0c00b3643a72db30
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/3b4497c7f8c89bf22c984854ac7603573a53b95ed147e80c0f19e549e2b65693
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/a77c61e86bc69fdc909560bb7a0fa1dd61ee6c86afceb9ea17462a97e7114ab0
https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d
https://camo.githubusercontent.com/68b5e3cac51e7081ab98dfcff296845ee7fe3882730724d287d12f14f8755f65/68747470733a2f2f692e696d6775722e636f6d2f5579717735616e2e706e67
https://camo.githubusercontent.com/68b5e3cac51e7081ab98dfcff296845ee7fe3882730724d287d12f14f8755f65/68747470733a2f2f692e696d6775722e636f6d2f5579717735616e2e706e67
https://raw.githubusercontent.com/stamparm/EternalRocks/master/misc/svchost.7z

https://github.com /stamparm /EternalRocks

public class Globals

‘ public static double myVersion = 1.27;
public static double dversion = 1.8;
public static string sInstallDirectory = "C:‘\\Program Files‘\\Microsoft Updates™;
public static string sOnion = “http://ubgdgnoSeswkhmpy.onicn™;

h

Network traffic capture (PCAP)

o Windows 7 x64 SP1 Honeypot # initial exploitation capture (2017-05-17)

Yara rules
o EternalRocks.yara
Debug strings

e (:\Program Files (x86)\Microsoft Visual Studio\VB98\VB6.0LB

C:\Users\tmc\Documents\DownLoader\Project1.vbp
e (:\Users\tmc\Documents\TorUnzip\Project1.vbp

e c:\Users\tmc\Documents\Visual Studio
2015\Projects\MicroBotMassiveNet\taskhost\obj\x86\Debug\taskhost.pdb

e (:\Users\tmc\Documents\Visual Studio 2015\Projects\WindowsServices\svchost\bin\svchost.pdb
Indicators of Compromise (IOC)

SHA256

1ee894c0b91f3b21836288c22ebeahb44798222117c255f557af2260b8c6a32d
20240431d6eb6816453651b58b37153950fcc310929813806525¢5fd97cdcle
2094d105ec70aa98866a83b38a22614cff906b2cf0a08970ed59887383ee7b70
23eeb35780faf868a7b17b8e8da364d71hae@e4bclababddddddechdbd2c2c64
3b4497c7f8c89bf22c984854ac7603573a53b95ed147e80c0f19e549e2b65693
44472436a5b46d19cb34fa0e74924edefc80dfa2ed491773a2852b03853221a2
48b10241599c3184a49c0d66c560038526509868d0936134185326e2dbBab441
589af@4a85dcb6ec6b94123142a17cf194decd61f5d79e76183db026010e0d31
64442cceb7d618e70c62d4671cfaafdb8e653b8d98ac4765ab6b3d8fdT1ea3bcel5
bbc73659a9f257eef5cdededaalc05ff95b3df58cde829686ceee8bd84513442
70ec@e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d
7b8674c8f0f7c0963f2c04c352e880e87d4c8ed8361c651e8c976197468bd98a
94189147ba9749fd0f184fe94b345b7385348361480360a59f12adf477f61c97
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https://camo.githubusercontent.com/9c40a0d092cb2be4e4e2987995dc1cecb39ea90957407a244dccbb911a902d2f/68747470733a2f2f692e696d6775722e636f6d2f6b4252696e67372e706e67
https://camo.githubusercontent.com/9c40a0d092cb2be4e4e2987995dc1cecb39ea90957407a244dccbb911a902d2f/68747470733a2f2f692e696d6775722e636f6d2f6b4252696e67372e706e67
https://raw.githubusercontent.com/stamparm/EternalRocks/master/misc/exploitation.pcap
https://raw.githubusercontent.com/stamparm/EternalRocks/master/EternalRocks.yara

https://github.com /stamparm /EternalRocks

9bd32162e0a50f8661fd19e3b26ff65868ab5ea636916bd54c244b0148bd9c1h
a’77c61e86bc69fdc909560bb7a0faldd6T1eebc86afceb9eal7462a97e7114ab0d
a7c387b4929151e38706d8b0F8641e032253b07bc2869a450dfa3df5663d7392
ad8965e531424ch34120bf0c1b4b98d4ab769bed534d9a36583364e9572332fa
aedd@c47daa35f291e670e3feadaed11d9b8fe12c05982f16c909a57bf39ca35s
b2cad093b2e0271cb7a3230118843fccc094e0160a0968994ed9f10c8702d867
c47624894881797b4b33382c8b1b71c94a42c84611f28e0e118c83fe03284810
c999bf5da5ea3960408d3cbal54f965d3436b497ac9d4959b412bfcd956c8491
cf8533849ee5e82023ad7adbdbd6543cb6db596c53048b1a0c00b3643a72db30
d43c10a2c983049d4a32487ab1e8fe7727646052228554e01121665114833d2c
d86af736644e20e62807f03c49f4d0ad7de9cbdd723049f34ec79f8c7308fdd5
€049d8f69ddeedc2d360c27b98fa9e61b7202bb0d3884dd3cab3f8aa288422dc
€77306d2e3d656Ta048561658885803243aef204760889ca2c09fhe9Iba36581d
f152ed03e4383592ce7dd548c34f73dab3fc457ce8f26d165155a331cdeb43a9
fc75410aa8f76154f5ae8fe03509a13c76f6e132077346101a0d673ed9f3addd

Imphash

8ef751c540fdc6962ddc6799f35a907c # older (VB6) variants of UpdateInstaller.exe

Mutexes

{8F6F00C4-B901-45fd-08CF-72FDEFF}
{8F6FOAC4-BIAT-45Fd-A8CF-72FDEFF}
{8F6FOAC4-BIAT-45fd-ABCF-727220DESF}
20b70e57-1c2e-4de9-99e5-691369006912

File paths

c:\Program Files\Microsoft Updates\

Scheduled tasks

ServiceHost -> C:\Program Files\Microsoft Updates\svchost.exe # system start, log on, daily

TaskHost -> C:\Program Files\Microsoft Updates\taskhost.exe # system start, log on, daily

Source: https://github.com/stamparm/EternalRocks
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