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2 Tool: Keyrecord

Names Keyrecord
Category Malware
Type Keylogger
Descrint (Bitdefender) The Keyrecord component is responsible for logging keystrokes on the victims’

escription

P system. It is dropped by a corresponding DLL_Deploy dropper.
. <https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-Whitepaper-

Information

Chinese-APT.pdf>

Last change to this tool card: 06 January 2021

Download this tool card in JSON format

All groups using tool Keyrecord

Changed Name Country Observed
APT groups

FunnyDream 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=76bf497c-e7e8-4154-9e41-ee9e1ce7b09b

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=76bf497c-e7e8-4154-9e41-ee9e1ce7b09b
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=76bf497c-e7e8-4154-9e41-ee9e1ce7b09b
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Keylogger
https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-Whitepaper-Chinese-APT.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-Whitepaper-Chinese-APT.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-Whitepaper-Chinese-APT.pdf
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Keyrecord&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=FunnyDream
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China

