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[Alert] New GlobeImposter of Olympian Gods 2.0 is coming

By Meet the Author

Archived: 2026-04-05 16:02:36 UTC

Recently, The Sangfor Security Team identified a new Globelmposter ransomware strain, naming it

Globelmposter of Olympian Gods 2.0. Currently, several companies have suffered attacked and experienced a
great many losses.

We found several variants with the following extensions appended to encrypted files: Hermes865, Hades865 and
Apollon865.

Sangfor identified the first strain of GlobeImposter of Olympian Gods in July 2019, finding that first encrypted
files were appended with the extension .ares666. In the subsequent two months, as the first version spread,
companies and organizations in the manufacturing, education and business verticals suffered attacks by the
following variants: Zeus666, Poseidon666, Apollo666, Artemis666, Ares666, Aphrodite666, Dionysus666,
Persephone666, Hephaestus666, Hades666, Demeter666 and Hera666.
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Based on the wide-spread first version of GlobeImposter, the attackers developed a second version and changed

appended extensions to those of Greek God + 865, like Hermes865, Hades865 and Apollon865. The file type was
changed from TXT file to EXE to enable auto-startup.
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1 TO DECRYPT, FOLLOW THE INSTRUCTIONS BELOW.}

This alert email is the same as the first version, i.e., Sin Eater.666@aol.com. What is more, the samples are alike.

Without question, attacks by this variant were conducted by the same attackers.

HOW TO BACK

TOUR FILES ARE ENCRYPTED !!!
TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool. 4 TO DECRYPT, FOLLOW THE IN!
To get the decrypt tool you should:

L.In the letter include vour personal ID! Send me this ID in yvour first email to me!
2.We can sive you free test for decrypt few files (NOT VALUE) and assien the price for decryption all files!
3.After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tool!
4.We can decrypt fea files in quality the evidence that we have the decader.

To recover data yon need decrypt tool.

D0 NOT TRY TO DO SONETHING WITH YOUR FILES BY YOURSELF YOU WILL ERAKE YCOUR DATA !!! ONLY WE ARE CAN HELP YOU! CONTACT US:
To get the decrypt tool you should:

ATTENTION 111 THIS IS YOUR PERSONAL ID WICH YOU HAVE TO SEND IN FIRST LETTER: Send 1 crypted test image or text file or document t>
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The Sangfor Security Team also discovered that this ransomware is in the debugging phase and encrypted viruses

will generate another file named ids.txt, which is used to store an ID and printing error message:
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[ERROE] E:\System Volume Information'* FindFirstFile error 5

[ERROR] C:\Users'Public'Documents'My Videos'* FindFirstFile error &
[ERROR] C:\Users'Public‘Documents'My Pictures'* FindFirstFile error G
[ERROR] C:'\Users'PublicDocuments' My Musich* FindFirstFile error &
[ERROR] C:\Users
[ERROR] C:\Users"
[ERROR] C:\Users"
[ERROR] C:\Users"
[ERROR] C:\Users"
[ERROR] C:%\Users'
[ERROR] C:%\Users'
[ERROR] C:\Users"
EERRDRJ C:yUsersh,

v FindFirstFile error &
‘Templates'* FindFirstFile error &
SendTo'* FindFirstFile error &
Fecent'* FindFirstFile error &
FrintHood' FindFirstFile error &
tletHoodY* FindFirstFile error &
v Documents'* FindFirstFile error &
Local Settings'k FindFirstFile error &
JocumentsiMy Videos'#* FindFirstFile error &

After analyzing the captured samples, Sangfor found that it is nearlly identical to the first version in code

structure.

After launch, the virus will first create a note file (HOW TO BACK YOUR FILES.exe) and then disable the
family group and then Windows defender.
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*(_DWORD *)Data = 1;
if ( !RegCreateKeyW(HKEY_LOCAL_MACHINE, L"SOFTWARE\\Policies\\Microsoft\\Windows\\HomeGroup", &phkResult) )

RegSetValueExW(phkResult, L"DisableHomeGroup”, 8, 4u, Data, 4u);
RegCloseKey(phkResult);

if ( !RegCreateKeyW(HKEY_LOCAL_MACHINE, L"SOFTWARE‘\\Policies\\Microsoft\\Windows Defender", &phkResult) )
{
RegSetValueExk(phkResult, L"DisableAntiSpyware", @, 4u, Data, 4u);
Reg(CloseKey(phkResult);
1
if ( !RegCreateKeyh(
HKEY LOCAL_MACHINE,
L"SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Policy Manager"”,
&phkResult) )
Reg(CloseKey(phkResult);
result = RegCreateKeyl(
HKEY_ LOCAL MACHINE,
L"SOFTWAREN\Policies\\Microsoft\\Windows Defender‘\\Real-Time Protection”,
&phkResult);
if ( lresult )
{
RegSetValueExW(phkResult, L"DisableRealtimeMonitoring”, @, 4u, Data, 4u);
RegSetValueExk(phkResult, L"DisableBehaviorMonitoring”, @, 4u, Data, 4u);
RegSetValueExW(phkResult, L"DisableOnAccessProtection”, @, 4u, Data, 4u);
result = RegCloseKey(phkResult);

Subsequently, the virus will create an auto-startup item named WindowsUpdateCheck, which will be executed

through CMD to delete disk volumes, stop database service, traverse and mount volumes and traverse disk files:

GetlogicalDriveStringsW(@x180u, &RootPathlame);
for ( i = &RootPathllame; ; i += weslen(i) + 2 )

{
vih = 1,
if (1% )
break;
vl5 = GetDriveTypel(i);
i[2] = @;
if (w15 - 2 <=2)
sub 11AEABB(v10);
¥

vl6 = CreateThread(®, ©, sub 11AFA78, v16, @, @);
sub_11AF188(B, 1lpParameter);

WaitForSingleObject(vle, @xFFFFFFFF);

{loseHandle(vleg);

vl7 = CreateThread(®, ©, sub 11AFA78, lpParameter, @, @);
WaitForSingleObject(v1l7, @xFFFFFFFF);

CloseHandle(v1l7);

sub 11AEA3B(ListHead);

sub_11AEA3B((PSLIST HEADER)1pParameter);

ExitCode = @;

After encrypting files, the virus will duplicate the note file to the encrypted file directory:
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ConcatString = “C:\ProgramData\HOW T0 B 818CFADA

B11AF4FT 58
B11AF4FE FF15 88211CH)call
6A 01 FaillfExists = TRUE 7SEARSEB kerneld2.lstrcmpill
8D842Y4 DLOBO|lea eax,.dword ptr ss:[esp+0xBOk]
811AF5 87 L1 ] eax NewFileMame = ""C:\ProgramData‘HOW TO BA( Globlenmp.B11AF518
011AF5 08 8D8424 180F0|lea eax,dword ptr ss:[esp+OxF18] 0023 32  O(FFFFFFFF)
B11AF5 BF 58 eax ExistingFileMame = "C:\ProgramData\HOou P 0818 32 O(FFFFFFFF)
FF15 98281G8]call ap23 32 B(FFFFFFFF)
a5co test eax,eax 0023 32 O(FFFFFFFF)
B11AF518| .. BFB5 1861060 Globlenp.811AF636 8838 32 7FFD9AEB(4088)
011AF51E =98 nop apee NULL
811AF528 an hTemplateFile = NULL
B11AF522| . 206000000 Attributes = NORMAL LastErr
B11AF527 a3 Hode = OPEN_EXISTIHG
011AF529 e pSecurity = MULL 00600202 (NO,NB,HE.A,NS,P0,GE,G)
B11AF528] . [} Sharelode = 8 0060 6006 0800 0000
ds:[011C2098]=75E967C3 (kernel32.CopyFileW) 0BAD PAAA BAAA AABA
0060 000G 000D 00OO
0688 PUHO BBBE BEBA

B11AF4F 6 51 [StringTundd =

P HTY e10cF2c8|| ExistingFileName ProgramData\HOW TO BACK YOUR FILES.exe™
811EFCEC - = B10CE3A8| B10CEEBM|| MewFileName = “D:\tools\processhacker\HOW TO BACK YOUR FILES.exe"
B11EFCFC B16CE3AC| 00000001|LFaillfExists = TRUE
B11EFDBC B16CE3BB| ©00B0BB0
B11EFD1C O10CESB4| 060006000
B11EFD2C B18CE3B8| 88008066
B11EFD3C G10CESBC| ©O34E580
B11EFDAC ) B16CE3CH| BBOABB2C
B11EFD5C B10CE3CY| BBOABAOD
B11EFD&C ! G10CE3CE| BO0OBOOO
B11EFD7C B18CE3CC| BBOABAOA
B11EFDSC 610CE3DG| ©GO006000
B11EFD9C B18CE3D4( 800680188
B11EFDAG 610CE3D8| 0GO006001

Finally, the virus executes command through CMD to delete the RDP connection and system logs and delete itself.
Solutions

Currently there is no decryption tool for victims. You may isolate infected hosts and disconnect them from

network.
We recommend performing a virus scan and removal as soon as possible.
Detection and Removal

Sangfor EDR and NGAF products are capable of detecting and removing this ransom virus.
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Scan completed. 1 issue(s) detected Back

Time Taken: 00:00:13 Scanned Files: 1

v ChUsers\Administrator\Desktop'samples 1files . 1 issue(s) ~

| Severity
Ransomware . Ransom/Globelmposter x

File: c:\users\administratorndeskiop\samples\bdc09fbfadfogs43.

Quarantine Trust Logs Security Engines: = @5 (F‘E; s

Sangfor offers customers and users free anti-malware software to scan for and remove the virus.
Protection

The Sangfor Security Team recommends proactive protection, as there is no way to decrypt the files encrypted by

majority of ransom viruses.

1. Fix the vulnerability quickly by installing the corresponding patch on the host.

2. Back up critical data files regularly to other hosts or storage devices.

3. Do not click on any email attachment from unknown sources and do not download any software from
untrusted websites.

4. Disable unnecessary file sharing.

5. Strengthen your computer password and do not use the same passwords for multiple computers to avoid
compromising a series of computers.

6. Disable RDP if it is unnecessary for your business. When computers are attacked, use Sangfor NGAF or
EDR to block port 3389 and stop the virus from spreading.

7. Sangfor NGAF and EDR can prevent brute-force attacks. Turn on brute-force attack prevention on NGAF
and enable Rules 11080051, 11080027 and 11080016. Turn on brute-force attack prevention on Sangfor
EDR.

8. For Sangfor NGAF customers, update NGAF to version 8.0.5 and enable Al-based Sangfor Engine Zero to
achieve the most comprehensive protection.

9. Deploy Sangfor security products and connect to cloud-based Sangfor Neural-X to detect new threats.

10. Sangfor SOC, featuring Al, is ready to quickly enhance security capabilities. SOC provides services

including checks on device security policies, security threats and relevant vulnerabilities to ensure timely
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risk detection, remediation and prevention, as well as policy update.

11. Perform a security scan and virus removal on the entire network to enhance network security. We

recommend Sangfor NGAF and EDR to detect, prevent and protect your internal network.

Source: https://www.sangfor.com/blog/cybersecurity/alert-new-globeimposter-olympian-gods-20-coming
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