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Summary

Lazarus has targeted its victims using job opportunities documents for companies such as LockHeed Martin, BAE Systems,
and Boeing. In this case, the threat actor has targeted people that are looking for jobs at Boeing using a document called
Boeing BDS MSE.docx (https:/twitter.com/ShadowChasing1/status/1455489336850325519). The malware extracts the

hostname, username, network information, a list of processes, and other information that will be exfiltrated to one out of the

four C2 servers. The data targeted for exfiltration is compressed, XOR-encrypted and then Base64-encoded before being
transmitted to the C2 server. The Trojan implements four actions that include downloading and executing a .exe or .dll file,

loading a PE (Portable Executable) into the process memory, and executing shellcode.
Analyst: @GeeksCyber

Technical analysis

SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

The file is a DLL that has 7 exports. Only one of these functions implements malicious activity (DllGetFirstChild):

DA View-a [ (2] Hex view-1 B8 Structures [ [E] Enums B8 Imports [ @ Exparts [£)

Mame Address Ordinal
DlliCanUnloadMow 69009530 1
DlIGetClassObject 69009540 2
DllGetFirstChild 69DDBA50 3
Dllinstall 69DDY95F0 4
DlIRegisterServer 69009580 5
DllUnregisterServer 69009500 &

DIEntryPoint 69DDBFGT [main entry]

Figure 1

The malware retrieves the User Agent by calling the ObtainUserAgentString function. There is also a User Agent that is
hardcoded in the binary “Mozilla / 5.0 (Windows NT 10.0; WOW64; Trident / 7.0; rv:11.0) 1i”, which is Internet Explorer on
Windows 10:

s0 push eax XE7SHEB 0 XSTSWC3 0 XB7SWCZ O
80 85 FC FB FF FF lea eax,dword ptr ss:ffeop-404) XE7SW.C1 0 X87SW.CO O XB7SW.ES 0
50 push cax XETSW_SF 0 XSTSW.P 1 X87SW.U O
64 00 push
Em— FF 15 COF2 08 69 J€RTT dword e dss [ <aobtainuser agentstring>] v —
FEISCOEZOE 6 S—— <aobtai] | Defout (stcal) *F B0 e
dword ptr [6SDEF2CO <lazar -Agentstr inos I=<ur Imor G

G0000000
QOCFF76C “Maz111a / 5.0 (Windows !
FF765

0ocFFRA0
. TEXT:630D16A1 Tazarus.d11:516A1 #AAL sl

Woup1  Woupz Hoump3  Eoums  Woumes  @wachi  bellocs Y st

JAscIT I A
FF768 00 O
00C 2 0|57
7 74 20 2¢|20 37 21
QOCFF7A8|30 29 20 &

®L 20[2F 20 35 2E|W...Mozilla / &.|
69 68 &5 20

22 76(3A 31 31 26[nE'/ 7.0; rviy:
97765 63 68/6F 00 00 D0|0) Tike Gecko...

Figure 2

The binary extracts the current system date and time using the GetSystemTimeAsFileTime API:

P o e e e b e &

Figure 3

GetModuleHandleW is utilized to retrieve a module handle for ntdll.dll:

65 FO 53 BF 63

push lazarus.630FS
FF IS S0 FODE &

30 - e
€all dword ptr ds:[<&GetModuTeHandew>] ‘v
e Defavit (stdcal)

1: [esp] coDFsaF0 L nEdTT. 1T
dword ptr [69DEF0BD <lazar od Gemody S AT T

3i [especl 00000000
-Text:E9DD3I7AE lazarus.d11:$37AE #2BAE Lesp-cl

D —
P e e e e i e R e ISR 69DF53F0 | L ned11.d11" — |

Figure 4

The process gets the address of the following export functions using the GetProcAddress routine:
“RtlGetCompressionWorkSpaceSize”, “RtlCompressBuffer”, “RtlDecompressBuffer”, “RtlGetVersion”. An example of a

function call is shown in figure 5:

e[Go037C0| 68 04 54 DF 69 push lazarus. 630F5 404 XSTSWSF O XB7SWP 1 XETSW.U O
ol coopizcs|  s3 push_eox
FF D6 can esi v
. 5 | Default ftdeal) ~ |[5_E] O] uniock
i [esp] Ed 76F
esi= ~Get 76A75080) cp+4] GSDF5404 "RTiGerCompressionworksps
espis] D42
4: [espc] 00000000

-Text:690D37C6 Tazarus.d11:$37C6 #2806

D
5 76FE0000 | nEd1 1. 76FE000D
@Woump 1 | goump2  WHDump3  WHDump4  Houmps @ watchi  Illocak ) stuct mmw,m. G9DE5 404 | "RT1GELCOMpr 855 TonWor kspacesize™
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Figure 5

The NetBIOS name of the local computer is extracted via a function call to GetComputerNameW:

E2 Rk : L5
FF 15 78 FO DE 69 €all dword ptr ds:[<sGetComputerNamew>] v = ElD
3 D]efas;\l(sb]img;n(.“ 35 Unlock
e e i TS Ti Lol osdzcass
3: [esp+8] DOCFFBAO
& | B P e
+TeXT: 69003096 lazarus.d11:$3096 #3196

@Woumpt  @Homp?  Whoump3  @oump4  @Houmps B warhi  Iellocas P Struct DOCTERAL %EE;EH
Figure 6

The GetAdaptersInfo API is used to retrieve adapter information for the local machine:

s0 push eax XSTSW_SF 0 XETSWP 1 XETSWU O
s push s - s
FF 15 68 FODE 69 call dword ptr dsi [ <sGetadapter sTnfo>] v =
i e T -
dword ptr [GSDEF0GS <lazar T=<iphipapi . GetAdaptersInto e

2: [esp+4] DOCFFBES

3: [esprs] OocFFBa0
41 [esprC) 76A75080 ckernel32.GetProcAddress>
-TexT:6SDD3IDAL Tazarus.dl1:$3DA1 #31A1
& @ = 0] 03134738
WWoump!  Wybump2 W4Dump3  MDump4  WWDump5 @ watchi  Iellocals ) Struct DOCEEESE OOCFFEESs
Figure 7

The MAC address extracted above is written to a buffer:

Address | Hex ASCII
03134520| 30 00 30 00|30 00 &3 00(32 00 39 00|32 00 35 00|0.0.0.C.2.9.2.5.
03134530| 36 00 36 00|31 00 35 00|30 00 30 00|30 00 30 00| 6.6.1.5.0.0.0.0.

Figure 8

The file extracts the command-line string for the current process:

FF 15 18 F1 DE 69 |ieana aword’ per 65T [<acetComandL inew>]

-

5| | Default fstdeal) ~ [5 2] 0] uniock
1 Cpazaias

Tnord ptr [G9DEFILE <1azarus. SGETCommandLineis)—<Kerne132, GETCommandLingns O T TEEEREED

3: [esprs] 00000000

3: [espic] ooO000218

- fext:630D7434 lazarus.d11:§7434 #6834

[ bR Cazasas |

B e B RN B S I I

Figure 9

CommandLineToArgvW is utilized to extract an array of pointers to the command-line arguments, along with a count of

arguments (similar to argv and argc):

. 51 pusn eci xsTowsF 0 xarwe 1 xerswu o
. 50 Dui? eax - 7L - 1
FF 15 FC F1 DE 69 call dword ptr ds:[<€CommandLineToArgvw| v EI
i ° < 2 1z 031021A6 z Bz
e e T 5 CENC R
3: [esp+8] CD424448
. TEXT:69DD7447 lazarus.d11:$7447 #6847 L3P T 000000
- ® ) G310z186
Woump1  @houmpz  Whoump3  @Dumps  Whoumps @ wath1  bellocs  stuct e R
Figure 10

According to an article published at https[:]//zhuanlan.zhihu.com/p/453894016, the malware is supposed to run with the
following parameters:

“NTPR
P6k+pR6iIKwIpU60R6ZilgKPL7IxsitJ AnplY Sx2KIdSSRFFyUlzTBVFAwgzBkI2PS/+EgASBik/GgY BwBbRNy7pP+Xq4uTsxOXU6NPmudaFz7Xy5f]

The binary decrypts the above parameter using a custom algorithm displayed in figure 11. The list of resulting strings

contains multiple C2 servers:

L K
FEFE]
.text:690D3988
.text:690D3986 loc_69DD3586:
.text: 69003988 mov cl, [edxtedi]
.text:69DD3983 mov al, dl
.text:69DD3985 xor cl, BE9h
.text:590D39388 add al, al
.text:69DD398A sub cl, al
Ltext:6900398C lea eax, [edx+7Ah]
.text:69DD398F add cl, 3B 3 "z
.text:59DD3992 xor cl, al
.text: 69003994 mov [edx+edi], cl
Ltext: 69003997 inc edx
.text:69D03998 cmp edx, esi
.text:69DD399A jb short loc_69DD3986
I
Figure 11
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03136308
03136318
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Figure 12
The following URLs have been decrypted:
« https[:]//mante.li/images/draw.php
« https[:]//bmanal.com/images/draw.php
« https|[:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php
« https[:]//industryinfostructure.com/templates/worldgroup/view.php

The GetNetworkParams routine is used to retrieve network parameters for the local computer:

dword ptr [69DEFOEC <lazarus.&Get

50 push eax
push edi
c

WOFd! PRI HS [<aGetNetworkPar ans>]

X87SW_SF 0 X37SW_P 1 X87SWU O

57
FF 15 6C FO DE €9

V[E =
Default (stdcal) Unlod

3136380

7y
J=<iphipant o5

a: [esp+C]_OOCFFEAD

NN
EEEm e
DOCFF18% | DOCFFZ0C

-Texr:6oDD$31A lazarus.dll1:$4314 #3714

Whoump 1

Woump2  WWoump3  WWoumpd  Woumps @ watchi  belloals | ) Stuct

Figure 13

The malicious process extracts the name of the DNS domain assigned to the local host (0x2 =

Comp NameDnsD ):
11 e[ewpsme| 51 push ecx XSTSCL 0 XS7SWCO © XETSWES O
i1 o|e=pimal S0 Push cax XSTHSF 0 xS7SWP 1 XU o
1] o|epiial  &oz push £
= FE D7 call edi v
L - T = | Default (stdcall)
1t [esp] 00060002
edi=cker (7ea748F0) © [espt4) 03146000
[espt8] 0OCFF210
. TeXTt:690D42DD lazarus.d11:$42DD #36DD L3P CINCDA 24380
Woump 1t | @loump2  hoump3  @lpumps  WHoumps @ warchi  kellocas | stuct '00CFF184] 03146000
[andrace 1 uaw lacrrr T . | 00CFF188 | 0OCFF210
Figure 14

The following network information is written to a temporary buffer:

03139038
031390A8
031390B8
031390C8
031390D8
03139DES
03139DF8
03139E08
03139E18
03139E28
03139E38
03139E48
03139E58
03139E68
03139E78
03139E88
03139E98
03139EAS
03139EBE
03139ECE
03139EDE
03139EES
03139EFE
03139F08

03139F28
03139F38
03139F48
03139F58
03139F68
03139F78
03139F88
03139F98
03139FAB
03139FB8
03139FC8
03139FD8
03139FES
03139FF8
0313A008
0313A018
0313A028

Figure 15

Address

03139F18|7

ASCII

o0
o0
o0
o0
o0
o0
00
o0
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
(U
00
00
00
00
00

57 00 69
49 00 50
&7 00 75
0D 00 0A
74 00 20
20 00 2E
20 00 2E
20 00 3A
4F 00 50

6D 00 61
20 00 53
20 00 2E
20 00 3A
20 00 53
20 00 ZE
20 00 2E
20 00 3A
36 00 38
32 00 38
&5 00 20
20 00 Z2E
20 00 ZE
20 00 3A
64 00 0D
42 00 4F
65 00 20
2E 00 20
3A 00 20
52 00 6F
45 00 6E
20 00 2E
20 00 3A
57 00 49
78 00 79
65 00 64
2E 00 20
oo 00 0A
4F 00 53
75 00 74
65 00 73
20 00 GE

64 00
43 00
61 00
0A 00
61 00
2E 00
2E 00
44 00

0A 00
79 00
66 00
2E 00
0A 00
72 00
2E 00
2E 00
31 00
31 00
0OA 00
79 00
2E 00
2E 00

48 00|7

09 00
20 00
44 00
20 00
0A 00
74 00
62 00
2E 00
6E 0O
53 00
45 00
20 00
20 00
4E 00
52 00
6F 00
44 00
oD 00

Page 3 of 14

&F
&F
74

20
GE
2E
3A
&5
65
GE
4E
oA

77
GE
69

50
61
20
20
74
73
20
53
oo

N...w
T

oo _—
-0 .

Jdanadao.w.
P. WCaO.

ST e ) e

o H



https://cybergeeks.tech/a-detailed-analysis-of-lazarus-malware-disguised-as-notepad-shell-extension/

Address

03149522
03149532
03149542
03149552
03149562
03149572
03149582
03149592
031435A2
03149582
031495C2
031495D2
031495E2
031495F2
03149602
03149612
03149622
03149632
03149642
03149652
03143662
03149672
03149682
03149692
031496A2
03149662
03149602
03149602
031496E2
031496F2
03149702
03149712
03149722
03149732
03149742
03149752
03149762
03149772
03149782
03149792
031497A2
03149782
031497C2
031497D2
031497E2
031497F2
03149802
03149812
03149822
03149832
03149842
03149852
03149862
03149872
03149882
03149892
031438A2
03149882
031498C2

Figure 16

The process gets the username associated with the current thread by calling the GetUserNameW function:

1 e|emoes)  s0 push eax XE7SWO 0 XS7SWZ O XE7SWD 0
|| elesopemiel 53 push _ebx e
B FF 15 08 FO DE 69 call dword ptr ds:[<sGetusernamens] =
T . = = i Defauit (stdcal) -] Unlock

dword ptr [63DEF008 <lazarus.&Get 2
3: [esp+8] 0OCFFBAD
4: [esp+C) 76A75A40 ckernel32.Localfrees

.TeXT:GODDEBIF lazarus.dl1:$6BIF #SFIF

|
@Woump1  @oump2  @oump3  @pump4  @Moumps B wamhi  iellocas P Struct [ T
Figure 17

The binary takes a snapshot of all processes in the system using the CreateToolhelp32Snapshot API (0x2 =
TH32CS_SNAPPROCESS):

o[ 620D6DCA % = XB7SW_CL1 O x87SW_CO 0 X87SW_ES 0
o/ s30D6DCE 89 7D FC mov dword ptr ss:[febp-sll,edi XS7SW_SF O X87SW_P
o/ 63oDeDCE 88 35 04 F1 DE 69 mov esi,dword ptr ds: [<&¢reateToolhelp3zsnapshots1 XETSW_O O X8TSW_Z
o/l 6z005004 & 02 push 2 R
Fr o6 Gl & o = v
o[ T o= > |Defaut Gtdea)
En 0000000:
esi=. -Creat LESIARRN: 2: [esp+4] 00000000
[esprs] (D4245A8
.TeXT:690D6DD6 lazarus.d11:356DD6 #61D6 8L PG00 bRAD
G0000002
Woumpt | gDump2  WHDump3  WHDump4  @NDumps @ Watch1  bellocas ) Stuet eean

Figure 18

The file extracts information about the first process from the snapshot via a call to Process32FirstW:

| | 690DSDFT 51 push ecx X87SW.O O X87SWZ 0 X87SWD O
R 50 push cax —=
FF 15 FO FO DE €9 €11 dword Ptr dsi[<&ProcessI2Firstws]
I E i 5 |Default (stdeal) Unlock
[esp] 000003
Gnord pir [6sEFOFD STaruE. TS 5 e —
3: [esp+8] cD4245A8

SIEXT 62000055 lezaruss d11: 3003, £6173, e ——

|
@Woump1  gjoump2  Yhoump3  GHDump4  @houmps B9 wawh1 | ellocak P Struct PEEMFEA;,, GEii
Figure 19

The malicious binary opens the process object using the OpenProcess routine (0x410 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_READ):
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s0 push eax X87r5 00000000000000000000 ST5 EMPTy 0.00000
6 00 sh o X87r6 3FFF3000000000000000 STG EMPTy 1.00000
65 10 04 00 00 Buzh 410 X87r7 3FFFGDE7OCI75DF22363 ST7 EMpty 1.10714
85 3B co hov dward ptr ss:fiebp-10], ecx
&7 45 cc o4 03 00 00 Tov cword [y o s
€7 45 DO 04 01 00 0D mov dword e e i L) el s (i
o X87TW_2 3 (Empty)  x87TW 3 3 (Enpty)
€7 45 D8 2C 01 00 00 mov dword febp-22] 12c
o2 B2 DEaEE D1 0000 moy g t X87TW 4 3 (Empty)  x87TWS 3 (ETpty)
7 45 Da 00 00 00 0D mov dword I X87TH_6 3 (Empty)  x87TW_? 3 (Empty)
€7 45 E0 25 00 73 0D mov dword [
€7 45 E4 5C 00 25 00 mov dword feb i oy
€7 45 E8 73 00 00 00 mov dword 9 8 Sw_c3
€7 45 Ec 55 00 GE 00 mov dword XersiTa b xerewico
C7 45 FO 6E 00 6E 0D mov dword XETSW_SF 0 x87SW_P
C7 45 Fa 6F 00 77 0D mov dvord Eebo-cl, XE7SHO 0 x87SWZ
C7 45 Fa 6E 00 00 0D ov_dwor :febp-cl, 5
FF 15 08 F1DE 63 e TR <50 Proces s>
— = Dehu\l(shimlﬂ
Gword ptr [G9DEF108 <lazarus.&O0p: T T
[esp+8] 00000000
] 00000000
.text: 630D713F lazarus.d11:$713F #653F =p+Cl
@oumpt  @houmpz  Whoumps  @hoump4  Whoumps @ wahi kel stuct
AscIT I A
OGCFEAZC 5B 00 53 00|79 DO 73 00|74 00 65 DD]GD 00 20 O|[.5.y.5.T.e.m. .
S0CTEAGC |30 00 72 00|a% 00 &3 00|as 00 73 00|73 00 53 Bl Firi.ce s el | e Gabeiialih s db el i

Figure 20

Whether the file doesn’t have enough rights to open a process, it copies “Unknown” along with the process name to a

temporary buffer.

The binary takes a snapshot of the current process along with all its modules using the CreateToolhelp32Snapshot API (0x8
=TH32CS_SNAPMODULE):

EF 85 83 FO FF FF EEEn e XB7SW_SF O X87SW.P 1 XS7SWU O
89 85 8C FO FF FF mov_dword X87SHO O XS7SWZ 0 X87SWD O
6A pus

FF D6 call esi

v
> |Defaut (stdeal)

1z [esp] 00000008
: [esp+4] 00000000
[esprs] CDs245a8
[esp+c] 00CFFBAO

esi= B (76aAFE50)

-Text:630D6E71 lazarus.d11:$6E71 #6271

@Woump1  gijoump2  YHoump3  Youmpa  GHoumps @ wathi  bellocak P stuct e

Figure 21

Module32FirstW is utilized to retrieve information about the first module associated with the current process:

50 FaEHEERY i 5= X87SWO 0 X87SWZ 0 X87TSWD O
56 push e:
FF 15 74 FO DE 69 EaiT - duord per gzt Twodu eazrirstie]

[
5 |Defaut ftdcal)
=

dword ptr [G9DEFO73 <1azarus.@M0dUle32FirSTH>]=<Kerne132, Modu] e22F1rsths,

.TeXT:GSDDGEA7 lazarus.dl1:$6EA7 #6247 Lesp+C]_oocFrean

e
@Woump1  @ompz  @Uoump3  @oumps  $WDumps B wetch1  Dellocals 5 Stuct F’E”Fzm CE
Figure 22

The malicious DLL gets information about the next process recorded in the snapshot:

ofssoDeE23| 50 push eax XETSHO O xBTSWZ 0 x&TSWD O
of csoperzal  Fr es ro Er Fr er push dword ptr ss:fiebp-1010]
FF 15 E8 FO DE 63 call dword ptr ds [(&Prn(ess}zmexﬂh] v =
e RS EEs N newc(sndem ~ |[5 2] Unlock
1 000003
Gword ptr [GEDEFOFS <lazarus.&Pri 1= T EE R

[=SD?S] CD4245A8
[esp+C]_O0CFFBAD

.text:GSDDEF2A Tazarus.dl:$6F2A #6324

e ————————
Woumt | @oup2  WBomp3  @owps | Bomps | @wah:  belloms | 2 sm s
Figure 23

The OpenProcessToken routine is used to open the access token associated with a process (0x8 = TOKEN_QUERY

o|[Goo07156 50 EERga X87SW_SF O XB7SW_P 1 X87SW U O
| 6a0D7157 64 08 & X875W_( X87SW_Z 0 X87SWDP 0O
| 63007155 53 Dush ebx
FF 15 24 FO DE 69 call dword ptr ds:[<sopenProcessToken>] v
. =2 e 2 \Deﬁu\t(shdmm
i

[e=p: 2
2t [aspra] 00000008

fespa} onccao
[esp+c] 0313Cs84

dword ptr [G9DEFD24 <lazarus.&0p:

Text:6o0D715A Tazarus.d11:$715A #655A

L e
Woump1  @oump?  Whoump3  @oump+  WHDmps @ warhi  beeliocals 7 stuct A= 00002Es
lardress e Tascrr T < WFEEFU (00CFEAOC

Figure 24

GetTokenInformation is utilized to extract the user account of the token (0x1 = TokenUser):

sooo7iFE| S0 push eax XETSW.E 0 XGTSW.C3 0 XSTSW.CZ O
68 2C 01 00 00 push 12¢ XSTSH.CL O X87SWCO O XSTSWES O
ss push s XSTSW_SF O XG7SWP 1 XSTSWU O
o1 push XSTSH O O X87SWZ O XSTSWD 0
FF 75 ca Bush dword per ==:febp-2c]
FF 15 1¢ FO DE 69 car [ aGetTokentnformation:]
H — 5 Deﬁu\t(sma\!)
Gword pEr [G9DEFOLS <lazarus.&Get Ton>. Ger Ton> TR T
5 ez ot
c1_0000012C
. text:630D720A Tazarus.d11:$7204 #660A ==pic)

WWoump1  @pumpz  Woump3  @pump4  WMoumps @ watch1  elloals ' stuct

oct 34
Address [ Hex [Asci ] | gosreass
%[00 0 o 60[00 |, | bty

Figure 25

The process retrieves the name of the account for a SID and the name of the first domain on which the SID is found via a
function call to LookupAccountSidW:

. o - e PR P
. 5 15 b0 s w aword pr ss:ebp-30] XE7TTWG 3 (Empty)  x&7TW? 3 (Empty)
. s0 ush
. 7 Bish edt xerstacusword 0020
. & 35 cc Tea eax,dword per ss:feop-34] XS7TSH_B O XB7SW.C3 0 XBTSW.CZ 0
50 push e XSTMC1 0 eTM.o b xeTmEs 0
| pus| XSTSW_SF O X87SW_P 1 X8TSW.U 0
£ e pusn e prcla: [oas) XSTSHO O XSTSWZ 0 XSTSWD 0
. pus!
FF 15 04 FO DE 69 €Al /GWOrd BEr 0T [<8L00KUPACCOUNTST N> v
. = = Deﬁu\t(sbde”’
00006000
Guord ptr [G9DEFDO4 <lazarus.al O T S
[esprs] 03143708
. Text:630D7291 Tazarus.dl1:$7291 #6631 fesorc] 00creato
WWoump1  @pump2  WhDump3  @MDump4  WHDumps @ watchi b 2 stuct ooceEEne.
00CFESED
[ascrx ) ~ |[SoCEESED:
00100 0O 0D 0D]00 DO DO 0O[0O 00 00 00| & OOCEEDES.
00(00 00 00 00|00 00 00 00|00 00 00 0O - DOCEESES
0000 0000 00|00 o
00CFESFO

Figure 26

GetTokenInformation is utilized to extract the Terminal Services session identifier associated with the token (0xC =
TokenSessionId):
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ooz 0 pusn cox xursTasuswora wuzo

. A 0s sh S 5 0 ETSACI 0 xETSW.CZ O

. @ 45 oc fea cax,dword per =s:lebp-21 X37SHCO 0 XETSWES O

H S0 push c=: xaTSHP 1 xETSWU 0

. & oc tn & xaTSHz 0 xerWD 0

. FF 75 co push dwora per <c:feop 2o

FF 13 18 F0 g 69 217 chiord BEF <+ { et TokenInTormation>1 -

x - ~|[5 2] uniock

dnord pir [69DEFOLE STazarus.aGer Tors T Tors el Conoane
[Spre] oocreazo
text:GsOD731s Tazarus.dl1is7ais se7as LE=E.cilxndios .
518

Woumpi | @Ypump2  @Hoump3  @Moump4  @Houmps @D warchi  kellocals P stuct it
Address | Hex | asciz I A~ (ONCEERZN),
0OCFEA20 [80] 00 00 DD‘ES 00 73 DD‘SC 00 25 00 00 00 DD‘. L%.5.\.%.5. ‘

DOCFESFO | DOCFEALC

Figure 27

The RtlGetCompressionWorkSpaceSize APT is used to determine the correct size of the WorkSpace buffer for the
RtlCompressBuffer function (0x102 = COMPRESSION_FORMAT_LZNT1 |
COMPRESSION_ENGINE_MAXIMUM):

0 push eax i ims s \mmpny)  Aesimic s mpers
& 85 70 FF FF PR Jeacax, dword per <3 licnp-
7 45 EC 00 00 00 00 nov dword per 553 5.0 xa/STat U=woed (o020
50 push XE7TSWE O xB7SWC3 O XETSW.CZ O
8B 47 66 Tov s dwrd ptr ds: [edir6e] XE7SWCL 0 XB7SWCO O xB7SWES O
68 02 01 00 00 push 10 XE7SW_SF 0 xB7SWP 1 xBTSN U 0
€7 8 70 e £ oF 00 00 oojmov aword pre ss:fenp-sofl,0 XErSWD O XBrSwZ O xErowDd 0
C7 45 84 00 00 00 00 v dword ptr s<:febp-ac] )0 ey
£F 00 v
= > | Defeult stacal) ~ [5_12] ] uniock
Tesol o
Sax=entd1T.RETGEECOMD! pacesize (770816¢0) [Seray oncrrens
[esp+s]
- text:690D764D lazarus.dl1:$764D #6A4D [esmc] i 8

Woump1  ghoumpz  @hoump3  @Dump4  Whoumps B wahi  bellocak ) stuct mﬁnm iy
Bddracs [uav Tasrrr T - | ooCFFAB4| OOCFFBAC

Figure 28

The process compresses the buffers from figures 15 and 16 using the RtiCompressBuffer function (0x102 =

COMPRESSION_FORMAT_LZNT1 | COMPRESSION_ENGINE_MAXIMUM):

. e —_— dr e e PR
XE7TW_a 3 (Empty)  x7TW s 3 (EmBiy)
gdoeg P ez wora pur XSTICE 3 (Empry) eI 3 (Empy)
86 47 64 mov eax,dword ptr
85 00 10 k1060 x87Statusword 0020
FF BS 28 FF FF FF push dword ptr s: X87SW_C2 O
F 75 EC push dword ptr = XB7SW_ES 0O
FE B2 3C P FE FE push dword ptr =:: feb X7SWU 0
o[ csoo7car|  Fr es 40 FF PR push dword per <s: N7 o
. 63 02 01 00 00 push 102
#F 00 call cax
. s ~[5 100 unlock
eax=<ntd11.RTICompr Ter
XT:690D76CA Tazarus.dl1:§76Ca #6aca [esp+C] 0319F888 .
Woump1  Ghoumpz  Whoumps  @oump+  Whoumps @ warchi  beelloas ) stuct
Address | Hex ~
Os17e320[00 55 A DTET 50 €3 T3] 6E 07 €3 50[eF 05 7 oocrEATs 031orsss
0317626073 00 20 00[49 00 50 00|20 00 43 00|&F 00 QocbEAzS | G002802R
0317627066 00 63 00[67 00 75 00|72 00 61 00|74 0 aocerAzc) aoooloog
puERlE R s Rm R anER e RR R OCFFAS4 | 03142600

Figure 29

The DLL randomly chooses a C2 server from the list of four. It initializes the application’s use of the WinINet functions via
a call to InternetOpenW:

push X XB7SW_Z 0 x87SW_D o
o puzh dnord gtr bp- 641 =
e m— TERIELSE Bons, W
: 5 Bl
O R T e P e s e e - SIS0 CWaz 1 T1a74-0 Cconpatibles

Wourp!  Woump2  Woump3  WDump4  WMDumps B Waihi  Ielloak P stuct

[EE=H
031358A0 |41 00 GF 00[7A 00 63 00[6C 00 6C 00[61 00 2F 00|M.0.2.1.1.1.a:/. |

Figure 30

InternetCanonicalizeUrlW is used to canonicalize the URL:

0o 00 = b =eon00m ot o ey, Awsieis o s
5 C1 Rov dword per s=ifebp-5cl, eax XSTTWC 3 (EMPLy)  XSTTWS 3 (Empty)
5 Fo Tea cax,dword ptr ss:febp- 10} e Cor i (Erty) EczIN 78R (Enr L
i
push ca1 xa7statusword 0020
4 busn dword ptr d 5 xe7SW.C2 0
(=4 B4 3C 00 00 00 mov dword ptr ss:febp-4cl,sc XB7SW_ES 0O
€7 €8 00 01 00 00 mov dword ptr ss:febp-38],100 X87SW_U 0O
€7 E4 24 08 00 00 mov dword pEr =: p-1cf], 322 X87SWD 0
D EO ov_dword ptr 0, ebx
A4 F2 DE 69 call dword ptr <&In(:rne((anum(alIIEurlvD] v =
= 5 Deﬁu\l(stdmlﬂ ~ |[5 2] ] unock
- : 03136910 LS rte. T
dword ptr [GSDEFZA4 <lazarus. Tizeur 1w>. @ Tizeur w> EE:E] 4] D31cE: st /mance. 11 [imeges /o
[espt8) DD(FFA?D
.TexXt:690D1877 lazarus.d11:$1877 #C77 BLSSpiciEeo0n00G -

Soump1 g2 @houmps  Whoumps  houps B wawhi  ielleck st CCeoats| Gaigeyzo| | s/ /menTe 1/ nages/dran. pn
Address [iiex . : : [ascrz I ~ | BOEFERSS | 52856055

Figure 31

The malware cracks the URL into its component parts by calling the InternetCrackUrlW AP:

s0 push ek XE7SWB O XB7SW.C3 0 XETSW.CZ O
6a 00 push 0 XE7SW.CL 0 XB7SW.CO O XE7SWES 0
01 F3 Sar ecx,1 XE7SWSF O XB7SWP 1 XETSWU O
51 push e:x XB7SW_O O X87SW_Z 0 X87SW_D o
Coopism| 57 push eo R
A0 F2 DE €9 e T n——— v —
H 5 | efaut fstdical) B +|[s_F2]0] unlock
S Te T — — Lezs) 03ICE770 Lo //mante. 11/ inages/d
[esp+s] 00000000
Xt:GI0D1E9E 1azarus.d11:$189E #C9E LespcirOocE - —

Sicer70| Lheep = ar aw. phy

Woump1  @Dump2  WhDump3  WMDump4  WMDump5 B Wathi  bellocal ) Stuct Dt e e, 11 nages aran.pp
Add OOCFFALC | 00000000
SR J | Gockrazo | ooceFaas

Figure 32

The connect, send and receive timeouts are set to 150s using the InternetSetOptionW routine (0x2 =
INTERNET_OPTION_CONNECT_TIMEOUT, 0x5 = INTERNET_OPTION_SEND_TIMEOUT, 0x6 =
INTERNET_OPTION_RECEIVE_TIMEOUT)
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ofcoo01918|  6A 08 pusn ¢ XETSWE 0 XGTSW.C3 0 XSTSW.CZ O

o301 56 push eax XBTSWCL O X67TSWLCO O XBTSWES O

*| 630D191E 6A 02 push 2 XB7SW_SF 0 XB7SW_P 1 XB87SW_U o

o s3op1320 FF 36 eah rolpie ds: [esi] XSTSWO 0 XS7TSWZ O X87SWD 0

o capD192: C7 45 F8 Fo 49 02 00 poy dwerd pir <ifse 31,2437

FE D7 cai1eds M

. = 5 | Defaut (stdcal) ~|[5s_ 2] unlock

— Tt [esp] 00C

(71755680)

FESPra] 00000002
[esp+s] OOCFFATS
[esp+C]_00000004

. TexT:630D1979 lazarus.d11:$1929 #029

Whoumpl  @oump2  WHDump3  EMDump4  @Dump5 @ Waich1 locds ) Struct

Adress | rex Ascir I
OOCFFA78|EQ 45 02 00|50 45 42 CD|28 EB CF DO[GE 78 DD 69| BI..PEBI. UL kxV1|
Figure 33

ofcoon1028|  6A 04 push s xs/sTatuswora vuzu
of csopiszo| @ 45 e Tea eax,dword prr sz:febp-o] 5 0 X87SW.CI O XETSW.C2 O
ofcsonisz0| & 35 F8 Fo 49 02 0o Mo dword per S5+ gebp- ol 245k XE7SW.C1 0 XB7SWCO O XSTSWES O
o] e20015 50 push eax XE7SW.SF O XBTSWP 1 XSTSWU O
o] 620015 62 05 bus XE7SWD O XE7TSWZ O xa7SWD 0
elexcpiaial  FF 3¢ bush dword per ds: [esi]
FF D7 call edi v
H < . nerauu(smm\u ~ [5 2] 00 unlock
i B pEionk> ) [espm] 00000005
fesps] oocrears
.Text:690D193C Tazarus.d11:5193C #D3C LESpLCIACON0NS

Woup1 | @oump2  Woump3  Woumpd  @pumps @ werchi  [-liocdls £ stuct

Address | He ASCIT ]
OOCFFA7S [EO 49 02 00|50 45 42 CD|28& EB CF 00|GB 78 DD 6O|B1..PEBI. UL KXVI|

Figure 34

ofesop1s3E|  GA 04 <h 4 xsrsTatuswora wuzu

. s0|  ® 45 s Feaeax, aword pr sc:fenp-sg XSTSWE O XSTSW.C3 0 XETSW.CZ O

. C7 43 F3 FO 43 02 00 mov_dword ptr ss:lebp-s3,24370 XETSW.CL 0 X87SW.CO 0 XETSWES O

. o push cax XSTSWSF O XB7SWP 1 XETSWU O

. 8 06 pus X87SWO O xB7SWZ 0 XxE7SWD 0

. FF 3¢ push dword per ds:[esi]

FF 07 &art et v

. S i = 5> | Default (tdeal) ~ |[5_E] 0] uniock

- + fes

-TeXt:630D194F Tazarus.d11:$194F #D4F

WWoump1 | @lpumpz  WMoump3  @pumps  WMoumps @ wath1  elloals ¢ stuct

ir Hex ASCIT |
GOCFFA78 [EO| 49 02 00]50 45 42 CD|28 EB CE 001GB 78 DD €91, . PEST . GT.KxV1 |

Figure 35

The DLL opens an HTTP session to the C2 server on port 443 (0x3 = INTERNET_SERVICE_HTTP):

semmyE @ a— nosimie 3 wEmwy)  mesim_s 3 tmmsiys
of csoorses|  ea oo push o
H Eeche= I push = xe7statusword 0020
o coop1s6s|  FF 76 2c push dword esitac) 87 SW_ XETSW.C3 0 xETSW.CZ O
of ssoo1s6r|  Fr 76 28 push dword esiresl YSTMC1 D XeTW.o O xeroEs o
o|ésdoa3ea| o push eax XETSWSF 0 XETSWP L xXEZTSWU O
of csop1sea|  FF 76 3¢ bush dword esitic] NETWG 0 waTaWE 0 xarawD 0
of csppases| rr 3¢ push dword =11
FF 15 88 FZ DE 69 a1 dnor, <aInternetconnectws] v - S
D e = nerau\t(smm\u ~|[5_[£] ] unlock
a5
Guord per [GoDEF2es Tazaris. FEPTa] 05134320 L mance. 11"
[espra] 0o0001BE
. text: 63001970 Tazarus.d11: 51970 #070 LEs i CRDE T

WWoump 1 @oump2  oump3  @4oumps  @loumps @ watchi  Irellecls P stuct

>

ASCIT I

50 45 42 CD[28 FB CF 00168 7 DI, FEBI. L. KxVT

00 00 00 00|00 00 00 00|18 02 00 00| HDBE 5
< 8D B4 C2|FE FF FF FF|0

3C 06 00 00|26 00 00 60 zz|o

Figure 36

The binary creates a POST request handle to the URI extracted from the specified URL:

A 00 push 0 P e
S e o SICe 3 fEme] a3l
B oo e el X87TW 4 2 (EmpTy)  X87TWS 3 (Empty)
o Cacles Xe7TUCG 2 (EmpTy)  X87TW.? 3 (Empty)
00 push 0
64 00 pusn o x87Statusnord 0020
64 00 XE7TSHE O x87SWC3 0 xETSWCZ O
FF 76 20 e dword ptr ds; [es XE7SHCL O x87SWCO 0 x87SWES O
83 0 Fa e SRS XE7TSH_SF O xE7SWP 1 x87SWU O
Gocsiore pu ::\azarus.@r)rsm( N7o D NErawE 0 warwD 0
bus
FF 15 94 F2 DE 69 Ea1T cword pEF ST [ <AHEEPOperR equesTw>T v
S 5 = 5 | Default (stdcall) |5 EJ0 uniod
drord ptr [69DEFZs <lazarus. 7 AR
feser] catsasco e o
.texticooD1sA3 lazarus.dil: w023 L8=p:£100000000

WWoump i @ompz  @oump3  @oumps  @Moumps @ wathi  bellocals P stuct

Address | Rex

OOCFFA7S (FO 45 02 00]50 45 42 CD

00CFFASS 48 44 42 CD[00 00 00 00|50
A98| 30 EB CE 00 27 |oc

Smnges /dra. pha™

00CFFAAS | ESEA CE 00 |3C 06 00 00|26

0OCFFAZ4

Figure 37

The security flags for the handle are set using the InternetSetOptionW API (0x1F
INTERNET_OPTION_SECURITY_FLAGS, 0xF180 = SECURITY_FLAG_IGNORE_REVOCATION |
SECURITY_FLAG_IGNORE_UNKNOWN_CA | SECURITY_FLAG_IGNORE_CERT_CN_INVALID |
SECURITY_FLAG_IGNORE_CERT_DATE_INVALID | SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTP |
SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTPS):

o|coonioms|  6A 08 push xs/statuswora vuzu
of csopioms| @ 40 £4 Nea ‘ecx, dword per ss:[ebp-cl XE7SW.E O XG7SW.C3 0 XSTSW.CZ O
o | 630D1988 C7 45 F4 80 F1 00 00 mov dword ptr ;S:[Ebﬂ (] FLeD X87SW_C1 0 x87SW_CO 0 Xx87SW_ES 0O
olexoiscz| s XSTSW.SF O XBTSWE 1 X8ISWU O
o[ ss0013c3 6 1F push 1F XSTSWO 0 XS7SWZ O XSTSWD O
o[ gabD13cs 50 push sax
FF D7 <all edi
= ~ [5_13] ] Uniock
i P’ (71 680)
.texti6s0D1sCE Tazarus.d11:513CE #0C6

Wourp 1 @oump2  §0ump3  WDump4  WDumps @ wathi  ellock . stuct
[a;

| Hex ASCI. |
DD(FFA?!\M: F1 00 00[FO 43 02 00[50 45 42 CD |28 FE CF Q0|&N. . M .PEBL.OT. |

Figure 38

The buffer (concatenation of two buffers) that was compressed earlier is encrypted using XOR (key = 32-byte array):
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630D11C0 38 €1 mov eax,ecx
69DD11C2 83 EDO 1F and eax,1F
2A 80 CO 4F DF &9 mov al,byte ptr ds:[eax-63DF4FCO]
690D11CE 30 04 31 xor byte ptr ds:[ecx+esi],al
69DD11CE 41 inc ecx
88 07 mov eax,dword ptr ds:[edi]
3B C8 Cmp ecx,eax
~ 72 EB jhb lazarus.6&50D11C0
85 F6 test esi,esi
~ OF 84 53 01 00 00 je lazarus.&30D1330
22 Fg 03 cmp_eax, 3
~ OF 82 4A 01 00 00 jb lazarus.&30D1330
LIOTIEL B a8 02 lEasars OnonEDEG: PN (S )
< >
al=0
byte ptr [eax+630F4FC0]=[lazarus.&IDF4FCO]=1
.Text: 690D11C5 lazarus.d11:$11C5 #5C5
Woump1  @Youmpz  @Moump3  @Woumps  @Woumps @ watch1i  [x=lLocals # struct DOCFEBEE g
s e o el
GIDF4FCO |01 02 06 04|20 05 08 11|26 16 30 21|28 29 03 13|.... ...&.00().. rE
690F4FD0|27 14 10 22/15 25 17 24lo7 19 12 1832 09 31 22]'..#.%.5....2.1" i b
Figure 39
Address | Hex
031D60ES ||65) 3C 06 04|1C 03 08 11|00 16 30 21|94 BB 01 13|E<........ I
031D60FS8| 81 A7 10 2E|15 2F 17 73|07 70 12 18|5C 09 55 Pl e
031D6108|6E 02 71 04|AD0 76 08 31|26 5F 30 71|28 01 21 q. v.1& 0q
031D6118| 27 6C 7E 23|73 25 7B 43|07 99 67 18|40 09 50 r-#sss{c g
031D6128|75 02 2A 43|21 49 09 DD |27 1A 39 21|60 29 3F ELTON S,
031D6138|36 14 3E 03|15 6B 17 1A|6A 19 77 0D |32 1B 1F B o
031D6148( 07 35 06 02|64 05 4D 11|26 45 30 6A[28 7D 03 Lo ML EEOF (TN
031D6158(76 14 7F 0E|15 17 17 55|34 19 69 43|67 09 64 V......U4,iIg.dm
031D6168( 05 50 56 04|57 6C 08 46|47 43 30 26|51 2B 30 .Jv.wl.FGC0aQ+0}
031D6178(25 B5 43 23|84 43 4A 26(9C 61 12 15(23 56 32 1D|%UC#.Cl&.a..#V2.
031D6188( 45 02 91 57 Z4(26 57 46 23|2D 28 3C 32|E..WU.'tawr#-(<2
031D6198( B3 25 04 23|2C AS S5E OA|S87 1A 24 18|0A BC BS 21| .#,¥A...§5..4%u!
031D61A8| 35 80 O5 36(A0 02 8B 3E|68 96 4F 8B|4C AB 79 47(5..6 ..>h.0.LayG
031D61BS (A7 5B 60 89|6A 6D 97 3C|AD 7B 90 77|56 8F 17 47 |§[ .jm.<.{.wV..G
031D61CS| 81 A7 44 B84 |Al DF 47 95|7C 75 BO OE|AB 03 4A 93| .8D.iRG. |u*.a.]
031D61D&| 42 8D 36 88(96 05 94 F8|55 99 08 6D |BO DF 5F AZ|B.6. .nU..m“I"S_t
031D61ES|DC 88 26 84|93 6B 88 B1l|44 16 5C Al|0C F3 &7 85 U.&..k.:tD-l\i-'Og:
031D61F8| 07 7A 50 ZE|56 34 40 E4|16 DA 5F A5|F3 56 5E E2|.zP.Vv4@d.U_¥ovha
Figure 40
The encrypted buffer from above is encoded using Base64:
FIZE -
.text:690D1222
.text:69001222 loc_69DD1222:
Ltext:69DD1222 movzx  eax, byte ptr [ebx-2]
.text:69001226 lea ebx, [ebx+3]
.text:690D01229 shr eax, 2
Ltext:690D122C add esi, 3
.text:69DD122F movzx  eax, ds:byte G9DFAFE®[eax]
.text:69001236 mov [edx], al
Ltext:69001238 movzx  ecx, byte ptr [ebx-5]
Ltext:69DD123C movzx  eax, byte ptr [ebx-4]
.text:590D1248 and ecx, 3
.text:690D1243 shr eax, 4
.text:690D01246 shl ecx, 4
.text:6090D01249 or ecx, eax
.text:69DD124B movzx  eax, ds:byte G9DFAFEB[ecx]
.text:69001252 mov [edx+1], al
Ltext:69001255 movzx  ecx, byte ptr [ebx-4]
.text:69DD1259 movzx  eax, byte ptr [ebx-3]
.text:690D1250 and ecx, BFh
.text:690D01268 shr eax, 6
.text:690D1263 shl ecx, 2
.text:60D0D1266 or ecx, eax
.text:69DD1268 movzx  eax, ds:byte G9DFAFEB[ecx]
.text:69D0126F mov [edx+2], al
Ltext: 69001272 movzx  eax, byte ptr [ebx-3]
.text:690D1276 and eax, 3Fh
Ltext:69DD1279 movzx  eax, ds:byte G9DFAFEB[eax]
.text:6900128@ mov [edx+3], al
.text:690D1283 add edx, 4
.text:69D01286 mov eax, [edi]
Ltext:69001288 add eax, @FFFFFFFEh
.text:69D01286 cmp esi, eax
.text:6900128D jb short loc_69DD1222
L]
Figure 41
Address | Hex ASCIT |
031DD130|5A 54 77 47(42 42 77 44(43 42 45 41|46 6A 41 68| ETwGEBWDCEBEAFjAh
031DD140| 6C 4C 73 42|45 34 47 GE|45 43 34 56|4C 78 64 7A| ILSBE4GREC4VLXdZ
031DD150 ] 7 B3ASGFWIVSIUANEE
031DD160 OHYIMSZ TMHEOASFQ
031DD170 JZX+I3M1 eOMHMWCY
03100180 QATQINUCKkMhsand
031001320 JIXOSIWApPP2ZAZFD4D
031DD1A0 FWsXGMOZ dwiyGX8C
031DD1B0 Bz gGAMQFTREMRTEQ
031DD1C0 KHODXHY UTwavExdV
031DD1D0 NB1pSWEIZGOFXVYE
031DD1ED v2wIRkdDMCZRKZBS
031DD1FO JbVDI4RDS1acYRIV
031DD200 I1YyHUUC kvdvBydD
03100210 11dGIY0oPDK4I0Q ]
031DD220 LKVeCocalBgkvLUh
031DD230 NYAFNQACTZ50Tk+L
03100240 TKt5RedbYITgbZcs
Figure 42
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The binary constructs the following parameters “search=Y OIPOUP&ei=6128&0q=<Base64-encoded buffer>":

Address | Hex ASCII

031E24A0|F3 65 61 72|63 68 3D 59|4F 49 50 4F (|55 50 26 65| S5earch=YOIPOUP&e
031E24B0( 69 3D 36 31|32 38 26 6F |71 3D 5A 54|77 47 42 42| 1=6128&00=ZTwGBE
031E24C0| 77 44 43 42|45 41 46 6A (41 68 6C 4C |73 42 45 34| wDCBEAFJAhILSEE4
031E24D0| 47 GE 45 43|34 56 4C 78|64 7A 42 33|41 53 47 46| GNEC4VLXAZE3IASGF
031E24E0| 77 4A 56 53(4A 75 41 6E|45 45 6F 48(59 49 4D 53| wIVSIUANEEOHYIMS
031E24F0|5A 66 4D 48|45 6F 41 53|46 51 4A 32|78 2B 49 33| ZfMHEOASFQI2x+I3
031E2500| 4D 6C 65 30(4D 48 6D 57|63 59 51 41[6C 51 49 6E|MI1eOMHmWCYQATQIn
031E2510|55 43 4B 6B|4D 68 53 51|6E 64 4A 78|6F 35 49 57| UCKkMhSQndIxo5Iw
031E2520| 41 70 50 32|41 32 46 44|34 44 46 57|73 58 47 6D| ApP2AZFD4DFWsSXGM
031E2530( 6F SA 64 77|30 73 47 78|38 43 42 TA|67 47 41 6D | oZdwilyGxB8CEzgGAM
D31E2540|51 46 54 52|45 6D 52 54|42 71 4B 48|30 44 58 48| QFTREMRTBOQKHODXH
031E2550(59 55 66 77|34 56 46 78|64 56 4E 42|6C 70 53 57| YUTwaVFxdVNETpSW
031E2560( 63 4A SA 47|30 46 58 56|59 45 56 32|77 49 52 6B| CIZGOFXVYEVZWIRK
D31E2570| 64 44 4D 43 |5A 52 4B 7A (42 33 4A 62|56 44 49 34| dDMCZRKZBIIIVDI4
031E2580(52 44 53 69|61 63 59 52|49 56 49 31|59 79 48 55 |RDSIacYRIVILYyHU
031E2590(55 43 6B 56|64 56 42 72|64 30 4A 6C |64 47 49 79| UCKvdvByd0ol1dGIy
031E25A0| 30 6F 50 44(4B 34 4A 51|51 6A 4C 4B|56 65 43 6F | 0OPDK4IQQjLKVeCo
031E25B0| 63 61 4A 42|67 4B 76 4C|55 68 4E 59[41 46 4E 71| calBgKvLURNYAFNg

Figure 43

The User Agent extracted earlier is added to the HTTP request handle using the HttpAddRequestHeadersW routine
(0xA0000000 = HTTP_ADDREQ_FLAG_REPLACE | HTTP_ADDREQ_FLAG_ADD):

. 68 00 00 00 A push 40500000 X87SH.C1 0 XB7SW.CO 0 XB7SW.ES O
. A FF push FEEFFRRE XS7SH_SF O X87SW_P 1 X87SW.U O
. 55 push esi X67SWO O XS7TSWZ 0 Xx6TSWD 0
. FE 77 08 push dword ptr_ds: [<di+5]

FE 15 78 £2 DE 69 a1 OWor ) PEFdSE [ <AHTTpAdOR equesTHeadar W ]

v [= =
< [ — 5 | Default stacal)

[esp] ooccoonc

dnord ptr [69DEFZ7a <lazarus. hET) = i [espr4] 03IDGOES L"User-Agent: Mozilla/+.0
[esp+s] FEFFFFFE

[esp+C]_a0000000

.Text:GODD1ABA lazarus.dl1:$1ASA #ESA

E—
P Baccoooc
Woumpi | @Youmpz  @Hoump3  @Moump4  @Moumps @ warchi  ellocals ) stuct 00CHFOES | 031D60ES | L"User-Agent: Mozi11a/4.0 (compatible; M
[Agiress e [asciz i e

Figure 44

HttpSendRequestW is used to exfiltrate data to the C2 server:

ofcooniBisl 57 push 21 XB7SH.B O XSTSWC3 O XETSW.C2 O
of 6001819 FF 75 AC push dword ptr ss:[ebp-54ll X87SW_C1 O xB7SW_CO 0O X87SW_ES O
H e push 0 XETSWSE O XSTSWE 1 XSTSWU O
ef 690D181E 6A 00 push o (B7SW_O 0 XB7SW_Z 0 x87SW_D o
o 6s001820 FF 76 08 push dword ptr esirs] ===
FF 15 90 F2 DE 60 Ea11 dword per :: [<antrpsendRequestis] |
o' 5 | Defauit (stdcan) ~[5 2100 unosk
i Goccoo0e
Gword ptr [GSDEF280 <lazarus. = T
5t [E5513] 00000000
STEXTIEP0 BE) lazRnus 91): 330239523 —
2 G6cCanac
Woumpi  @Yoump2  @oump3  @Moump4  @pumps @ watchi  Ie-llocals 4 stuct et i i
Address [ex Taserx ~ R e
031E24A0[75 65 61 72|63 68 3D 53]4F 49 50 47|55 50 26 65 |Search=yoIrOUPGe| DOCEF 200 |031E20AD

Figure 45

It’s worth mentioning that all C2 servers were down during our analysis. We’ve emulated network connections using
FakeNet.

The size of the C2 response is retrieved by calling the HttpQueryInfoW routine (0x5 =
HTTP_QUERY_CONTENT_LENGTH):

. e 00
. ® %8s xe7statusmord 0020
. % eI E O XETN.CZ o xeTowCZ O
: ® 4 e ETSM Gl 0 XETaNC3 0 KerowEs O
: ] NETISF 0 xaTad P 1 xarowd o
. e push 5 XETSHO O XGTSWZ 0 KGTSWD O
. FF 76 08 push dword ptr ds:[esi+s]
FF 15 9C F2 DE 63 ‘€all dword ptr ds:[<&HTTPQueryInfows] v [= =
o e > | Default ttacal)
- © [=5p] ooccoooc
Gnord ptr [630EFZC Tazar v Y T
[esp+8] DOCFF934
.Text:690D1B40 lazarus.d11:31B40 #F40 LESBIGIRUGCEE 0]
@Woump 1 gioump2  Yhoump3  YHDump4  Goumps B wawh1  Iellocak ) Struct eEep e
| Docrro03 | oockra3s
00CFER0C OOCFF 330
SErrels
Figure 46
The binary copies the C2 response to a buffer via a function call to InternetReadFile:
ofsopisrs| 5o push eax Xs7SH B O XeTSH.C3 © xSTSWCZ O
. 8B 45 A8 mov eax,dword ptr ss:[ebp-5sll X87SW_C1 O x87SW_CO O X87SW_ES O
. ss push esi XS7SW_SF 0 X87SW_P 1 XSTSW.U 0
. 57 push edi X87SW_0 O x87SW_Z 0 x87SW_D o
. FF 70 08 push dword ptr ds:[eax+3]
FF 15 7C F2 DE 69 €all dword ptr ds:[<&InternetReadFile-] v = =
N i 5> | Defaul Gtdeal)
R e T ST = 5 = T: [ese] oacconee
[esp+8] DDD0OSAE
.Text:69DD1B7E Tlazarus.d11:$1B7E #FTE LeSEiCIRUCGEE 2C
oo et
Woump1  @oump2  WHDump3  EMDump4  @MWDump5 @ Watchi  Iellocals 2 Stuct T

[agaress o [ascrz I s
05113490 [0 00 00 00[00 00 00 0000 00 00 00[00 00 00 OOIE............... T et

510

Figure 47

The malicious process parses the data between the “<html></html>” and “<div></div>" tags:
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.text:690D1EAL

.text:690D1EA4 loc_69DD1EA4:

.text:690D1EA4 push ecx

.text:690D1EAS push offset aDivDiv ; "«
.text:690D1EAA lea ecx, [ebp+var_C@]
.text:69DD1EB® call sub_69DD26F@
.text:69DD1EBS test eax, eax

.text:690D1EBY jns short loc_69DD1ED9

A J
.text:690D1EBY push ecx .text:690D1EDS
.text:690D1EBA push offset aHtmlHtml ; "<h y “| |- text:69DD1ED9 loc_69DD1EDI:
.text:69DD1EBF lea ecx, [ebp+var_c@] .text:69DD1EDY xor edi, edi
.text:69DDIECS call sub_69DD26F@
.text:B9DD1ECA xor edi, edi
Ltext:69DD1ECC mov ecx, 1
.text:69DD1EDI cmp eax, @FFFFFFFFh
.text:69DD1ED4 cmovnz edi, ecx
.text:69DD1EDY jmp short loc_69DD1EDB

Figure 48

The malware performs a similar POST request with different parameter values “search=DOWPANY &ei=6128":

sz push edi XETSWE 0 xETSW.C3 0 xETSWCZ O
FF 75 AC push dword ptr == :[febp-s4] XETSW.CL 0 xB7SW.CO © xETSWES O
6 00 push 0 XETSWSF 0 x87SWP 1 XEISWU O
6 00 push 0 XE7SWO 0 x87SWZ 0 xaISWD 0
FF 76 08 push dword ptr ds:[esi+s]
FF 15 90 E2 bE 69 call dword ptr ds: [<aHttpSendR equesti-] v
. e 5 |Defeutt (stdealy
1: [esp] 00CC00OC
o pT TemErT T == TR e
3i [espra] 0000000D
. Text:GIDD1823 Tazarus.d11:§1823 #F23 4: [esp+C] 051180A8 "search=DOWPANY&ei=6128'
Goccoooc
Woump1 | gipump2  WHDump3  WDump4  WWDumps @ wath1  b-llocals . Stuct SRR
Address [ nex [Asczz T ~ ]| gocrE208| 00000000 | —_—
B e T e T e QOCFER0C 05118088  search-DONPANYAT 6128
Figure 49

The C2 response is decoded using Base64, and then XOR decrypted. The malware implements 4 different actions that will

be explained based on the EAX register value:

FIZE]

-text:69DD79C4
.text:690D79C4 loc_69DD79C4:

.text:690D79CA mov, eax, dword ptr [ebp+var_BC]
.text:69DD7ICA test  eax, eax

Ltext:690D79CC jnz short loc_69DD79F7

il e =

.text:69DD79F7

.te: 9DD79F7 loc_69DD79F7:
Wte 9DD79F7 cmp eax, 1
.text:69DD79FA jnz short loc_69DD7A1B
il e =
.text:69DD7A1B
.text:69DD7A1B loc_69DD7ALE:
.text:69DD7A1B cmp eax, 2
.text:69DD7ALE jnz shert lec 69DD7A3F
1
FIZE]
. text:69DDTA3F
+text:69DD7A3F loc 69DD7ASF:
.text:69DD7A3F cmp eax, 3
.text:69DD7A42 jnz loc_69DD7AD2
Figure 50

EAX = 0 - load a PE into the current process memory

GetNativeSystemInfo is utilized to retrieve information about the current system:

‘Dush eax % Z ‘ = =
€a11 dword ptr dsi[<&GetNativesystemInfos] v
S = 5 | Defaut stdcal) ~ |5 #]0] unlock

1: [esp] 0103F660

B, " 2: [esp+4]) 0103F7CO

3: [esp+8] 00CC0004
N 4: [esp+C] 033BE618 \\Users\\REM\\Deskt
P s e e e T e IEESE 01037660 |

Figure 51

The DLL performs multiple VirtualAlloc function calls that will allocate memory for the new executable (0x3000 =
MEM_COMMIT | MEM_RESERVE, 0x4 = PAGE_READWRITE):

%
push 3000 XE7SW.C1 0 XB7SW.CO 0 XS7SWES 0
XS7SW_SF 0 XB7SW_P 1 X87SWU

push = i ‘ X87TSW.B 0 XS7TSW.C3 0 XE7SWC2 0O

sh edi
push dword ptr ds: [ebx+34]
a1l e:

J
Defauit (stdcal) ~ |5 2] unlock

1: [esp] 003C0000 rund1132.003C0000

2: [esp+4] 00014000

3: [esp+8] 00003000

4:_[esp+C] 00000004

- TeXT:GF7A3L9F Tlazarus.d11:$319F #259F

003C0000 | Fund1132.009C0000
Woump:  @Dump2  WHDump3  WHDump4  WHDumps @ Watch1  [ellocds 7 Stuct e
0103F&14 | 00003000
S NS — ~[[Ga037ea3 | oooonoos

Figure 52

The malware changes the memory protection depending on the segment (for example, the code segment’s memory
protection is set to 0x20 = PAGE_EXECUTE_READ):
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. s S
et L caxyec X87TW_6 3 (EmPTy) x87TW_7 3 (EmPTY)
o0 6o 02 00 00 oF eax
81 E6 00 00 00 04 and es1, 4000000 xg7statusword 0020
OF 44 C1 crove ekx,ecx XETSWB 0 XBTSW.C3 0 XETSW.CZ O
s0 push eax XE7SW.CL 0 XxB7SW.CO 0 XETSWES 0
57 push e« X87SW_SF 0 X87SW_P 1 X87SW_U
FF 32 push dwur‘d ptr. d; [edx] B
FE 35 sC E1 78 6 Ea11 dword: pEridss [ Vs rtualprotects] v g ]
Z 5 Eaﬁn;\t(sb:a;ﬂzn [s =100 unock
T e
Gword pr [6F7EFISC Sazarus.avirtualer LT TETITREED
3: [esprs] 00000020
3 [esprc) 0103760C
. TEXT: 6F7AZEAS lazarus.d11: $2EAS #2248 LespCl
0
Woump1  @pump2  Wloump3  Woumpa  Wloumps @ watchi  be-llocals ) stuct '0103F5F8 | 00007000
= 0 | o103F5Ec | 0000020
=5 . l 0103600 | 0103FG0C

Figure 53

After a few more operations, the process passes the control flow to the new PE.
EAX =1 - download and execute a .exe file

The binary gets the AppData folder path by calling the SHGetFolderPathW routine (0x1c = CSIDL_LOCAL_APPDATA):

e push esi XETSWB 0 XETSW.C3 0 XETSW.CZ O
& 00 push o XETSW.C1 0 XE7SW.CO 0 XETSWES 0
6 00 push o XETSW_SF 0 xETSWP 1 XEISWU 0O
6 1c push 1c E75W0 0 XSTSWZ 0 X8TSWD 0
6A 00 push
FF 15 00 2 DE &9 Eai dword per st [<esucerrolderpati] v I
ST i 5 | Defeuit (stdcally ~|[s E]] unloat
Gword pEr [69DEF200 <lazan N> J=<She1132. SHGet TR EETaT
3: [espra] 00000000
. text: 6007083 Tazarus.d11: §7083 #7183 R AR
Woump1  @Ypump2  §oump3  @oumpa  Glpumps @ watch1  Ixellocals 2 struct 20CFaso) oononorc
Address [ nex [AscIz T
‘osusfcspo 00 00 000 00 00 00[00 00 00 00[09 00 00 00|W =) &gggg j0n0d000!

Figure 54
GetTickCount is used to extract the number of milliseconds that have elapsed since the system was started:

U e ey
FF 15 84 FO DE 69 ||: 17 dword ptr ds:[<a&GetTickCount>]

|
Figure 55

The malware creates a file based on the above value (0x40000000 = GENERIC_WRITE, 0x1 = FILE_SHARE_READ,
0x2 = CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):

A 00 push o
&8 80 00 00 00 push 50 x875tatusword 0020
6a 02 ush 2 X SWC3 0 XETSW.CZ O
6 00 push 0 X87SW.C1 0 XB7SW.CO O XBTSWES O
6 01 XSTSW_SF 0 XBTSWP 1 XBTSWU O
68 00 00 00 40 Dush munnnnn X87SWO 0 XETSNZ 0 XSTSWD O
sz ush <
FF 15 1061 DE 69 Bt -awora prrass[<screater 1lew] v
o < T = > |Default (stacan) ~ [5_[£] (T unlock

1 [esp] 05112988 L"Ci\\wsers\MN\Appoatal\
2; [esprd] 40000000
3: [esprs] 00000001
3: [espic] 00000000

Gnord ptr [69DEF1L0 <lazarus.acreaterilensl= Createrilen>

.Text:GEDD7ELS lazarus.dl1:$7E1S #7215

WWoumpt  @pump2  @oumps  @Hoump4  Woumps @ watchi  kellocals P stuct

Address i
05112988 43 55 00[73 00 65 00]72 00 73 oo
0s1123C8 00|5C 00 41 00|70 00 70 O oo
05112308 00(5C 00 4c 00|6F 00 63 &

0511298 7E 00[34 00 40 00|46 00 32

0511298 s 0034 00 32 00(31 00 26

0511240874 00]00 00 00 00|00 00 00

Figure 56

The newly created file is populated with content that is supposed to be transmitted by the C2 server:

ush o
z e e rore pt = xs7statusiord 0020
2223 00 00 00 00 |mov dward per SWC3 0 XE7TSW.C2 O
ush- eax XETNCL 0 XBTW.CO O xerowEs 0
oc push dword per XBTSW.SE 0 XB7SWP 1 XE7SWU O
24 28 push dword per XE7SWO 0 XE7SNZ 0 X8TSWD 0
. push ecx
14 F1 DE €9 a1 dword pER s [<anr 1ter Tl s v
oz S = " - 5 | Defeuit (stdcal)
Gword ptr [GSDEFILE <lazarus.&riteriles)= Writeriles T P
3; [esprg] 00000040
3! [espeC] 0OCFFEss
. text: 630D7EAL Tazarus.d11:S7E4L #7241 p=bicl
Woump 1 | @oumpz  @oump3  Woumps  @Wpumps @ watchi  Dellocsls 7 stuct AeFRiiE e
OOCEF 854 00000040
Acdr ess | ex ascrz I gacEEas 4| 00000040
OOCFFEI0[41 41 41 #1[4L 41 41 #1[41 41 41 4141 41 &1 o1|wmawmawm| 00CFF85C | 00000000

Figure 57

The malicious binary executes the file by calling the CreateProcessW API:

(ull e

.text:69DD7FE6

.text:69DD7F@6 loc_69DD7F@6:

.text:69D07F@6 lea eax, [esp+9Bh+ProcessInformation]
.text:69D07F@A push eax ; lpProcessInformation
.text:69DD7FEB lea eax, [esp+94h+StartupInfo]
.text:69DD7FAF push eax ; lpStartupInfo
.text:69D07F1@ push ] ; lpCurrentDirectory
.text:69D07F12 push e 5 lpEnvironment
.text:69DD7F14 push ] ; dwCreationFlags
.text:69DD7F16 push ] ; bInheritHandles
.text:69D07F18 push -] ; lpThreadAttributes
.text:69D0D7F1A push 2] ; lpProcessAttributes
.text:69DDFF1C push esi 3 lpCommandLine
.text:69DD7FF1D push <] ; lpApplicationName
.text:69DD7F1F call ds:CreateProcessiW

.text:69D07F25 mov [esp+98h+var_8@], eax

.text:69DD7F29 call ds:GetLastError

.text:69DD7F2F mov ecx, [esp+9Bh+var_78]

.text:69D07F33 mov [ecx], eax

.text:69DD7F35 test esi, esi

.text:69DDFF37 jz short loc_69DD7F50

Figure 58

EAX =2 - download and execute a .dll file
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The execution flow is similar to the above case, and we only highlight the difference. Rundll32.exe is used to execute the

DLL file (an export function can also be specified in the command line):

] okl e =
.text:6F7AB14B push eax .text:6F7AB162
.text:6F7AB14C push edi .text:6F7A8162 1ﬂ575F7ABIEZ‘
.text:6F7A814D push offset aRundl132ExeSS ; “rundll32.exe \"¥s\"#¥s" .text:6F7A8162 push i
.text:6F7AB152 push 480h .text:6F7AB163 push offset aRundll32ExeS ; "rundll3Z.exe \"¥s\""
-text:6F7A8157 push esi .text:6F7A8168 FUSH 480h
.text:6F7A8158 call sub_6F7A1300 .text:6F7A816D push esi
.text:6F7AB15D add esp, 14h .text:6F7AB16E call sub_6F7A1398
.text:6F7A8160 jmp short 1Dt75F7ABl7E .text:6F7A8173 add esp, 10h
I |
- vy
==

. text:6F7AS176
.text:6F7AB176 loc_6F7ABL76:
‘text:6F7AB176 lea eax, [esp+oph+ProcessInformation]
.text:6F7ASI7A push  ea ; lpProcessInformation
. text:6F7ABL7E lea eax, [esp+osh+StartupInfo]
text:6F7ABITF push  eax ; 1pStartupInfo
.text:6F7ASLE push @ 5 lpCurrentDirectory
_text:6F7AB1S2 push @ 5 1pEnvironment
.text:6F7AS184 push @ ; dwCreationFlags
.text:6F7AB186 push @ 5 bInheritHandles

)

)

e

%

text:6F7A8188 push ; lpThreadattributes
.text:6F7AB18A push ; 1pProcessAttributes
. text:6F7ABISC push ; lpCommandLine

text:6F7AB18D push @ ; 1papplicationName
.text:6F7ABISF call  ds:CreateProcessh

.text:6F7AB195 mov [esp+@htvar_80], eax
.text:6F7A8199 call  ds:GetlastError

.text:6F7ABLOF mov ecx, [esp+Odh+var_75]
‘text:6F7ABIA3 mov [ecx], eax

.text:6F7AB1AS test  esi, esi

- texti6F7ABLA7 jz short loc_6F7A81CO

Figure 59
EAX = 3 - copy and execute shellcode

The process allocates memory using the VirtualAlloc routine (0x1000 = MEM_COMMIT, 0x40 =
PAGE_EXECUTE_READWRITE):

o 50 h 5o Kostnis 3 tmwey)  Aesim_s 3 tmmsys
8D 82 EO 00 00 00 lea eax,dword ptr_ds:[edx+E0]
€7 85 34 FF FF FF 00 00 00{mov dword ptr ss:[ebp-ccll,0 x87Statusword 0020
&8 00 30 00 0O push" 1000 Su_s 7wl 0 xe7TSW.CZ O
0 cr 2dd eax, edi X87SW.CL O X87SWCO O XSTSWES O
s0 push eak XSTSW_SF O X@7SWP 1 XSTSWU O
. 64 00 push o
FF 15 38 F1 78 6F call dword ptr ds:[<&virtualallocs] v E“:‘
L 5% D’eﬁu\t(shdmﬂ) = Unlock
dword ptr [6F7BF138 <lazarus.&virtualAllocs]=<kernelsz.virtualAlloc: 3t [esp+4] 00001000
3: [esp+8] 00001000
.Text:6F7A7A64 Tazarus.d11:$7A64 #6E64 4:1[espi01£00000030
: 30000000
Woump 1 | goump2  WHDump3  WHDump4  WDump5s @ watchi  fllocaks ) Stuct SR
[Addr ess [ ex [ascir T N
Figure 60

The DLL implements an anti-analysis check. It calls the isProcessorFeaturePresent API in order to determine whether
_fastfail() is available. If this feature is not supported, the current process is terminated by calling the GetCurrentProcess and
TerminateProcess functions (0x17 = PF_FASTFAIL_AVAILABLE):

il =

.text:6F7AEFD9

. text:6F7AEFDI

.text:BF7AEFDI

.text:6F7AEFD9 sub 6F7AEFDI proc near

.text:6F7AEFDY push 17h 3 ProcessorFeature
.text:6F7AEFDB call ds:IsProcessorFeaturePresent
.text:6F7AEFEL1 test eax, eax

.text:6F7AEFE2 jz short loc_6F7AEFEA
. h . Yy
FIE FIE]
.text:6F7AEFES push L .text:6F7AEFEA
«text:6F7AEFE7 pop ecx .text:6F7AEFEA loc_6F7AEFEA:
.text:6F7AEFES int 29h ; Win8: RtlFailFast(ecx)| |.text:6F7AEFEA push esi
.text:6F7AEFEB push 1
.text:6F7AEFED mov esi, @Ceeaa4l7h

.text:6F7AEFF2 push esi

.text:6F7AEFF3 push 2

.texti6F7AEFFS call sub_BF7AEE@S
.text:6F7AEFFA add esp, 8Ch

.text:6F7AEFFD push esi 3 uExitCode
+text:6F7AEFFE call ds:GetCurrentProcess
.text:6F7AFBB4 push eax hProcess
.text:6F7AFBOS call ds:TerminateProcess
.text:6F7AF@BB pop esi

.text:6F7AF@BBC retn

.text:6F7AF@OC sub_6F7AEFDY endp

- text:6F7AFBBC

Figure 61
The malware jumps to the shellcode and then frees the memory area allocated earlier:

Ltext:6F7ATASS call sub_GF7A3GBR
Ltext:6F7ATA9A push [ebp+Buffer]
text:6F7ATAL® call esi

Ltext:6F7ATAA2 add esp, @Ch

Ltext:B6F7ATAAS push geaah ; dwFreeType
Ltext:6F7ATAAA push e 3 dwSize
Ltext:6F7ATAAC push [ebp+lpAddress] ; lpAddress

text:6F7ATAB2 call ds:VirtualFree
Ltext:6F7ATABE mov [ebp+var_CC], 1
text:B6FFATAC2 call ds:GetlLas

Figure 62
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As we mentioned at the beginning of the analysis, the threat actor only added the export function explained above, and the
others are legitimate.

We’ve studied a legitimate Notepad++ shell extension (SHA256:
f3e2e6f9e7aa065e89040a0c16d1f948489b3751e5eb5efac8106d5f7d65d98d 64-bit) and compared the export functions

between the 2 files. As we can see below, the functions are very similar:

FEE]
.text:6F7ASSFO ; Exported entry 4. D1lInstall

. text:6F7AISFE

. Text:6F7AISFO

.text:6FTASSFO ; Attributes: bp-bassed frame

. text:6F7AISFE

.text:6F7A95F@ 3 HRESULT _ stdcall DL1Install(BOOL bInstall, LPCWSTR pszCmdLine)
.text:6F7AS5FG public D11Install

.text:6F7A95FB D11Install proc near

. text:6F7AISFA

.text:6F7ASSFO bInstall= dword ptr &

.text:6F7A95FB pszCmdLine= dword ptr  @Ch

. text:6F7AISFR

.text:6F7ASSFE push  ebp

.text:6F7AISFL mow ebp, esp
.text:6F7AISF3 cmp [ebp+bInstall], @
.text:6FTASFT jz short loc_6F749616
¥ i ¥
e = e =
~text:6F7AI5F9 push e 3 dwInitParam .text:6F7A9616
.text:6F7AISFB push offset DialogFunc ; lpDialogFunc| |.text:6F7A9616 loc_6F7A9616: 3 uType
.text:6F7A9600 push ] ; hundParent .text:6F7A9616 push 36h ; '@’
Ltext:6F7A9602 push 65h 5 e’ ; lpTemplateName| |.text:6F7A9618 push  offset Caption ; “Notepad++ Extensio =
.text:6F7A96@4 push hInst ; hInstance .text:6F7A961D push offset Text ; "Uninstalling not supperted, use DllUnre”...
.text:6F7A360A call ds:DialogBoxParami .text:6F7A9622 push ] ; hiind
.text:6F7A9610 xor eax, eax .text:6F7A9624 call ds:MessageBoxi
.text:6F7A9612 pop ebp .text:6F7A962A mov eax, 80004001h
~text:6F7A9613 retn 8 .text:6F7A962F pop ebp
.text:6F7A9630 retn 8
.text:6F7A963@ DllInstall endp
-text:6F7A9630
Figure 63
CE
Coxt ooGERRRIERORCo ; Erporeed ariry 3. BITIrEeTl
Tor iossssssizoo0inco
ortioossoooso00ncs
tor iovosssoeeon
ot 0000001260630C8 ; VRESULT _stdcal] OLIntal(80L binstall, LPOTA pszcadine)
oxtiovsssoo1s00030o pubtic DLLTTANALL
Lor ioveses01800030t bllInstall proe nesr
o quord pte -1
aord o e
rd par 1o
fropn
o
e oosssoizeoasocs b oy
ot ioooso00i00000Xd crp  [rapraiheary o], 0
Loxiosssssoisosenns 37 Shore loe-sssoaiorr
L2 L2
(s = = ) W=
- 7 o ovtnierarer] oo tocsammmsess|
et 10000000180003000 lea  r9, DialogFunc ; lpdialogFunc | » re:
et oo0eo0eiseser0Ed rar 1l 184 Cor ooosoapiseeonorr les rex, suninstallinglo
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Figure 64
References
MSDN: https://docs.microsoft.com/en-us/windows/win32/api/
Fakenet: https:/github.com/fireeye/flare-fakenet-ng

VirusTotal: https://www.virustotal.com/gui/file/803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

MalwareBazaar:
https://bazaar.abuse.ch/sample/803dda6c8dc426£1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269/

INDICATORS OF COMPROMISE
C2 domains:
e mante.li
¢ bmanal.com
¢ shopandtravelusa.com
e industryinfostructure.com
SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269
URLs:

« https[:]//mante.li/images/draw.php
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https://cybergeeks.tech/a-detailed-analysis-of-lazarus-malware-disguised-as-notepad-shell-extension/

« https[:]//bmanal.com/images/draw.php
« https|:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php

« https[:]//industryinfostructure.com/templates/worldgroup/view.php

Source: https://cybergeeks.tech/a-detailed-analysis-of-lazarus-malware-disguised-as-notepad-shell-extension
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