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 Tool: TinyNote

Names TinyNote

Category Malware

Type Backdoor

Description

(Checkea Point) The TinyNote backdoor is a first-stage malware only capable of basic
machine enumeration and command execution via PowerShell or Goroutines. However, it

focuses on redundancy to gain a foothold on the infected machine, including setting up
multiple persistency tasks, communication with several different C&C servers, and different

types of C&C command execution.

Information
<https://research.checkpoint.com/2023/malware-spotlight-camaro-dragons-tinynote-
backdoor/>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool TinyNote

Changed Name Country Observed

APT groups

  Mustang Panda, Bronze President 2012-Jun 2025  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9e4b10f7-93e0-4345-90c6-8438c8b9c8b0
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