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Executive Summary

JADEPUFFER is an emerging threat activity cluster associated with what Sysdig assesses to be the first
documented end-to-end ransomware operation directed by a large language model. The operation exploited an
internet-facing Langflow server, harvested credentials and sensitive configuration data, discovered internal
services, established persistence, pivoted into a production environment, compromised an Alibaba Nacos
deployment, and destroyed database content after attempting to encrypt it for extortion. Sysdig observed more

than 600 distinct payloads during the activity. (Sysdig)

JADEPUFFER is not currently supported as a traditional ransomware group, malware family, or established
human intrusion set. The name describes an observed operator or activity cluster whose attack capability appears
to have been delivered primarily through an Al agent. No public evidence identifies the human controller, the

underlying model, the agent framework, the victim, or a broader victim set.

The operation did not use novel exploitation techniques. Its significance lies in its ability to autonomously
combine reconnaissance, credential theft, internal discovery, lateral movement, account creation, persistence,
database manipulation, encryption, and destruction into a coherent intrusion chain. The agent also corrected failed

actions within seconds and included natural-language explanations of its objectives inside its own payloads.

JADEPUFFER represents a potential shift in cybercrime economics. Agentic systems could enable operators with
limited technical skill to conduct adaptive intrusions at machine speed. This will likely increase the attack volume
directed against exposed application servers, Al development platforms, cloud configuration stores, administrative

interfaces, and neglected infrastructure running known vulnerabilities.
The current evidence supports the following assessment:

JADEPUFFER is best understood as a provisional agentic threat activity cluster demonstrating how an Al system
can automate a destructive extortion operation. It should not yet be treated as a mature ransomware organization

or independently confirmed autonomous actor.
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Key Findings

o JADEPUFFER gained initial access by exploiting CVE-2025-3248 against an internet-facing Langflow
instance.

e The vulnerability permits unauthenticated arbitrary Python execution in Langflow versions before 1.3.0
and carries a CVSS 3.1 score of 9.8. (NVD)

e CISA added CVE-2025-3248 to the Known Exploited Vulnerabilities Catalog on May 5, 2025. (NVD)

e The operation searched for cloud credentials, LLM provider keys, cryptocurrency wallets, database
credentials, configuration files, and seed phrases.

e JADEPUFFER compromised MinIO using default credentials and accessed Terraform state, environment
files, and credential data.

o The agent used the compromised Langflow system to reach a separate production environment containing
MySQL and Alibaba Nacos.

e It attempted multiple Nacos compromise methods, including CVE-2021-29441 exploitation, JWT forgery,
default credentials, and direct database account insertion.

e The operation created a Nacos administrator account, diagnosed an authentication failure, corrected the
password-hashing method, and successfully authenticated within approximately 31 seconds.

e The agent encrypted 1,342 Nacos configuration records, dropped configuration-history tables, created a
ransom table, and later dropped entire databases.

e The encryption key was apparently not retained. Recovery would therefore have been impossible even if
the ransom were paid.

» Public evidence does not establish attribution to a criminal group, nation-state, ransomware affiliate

program, or specific Al platform.
Intelligence Requirements
This report addresses the following questions:

1. What is JADEPUFFER?

2. How did the operation gain and expand access?

3. What evidence supports the assessment that the activity was agentic?
4. What systems and organizations face the greatest exposure?

5. What indicators and behavioral patterns can defenders use?

6. What are the likely implications for ransomware and defensive operations?
Threat Overview

Sysdig published its JADEPUFFER findings on July 1, 2026. The company described the incident as a complete
database-extortion operation driven by an LLM and classified the operator as an “agentic threat actor.” Sysdig
observed the activity across two environments: an exposed Langflow server used for initial access and a separate

production database system that appeared to be the ultimate target. (Sysdig)

The operation relied on Base64-encoded Python delivered through the vulnerable Langflow validation endpoint.

After gaining execution, the agent performed host reconnaissance, searched for secrets, dumped Langflow’s
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PostgreSQL database, scanned internal services, accessed MinlO object storage, and pivoted toward a production

MySQL and Nacos environment. (Sysdig)
JADEPUFFER displayed several qualities associated with an Al-directed workflow:

e Payloads contained unusually detailed natural-language comments.

e Code described objectives and target prioritization.

o Failed steps were modified rather than merely repeated.

e The operation selected actions based on discovered environmental conditions.
e More than 600 individual payloads were executed within a compressed period.

» Some corrections occurred faster than would normally be expected from a manually operated intrusion.

These observations support substantial LLM involvement. They do not conclusively establish that the agent

operated without human oversight.

Attribution Assessment

JADEPUFFER remains unattributed.

There is no credible public evidence connecting the activity to:

e A known ransomware group

¢ A ransomware-as-a-service program
e A nation-state intelligence service

e A criminal affiliate

e An initial-access broker

¢ A named malware family

e A specific LLM vendor

e A specific agent framework

The observed search for Alibaba, Aliyun, Tencent, Huawei, AWS, Azure, and Google Cloud credentials appears

broad rather than geographically selective. It should not be interpreted as evidence of Chinese attribution.

The targeting of Nacos also does not establish regional attribution. Nacos is commonly deployed in cloud-native

and Alibaba-derived microservice environments worldwide.

The ransom infrastructure provides little attributional value. The Bitcoin address included in the ransom demand is
widely used in Bitcoin documentation and programming examples. The address may have been reproduced from

model training data rather than selected as a wallet controlled by the operator.
Attribution confidence: Low

Victimology

The victim was not publicly identified.

Based on the reported environment, likely exposed victim characteristics include:
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e Internet-facing Langflow deployments

 Organizations using Al workflow or orchestration platforms

e Environments storing API keys in application variables

e Cloud-native application stacks

 Self-hosted MinIO deployments

e Nacos-based microservice architectures

e MySQL databases reachable from application networks

e Weak segmentation between development and production systems
e Default or reused credentials

e Excessive database privileges

e Unrestricted outbound network access

Organizations developing or hosting Al applications may face elevated risk because these environments often

aggregate credentials for multiple cloud, Al, database, storage, and internal service providers.
Intrusion Analysis

Initial Access

JADEPUFFER exploited CVE-2025-3248 against an internet-facing Langflow instance.

The vulnerability affects Langflow versions earlier than 1.3.0. It exists in the /api/v1/validate/code endpoint and
allows a remote unauthenticated attacker to submit crafted requests that execute arbitrary Python code. The
vulnerability is classified as critical with a CVSS 3.1 base score of 9.8. (NVD)

Langflow released version 1.3.0 to address the issue. CISA added the vulnerability to its Known Exploited

Vulnerabilities Catalog in May 2025, confirming exploitation in real-world environments. (NVD)

All observed JADEPUFFER payloads were delivered as Base64-encoded Python through the vulnerable
Langflow endpoint. (Sysdig)

Reconnaissance
The agent gathered basic system and network information immediately after gaining execution.
Observed reconnaissance included:

o User identity

e Hostname

o Kernel and operating-system information
e Network interfaces

¢ Running processes

e Environment variables

 Internal addressing

e Local service configurations

e Reachable internal services
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The commands were technically ordinary. The sequencing, parallelization, and rapid transition from

reconnaissance into secret harvesting were more notable.
Credential and Secret Discovery
JADEPUFFER searched the compromised system for:

e OpenAl API keys

e Anthropic API keys

e Gemini credentials

e DeepSeek credentials

e AWS credentials

e Microsoft Azure credentials

e Google Cloud credentials

e Alibaba and Aliyun credentials
e Tencent Cloud credentials

e Huawei Cloud credentials

e Database usernames and passwords
e Cryptocurrency wallets

e Seed phrases

» Application secrets

e Environment files

e Configuration files

The operation also dumped Langflow’s backing PostgreSQL database. It reviewed stored user records, credentials,

and API keys, staged the data locally, and removed temporary files afterward. (Sysdig)
Internal Discovery
The agent scanned the internal environment for:

e PostgreSQL

 MySQL

e MinlO

e Secret stores

» Configuration services
 Service-discovery platforms
o Container-related services

 Internal application endpoints

It tested discovered services with default credentials and adapted its parsing and request methods when results

differed from expectations.
MinIO Compromise

JADEPUFFER identified MinlO at:
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minio.internal:9000

127.0.0.1:9000

The agent successfully authenticated using the default credentials:
minioadmin:minioadmin

It then:

e Enumerated storage buckets

e Located application data

e Located backup data

e Identified machine-learning artifacts
e Prioritized a Terraform state bucket
e Retrieved .env files

e Retrieved credentials.json

» Displayed recovered access keys and secrets

Sysdig observed the agent modify its behavior after an initial request returned XML rather than the expected

JSON. It changed the parsing method and continued. (Sysdig)

Terraform state files are particularly sensitive because they may expose cloud resource identifiers, service

credentials, infrastructure configuration, and provider secrets.

Persistence

JADEPUFFER created a cron job that contacted an external server every 30 minutes.
The beacon destination was:

hxxp://45.131.66[.]106:4444/beacon

The persistence mechanism was conventional. Its placement within a broader automated workflow demonstrates

that the agent was not limited to exploitation or one-time execution.
Production Pivot

The compromised Langflow instance was used to reach a separate production system containing MySQL and

Nacos services.

The agent connected to MySQL using root credentials. Sysdig did not observe those credentials being recovered

during the monitored intrusion. Their origin remains unknown. (Sysdig)
Possible explanations include:

e Credentials supplied by the human controller
 Credentials obtained before monitoring began

e Credentials harvested from another compromised system
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e Credentials embedded in the agent configuration

e Access granted through another undocumented compromise path
This intelligence gap weakens the claim that the agent independently completed every stage of the operation.
Nacos Compromise
Nacos is a service-discovery and dynamic configuration platform commonly used in microservice environments.
JADEPUFFER attempted several methods against the Nacos deployment:

e CVE-2021-29441 authentication bypass

e Forging JWT tokens with the documented default signing key
o Testing default credentials

 Direct database insertion of an administrator

» Creation of a persistent backdoor account

CVE-2021-29441 affects early Nacos versions that use the built-in authentication system. The vulnerability allows
an attacker to spoof server-to-server requests and bypass authentication. Alibaba states that Nacos versions 1.2.0
through 1.4.0 are affected, as are some later self-managed deployments that do not enable server identity

verification. (Aliyun Help Center)

The agent created the following administrator account:
Username: xadmin

Initial password: Xploit@2026#

Replacement password: admin123

Role: ROLE_ADMIN

The first login attempt failed. The operation then:

1. Tested alternate credentials.

2. Determined that berypt execution had likely failed.

3. Changed the berypt invocation method.

4. Removed the defective account.

5. Recreated the account with a working password hash.

6. Authenticated successfully.

The correction occurred within approximately 31 seconds. Sysdig considers this one of the strongest indicators

that an adaptive agent rather than a static script controlled the operation. (Sysdig)
Container and Host-Escape Reconnaissance

JADEPUFFER used MySQL functionality to determine whether it could access the underlying host or escape the

database container.
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Observed activity included:

e SELECT ... INTO OUTFILE

o LOAD_FILE()

e Reading /proc/1/cgroup

e Reading /proc/1/mountinfo

e Reading /etc/hostname

e Checking /var/run/docker.sock

 Searching for writable library paths

o Testing MySQL user-defined-function capabilities
e Evaluating plugin directories

e Checking filesystem access
Public reporting does not indicate that the agent successfully escaped the container.

The activity shows that JADEPUFFER understood the potential value of database file primitives and container

artifacts for privilege escalation and host compromise.

Impact and Extortion

JADEPUFFER encrypted 1,342 Nacos configuration records through MySQL.
The operation then:

e Created an encrypted copy of the configuration data
» Dropped the original configuration table

e Dropped configuration-history tables

e Created a ransom-note table

 Inserted payment and contact information

e Progressed to dropping complete databases
The ransom table was named:

README_RANSOM

The encryption key was generated randomly and printed to standard output. Sysdig found no evidence that the key

was retained, transmitted, or made recoverable. (Sysdig)

This means that the operation was functionally destructive. Paying the ransom would not have enabled recovery

based on the evidence currently available.

JADEPUFFER therefore sits at the boundary between ransomware and wiper activity. The intrusion presented

itself as financially motivated extortion, but its execution produced irreversible data loss.
Evidence of Agentic Operation

Sysdig identified four principal lines of evidence.
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Self-Narrating Code
The payloads contained detailed comments describing:

 Intended outcomes

e Target prioritization

e Operational logic

e Expected command results

e Reasons for selecting specific databases

e Descriptions of each attack phase

Human operators rarely include extensive explanatory commentary in disposable post-exploitation one-liners.

LLM-generated code frequently produces this type of documentation automatically.
Adaptive Failure Correction

The operation adjusted its behavior after failures.

Examples included:

e Changing XML parsing after expecting JSON
e Correcting berypt account creation

e Modifying authentication methods

e Abandoning unsuccessful JWT approaches

e Retrying destructive database operations with foreign-key controls disabled
These were context-specific corrections rather than blind retries.
Natural-Language Interpretation

The agent appeared to interpret environmental descriptions, configuration data, database names, and service

responses in order to prioritize targets.
Operational Scale

Sysdig observed more than 600 distinct and purposeful payloads executed within a compressed period. The

payloads collectively covered most stages of a ransomware intrusion. (Sysdig)
Alternative Hypotheses
Human-Supervised AI Agent

A human operator may have selected the victim, supplied credentials, defined objectives, and supervised

execution while allowing the agent to generate most payloads.
Assessment: Most likely explanation.

Al-Assisted Human Operator
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A human may have used an LLM interactively to generate code and troubleshoot errors while automation handled

rapid delivery.
Assessment: Plausible, although the speed and number of corrections make continuous manual control less likely.

Security Research or Red-Team Exercise

The operation may have been experimental or authorized. The example Bitcoin address, technically flawed

encryption, verbose payloads, and lack of recoverability could support this possibility.

Assessment: Possible but unsupported by public evidence.

Human Operator Mimicking AI Behavior

An operator could intentionally create verbose code and artificial reasoning artifacts to make the intrusion appear

autonomous.

Assessment: Technically possible but unlikely due to the effort required and the consistency of the observed

behavior.
MITRE ATT&CK Mapping
Tactic Technique JADEPUFFER Activity
Reconnaissance T1595, Active Scanning Internal service probing
. T1190, Exploit Public-Facing o
Initial Access o Exploitation of Langflow
Application
Base64-encoded Python
Execution T1059.006, Python .
execution
Persistence T1053.003, Cron Recurring external beacon
Persistence T1136, Create Account Nacos administrator account
Environment and configuration
Credential Access T1552.001, Credentials in Files
harvesting
) T1555, Credentials from Password  Application and database
Credential Access . .
Stores credential collection
T1082, System Information
Discovery ) Kernel and host enumeration
Discovery
Discovery T1057, Process Discovery Running process enumeration
. T1016, System Network )
Discovery Interface and address discovery

Configuration Discovery
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Discovery

Discovery

Collection
Collection
Lateral Movement

Command and

Control

Exfiltration

Defense Evasion
Impact
Impact

Impact

Indicators of Compromise

Network Indicators

Indicator

45.131.66[.]1106

45.131.66[.]1106:4444

hxxp://45.131.66[.]106:4444/beacon

64.20.53[.]230

AS19318

T1046, Network Service

Discovery

T1083, File and Directory

Discovery
T1005, Data from Local System
T1530, Data from Cloud Storage

T1021, Remote Services

T1071.001, Web Protocols

T1041, Exfiltration Over C2
Channel

T1070.004, File Deletion
T1486, Data Encrypted for Impact
T1485, Data Destruction

T1490, Inhibit System Recovery

Type

Context

Internal service scanning

Secret and configuration searches

PostgreSQL and file collection
MinlO bucket access

MySQL and Nacos access

HTTP beaconing

Claimed but not independently

verified

Removal of staging files

Nacos configuration encryption
Table and database deletion

Deletion of configuration history

Initial-access and command-and-control

IPv4

infrastructure

IP and

Cron beacon destination

port

URL

Persistence callback

Claimed staging or exfiltration

IPv4

infrastructure

InterServer infrastructure associated with

ASN

staging server

Account and Extortion Indicators

Indicator

Type
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Nacos backdoor

xadmin Username o
administrator

Xploit@2026# Password Initial backdoor password
admin123 Password Replacement password
€78393397[@]proton[.]me Email Ransom contact

Bitcoin
3J98t1WpEZ73CNmQviecrnyiWrngqRhWNLy dd Ransom payment address

address
README_RANSOM Database table = Ransom-note artifact

Vulnerabilities

CVE Product Role
CVE-2025-3248 Langflow Initial unauthenticated remote-code execution
CVE-2021-29441 Nacos Attempted authentication bypass

Configuration Indicators
minioadmin:minioadmin

This is a default MinIO credential pair rather than a JADEPUFFER-exclusive indicator. Its presence should be

treated as a critical configuration failure.

Detection Opportunities

JADEPUFFER demonstrates that behavioral detection will be more valuable than reliance on static indicators.
Langflow

Monitor for:

e Requests to /api/v1/validate/code

e Base64-encoded Python in HTTP requests

e Python execution spawned by Langflow processes

e Unusual outbound connections from Langflow containers

o Langflow access followed by environment-variable enumeration

e Unexpected access to PostgreSQL backing stores
Linux and Container Runtime
Monitor for:

e Creation or modification of cron jobs by application processes
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e Python connecting to unrecognized external IP addresses
e Access to /proc/1/cgroup

e Access to /proc/1/mountinfo

e Access to /var/run/docker.sock

e Application containers scanning internal address ranges
e Large numbers of short-lived Python processes

e Secret and wallet keyword searches
MinIO
Monitor for:

e Authentication with minioadmin

e Bucket enumeration from application hosts
e Access to Terraform state

e Retrieval of .env or credential files

e Unusual API access from local containers

» Bulk listing followed by selective object retrieval
MySQL
Monitor for:

e Remote root logins

« LOAD_FILE()

e INTO OUTFILE

e UDF creation

e Plugin directory access

e Creation of unexpected administrative users

e Bulk AES encryption functions

e Dropped configuration tables

 DROP DATABASE

o Foreign-key checks being disabled before destructive activity

e Creation of tables containing ransom-related terms
Nacos
Monitor for:

o Authentication using spoofed server identities

o JWTs signed with default keys

e Unexpected administrator creation

» Direct modifications to user and role tables

e Access from application servers that do not normally administer Nacos
e Changes to large numbers of configuration entries

e Deletion of configuration-history records
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Agentic Behavior
Potential behavioral indicators include:

o Commands containing extensive explanatory comments

o Terms such as high ROI, objective, priority target, or next step
» Repeated rapid corrections following command failures

e Multiple alternate exploitation methods executed in parallel

e Reconnaissance followed immediately by secret harvesting

e Automated transitions from access to destruction

e Payloads that explicitly narrate attacker intent

These indicators are not malicious by themselves. They should be correlated with execution context, process

lineage, network activity, and privilege use.
Defensive Recommendations
Immediate Actions

. Identify all Langflow deployments.

. Upgrade Langflow to version 1.3.0 or later.

. Remove Langflow management and validation endpoints from public exposure.
. Investigate historical access to /api/v1/validate/code.

. Rotate every credential stored on or accessible from exposed Langflow systems.
. Search for outbound traffic to the identified JADEPUFFER infrastructure.

. Review cron jobs on Al application servers.

. Audit MinIO for use of default credentials.

© 0 N O Ul A W N

. Review MySQL logs for remote root authentication.

. Check Nacos user and role tables for unauthorized accounts.

—_
o

Strategic Controls

 Store secrets in a dedicated secrets-management system.

e Use short-lived workload identities.

e Restrict Al applications from accessing production networks.

e Segment development, Al orchestration, storage, and production databases.
e Disable database root access from application subnets.

e Restrict outbound traffic from application containers.

e Require MFA and strong authentication for management services.

» Replace default Nacos JWT secrets.

o Enable Nacos server identity verification.

e Remove public exposure from Nacos and MinlO.

e Monitor Terraform state access.

e Deploy runtime monitoring for containers and application workloads.

e Maintain recoverable and isolated database backups.
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 Test restoration procedures independently of production credentials.
Intelligence Gaps

The following questions remain unresolved:

e Who controlled JADEPUFFER?

e Which LLM or agent platform was used?

e Was the operation fully autonomous or supervised?

e How were the MySQL root credentials obtained?

e Was any data actually exfiltrated?

 Did the operator control the Bitcoin address?

e Was the victim part of a wider campaign?

e Was the operation financially motivated, experimental, or destructive by design?

e Did the operator retain session logs, encryption material, or stolen data elsewhere?

e Have other victims experienced similar activity without recognizing the agentic indicators?
These gaps materially limit attribution and campaign-level analysis.
Analytic Assessment

JADEPUFFER represents an important evolution in intrusion automation, but not a revolution in underlying
tradecraft. The operation succeeded because the victim environment combined an exposed critical vulnerability,
embedded secrets, default credentials, weak segmentation, excessive database privilege, and accessible

administrative services.

The individual techniques were basic. The agent’s value was orchestration. It could interpret results, choose a next
step, generate code, correct mistakes, and continue toward a destructive objective without the delays normally

associated with a human operator.

The most likely near-term effect will not be the immediate replacement of skilled ransomware operators. Agentic
tooling will instead increase the volume and speed of opportunistic attacks against exposed systems. It will also

lower the technical barrier for less capable criminals, access brokers, hacktivists, and destructive actors.

Organizations should expect automated agents to continuously probe known vulnerabilities, test default
credentials, enumerate secrets, and chain discovered access across cloud and application environments. The time

between initial exploitation and material damage may decline from hours to minutes.

Likelihood of similar activity increasing within 12 months: High

Likelihood of JADEPUFFER becoming a named ransomware brand: Low to moderate
Potential impact against exposed cloud-native environments: High

Current attribution confidence: Low

Confidence that an LLM materially directed the operation: High

Confidence that the operation was fully autonomous: Moderate

Conclusion
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JADEPUFFER is a provisional threat cluster associated with a destructive database-extortion operation
substantially directed by an LLM. It exploited Langflow, harvested credentials, accessed MinlO, discovered
internal services, established persistence, compromised Nacos, manipulated MySQL, encrypted configuration
data, and destroyed databases.

The operation does not demonstrate advanced exploitation. It demonstrates the operational value of speed,

persistence, and adaptive automation.

JADEPUFFER’s primary lesson is that Al agents can turn ordinary security failures into a complete intrusion
chain. Exposed applications, default credentials, embedded secrets, permissive network access, and excessive
database privileges are no longer merely passive weaknesses. They are machine-readable opportunities that an

agent can discover and exploit continuously.

The defensive priority is therefore not to detect a fictional autonomous super-attacker. It is to remove the
environmental conditions that allow automated systems to move from a single exposed endpoint to irreversible

production impact.
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