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FCT Ransomware

(g poBanbIIMK-BBIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpUITO-BEIMOTAaTE b MMGPYeT JaHHbIe TI0/Ib30BaTe el ¢ moMolipio AES, a 3ateM TpebyeT BeIkyn B # BTC,
uyT0OBI BepHYTH (hatinel. OpurnHaabHOe Ha3BaHue rpoekTa: FCT.pdb. Ha ncronHsieMoM aiine HarvcaHo:

FCT.exe. Ucnone3yet 6ubnuoteky Crypto++.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.30905

BitDefender -> Gen:Variant.Johnnie.213073

ESET-NOD32 -> A Variant Of Win32/Filecoder.FCT.A
Kaspersky -> Trojan.Win32.Zudochka.dvw

Microsoft -> Trojan:Win32/Wacatac.C!ml

Tencent -> Win32.Trojan.Filecoder.Hqvv

Symantec -> ML.Attribute.HighConfidence, Trojan.Gen.MBT

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benyiopam! XoTtuTe ObITH B 3TOM CIIMCKe PeTY/sIpHO WM ToBbIe? Coobuyre MHe!

© I'eHeanorusi: BbIAAICHAETCHA, ABHOE POACTBO C KEM-TO He JOKa3dHO.

RANSOM

N300pa’keHre — JIOTOTHIT CTaTbH
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https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F02%2Ffct-ransomware.html
https://www.symantec.com/security-center/writeup/2018-110508-4231-99
https://www.symantec.com/security-center/writeup/2014-042811-4408-99
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgPCLnx_8nscI0FHEEktz0HSpMVI9_wHjReFNbUFijjSzkQq7Bysv_nalRdqbZEPMkoMAVtf66HD8YzH_QU1wGWV_OzMRxJkm4fswDs7Hs-wol8_asBcHS9iLrhoZ0hyphenhyphenQGkgYULiaVAFW0/s1600/fct-logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgPCLnx_8nscI0FHEEktz0HSpMVI9_wHjReFNbUFijjSzkQq7Bysv_nalRdqbZEPMkoMAVtf66HD8YzH_QU1wGWV_OzMRxJkm4fswDs7Hs-wol8_asBcHS9iLrhoZ0hyphenhyphenQGkgYULiaVAFW0/s1600/fct-logo.png
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K 3amm¢poBanHbIM aitnam fobaBsieTcs pacimpenue: .adv

OBHnmaHne! HoBble paciivipenust, email ¥ TEKCTBI O BBIKYIIE MOXKHO HAMTH B KOHI[e CTaThbH, B 0OHOB/IEHHUSX.

Tam MOryT OBLITH pa3/imnuud C riepBOHa4a/IbHBIM BaDHAHTOM.

AKTMBHOCTB 3TOTO KPWITTO-BBIMOTaTe s NMpUIIach Ha KoHel| stHBaps 2020 r. OpreHTHUPOBaH Ha aHIVIOSA3bIUHBIX

0/1b30BaTesIel, YTo He MelllaeT PaClpOCTPaHsATh ero 1o BCeMy MUPY.
3arrcka c TpeboBaHHEM BBIKYTIa Ha3bIBaeTCs: ***

CopepixaHue 3allUCKH 0 BBIKYIIe:

Skfesk

ITepeBop 3anycKy Ha PyCCKMil SI3BIK:

kokok

TexHuueckue geTaau

PacnipoctpansieTcs kak aktuBatop st Office (dhaiin Activator Office.exe) wmu ofuH U3

komrioHeHToB KMSAuto.

MoskeT pacripoCTpaHsSITLCS MYyTEM B3/I0Ma uepe3 He3alluilleHHyto KoHpurypauio RDP, c momoiisto email-criama
Y BPEJIOHOCHBIX BIOYKEHUH, 0OMaHHbBIX 3arpy30K, O0THETOB, FKCIIOUTOB, BPEIOHOCHOM PeK/IaMbl, BeO-UH)KEKTOB,
(banmbLUIMBLIX 0OHOBJIEHU, TePeTIaKOBAHHBIX U 3apayKEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacrnpoCcTpaHeH s KPUITTOBBIMOTaTe el Ha BBOIHOM CcTpaHuIle biiora.

Eciu BeI ipeHeOperaeTe KOMITJIEKCHOM aHTUBUPYCHOM 3al[UTOM Kiacca Internet Security nm Total Security, To

XOTs1 OBl ieiafiTe pe3epBHOE KOMMHMPOBAHHE BaXKHBIX (haiiioB mmo Metozy 3-2-1.

Cnucok (aiiioBbIX pacIliMpeHui, noBeprawomuxca mugpoBaHUIo:
9to pokymenThl MS Office, OpenOffice, PDF, TekcToBbIe (haiiibl, 6a3bl AaHHBIX, (HhOTOrpadun, My3biKa, BUJIEO,

(batinbl 06pa3oB, apXUBHI U TIP.

®daiinkbl, cBA3aHHBIE ¢ 9TUM Ransomware:

Page 2 of 4


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://www.virustotal.com/gui/file/f9b62c398d4c92c796ce65ecc3f1b00a12027ec7ffab9249abdb797128c528d3/detection
https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
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FCT.pdb - opurunansHoe Ha3BaHHe poeKTa
FCT.exe - opurrHa/ibHbIN UCTIOMHSIEMBIH (aiin
<ransom_note>.txt - Ha3BaHUe TeKCTOBOro (aiiia

<random>.exe - C/lyuaifHOoe Ha3BaHKeE BPEJOHOCHOTO (aiina

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\cdalv\source\repos\FCT\Release\FCT.pdb

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NMOAK/TIOUEHU U CBA3MU:

Email:

BTC:

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHaIn30B.

Pe3yJ'leaTbI dHA/IN30B:
® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>

2 ANY.RUN analysis >>
X VMRay analysis >>
() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

IMonpobHbIe cBeieHMs1 COOMParOTCs perysisipHo. ITpuckinakiTe 06pasibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHU! === BLOCK OF UPDATES ===
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https://www.hybrid-analysis.com/sample/3d0b6d8806c174027cc50dd4cd415268fd180f8964ae2bfce1cacf44ca82f660/5e370abcdfdc0332ec749156
https://www.virustotal.com/gui/file/3d0b6d8806c174027cc50dd4cd415268fd180f8964ae2bfce1cacf44ca82f660/detection
https://analyze.intezer.com/#/analyses/4e97ba2d-2182-44e1-9eb8-3140737d4ddb
https://app.any.run/tasks/0bafff87-e754-4189-b1be-56935ffad5a3/
https://www.vmray.com/analyses/3d0b6d8806c1/report/overview.html
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Ewié He Obl710 0OHOB/IEHHI 3TOTO BapHaHTa.

http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as FCT)
Write-up, Topic of Support

*

Thanks:
Jirehlov, Michael Gillespie

Andrew Ivanov (author)
*kx

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/fct-ransomware.html
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https://twitter.com/Jirehlov/status/1223467726422904832
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