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2 Tool: SharpToken

Names SharpToken
Category Exploits

(Sentinellabs) a privilege escalation tool that enables the execution of Windows commands
Description ~ with SYSTEM privileges. The tool also features enumerating user and process information,

and adding, deleting, or changing the passwords of system users.

<https://www.sentinelone.com/labs/dragonspark-attacks-evade-detection-with-sparkrat-and-

Information = golang-source-code-interpretation/>

<https://github.com/BeichenDream/SharpToken>

Last change to this tool card: 15 February 2023

Download this tool card in JSON format

All groups using tool SharpToken

Changed Name Country Observed
APT groups
DragonSpark 2022
Operation Silent Skimmer [Unknown] 2022

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=fe71{8f6-45b3-45fe-ae3b-35c40f827031
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