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I came across a GuLoader .xlsx document the other day. It didn’t have any VBA or XLM macros, locked or

hidden or protected sheets, or anything obvious like that. Instead, this is the only thing I saw in oledump.

ctophGuloader 2821-63-83>oledump.py "838121_NEW ORDER.xlsx"
oleObjectl.bin

@10Lel@nATive’

It was a bit odd. So let’s see what it takes to tear apart a document such as this. If you’d like to play along, here’s
the specimen: https://app.any.run/tasks/706a2ec9-c993-40e0-811a-b18358531b24

A special shout out to @ddash ct! He helped point me in the right direction for extracting the shellcode.
Upon unzipping the file, we can find oleobject1.bin inside the XL/EMBEDDINGS folder.

[CONTENT_TYPES].XML 2825 Bytes at Offset GxB6OOGEOO

 RELS/.RELS 38 Bytes at Offset Ox0EEE81ea

XL/ _RELS/WORKBOOK.XML.RELS 1113 Bytes ----- at Offset oGxoegoe38f

XL/ WORKBOOK . XML 1281 Bytes at Offset GxBoEEB460

XL/ THEME/THEMEL . XML Bytes at Offset BxPOBBBGCT

XL/WORKSHEETS/ _RELS/SHEETL1.XML.RELS 1811 Bytes at Offset GxoOEE8cd4
XL/ WORKSHEETS/SHEET2 . XML 787 Bytes at Offset BxPOOBB=88

XL/ WORKSHEETS/SHEET3 . XML 767 Bytes at Offset GxBBEGO1851

XL/ WORKSHEETS/SHEET1 . XML 8973 Bytes at Offset @xeee8121a

XL/STYLES . XML 12258 Bytes ----- at Offset BxBBEE1999

XL/SHAREDSTRINGS . XML 1847 Bytes at Offset éxéoeelfld

XL /DRAWINGS/DRAWINGL . XML ----- 983 Bytes at Offset BxBOOB2297
XL/CALCCHAIN. XML 194 Bytes at Offset GxBo0824b1
XL/PRINTERSETTIMNGS/PRINTERSETTINGS1.BIN 5428 Bytes at Offset @xPEOB2585
DOCPROPS/CORE . XML 663 Bytes ----- at Offset Gx@OBB2775

DOCPROPS/APP.XML ----- 996 Bytes at Offset GxBoEE2910
XL/DRAWINGS/VMLDRAWING . VML 7 Bytes at Offset OxB8882ba2
XL/EMBEDDINGS/OLEQOBIECT1.BIN 2538496 Bytes at Offset OGxoB082Ct0

If you will recall, OLE stands for Object Linking and Embedding. Microsoft documents allow a user to link or
embed objects into a document. An object that is linked to a document will store that data outside of the document.

If you update the data outside of the document, the link will update the data inside of your new document.

An embedded object becomes a part of the new file. It does not retain any sort of connection to the source file.

This is perfect way for attackers to hide or obfuscate code inside a malicious document.

OLel10nATive stream

oledump.py showed that the oleObject1.bin contained a stream called OLe10nATive. These are the storage objects
that correspond to the linked or embedded objects. That stream is present when data from the embedded object in

the container document in OLE1.0 is converted to the OLE2.0 format.
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We can extract this stream by using oledump to select object A1 and dump it to a file.

-0ledump.py "838121 MNEW ORDER.xlsx" -s Al -d > olel®native.bin

Looking for shellcode

Now that we’ve extracted the stream, how are we going to find anything useful in here?

| OLelOnATivebin

offset(n) 00 01 02 O3 04 05 06 0T 08 09 ORL OB OC OD OE OF
00000000 S 56 4F 05 02 5C BO 7F 70 76 01 08 8B 07 BD E6  &V0..\%.}v..<.n=
00000010 BD C7 AC 81 ES FC BE 45 12 8B 5D 58 8B 1B BA BC  *C-.3G%E.< ]X¥c.%h
00000020 F7 CE EF 81 E2 FO 67 66 10 8B 24 53 FF D5 05 0B =Ii.&a8gf.c=590..
00000030 8B FS CA 2D CE 2D D3 CL FF EQ F3 7B 41 00 4E 1Cc «<uE-I-OEvas{n.m.
00000040 AR &0 41 2D 57 39 01 E0 OE 3& 1E 3F 9D 52 24 OB = A-W3.4.:.7.R*.
00000050 96 44 DB ED L7 2F 99 97 AR 1C 11 Fé 24 48 B3 FC -DUL§/™—=, . 83HQ
00000060 C7 A3 CB CF 9OE C2 FD 58 21 93 OB 4E 54 BB CF 68 CLEIZAYX'".NT=In
00000070 F2 E2 21 06 1B 4C BB DR C4 79 CE 03 D9 DC DD F4  &&!..L<UhyI.U0vs
00000080 OF 29 1C 51 04 DE 21 F3 CF B8R 42 CC BO 2L BE 57 .).Q.01aTdei#=sm
00000020 DE 9E 95 4F 49 76 20 68 D4 39 84 24 33 40 EE 1C  BE«0Iv)hio,$3Ma.
000000RD OB 4B A7 40 11 7F 2E BE 22 74 &C 1B 23 66 FC F9 L.ESM...%"cl.3#fan
000000BO AS E2 35 13 A4 6B E7 13 38 84 A9 27 41 EO D3 9F ¥&5.nmkc.8,0'Rady
000000C0 4R 12 7B B7 1B A7 4D 5C 67 D4 4E F1 DC 37 81 05 J.{ -.sM\gOwAd7..

CO D7 2D DC 50 7B 3D =OVipUcCRA=-UP{=
84 E7 D1 DC 55 4E 9C C1 Bw»GX, .., cHNUUN=&
80 CE 2B 29 CF 2F 49 .E.Qn&..fEi+»I/I
gD 0C 39 48 55 07 8F RWaAGE-Oa[..oHU..

=
=
=
=
=]
o -
H=]
X
]
-1
]
¥

QQOoOo0O0DD 9% D3 SF
0Q00000EQ DF BE 47
Q0Q0000FD OF C& 1C
00000100 DF BC ES

W LN

o
oo
(X s s )
w o=
o I T =
[ Y S
Lh N
L L )
(ST
[ ==
s

This is where the advice from @ddash_ct came in handy. He searched this stream output for a hex string like E8

00 00 00 00 and was able to extract the shellcode from there.
Why is this the case? And why that pattern?

Shellcode cannot assume it will be executed in any particular memory location. It cannot use any hard-coded
addresses for either its code or data. This means it must be position-independent. A hex string such as E8 00 00 00
00 can be an indicator of where position-independent code may start. While the example below is not from our
sample, the opcode E8 00 00 00 00 is translated into the instruction call $+5. This is used to push the current

address in memory onto the stack. This can serve as a sort of anchor point for the rest of the code execution.

52 push rdx
ES &2 o8 a8 8o call 145
=7 pop rdx
48 83 C2 88 add rdx, 8

This is just an example and is not from the ole10native stream in our sample.

We will not find the exact E8 00 00 00 00 pattern in our file. Instead, we can search for a pattern like 00 00 and
something interesting pops up at 0x00265D41.
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| OLelOnATive.bin

Offset (h) 00 01 02 03 04 05 06 07 Of 09 OA OB OC OD OE OF
00265040 oA PEJESIEREERIEL] £ 36 Eo 89 00 00 00 EB 2F 9C .E .. Je€én...&/e

00265D50 52 52 8D 92 BO 21 00 00 81 EA A3 53 00 00 8D 92 RR."°!'...8L£5..

00265060 BA 6E 00 00 81 EA 09 54 00 00 81 C2 OC 5B 00 00 °n...&.T...A.[..
00265D70 5A S5AR 89D 57 5F 2D 60 64 37 TO LC eI 1E EB 75 ZZ.W_—‘j?p‘tTrr..é'.J
00265DE0 EB 58 56 SE EB 62 EB 4E ES 83 00 00 00 EB SF EBE EXV Eb&N&f...& &

r

m
8]

While we do see a similar pattern, there is a significant difference. The opcode E8 is making a call and will be
transferring control to location 0x000000AF. However, the location of AF is relative to E8’s position in memory at
run-time. It seems we may have an instance of position-independent code and it might be where some shellcode is
hiding. Got that?

All this is to say that hex location 0x265D41 is a likely candidate for our purposes.
Extracting the shellcode

From here on out, this will be a very similar process to getting shellcode from .rtf documents. We can load up
olel0native.bin in scDbg with a start offset of 0x265D41. We know we’re on the right track because we can see

the unhooked call to ExpandEnvironmentStringsW.

Shellcode file |C:\Users\HEM\D esktophGuloader 20271-03-0340Le1 Ona T ive bin
Options -
[~ Repart Mode I Scan for Api table [~ Unlimited stepz [~ FindSc [w Start Offzet Ox |26R041 Example
[~ Create Dump [T Use |ntpescbive Liaal =

I~ MNoRw Display [ Monitor] B3 C:A\Windows\SYSTEM32\emd.exe
[ Process Command Ling aded n file C:\Users\REM\Deskt GULOAD~1\OLE18N~1.BIN
[ fopen

[ Manual Arguments

000000 E3 56 4F 05
000010 BD C7 AC 81
000020 F7 CE EF &1
000030 8B F9 CA 2D
000040 AR 60 41 2D
000050 96 44 DB ED
a0o0&o C7 &3 C& CF
000070 F2 E2 21 06
aQoog0 OF 29 1C 51
000090 DE 3E 95 4F

rnel3z. n ronmentStringsk step=41835

Earlier blog posts showed that scDbg doesn’t work very well with ExpandEnvironmentStringsW. Instead, we can
overwrite that with ExpandEnvironmentStringsA. To do so, we will need to unpack ole10native.bin. We do that by
checking the box in scDbg for “Create Dump” and re-launch ole10native.bin using the same start offset of

0x265D41. scDbg will then save the dumped and unpacked file. In my case, it was called OLE10N~1.unpack.

Open up the newly unpacked dump file and scroll to the bottom. You will see a variety of commands in plaintext.
Offset 0x002660D9 begins the command for ExpandEnvironmentStringsW. Overwrite the appropriate location

with an A and save the changes.
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Ag ~ . Uunpgac
8 OLE10M~1.unpack

Cffzec(h) 00 01 O2 O3 04 05 06 O7 08 09 OA OB OC OD OE OF

002660D0 OO0 OO0 89 Ce6 E8 1A 00 00 0O HE T8 70 61 &E &4 45
002660EQ0 |GE 76 69 72 6F 6E &D 65 6E T4 53 74 T2 &9 6E &7
002660F0 [73 241 00 53 FF D& &8 04 01 00 00 8D 54 24 10 10
00266100 00 OO0 52 ES 24 00 00 OO0 25 00 41 OO0 50 00 50 00 ..Re$...3.A.P.P.

Before we toss this into scDbg again, we are going to need a new start offset. This can be found at the beginning
of this part of the shell code. Notice the pattern right before k.e.r.n.e.l.3.2. It also follows the E8 00 00 00 00

pattern.

8 OLE10M~1.unpack

Cffsec(h) 00 01 02 03 04 05 06 O7 08 0% 0ORA OB OC OD QE OF
00266070 82 FO 08 3D &1 CB 0B D4 EB 1E 81 EC 54 13 00 00 ,&.=aB.0&..iT...

00266020 DEIFEBERIRLILL €8 00 65 00 72 00 6E 00 65 00 6C [E... Jr.e.r.n.e.l

00266090 00 33 00 32 00 00 OO EB 19 03 00 OO0 89 C3 Eg OD .3.2...&....%RAs.
002ee0nd OO0 OO0 OO 4C &F 61 64 4C &9 62 72 61 72 7% 57 00 ...LoadLibraryW.
002660B0 53 EB 78 03 00 00 89 C7 Eg OF 00 OO0 00 47 65 74 Seéx...wle....Get
002660C0O 50 72 6F £3 41 64 64 72 65 73 73 00 53 EB 5C 03 Prochddress.S5aéh.
002660D0 00 OO0 B9 Ce& EE 1A OO0 OO0 OO0 45 78 70 €1 6E €4 45 ..%Ee....ExpandE
002660ED0 6E 76 62 T2 6F 6E 6D 65 6E T4 33 T4 72 6% 6E 67 nvironmentString
002660F0 73 41 00 53 FF Dé &8 04 01 00 OO0 8D 94 24 10 10 =4.5%0h..... &L,

Toss our unpacked and edited binary into scDbg and enter 0x00266080 as the start offset. And when we do, the

shellcode commands are revealed.
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nHttpReadData
winhttp.WinHttpQueryDataAvailable step=37701

Thanks for reading!
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