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Explained: Sage ransomware

By Malwarebytes Labs
Published: 2017-03-28 - Archived: 2026-04-06 00:44:22 UTC
Sage is yet another ransomware that has become a common threat nowadays. Similarly to Spora, it has capabilities to

encrypt files offline. The malware is actively developed and currently, we are facing an outbreak of version 2.2. of

this product.

Analyzed samples

* 3686b6642cf6a3d97e368590557ac3f2 — JS downloader
e d8226b7697524c60eddd22a46b588ff7 — original payload (dropped by the script)
o 159af0102877e71a1c3f5468bd02a8f3 — unpacked payload

Distribution method

Most often, Sage is dropped by downloader scripts distributed via phishing e-mails (office documents with malicious

macros or standalone JS files). In the analyzed case, the sample was dropped via a JavaScript file.

Behavioral analysis

After being deployed, Sage deletes the original sample and runs another copy, dropped in %APPDATA% (names of
the dropped files are different for different machines — probably generated basing on GUID):

AppData » Roaming »

Share with Mew folder
Mame Date modified Type Size
|57 FlGtkSju.exe 2017-03-2519:19 Application 84 KB |
' NSba8HDh.tmp 2017-03-25 19:19 TMP File 1KB|

The dropped copy deploys itself once again, with a parameter ‘g’. Example:

"C:UserstesterAppDataRoamingFkGtk5ju.exe" g

After finishing its work, that dropped copy is also being deleted with the help of a batch script dropped in the
%TEMP% folder.

=N PGt Su exe 840K 3676
B PGk S exe 968 K 3368K 2508

=) [ cmd exe 0.69 2704 K 2524 K 2548 Windows Command Processor Microsoft Corporation
@] 136 652 K 2556 K
[ PING.EXE 1.06 BH6 K 2564 K 2364 TCP/IP Ping Command Microsoft Corporation
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The content dropped in %TEMP% is shown on the below picture. We can see the batch scripts and the BMP that is

being set as a wallpaper:

AppData » Local » Temp - | 3 | | Search Temp
i Share with + Mew folder
Mame B Date moedified Type Size
. __config252888.bat 2017-03-24 21:03 Windows Batch File 1 KB|
| . __configl6184093.bat 2017-03-24 21:12 Windows Batch File 1 KB|
|| FXSAPIDebuglogFiletxt 2015-06-18 22:27 Text Document 0 KB
] xNK.bmp 2017-03-24 21:07 Bitmap image 4571 KB |

Sample contents of the batch scripts is given below. As we can see, the ping command is used to delay operations.

__config252888.bat ® | _ configl6184093.bat @ |
1abx

ping 127.0.0.1 -n 2 > nul

del fR JF /Q "C:\Users\tester\Desktop\3age.exe”

if exist "C:\Users\tester\Desktop'\sage.exe" goto abx
del /R /F /Q "C:\Users‘\tester\Desktop\sage.exe”

| __config?52888 bat @ [__config16184093.bat @ |

rabx

ping 127.0.0.1 -n 2 > nmual

del /R /F /Q "C:\Users\tester\ApplData'\Roaming'FkGtkoju.exe™

if exist "C:\Users\teater\AppData\Roaming\FkGtkSju.exe™ goto abx
del /R /F /Q "C:\Users\tester\ApplData'\Roaming'FkGtkoju.exe™

Just in case the system gets restarted before the encryption finished, Sage sets a link in the Startup folder, so that it

can continue after the reboot:

3 C:yUsers‘tester’\App Data®Foaming\Microsoft\Windows \5tart Menu'Programs®Startup
(57 MBq9RdQF Ink ¢ wusers'tester'appdataroaming gtk Bju exe

However, if the ransomware successfully completed encryption process and deleted itself, the link is left abandoned.

After finishing, the wallpaper is changed. In version 2.2 the wallpaper looks very similar to 2.0, except the font is

green instead of red:
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At the end of the execution, the ransom note !HELP_SOS.hta opens automatically:

5| Decryption Instructions = ﬂ@

English |  Deutsch Italiano | | Portugués | | Espariol Francais | | &= Nederlands | | Zu-ll | | s | | 37

File recovery instructions

You probably noticed that you can not open your files and that some software stopped working
correctly.

This is expected. Your files content is still there, but it was encrypted by "SAGE 2.2
Ransomware”.

Your files are not lost, it is possible to revert them back to normal state by decrypting.

The only way you can do that is by getting "SAGE Decrypter” software and your personal
decryption key.

Using any other software which claims to be able to restore your files will result in
files being damaged or destroyed.

In addition to the written information, Sage 2.2 plays a voice message informing about the infection. It is deployed

via WScript running the default Microsoft voice-to-speech service — just like in the case of Cerber.

Some content is left in %APPDATA%:

Page 3 0of 17


https://www.malwarebytes.com/blog/threat-analysis/2016/03/cerber-ransomware-new-but-mature/

https://blog.malwarebytes.com /threat-analysis /2017 /03 /explained-sage-ransomware/

AppData » Roaming » - ‘ 5 | ‘ Search Roaming
Share with Mew folder S

Mame Date modified Type Size

et PR R

. Maezilla 2015-06-19 00:38 File folder

0 Sun 2016-05-31 23:40 File folder

| zynamics 2016-08-11 01:21 File folder

fl.hta 2017-03-24 21:07 HTML Application 60 KB
| pp
| _| NSbagHDh.tmp 2017-03-24 21:03  TMP File 1KB|

BE XVi32 - NSba8HDh.tmp ===

File Edit Search Address Bookmarks Tools XVIscript Help
DS E X & BBEY GE R

-5351(:!'.(:54F91Ean3DGEBiAB69M.1345CE o iltlo |alf=nlt«ig| || =~
11||0% SA|56|53|78|20|E9|2F|F0 46 3F|27|89 16|10 3R(17||-|z|V 5|x| |&|/|a|F 2| |z 7|+|z 4
2z||41|9F|CZ |12 AF|9¢| 6C|5D|BS | CE FO|30|39|BF &3 FF|3E||a(z|A 1/Z|-|1|1|n|I 4|09 >
33||B2 DC|CZ |0R SB|C3|3F|74 |BD BZ 06|22 |04 01 00 0o|oo||, |T& [C|E|2)c|-|,|-|"

44 |oo|00|00|00
Encrypted files are added to the “sage”extension and their icons are changed:
Mame Date modified Type Size
HELP_505.hta 2017-03-24 21:07 HTML Application 60 KB
a squarel (copy).bmp.sage 2017-03-24 21:07 SAGE File 140 KB
a squarel bmp.sage 2017-03-24 21:07 SAGE File 140 KB
a readme.tet.sage 2017-03-24 21:06 SAGE File 8 KB
L1 01BED0O00.mem.sage 2017-03-24 21:03 SAGE File 1279 KB
| a PORTMOM.CNT sage 2017-03-24 21:07 SAGE File 1KE

Visualization of a file — before and after encryption:

o

Files with the same plaintext produce different ciphertexts, that leads to the conclusion that each file is encrypted with

a new key.
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Sage can work well without internet connection, however, if connected it sends data via UDP (similarly to Cerber):

7 | FlGthkSju.exe:3956 Properties =N EoE <=

| Image I Perfarmance I Performance Graph I Threads
TCR/IP | Security | Environment | Job | Strings
Resolve addresses
Pr&u... Local Address Femote Addr.. State
op testmachine 64430 =~
LIDF testmachine: 64481 -

The traffic is encrypted:

Wireshark - Follow UDP Stream (udp.stream eq 19355) - wireshark_

......... | R RN T RN TR
g|.I.-B..dwR.......... WRof o 0o alaccoonoaoocooc faooc
4:cM..... h.EI2..PF...{..5..+k.€<........ feql....*-el}
(es....J..Y&" ... @u..n........... h..h...

Page for the victim

The ransom note contains a link to the page for the victim. Encrypted and Base64 encoded key of the
victim is passed via URL to the server of attackers. Example:

http://7gie6ffnkrjykggd.onion/login/AQAAAAAAAAAAVANRzs VPkfwPPWixq2mqtFwGWIZTeCDpL_BGPyeJFhDA

The key can be also pasted via field on the website:

User Login

Enter your personal ID

AQAAAAAAAAAAVANRZ VP TWPPWixg2mgtFwGW1ZTeCDpL_BGPyeJFhDA [

Log In

Keep in mind that the first login on the page for the victim triggers the timer to start. From this moment, the

countdown to the price increment is running.
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The website is protected by a simple captcha and allows for a simple customization — the victim can choose one of

the supported languages (currently 17):

User Login

Please select your language.

) BE English ON |
O B Espafiol il
) == Mederlands =
O @@ H3 (Zhongwen) O =
O #E Norsk Bokmal O EE
O B Tiéng Vigt (@R =

Deutsch

Italiano

dyall
or=0f @EElE)
Bahasa Melayu

o=t

F

0O
F @l

Francais
Portugués
s

Tirkege

Basa Jawa

The page contains typical information, such as the amount of ransom to be paid and further instructions:

Page 6 of 17



https://blog.malwarebytes.com /threat-analysis /2017 /03 /explained-sage-ransomware/

S @ ~ ‘(- | (i) | Tgie6ftnkrjykggd.onion/en/cabinet < HQ Search =
Sage 2.0 User Area Home Payment Testdecryption Instructions Support OSpeaa\prlcetlme remaining: 6d23h 55m 48s 4 & B
Important Information! Please read very carefully! # Home
ATTENTIONI!

SAGE 2.0 ENCRYPTED ALL YOUR FILES!

All your files, images, videos and databases where have been encrypted and no
longer accessible by software known as Sage 2.0!

TO RESTORE ALL YOUR FILES YOU NEED TO PAY $99 (=B 0.09895) FOR THE
DECRYPTION.
AFTER FULL PAYMENT, YOU WILL BE ABLE TO DOWNLOAD THE SOFTWARE TO RESTORE
YOUR DATA.

0.09895 0.09895

Amount total Remains to pay

99 99

Amount total Remains to pay

6d 23h 55m 48s

Special price time remaining

The malware allows to test decryption capabilities by permitting the victim to upload some encrypted files (the size of
the file must be lesser than 15 KB):

You can upload one file up to 15 KB to test decryption

. Test decryption

readme.txt.sage

(7.81 KB)
P @ i @
Breadme.txt.sage fi Remove  @® Upload [ J=[CIIES

However, the result is not available instantly:
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Test decryption Upload file to test decryption # Home ~ Test decryption

You can upload one file up to 15 KB to test decryption

. Test decryption

«” Uploading completed successfully!

Link to the decrypted file will appear on this page after some time. If the link does not appear within 10 minutes, please refresh this
page.

After some hours, the decrypted version of the uploaded file is indeed available to download:

Sage 2.0 User Area Home Payment Testdecryplion Instructions Support @ special price time remaining: 4d07h 45m02s & @

Test decryption Upload file to test decryption # Home  Test decryption

You can upload one fileup to 15 KB to test decryption

X, Test decryption

®Download file

Inside

Sage is delivered packed by various crypters. After defeating the first layer we obtain second PE file —

the malicious core, that is not further obfuscated.

At the beginning of the execution, Sage generates the Victim ID/key and saves it in the .tmp file dropped in
%APPDATA% folder. Then, it removes backups from the system:

EASES4EE || »  [MOU_ERX,ESI FkGtkEju.BB2EEETS

BESES4ED |] . OR_ER:, B

BESES4CH |] . FUSH ERA

HHEEEAC ] o FUSH FkGEtkSju. BB3EETEE UMICODE ""delete shadows ~all ~gquiet™
o FUSH FkGtkSju. BEB3EET4C UMICODE "wesadmin.erne™

HEHSEEACE |] . CALL FkGtkEju.BR3ES2EE

BESES40E |] . FUSH ESI FEGtkSju. BBZEEL TS

HEZES401 O FUSH FkGtkSju. BBZEEYEE UMICODE ""~set {default} recoverwenabled no™
o FUSH FkGtkSju. BB3EEGEC UMICODE "bodedit.ede"

BEASES4OE |] . CALL FkGtkSju.B83ES25E8

BOSES4ED |] . FUSH ESI FkGtkSju. BBZEESTS

HEZES4E] O FUSH FkGtkSju. BEZEESSS UHICODE "~set {default} bootstatuspolicy ignoreallfailures™
o PUSH FkGtkSju.B83EEGEC UMICODE "bodedit.ede"™

BESEE4EE |] . CALL FkGtkEju.BB2EEZER

BESES4FE |] . AOD ESP, @024

BESES4FE |] . FOF ESI BZ2EOF92C

BESES4F4 |] . FOF ECH B2EOF92C

HASES4FE |k, RETH

Executed commands:

vssadmin.exe delete shadows /all /quiet bcdedit.exe /set {default} recoveryenabled no bcdedit.exe /set

Sage enumerates through the files, and if they matched the defined criteria, they are getting encrypted. First, the

malware creates a file with the same name as the attacked one, but with three dots at the end.
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CALL OWORD FPTR DS:[<&KERMELZZ.GetF ileSizer] |LGetFileSize
MOY DWORD PTR SS5:[ESP+E:181, ERx
. CHFP_ERk, B 4@pE0E

-~ |JR FthkSJu WASES 166

. CHF DWORD PTR S2: [ESP+BH14J EuE
v | JHME FRGtkSju. BRSES1E

. FlUSH EZI

PUSH FkGtkSiu.BB3EF932 ASCIT "X5...'"
CALL Fk&tkSiu.BBSEBEZE

AESESHEE

BRSESATF
AAZESARA

HESESEAR AOO ESP, G2

BESESHAD FUSH Gua

BESESBHAF FUSH @x@

BESESAEL FUSH Guz

BESESBED FUSH @x@

BESESAES FUSH Gl

BESESBET MOY EEF, ERX

BESESAES PUSH G 46808668
HESESHEE FUSH EBF

CALL EB kerne |22, CreateF i Lell

GEZEDECT

ARAEAAAR
<[
EBX=r&AOCCEE [kerne|32.CreateFilell)

MOU EE, ERK
i mras el

HZEDF2EL B2EZEBHE(| F i leMame = "wooosrasbisspinshedtreassswed-iag2wdocs et -manva v htm ved-isa—set_Bh-source.html..."
B=EDF3FA 48886888 || Acces= = GEMERIC_WRITE

B2EDF3F4 BEEEEEE]L || ShareMode = FILE_SHHRE_REHD

BZEDFIFE BAEGEEEE DSecurlt

B2EDF3FC BEEEEEEZ| | Mode = CRERTE_HLNHVS

BZEDFREE BEEEaEaa || Attr ibutes = @

BZEDFABG aEpeeeea| LhTenn lateFile = HULL

Both files coexist in the system until the encrypting is finished.

Marne Date modified Type Size
|| xed-format-options_Sh.html... 2017-03-27 15:48 File 4 KB
|&| xed-format-options_8h.html 2015-01-20 23:23 Firefox HTML Doc... 4 KB

Then, the original file is deleted and the newly created one — renamed with the extension .sage:

» |PUSH ESI
- PUSH FkGtkSju.dA3EFI36 ASCIT "XS.sage™
CALL FkGtkSju.dA3EBE2H
AOO ESP, 005
BAZER13T PUSH @:1 Fl=o= = REPLACE_EXISTING
BAZES139 rou E0L, EAR
BAZES13E PUSH EDI HewHame = MULL
BAZES13C El Exiztinatame = "™ooopaolropinsestrasoned-ia22vados e -manu alvhtm o ed-format—opt ions_8h . html. ..

FPUSH EEP

CALL DWORD PTR DS:C<4KERMEL3Z.MoueF i leExW:] MoweF i LeExl
FPUSH EDI

CALL FkGtkSju.0@3ESDLE

ADD ESP, Ond

BaZES130
BAZES142
BAZES144
BAZES149
BAZES14C

BRZESLICD
BAZES154
BEZES1EY
ARSFREr

PUSH ESI FilleMams = "MoosaCoapinsentrasosded- (a32vdoc e -manua b hemboied—format—opt lons_Sh.heml™
CALL DWORD PTR DS:C<4KERMEL3Z.DeleteF ilel:] DeleteFilel
FPUSH EEBP

CALL FkGTkSju.@83ESD10
HOD ESF, &xd
RP FERtLE i ARRFFI2R

At the end, only the .sage file is left:

Marne Date modified Type Size

|| xed-format-options_8h.html.sage 2017-03-27 15:48 SAGE File 4 KB
What is attacked?
Sage comes with a long list of the attacked extensions, that is hard-coded in the binary:

dat mx@ cd pdb xgx old cnt rtp gss qst fx@ fx1 ipg ert pic img cur fxr slk mdu mpe mov wm

In order to access all the files without any interference, Sage searches and terminates any associated

processes. Processes are identified by their names:
msftesql.exe sqlagent.exe sqlbrowser.exe sqlservr.exe sqlwriter.exe oracle.exe ocssd.exe ¢

As it is common in ransomware, some paths are excluded from the attack. In this case, blacklisted are

not only system directories, but also others, related to popular games like
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tmp Temp winnt ‘Application Data’ AppData ProgramData ‘Program Files (x86)’ ‘Program Files’ ‘$Recycle Bin’
‘$RECYCLE BIN’ Windows.old SWINDOWS.~BT DRIVER DRIVERS ‘System Volume Information’ Boot
Windows WinSxS DriverStore ‘League of Legends’ steamapps cache2 httpcache GAC_MSIL GAC_32 ‘GOG
Games’ Games ‘My Games’ Cookies History IE5 Content.IE5 node_modules All Users AppData ApplicationData
nvidia intel Microsoft System32 ‘Sample Music’ ‘Sample Pictures’ ‘Sample Videos’ ‘Sample Media’ Templates Some
countries (recognized by keyboard layouts) are also excluded from the attack. Below is the function checking if the

selected keyboard layout is present in the system:”>

signed int  usercall has_keyboard layout@<eax>{ int16 searched id@{si>)
{
int v1; // eax@1
signed int result; // eax@2
int index; // ecxz@E3
__int16 kbds_list[48]; // [sp+8h] [bp-58h]@1

vl = GetKeyboardLayoutList{28, (HKL *)kbds list});
iF { vl > 8)

hq

index = B;

ifF { vl <=8 )

{
JLABEL_o6:
result = B;
H
else
1
wvhile { (kbds 1ist[2 = index] & 1823) *= searched id }
l {
if ( ++index »= ul )
goto LABEL_6G;
H
result = 1;
H
H
else
{
result = B;
N ¥

return result;

Systems with the following keyboard layouts are omitted by Sage 2.2: Belarusian, Kazak, Ukrainian, Uzbek, Sakha,

Russian, Latvian.

BOOL check_keyboard_layouts()
{
return has_keyboard_layout{Bz23) // Belarusian
|1 has_keyboard_layout{B8=3F}) F/ Kazak
|| has_keyboard_layout{Bx22) /4 Ukrainian
|1 has_keyboard layout{@x43) f# Uzbek
|1 has_keyboard layouty{@x85) f/ Sakha
|| has_keyboard layout{®x19) && 'has_keyboard layout{®x26);// Russian, Latuvian
S

How does the encryption works?

Sage uses two cryptographic algorithms: Elliptic Curves and ChaCha20. ChaCha20 is used to encrypt

content of each file, while ECC is used to protect the randomly generated keys.
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Each random key is retrieved using a cryptographically secure generator (SystemFunction036). The filled buffer is
preprocessed by a simple algorithm:

int  cdecl make random key{int random val)

{
char vi; /f/ ali@E

random{32, random val}; /4 SystemFunctionB36{random val, 32);
ul = ={ BYTE =){random val + 31);

#{ BYTE =#)random val &= BxF8u;

#( BYTE =){random val + 31} = vl & B8x3F | 6x48;

return 8;

Victim ID

At the beginning of the execution, Sage creates a random buffer and encrypts it using ECC. The buffer
created in the first round of encryption we will refer as a Victim ID and the output of the next rounds —
as Encrypted Victim ID.

int  cdecl make wictim keys{int victim id buffer, int h_key)

{
char random_val; /7 [sp+4h] [bp-48h]E1
char key2; // [sp+24h] [bp-28h]@E1

={ BYTE =){victim id buffer + 64) = 1;

make random key{(int)&random val);

ecc_make keyi{victim id buffer, &random vall); /F Uictim ID

ecc_make key2{{int)&key?, &random val, (const void =}h key);

process _buffer{{int)&key2};

ecc_make keyi{victim id buffer + 32, &key2); /F Encrypted Uictim ID
return B8;

In the first round, the random value is encrypted using ECC, producing the Victim ID.

In the second round, the same random value is encrypted using ECC along with another buffer, that is hardcoded in

the binary. The output is processed in the similar way like the random buffer:

_BYTE *_cdecl process_buffer{int bufifer)

{
_BYTE =result; /f eaxzi@i
char v2; f7f cl@i

result = { _BYTE =)buffer;

u2 = ={ BYTE =)(buffer + 31);

#result &= B=F8u;

#{ BYTE =)}{buffer + 31) = v2 & Bx3F | B8xh8;
return result;

In the third round, the resulting buffer is again encrypted by ECC — producing the Encrypted Victim ID.

Both output buffers are kept in the memory of the application and used further (also they are saved in the TMP file
dropped in %APPDATA% folder).
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8A406660 call  read temp file
88486665 test eax, eax
80486667 jns short loc_ 486691

il s =]

80486669 mov eax, lpBuffer
AB48666E push 72
A04A6678 push ]
88486672 push eax
20486673 call clear_buffer
00486678 movu ec®, lpBuffer
8048667E push offset hardcoded_Key
20486683 push eCx
804086684 call make victim keys
80486689 add esp, 14h
A04B668C call write tmp file

I

The part highlighted on the screenshot is the Victim ID (after that, next 32 bytes are the Encrypted Victim ID):

AppData » Roaming »

Mame Date modified Type Size

|| NSba8HDh.tmp 2017-03-27 15:22 TP File 1KB

"

# HyD - [ChUsershtester\AppDataiRoaming\M5ba8HDh.tmp]
| File Edit Search View Analysis Extras Window 7

e v e cH e 16 EH AMSI EH hex E|

#| NSbagHDh.tmp |

Cffset(h) OO0 01 02 03 04 05 06 OTF7 08 OS5 0OA OB OC OD OE OF

LLLLLLLYNTE OB 1% FE B0 OE E7 FA &7 B7 32 37 52 70 BC 57EREREE -8 ils flrds) sl
WOLLOLEDINCT 92 65 76 BA 43 48 13 27 D3 D1 4B C0 24 88 ocofEREEE e Ple - 0
Qoooo020 5D 8% TE SD BS A6 Be DF 56 4A FO &6 OE 30 19 3D J%~]ui9I6VJdE...=
00000030 1F 40 10 SR 40 4E OF 6B D3 22 5B SF 84 58 OE 66 .@.Z@N.k{'}"[_"}{.f
Q0000040 ©O01 QO QO 0QQ QO QOO QO OO i aiaaas

The victim ID is also saved in the ransom note, in Base64* version:

If you are asked for your personal key, copy it to the form on the site. This is your
personal key

AQAAAAAAAAAAGWSZ-IAOS _pntzl3UnC8VweSZXaKQ0gT]9PRS8AkIANA

*The character set is slightly modified in comparison to the classic Base64. In order to decode it as Base64 we must
replace “-“ with ‘+’and ‘_’with ‘/’ for example the ID: AQAAAAAAAAAAGwsZ-
TIAO5_pntzI3UnC8VweSZXaKQ0gTJ9PRS8AkiAnA is Base64:
AQAAAAAAAAAAGwWSZ+IAOS/pntzI3UnC8VweSZXaKQ0gTIJIPRS8AkiAnA

In addition, the Victim ID is also saved in each and every encrypted file:
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| xed-isa-set_Bh-source.html.sage

28 NSba&HDhtmp

Cffset(h) 00 01 02 03 04 05 06 O7 08 09 0OA OB OC OD OE OF

000019F0 72 CO 05 28 2B 2D 77 8B 9D 52 SE E1 TE 8B 5B 21 xR, (+-weERE&~¢ [~
00001R0D Fo 57 FL OB DE SE 5L 19 —awatd. 722, . . ¥€.4
00001R10 [ ig -2 TRpLW. ' eviCH
0000120 VONERS. .|, CIVAE.

00001A3S0 18 66 02 78 AA A4 DB F8 A2 9D 47 D8 A8 60 AD 50 .f.xSeUF"tGR™".P
00001R40 40 AF DT 08 F3 BE C3 FF 18 CB F5 OC 76 05 1R 00 @Ex.GIA .Ed.v...
O0001R50 OO0 00 00 OO0 OO0 00 00 OO0 OO0 01 00 00 00 BE BA 9E  tvvvrvnrnnrens Isz
00001BR60 S& 00 00 00 0O Z.o...

The Encrypted Victim ID takes part in encrypting file’s content (as a key unique per victim).

File encryption

At the beginning of the file encrypting function, a new 32 bytes long key is generated (unique per each file).
The random number is encrypted with the help of ECC twice:

e Individually — to make the key1 that is stored in the file
e Along with the Encrypted Victim’s ID — to make the key2, used by ChaCha20

make_random_key{{int)&r-andom val);
sub_UB4EEA((int)&chacha keyl, &random val);
sub_484F28((int)&chacha key2, &random val, {(const void =)}{victim id + 32));
vil? = 8;
vig = 8;
GetFileSizeEx(hFile, &FileSize);
UG = a5;
if { a5 == 2?2 && FileSize.QuadPart <= Bx408008088ui6y )
{
at = 1;
uvg = 1;
¥
uy = 8;
u1? = FileSize.QuadPart;
if ( uh == 2 )
{

¥
else if ( vé == 3 )
{

uv12 = Bx4B00001i64;

if { FileSize.s.LowPart < Ax4080888 )
HIDWORD{v12) = FileSize.s.HighPart - 1;
LODWORD{v12) = FileSize.s.LowPart - Ox480000;
Uy = BxhB80080;
¥
ull = B85
1pBuffer = sub_u@9D7@{1, Bx28888);
chacha2@ _init{&chacha context, &chacha keyp2, &Ui17);

As we can see, the key?2 is used to initialize the cryptographic function’s context. ChaCha20 can be recognized by

typical constants used in the initialization function:

Page 13 of 17


https://tools.ietf.org/html/rfc7539

g8491828
g8491828
ae4a18208
g8491828
aaLa1828
g8491828
g8491828
aaLA182Y4
g8481828
B848182E
aaLA1835
g848183C
B8481843

The file is encrypted chunk by chunk (the maximal chunk size is 0x20000) with the help of ChaCha20:

BESEZE0C
BESEZ&00
BESEZEDE
BESEZE0F
BESEZEES
BEZEZEET
BESEZEED
BAZEZEF 4
BEZEZEFS
BASEZEFH
BEZEZEFE
BESEZEFF
BEZEZ VAR
BESEZFEL
BESEZFEZ

BEZEZF1E
BEASEZV12
BEZEZF1S
BESEZFIC
BRZEZF2:2
BEZEZTZE
BASEZF27
BEZEZF2E
BEZEZF2S
AESEZ PSR

EESEE?SB
BESEZ74E
BEASEZV:2
BESEZT44
BESEZF4E
BESEZT4T
GESEZ742

BESEZF4F
BEZEZFE]
BEIEZFED
BEZEZFET
BEZEZFED
BEZEZFED
BEZEZFEE
BEASEZVEF
GESEZFEE

BEZEZFET
BOREZ7ES

chacha?8 _init proc near

arg_#A= dword ptr 4

arg_4= dword ptr 8

arg_8= dword ptr BCh

moy [esp+arg_8]

mou ecx, [esp+arg_A]

mov dword ptr [ecx], 61787865h
moy dword ptr [ecx+4], 3328646Eh
mou dword ptr [ecx+8], 79622D32h
moy dword ptr [ecx+8Ch], 6B286574%h
Moz x edx, byte ptr [eax+3]

https://blog.malwarebytes.com /threat-analysis/2017 /03 /explained-sage-ransomware/

FUZH EEFP

FUSH EDI

FUSH ERX

CALL DWORD FPTR DS:[<&KERMEL3Z.SetFilePointy
TEST ERX,ERX

JE FkGtkEiu.BESEZFCE

MO ER, DWORD PTR SS5: CESF+E:124]

HDU EDH DNDRD FTR S5: [ESP+E:1C]

LEH EEH DNDHD FTR S55: [ESP+E:2C]

kernel3z2.5etFilePointerEn

pOver lapped = MULL

pEutesRead = BZEODFIEC
EwtesToRead = CE5 (3173.1]

FUZH

FUZH ESI

PUSH ED: Euffer = BAS21AFD
FUSH _ERX hFile = BEEEEEZS

MOV DWORD FTR SS: CESF+ER3CT, Oud
CALL DWORD FTR DS:[<&KERMEL3Z.ReadFile]
TEST ERX,EAX

JE FEGtESju.BAZE2YEZ

CHMP DWORD FTR SS: EESP+BH28] ESI
JHZ FkEtkSju. BRSEZPEZ

HMOL - ER:, OWORD: PTR S5: [ESF+E:1C]
PUSH ESI

FUUSH ER=

FUSH _ERX

LER ER, OWORD PTR SS5: CESF+E:A4]
PUSH ER:

CALL FkGtkSju.BASEL0G

ADD ESP,Ex 16

CHF DWORD PTR S5:[CESP+E:1241,EEX
JHME SHORT FkGtkSju.BBSEZYES

FUSH @xi

FUSH &x@

FUSH EEP

FUZH EDI

CALL DNDRD FTR D5: [<&KERMELZZ.5etFileFaointe
TEST EHX,ERX

JE SHORT FkGtkS.iu.BBSEZ7YCE

MOL ED:, OWORD: PTR S5: [ESP+E21C]

PLUSH G

LER ECH,OWORD PTR S5: CESF+E:3E]

FlSH ECH

FUZH ESI

FUSH ED:

FUSH EBEX

CALL DWORD FPTR DS:[<&KERMELZZ.WriteFiler]
TEST EHX,ERX

B I .

ReadFile

encrypt_file_content

kernel32.5etFilePointerEx

pOver lapped = MULL

pEytesllcitten = BZEDF9GC
nBytesTollrite = CBE (3173.]
Euffer = BESZ1AFD

hFile = BEEEE1ISS (window)
WeiteFile

At the end of the file, the first derived key (key1) and some additional data is appended:

if ( tSetFilePointerEx(file, FileSize, 8, 8) )
goto LABEL_33;

append_encrypted_data{file, victim id, {(int)&FileZize, {(int)&chacha keyl,

asy;

Appended data is separated from the encrypted file’s content by two hard-coded markers: 0x5A9EDEAD and

0x5A9EBABE
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HHSEZ24ER (5 SUB ESP, BHEd
BEZEZ24E3 (] FUSH ESI
HHSE24E4 (] . MOV ESI,DNORD FTR S5: [ESF+E=6C]
HHSEZ24ES (] - FUSH EDI
. Mol OWORD FTR S5:[ESF+E:81, @:SASEDEAD marcker#l
HHSEZ24F 1 . MaL ECH, H-2
BHSEZ24FE (] - LEA EDI,DOWORD FTR S5: CESF+E:C]
BESEZ24FA (] - REF MOVS DWORD FTR ES:[CEDI], OWORD FTR DS:CESI]
BESE24FC (] . MOV ESI,DWORD FTR S5: [ESF+E:7FE]
HESEZ2E5EE (] . MOW ECH, BrS
HHSEZ2EES (] . LER EDI,DWORD FTR S5: [ESF+E=2C]
HESE2EES (] . REF MOWS DWORD FTR ES:CEDI], DWORD FTR DS:CESI]
HHSEZEHE (] . Mol ECH,OWORD FTR S5: [ESF+Ex741]
HESEZSEF (] . MOV ERX, DWORD FTR DO5: [ECK+EH4]
BEZEZE1Z (] . Mal ECH,DOWORD PTR D5: CECH]
HHSEZS14 (] . COE
HHSEZE1E (] - #OR ESILESI
BHSEZE1T (] - HOR _EDX, ED
HHSEZE519 (] - OF ERX,ESI
HHSEZE1E (] . OF EDX, ECH
BEZEZS10 o FUSH ESI Fpdver lapped = HULL
HHSEZS1E (] - MOy DWORD FTR S5:[ESF+E81581, EAX
BESEZE2Z (] - LER ERX,DOWORO PTR S55:[ESP+Ex74]
HHSEZE26 (] - FUSH ERX pEButesliritten = B2ZEDFSCH
BHSEZE2T (] - MOl DWORD FTRE S$5:[ESF+E8:581, EDX
HHSEZEZE (] - HMal ED, OWORD PTR 55: [ESP+Ex84]
HHSE2E532 (] - PUSH @il nEutesTollrite = 68 (96,
BEZEZE34 (] . LEA ECH,DOWORD PTR 55:[ESP+EH14]
HESE2533 (] - MOl DWORD PTR SS5:[ESF+E:681, EDX
BESE253C (] . MOV EDX, DWORD FTR S5: [ESP+E:TFE]
HHSE2E48 (] . FUSH ECX Buffer = B2EOFSEC
HHSEZ254 1 . FUSH EDX hFile = BAEEE1SS (window)
HHSEZ2E42 ] - MOl DWORD FTR S$5:[ESF+E+6C],ESI
. MOU OWORD FPTR SS:[ESFP+B: 741, 8:SA9EEREE marcker#?
HHEEZE4E (] CALL DWORD PTR DS:[<%KERMELZZ.WriteFileX] LllriteFile
HHSEZEE4 (] . FOF EDI
HHSEZEEE (] . FOF ESI
HHSEZEEE (] . TEST ERX,ERX
HESEZEEE (| o+ | JE SHORT FkGtkEju.BASEZSEF
HHSEZEEA (] - CHF DWORD FTRE S5S:[ESF+8:681, Auch
BESEZEEF (| o | JHE SHORT FkGtkEju.B@02EZEEF
HHSEZ561 . #OR ERX, EAX
HHSEZ25E3 (] AOD ESP, BHad
BHSE2EEE (] . RETH

Markers at the end of the encrypted file:

offset (h) 00 01 02 03 04 O5 06 07 08 09 OR OB OC OD OE OF
00000C40 89 C4 87 FA 54 OE FO 08 24 B5 6B DD C6 32 AS BT wAZuT.d.SuktCzn-
00000CE0 FR 28 BD kalse “Ied>.H.&,4(
00000CED 1in 17 FA .d.4.T2Z.. .#€.4
00000CT0 g -2TRpLW. F ev5CH
00000CED ' ONERS. €. &<,
00000C90 ; P503clide<. < ER.
00000CRD .CC.ZA=FES.ve. .
Ws[lslsle:MM 00 OO0 00 00 OO0 OO0 00 00 00 01 00 00 00 BE BL oF [N Iz
00000CCo

After the first marker Sage stores the following information: Victim ID, Keyl, size of the original file.

Network communication

Sage does not need any data from the CnC in order to work. However, as mentioned before, it may generate some

UDP traffic. It is because it has capabilities to send some data about the attacked system. Depending on the

configuration, the data may be sent either via UDP or via HTTP POST request. The data is encrypted before being
sent — also with the help of ChaCha20 algorithm. In the observed case, the ChaCha20 key was a buffer filled with 0

bytes.

Examples of the data sent to the CnC

Sage sends the generated keys to the CnC, i.e.:
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B MSkaBHDh.tmp

Offset(h) 00 01 02 03 04 05 06 O7 OB 05 0A 0B OC OD OE OF

ooooooo0 [CB 5B 94 D9 65 AS 29 97 BA 16 03 SE DT 00 C8 Th E;“Usiy—5.."%.Cz
.= RALX.24. 11K

oooooolo |78 x
00000020
00000030 ECeGhC s, ..

Q00000040 §01 00 00 00 OO OO0 00 00

+-*5" Eb&.»+CUe)
lad.

Compare with the buffer before encryption:

(LT TT] . (IR RS TR Py YT TTY) = S P ST P PR LTI o LY

BEZ1CAYE || . 83C4 88 ROD ESP, BxS
BEZ1CATS |] . 5@ FUSH ER:=
aEz2icA7e (| . 204424 22 LEA ERX,OWORO PTR S5:[ESF+E:221
GEZ1eA7D ] . 5@ FLUSH ER:
. E& 40RFFFFF CALL FkGtkSju.B8211906 chacha2B_encrupt
BEZ16AS2 || .« 8D4C24 28 LER ECH,OWORD PTR SS: CESF+E:2E1
AR S0 [=} olicuy ce

« [

BEz211908=FkGtk5ju. BE211900

Address | Hed dump ASCII

Gal4ipEa] 22 C4 21(81 CB S A2 29 97| 8H 16 B3 BE| o—tEr; i edESiae"
BE141ACE S ] ) I.52H. ks STl
BE141A08
Ba141RER
BE141AFE| AR S8 73 {9 89
GE141BEE) 7B B C4 28| 2B EFY BD 53| 94 B2 45 &2
Bai41B1A COCR &2 47 04 6 95 AR
BEil4iBz8]21 BY E4 1F

The same data is also formatted into a human-readable form, like shown below. However, so far we didn’t observed

any use of this data. It may be some unfinished feature, that will be developed further in new versions of this product.

Formatted equivalent of the above buffer:

[bin(33) 01CB3B94D965A389978A16035ED700C87A780088730989C24C581325340A866C4B, 4, {

Other examples — collected information about the attacked machine:

[bin(33) 01CB3B94D965A389978A16035ED700C87A780088730989C24C581325340A866C4B, 3, {

Adding icons

Vol

S

1,

{

"gpk“

Interesting and uncommon feature deployed by Sage is the change of icons for the used datatypes. Padlock icon is

added to the encrypted files with the .sage extension and the key icon is added to the files with .hta extensions (that

are used for the ransom notes). Icon change is implemented via setting appropriate registry keys:
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LETATUS _ cdecl add_sage_icons{int a1, char a2}
{
HKEY w2; // ecxE8
LSTATUS result; /7 eax@i
const WCHAR =ul; /ff edi@2
HKEY phkResult; // [sp+8h] [bp-4h]@1

phkResult = v2;
result = RegCreateKeyExA{HKEY_CURRENT_USER, "Softwarei\Classes™, @, 8, 8, O0xF883Fu, 8, &phkResult, 8);
if { tresult )
{
vl = {const WCHAR #*)sub_4@B628{(int)}"mshta.exe YHsy" VURB1v, a2);
RegSetValueW({phkResult, L".sage", 1u, L"sage.notice™, @);
RegSetValueW({phkResult, L"sage.notice\\DefaultIcon™, 1u, L"3WinDir%\\system32\\shell3d2.d11,47", 8);
RegSetUalueW{phkResult, L"sage.noticey\FriendlyTypeHame", qu, L"encrypted by SAGE", A8);
RegSetUalueW({phkResult, L"sage.notice\\shell\\openiicommand™, 1u, vk, B);
RegSetValueW({phkResult, L"sage.notice\\DefaultIcon™, 1u, L"%WinDirZ%\\system32\\shell3d2.d11,47", 8);
RegSetUalueW{phkResult, L"htafile\iDefaultIcon™, 1u, L"3WinDirZ\isystem32%\shell32._ d11,44", 8);
get_proc_heap{(LPUDID)ul};
result = ReqgCloseKey({phkResult);
H
return result;

Conclusion

Sage, similar to Spora, uses a complex way of deriving keys. So far, there is no solution that would
allow recovering files without paying the ransom — that’s why we recommend focusing on prevention

instead.

Appendix https://blog.fortinet.com/2017/02/02/a-closer-look-at-sage-2-0-ransomware-along-with-wise-mitigations —

Fortinet about Sage 2.0

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong_interest in

InfoSec. She loves going_in details about malware and sharing_threat information with the community. Check her out

on Twitter (@hasherezade and her personal blog: https://hshrzd.wordpress.com.*>

Source: https://blog.malwarebytes.com/threat-analysis/2017/03/explained-sage-ransomware/
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