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1Lab

AhnlLab SEcurity intelligence Center (ASEC) recently discovered that malware strains are downloaded into
systems when users try to download security programs from a Korean construction-related association’s website.
Login is required to use the website’s services, and various security programs must be installed to log in. Among
the programs that must be installed for login, one of the installers had malware strains inside. When the user
downloads and installs the installer, the malware strains are also installed along with the security program. The
two types of malware strains installed through this process are as follows: a backdoor malware that receives the
threat actor’s commands externally and then carry them out, and an Infostealer that collects information from the
infected systems. Therefore, users may be victims of user credentials theft, simply by installing security programs
from the official website. 1. Distribution Method Upon accessing and attempting to log in to the organization’s
website, the website prompts the users to install security programs first (see Figure 1 below). Among the
necessary security programs, “NX_PRNMAN” downloads the installer that has the aforementioned malware
strains. This particular method is based on the time of analysis in mid-January 2024. Previously around December
2023, the malware strains were included in the security program ‘TrustPKI’ and distributed through that program.

According to internal test results, the modified installer is uploaded onto the website only at specific time frames,
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and only those who download the file during at this specific time frame are exposed to the attacks. Judging by the
number of modified installers that AhnLab has collected, there have been over 3,000 cases of infection.
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Figure 1. The login process of a certain Korean website The installer is packed by VMProtect and is signed as a
valid certificate from “D2Innovation”, a Korean defense company (see Figure 2). It appears that the threat actor
stole a valid certificate to bypass the anti-malware product’s detection during the web browser’s download stage

or file execution stage.
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Figure 2. The signature information of the installer that includes malware strains The malicious installer not only
installs malware but also the actual legitimate security program. The malware strains are run in the background,
making it difficult for users to realize that their systems have been infected. Once the “NX_PRNMAN?” installer is
run, the malware strains are installed along with legitimate files in the % APPDATA% directory and are executed

by the rundll32.exe process (see Figure 3).
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Figure 3. The process tree of the malicious NX_PRNMAN installer Note that the “NX_PRNMAN” installer
changed into malware in January 2024. Previously at around December 2023, the “TrustPKI” installer was used to

install the same malware strains. Both malicious installers were signed with the same certificate from
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Figure 4. The malicious TrustPKI installer’s process tree “TrustPKI” is the first discovered malware that was
signed with the valid certificate of “D2Innovation”. It was a disguised malware created on December 12th, 2023,
and the latest disguised malware is the “NX_PRNMAN” developed on January 11th, 2024.
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Figure 5. Signature information discovered since 2023 2. Analysis of Installed Malware 2.1. Infostealer
(TrollAgent) The malicious installer and most of the malware strains that are actually installed are packed by
VMProtect and developed in GoLang. Most notably, malware created in the %APPDATA% directory by
malicious installers is Infostealer, which is malware that steals data from infected systems. It is developed in
GoLang and is executed through rundll32.exe due to its DLL format. With the source code information (written in
GoLang) inside in the binary, malware named “troll” created by the threat actor was discovered. The TrollAgent
Infostealer provides multiple features that not only steal system information, but also credentials, cookies,

bookmarks, history, and extensions saved in web browsers such as Chrome and Firefox.

String

0:/~/repofaolangfsreAroot, gofs Al fagent/omd,/omd, go
0:/~/repo/golang/srcfroot, gofsfAroll fagent/config /config, go
D:/~/frepo/golangfsrcfroot, gossAroll fagentfinternal /browingdatabookmark/bookmark, go
C:/~frepo/golang/srcAroot, gossAroll fagent/internal Abrowingdatabrowsingdata, go

- Arepofgolang/srefroot, go/s Aol fagentfinternal /browingdata/cookie /cookie, go

Y frepofgolangSsrefroot, gofsAroll fagentfinternal Abrowingdata/creditc ard /creditcard, go
Y frepofgolangSsrefroot, gofsAroll fagentfinternal Abrowingdatadownload /download, go
Y~ Arepodgolangssrefroot, gofsAroll fagentfinternal /browingdata /estension/extension, go
Y Arepofgolang/srefroot, go /s Aol fagentfinternal /browingdata history fhistory, go

e frepofgolangSsrefroot, gofsAroll fagentfinternal Abrowingdata,localstorage/localstorage, go
Y frepofgolangSsrefroot, gofsAroll fagentinternal Abrowingdata,/outputter, go

Y Arepodgolang/sreroot, godsAroll fagentfinternal /browingdata/password Apassword, go
- Arepofgolang/srefroot, gofsAroll fagentfinternal /browser/brovweser, go

e frepofgolangSsrefroot, godsAroll fagentfinternal Abrows erfbroves er_windows, go

Y frepofgolangSsrefroot, gofsAroll fagentfinternal Abrowser /chromiurn /chromiomm, go

Y Afrepodgolangsreroot, gofsAroll Aagentfinternal Abrowser/chromiumchromiom_windows, go
Y Arepofgolang/srefroot, go /s Aol fagentfinternal /brows er Airefow fMirefox, go

e frepofgolangSsrefroot, gofsAroll Sfagentfinternal /decrypter/decrypter, go

Y frepofgolangSsrefroot, gofsAroll fagent/finternal Adecrypter/decry pter _windows, go

Y~ Arepodgolangssrefroot, gofsAroll fagentfinternal Sitern/itern, go

Y Arepo/golang/srefroot, gofsAroll Aagent finternal Autils Aileotil Ailetutil, go

Y frepofgolangSsreroot, gofsAroll Sagentinternal Autils Avpeutil Ay peutil, go

Y frepofgolangSsrefroot, gofsAroll /agent/mainmain, go

Y Arepodgolang/sroSroot, godsAroll fagent/msgmeg, go

Y Arepofgolang/srefroot gofsAroll fagent fneti /et go

Y frepodgolangSsreroot, gofs Aol Sagent npwen A npae, go

Lo I v e e e e e e e e e e e

Figure 6. Troll Infostealer’s source code 2.2. Backdoor (GoLang / C++) Most of the malicious installers install
the Troll Infostealer, but may also simultaneously install backdoor malware strains. The C&C branching
commands of the backdoor malware strains used in these attacks are similar to the ones introduced in the
following articles: “AppleSeed Being Distributed to Nuclear Power Plant-Related Companies” [1] uploaded
in November 2022, and “Kimsuky Targets South Korean Research Institutes with Fake Import
Declaration” [2] uploaded in November 2023.
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wescpy(vle, L™sdel ©);
if { wesndomp{(const wchar_t *)hMem, v1G, Sulé4) )

woscpy((wchar_t *)w27, L getinfo™);
if { wesniemp((const wchar t ™)hMen
{

wescpy(v23, L"ser");

if ( wcsnicmp((const wchar_t *)hMem, w23, 3uibd) )

wescpy(vid, Lup T);
if { wesnicmp{(const wchar t *)hMem, v24, 3ulied) )
wescpy(v2s, L™dn ");
if [ wesnicmp((const wchar_t *)YhMem, w25, 3uisd) )
1
wescpy(v26, L die™);
if ( !wcsniomp((const wchar_t *)hMem, w26, 3uiss) )
goto LABEL_27;

Figure 7. Branching commands of the backdoor malware strains (C++) For this attack, the threat actor also

utilized Endoor backdoor malware strains developed in GoLang with a similar form to the previous backdoor

malware strains.

mirror/En/En/Kernel Process_Download, func
mirror/En/En/Kernel Process_Exit
mirror/En/En/Kemel Process_Getinfo
mirror/En/En/Kernel Process_Getinfo, func 1
mirror/En/En/Kernel Process _Hibernate
mirror/En/En/Kerel Process _Pwd
mirror/En/En/Kemel Process_Sleep
mirror/En/En/Kermel Process_SocksAdd
mirrar/En/En/Kemel Process_SocksAdd. func
mirror/En/En/Kernel Process_SocksList
mirror/En/En/Kernel, Process _Unknown
mirror/En/En/Kermel Process_Upload
mirror/En/En/Kernel Process_Where
mirror/En/En/Kernel, RunShell
mirror/En/En/Kemel, RunShell funcl
mirror/En/En/Kermel, SelfDeleteExit
mirror/En/En/Kermel, SelfDeleteExit, func
mirror/En/En/Kermel, SelfDeleteExit. funce
mirror/En/En/Kermel, SelfDeleteExit func3
mirror/En/En/Kermel, SelfDeleteExit funcd
mirror/En/En/Kermel, SetConnTime
mirror/En/En/Kermel, SetConn Time, func
mirror/En/En/Kermel, StartClient
mirror/En/En/Kernel UploadResult
mirror/En/En/Kernel, UploadResult func1
mirror/En/En/Kernel/en,go
mirror/En/En/Kemel/revsocks,go
mirror/En/En/Kermel/shell_windows.go
mirror/En/En/fexe/main,go

Figure 8. Backdoor malware strains developed in GoLang 3. Conclusion Recently, malware disguised as a

legitimate security program was uploaded to a Korean construction-related association’s website. When users

install security programs to log into the website, malware strains may also be installed along with the legitimate

security program. The malware strains can steal user information stored in infected systems and receive

commands from the threat actor via the C&C server to perform various malicious activities. Users must update V3

to the latest version so that malware infection can be prevented. File Detection —
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Dropper/Win.TrollAgent.C5572219 (2024.01.12.02) — Dropper/Win.TrollAgent.C5572604 (2024.01.12.02) —
Dropper/Win.TrollAgent.C5572605 (2024.01.12.02) — Dropper/Win.TrollAgent.C5572607 (2024.01.12.02) —
Dropper/Win.TrollAgent.C5572629(2024.01.12.02) — Infostealer/Win. TrollAgent.C5572217 (2024.01.12.02) —
Infostealer/Win. TrollAgent.C5572601 (2024.01.12.02) — Infostealer/Win.TrollAgent.R630772 (2024.01.12.02) —
Backdoor/Win.D2Inv.C5572602 (2024.01.12.02) — Backdoor/Win.D2Inv.C5572603 (2024.01.12.02)

MD5

013c4ee2b32511b11ee9540bb0fdb9od1
035cf750c67de0ab2e6228409ac85ea3
19c2decfa7271fa30e48d4750c1d18cl
27ef6917fe32685fdf9b755eb8e97565
2aaa3f1859102aab35519f0d4c1585dd
Additional IOCs are available on AhnLab TIP.
URL

http[:]//ai[.]aerosp[.]p-e[.]kr/index[.]php
http[:]//ai[.]bananat[.]p-e[.]kr/index[.]php
http[:]//ai[.]daysol[.]p-e[.]kr/index[.]php
http[:]1//ai[.Jkimyy[.]p-e[.]kr/index[.]php
http[:]//ai[.]kostin[.]p-e[.]kr/index[.]php
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com
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Source: https://asec.ahnlab.com/en/61934/
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