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As usual, at Joe Security, we keep a close eye on evasive malware. Some days ago we detected an interesting
sample, MD5: b32d28ebab62e99cd2d46aca8b2ffb81. It turned out to be a new TrickBot sample using API

hammering to bypass analysis. In this blog post, we will outline the evasion and explain how it works.

The full analysis report of the TrickBot variant is available here.

Two Stage API Hammering

Right after the entry point, the sample tries to load taskmgr.exe as a DLL:

This is likely a trick to bypass emulators that do not check if a given DLL exists if LoadLibraryEx is called. Next,
it performs a massive printf loop - the first stage. Since before the loop FreeConsole has been called all printf calls

do basically nothing:
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_VB572 = _wB5T6;
white[I} {
_ald = _gid - 1;
_t124 = (_t81 + 1) K Bx215F;
_push{ “hlue®]);
_r1@3 = _ 131 + _tl134 - ax2I6E;
_t84 = =_tlg3;
_WESET = _tR4;
_wHSER = _t134;

_ti36 = ((_tad & dwbd00dafF) + _vlSEd) ¥ Bxdisy;

_tEE = _#131 + 4126 - Sx216E;

= _tlp3 = = _t88;
_WEGGd - _tl3S;

*_t8F - _vE557; W ekecuted
printf{"The caler: ¥sin"); A execubed
_push{@xigia)
printf{"First number: Sd\n®); £ executed
_push @10} ;

printf( "Second number: ¥84d\n"); i executed

_push{8xdd?) ;
printf("Third number: ¥iin"); Eexecuted
_ 133 = _£132 - BxiE;

* #1313 = *BudBIFEE;

printfi "Float nueber: ¥3.2F\n"); K executed

_push{@xffl;

printf "Hexpsecimal: Kdin=); BF executed
_push{@xfFl;

printfi “Octal: ¥o\n*); W executed
_push{@x86) ;

pr{ntf{"l.l.ruiqm:d volue: Zuin®); &F executed
_push{@sn)

printf("Just print the percentage sign s¥\n~); FFlexecuted

azm( "cdq™);

_H115 = {f *_t181 & S0d00aarE) + [ uBSST & OxS00000FF)) ¥ BxI1Se;

_tigl = _w8573;
_B132 = _ 133 + @wdc;

s EIEI = _Elel ~ *{_t131 + {{ *_t1B3 & SxDPOORarF) + (_vESST & owPOORIAFFl) X Bx2ISF - Px216F);

_WESFZ = E(_tleI[e]l;
if(_al2 == @) |

break;
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This code has been directly copied from the documentation of printf:
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Farmatting other Types

Urtd mow vee only used integers and fiaats, but there are mone tvpes you can wse. Take 3 look at the following exarmple:

Bine Lisdi < tdie, b

So what is the purpose of those numerous printf loops? Well, sandboxes are designed to log all behavior including

the 1.8M calls. As a result, the massive amount of calls delay the execution process and overload the sandbox with

junk data. As a result, the final payload is never called.

This behavior is called API Hammering. API Hammering is not a new technique, we have already seen it several
years ago e.g. in the Nymaim Loader. Joe Sandbox detects the APT hammering successfully and rates it as

malicious:

Malware Analysis System Evasion:

Source: Global behavior Junk call stats: NtWriteFile 1841508

Right after the printf flood, the sample performs another loop to delay execution by creating and writing to a

temporary file - the second stage. In between it performs random sleeps:
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Again, the purpose is to overload the sandbox and delay the execution. This time however the all calls are valid.

WERMGR

Finally, when this loop is passed, the sample starts and injects TrickBot (by using directly Nt* APIs) into legit

wermgr.exe - the process responsible for Windows error handling and reporting:
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It's noticeable that a 32bit sample is able to inject successfully into 64bit wermgr.exe on a Windows 64bit.

In wermgr.exe TrickBot fully unpacks itself:
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This enables Joe Sandbox to successfully detect TrickBot and extract full configurations:
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E-Banking Fraud:

Source: Yara match File source: Process Memaory Space: wermgr.exe PID: 5764, type: MEMORY

Threatname: Trickbot

Conclusion

In contrast to many other evasions, API Hammering is one of the more interesting techniques since it directly
exploits the design of a sandbox. No matter what technology your favorite sandbox uses, it has to handle API

Hammering correctly.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiYSSb9_hiSwXkhnp1DdHg0pwY8Q7mMswcfqIXi5Xxpn3HE_oMbjC46rxVGSGVwWhN254cp2ty82Yzm87kr9w2rQ9qcloJLGJV-4QYipUxIAFC51Fqb9WvgyRdicnHFtkO1Ey_3PBDwc4WW/s1600/2020-07-09+21_42_32-Automated+Malware+Analysis+Report+for+ZVKeVLZ.exe+-+Generated+by+Joe+Sandbox.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiYSSb9_hiSwXkhnp1DdHg0pwY8Q7mMswcfqIXi5Xxpn3HE_oMbjC46rxVGSGVwWhN254cp2ty82Yzm87kr9w2rQ9qcloJLGJV-4QYipUxIAFC51Fqb9WvgyRdicnHFtkO1Ey_3PBDwc4WW/s1600/2020-07-09+21_42_32-Automated+Malware+Analysis+Report+for+ZVKeVLZ.exe+-+Generated+by+Joe+Sandbox.png

https://www.joesecurity.org/blog/498839998833561473

You are interested to get a list of other evasive malware analyses? Check out these other blogs:

» New Sandbox Evasions spot in VBS samples

e Analyzing Azorult's Anti-Analysis Tricks with Joe Sandbox Hypervisor

» Fighting Country Aware Microsoft Office Macro Droppers with VBA Instrumentation

e Malicious Documents: The Evolution of country-aware VBA Macros

or this extensive list of evasive samples.

Interested in Joe Sandbox? Register for free at Joe Sandbox Cloud Basic or contact us for an in-depth technical

demo!

Source: https://www.joesecurity.org/blog/498839998833561473
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