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DropboxC2C is a post-exploitation agent which uses Dropbox Infrastructure for command and control operations.

DO NOT USE THIS FOR MALICIOUS PURPOSES. THE AUTHOR IS NOT RESPONSIBLE FOR ANY
MISUSE OF THIS PROGRAM.

Dropbox-C2C is an old project of mine to use a thirdparty for command and control. Since the guys at Empire

implemented dropbox as a C2C i am releasing this.

Structure

main.py - The "server" part which manages all the agents.

agent.py - The "client" part which does what the server tells.

I have removed the keylogging functions so this doesn't get missused.

Requirements

Python 2.7
Libraries

dropbox
psutil

pyinstaller

Installation

1-) Clone the repository.

2-) Modify the API Key on agent.py and main.py # The api key must be created from the dropbox web interface.

3-) Run setup.bat on a Windows Machine. You will get agent.exe which is the "compiled" agent.

4-) Run main.py and run the agent on the compromised server.

Video Coming Soon

https://github.com/0x09AL/DropboxC2C
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Screenshots

Screenshot - 1

Screenshot - 2

Screenshot - 3

https://github.com/0x09AL/DropboxC2C
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https://camo.githubusercontent.com/4ce3dd346c9874fe8bde23572e789eb0a838954187c6316afdd3cfbe33c515e8/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d312e706e67
https://camo.githubusercontent.com/4ce3dd346c9874fe8bde23572e789eb0a838954187c6316afdd3cfbe33c515e8/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d312e706e67
https://camo.githubusercontent.com/afd20c319f94872d5d5cce6568834b7545b3be975bf9948f265806f1ffff1e3a/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d322e706e67
https://camo.githubusercontent.com/afd20c319f94872d5d5cce6568834b7545b3be975bf9948f265806f1ffff1e3a/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d322e706e67


Screenshot - 4

Source: https://github.com/0x09AL/DropboxC2C

https://github.com/0x09AL/DropboxC2C
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https://camo.githubusercontent.com/48761f99c1783cce712e284ebff8a10eaccf8c1b3d1d2a8862cfe5734ddb0b36/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d332e706e67
https://camo.githubusercontent.com/48761f99c1783cce712e284ebff8a10eaccf8c1b3d1d2a8862cfe5734ddb0b36/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d332e706e67
https://camo.githubusercontent.com/d2d4eb68cb2a8a23e8b12270be2919e0df629f37da60ddc06c78dc3cefb73336/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d342e706e67
https://camo.githubusercontent.com/d2d4eb68cb2a8a23e8b12270be2919e0df629f37da60ddc06c78dc3cefb73336/68747470733a2f2f7261772e6769746875622e636f6d2f30783039414c2f44726f70626f784332432f6d61737465722f73637265656e73686f74732f53637265656e73686f742d342e706e67

