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GoldMax

aka: SUNSHUTTLE

Actor(s): UNC2452

Gold Max is a Golang written command and control backdoor used by the NOBELIUM threat actor group. It uses

several different techniques to obfuscate its actions and evade detection. The malware writes an encrypted
configuration file to disk, where the file name and AES-256 cipher keys are unique per implant and based on

environmental variables and information about the network where it is running.
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There is no Yara-Signature yet.
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