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Banking malware  Fraud Protection Gigabud
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Key findings

Gigabud.Loan targeted account holders of more than 99 financial institutions in Thailand,
Indonesia, Vietnam, the Philippines, and Peru.

Page 3 of 21




https://www.group-ib.com /blog/gigabud-banking-malware/

The targets were individuals lured into filling out a bank card application form to obtain a low-
interest loan.

The victims are convinced to provide personal information during the application process.

Gigabud.RAT targeted at least 25 companies, financial institutions, and government departments
across Thailand, Peru, the Philippines, Indonesia, and Vietnam. The malware aimed to mimic
these companies, possibly to deceive users.

Gigabud’s feature TouchAction, abuses accessibility service, as shown in Figure 8. With screen
capturing, Gigabud is a powerful remote device access tool allowing the threat actor to access
the victim’s account. It allows the threat actor to perform gestures on the user’s device. This
leads to the possibility of evading defense, authentication (including two-factor
authentication), and creating automated payments from the victim’'s device.

A new password-stealing module was discovered, specifically designed to target banking
applications.

Fraud Matrix: Decoding Gigabud
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Distribution
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Proactive Mitigation Steps

Fraud Protection’s Android SDK

Gigabud.RAT
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installing the Add-On application

granting permission to use Accessibility Service
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granting permission to Start Screen Recording

granting permission to display the application over other apps
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Screen Capture

Group-IB Fraud Protection
Threat Intelligence

Accessibility Service to perform gestures
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Gustuff
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Fraud Protection

Accessibility Service as a keylogger
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Gigabud.Loan
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Detect and defend against Gigabud malware
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For financial organizations

Implement a user session monitoring system such as Fraud Protection to detect the presence of
malware and block anomalous sessions before the user enters any personal information.

Educate your clients about the risks of Gigabud malware. This includes teaching them to spot
fake websites and malicious apps and protecting their passwords and personal information.

As for fake loan requests, actively inform your customers through educational materials, such
as brochures, website content, and FAQs to verify the legitimacy of loan offers and lenders.

Use a Digital Risk Protection platform that detects the illegitimate use of your logos, trademarks,
content, and design layouts across your digital surface.

For end-users

Be careful about the links you click on. Gigabud malware is often spread through malicious links
in emails, text messages, and social media posts.

Tread with caution when downloading third-party applications
Check what permissions an application requests before installing it.

Use a VPN when connecting to public Wi-Fi. This will help protect your device from malware that
may be lurking on public networks.

Back up your data regularly to minimize the damage if your device is infected with malware.

Use reputable antivirus software to detect and remove Gigabud malware if it does manage to
infect your device.

Disable network access.
Freeze any bank accounts that your device has accessed.

Contact experts to receive detailed information about the risks that the malware could pose to
your device.

Verify the lender’s legitimacy before you apply for a loan. You can check the lender’s website for
a physical address and phone number, and also check with Ombudsman Services to see if any
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complaints have been filed against the lender.

Avoid paying the fees upfront. it is less likely for legitimate lenders to ask you to pay any upfront
fees before you receive a loan.

Legitimate lenders will not use high-pressure tactics to pressure you into taking out a loan. It is
likely a scam if a lender pressures you to take out a loan.

Any question about our products and
services, or pricing?

Schedule a demo

Gigabud RAT: New Android RAT Masquerading as Government Agencies
Bad behaviour: How to detect banking malware
Hi-tech Crime Trends 2022/2023

Godfather: A banking Trojan that is impossible to refuse

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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Products Resources

Partners Company

Subscription plans Services Resource Center
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Contact Subscribe to stay up to date with the

latest cyber threat trends
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