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LockBit Ransomware Disguised as Copyright Claim E-mail Being
Distributed - ASEC

By ATCP

Published: 2022-06-20 - Archived: 2026-04-05 19:46:11 UTC

The ASEC analysis team has once again discovered the distribution of LockBit ransomware using phishing e-
mail, and disguising itself as copyright claims e-mail which was introduced in the previous blog. The filename of
the attachment in e-mail had password included, which is similar to that of phishing e-mail distributed last

February (see the link below).

¢ LockBit Ransomware Being Distributed Using Resume and Copyright-related Emails
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As shown in Figure 2, the phishing e-mail has a compressed file as an attachment that contains another

compressed file inside.
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Upon decompressing the file in the compressed file, an executable disguised using a PDF file icon is found.
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As shown in Figure 4, this file is confirmed to be a NSIS File. Looking into the nsi script detail, it decodes the

data file ‘162809383’ and performs malicious behaviors through recursions and injections.

Page 2 of 6



https://asec.ahnlab.com/en/35822/

. $PLUGINSDIR 2022-06-20 2% OI¥ EQH
||_. [MSIS].nsi 2022-06-14 2= NSl I 22KB
] 162809383 2022-06-15 2= o¢ 23,552KB
SetOverwrite on
AllowSkipFiles on
File 1 383
Slesp
System::Call "* (&L255) NN AN AN AN AN AN AN AN AN AN P ANEANAN AN AN-AN B
; Call Initialize Plugins
; SetOverwrite off
; AllowSkipFiles off
; File SPLUGINSDIR\System.dll
; SetDetailsPrint lastused
; Push "*(&t253) AN AN AN AN AN AN AN AN AN AN 2N P EANA-AN 448 438 248 448 4 5"

; CallInstDLL $PLUGINSDIR%\System.dll Call

This ransomware prevents recovery by deleting volume shadow copy. Furthermore, to make sure the ransomware
runs continuously, it registers Run Key to registry and drops LockBit_Ransomware.hta on the desktop to keep it

running even after a desktop change or a reboot.

bededit /set {default} bootstatuspolicy ignoreallfailures
bededit /set {default} recoveryenabled no
vssadmin delete shadows /all /quiet

wmic shadowcopy delete

Table 1. Execution command

B 2X2E2 =HE7
oEE BEE BN EARIW ESEH

T F BwHKEY_CURRENT_USERwScftwarswMicrosoftwWindowswCurrentVersion®Run
, Holoegraphi »
ime
Immersivet
InctallSarvii

e GOl
REG_SZ (2 EF 2 E)

CC-F266-43F6-BFD7-838DAE2... REG_SZ I ockeit Ransomware hta

It then terminates multiple services and processes to avoid detection of file infection behavior and analysis.
wrapper, vimware-converter, vimware-usbarbitator64, MSSQL, MSSQLS, sql and etc.
Table 2. Terminated services

winword.exe, QBDBMgr.exe, 360doctor.exe, Adobe Desktop Service.exe, Autorunsc64a.exe,
Sysmon.exe, Sysmon64.exe, procexp64a, procexp64a.exe, procmon.exe, procmon64.exe,

procmon64a, procmon64a.exe, Raccine_x86, ProcessHacker.exe and etc.
Table 3. Terminated processes

The encryption happens after certain services and processes are terminated. If the drive type is
DRIVE_REMOVABLE, DRIVE_FIXED, or DRIVE_RAMDISK, it will also be encrypted. Extensions and name

of folders or files that are excluded from encryption are as follows:

system volume information, windows photo viewer, windowspowershell, internet explorer,

windows security, windows defender, $recycle.bin, Mozilla, msbuild, appdata, windows and etc.

Table 4. Folders excluded from encryption
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.mp4 .mp3 .reg .ini .idx .cur .drv .sys .ico .Ink .dll .exe .lock .lockbit .sqlite .accdb .Izma .zipx .7z
.db and etc.

Table 5. Extensions excluded from encryption

Encrypted files have an extension named .lockbit and a certain icon. Also, a ransom note named ‘Restore-My-

Files.txt’ is created in the encrypted folder.

7 Restore-My-Files.txt - HE% - [m] ped
oem BEE MY E7v ESEH)
|LockBiT 2.0 Ransomware

Your data are stolen and encrypted

The data will be published on TOR website http://lockbitaptéwx57t3eeqjofwgeglmutria3SnygvokjaSuuccipdykyd.onion and https:/bigblog.at if you «
You can contact us and decrypt one file for free on these TOR sites

http://lockbitsupdyezedSenkSunnex3zey Tkwbwllygmiyhvanjj352jayid.onion

http://lockbitsap2oaghcun3syvbqtén5nzt7fgosc6jdimsfleu3kadk2did.onion

OR

https://decoding.at

Decryption ID: 0A432444583F02A4F566CA96E5AF25D2

Windows (CRLF) Ln 1, Col 1 100%

Lockeit

3 LOCKHIFX
AR (o113 IMPORTANT FILESEAWISTOLEN AND ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
To recovery your data and not to allow data leakage, it is possible only through purchase of a private key from us

There is only one way to get your files back:

ATTENTION!

Through a standard browser

+  hitps://decoding.at may be blocked. We recommend using a Tor browser (or Brave) to access the TOR site
@ Brave (supports Tor links) @ FireFox @ Chrome @ Edge O Opera

+ Do not rename encrypted fls.
+ Open lnk - htips idecoding at

+ Do not ry to decrypt using third parly software, it may cause permanent data loss.

+ Decryption of your fles with the help of tird parties may cause increased price (they add their fee to our)
T ETa T ., Tor Browser may be blocked in your country o corporate network. Use ftlps /bridges torprolectorq or use:

Tor Browser over VP!

+ Download Tor Browser - hifps /s lorproject gl and install t

.

‘Tor Browser user manual hitps:/to-manual torproject.org/about
Open one of links in Tor browser and follow instructions on these pages:

.

Allyour stolen important data will be loaded into our blog if you do not pay ransom.

+ ormimor nion or hit t

.

ur blog hi 5 r
where you can see data of the companies which refused o pay ransom.

These links work only in the Tor browser!

+ Follow the instructions on this page

As shown above, the distribution of ransomware disguised as copyright-related claims has been continually done
in the past. Because emails distributing such malware types may include names of actual illustrators, users may

run attached files without realizing it. Hence they should take extreme caution.
[File Detection]

Malware/Gen.Reputation.C4312359

[Behavior Detection]

Malware/MDP.SystemManipulation.M1751
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MD5

3a05e519067bea559491f6347dd6d296
74a53d9db6b2358d3e5fe3accfOcb738
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.
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Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com
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