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Executive Summary

Also known as Chanitor, Hancitor is malware used by a threat actor designated as MAN1, Moskalvzapoe or
TAS511. Hancitor establishes initial access on a vulnerable Windows host and sends additional malware. This
Wireshark tutorial reviews activity from recent Hancitor infections. It provides tips on identifying Hancitor and its

followup malware. In this tutorial, we cover examples of Hancitor with Cobalt Strike, Ficker Stealer, NetSupport

Manager RAT, a network ping tool and Send-Safe spambot malware.

This tutorial is designed for security professionals who investigate suspicious network activity and review packet
captures (pcaps). Familiarity with Wireshark is necessary to understand this tutorial, which focuses on Wireshark

version 3.X.

Note: These instructions assume you have customized Wireshark as described in our previous Wireshark tutorial

about customizing the column display.

You will need to access a GitHub repository with ZIP archives containing the pcaps used for this tutorial.

Warning: The pcaps for this tutorial contain Windows-based malware. There is a risk of infection if using a
Windows computer. If possible, we recommend you review these pcaps in a non-Windows environment such as
BSD, Linux or macOS.

Chain of Events for a Hancitor Infection

Hancitor is distributed through email. These emails each contain an HTTPS link for a Google Drive URL through
docs.google.com. These Google Drive pages link to a different domain that returns a malicious Word document.

Enabling macros on the Word document starts the infection by dropping a DLL.

The infected host first generates Hancitor command and control (C2) traffic. Then we see URLs for followup
malware such as Ficker Stealer. If the infected host is part of an Active Directory (AD) environment, Hancitor will
also send Cobalt Strike. Cobalt Strike provides another access channel for further malicious files such as a
network ping tool or NetSupport Manager RAT-based malware. In some cases, we also see Send-Safe spambot

malware, which turns the infected Windows host into a spambot pushing more Hancitor emails.
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Figure 1. Chain of events for recent Hancitor infections.

Knowing this chain of events will better help you understand traffic generated during a Hancitor infection. More

details can be found in our blog about recent Hancitor infections.

Pcaps of Hancitor Infection Activity

Four password-protected ZIP archives containing five pcaps of recent Hancitor activity are available at this

GitHub repository. From the GitHub page, click on each of the ZIP archive entries and download them, as shown

in Figures 2 and 3.

Page 2 of 35


https://unit42.paloaltonetworks.com/hancitor-infections-cobalt-strike/
https://github.com/pan-unit42/wireshark-tutorial-Hancitor-traffic
https://github.com/pan-unit42/wireshark-tutorial-Hancitor-traffic

https://unit42.paloaltonetworks.com /wireshark-tutorial-hancitor-followup-malware/

> GitHub - pan-unit42/wireshark-tutorial-Hancitor-traffic — Mozilla Firefox -+ x|
© GitHub - pan-unit42 x | +

c @ \@ | & https://github.com/pan-unit42/wireshark-tutorial-Hancito =+ {}\ | ® Searct N o e =
O Why GitHub? Team Enterprise Explore Marketplace Pricing h Signin ‘S\gn up‘
[ pan-unit42 / wireshark-tutorial-Hancitor-traffic [\ Notfications | ¢ Star | 0 | pFok 0
<> Code (@ lssues 1 Pull requests (*) Actions [T Projects 2) Security |~ Insights

$* main +  § 1branch © 0tags Go to file About

No description, website, or topics

e brad-duncan Add files via upload 4746901 17 minutes ago  {0) 4 commits provided.
Example-1-2021-02-17-Hancitor-iute...  Add files via upload 4 days ago M Readme

[ Example-2-2021-02-10-Hancitor-infe... Add files via upload 4 days ago
[ Example-3-2021-01-25-Hancitor-infe... Add files via upload 4 days ago Releases
[ Example-4-2021-02-02-Hancitor-infe... Add files via upload 17 minutes ago No releases pubiished
[ README.md Update README.md 4 days ago

Packages
README.md No packages published

https://github.com/pan-unit42/wireshark-tutorial-Hancitor-traffic/blob/main/Example-1-2021-02-1 7-Hancitor»infection.pcap.zip‘

Figure 2. GitHub repository with links to ZIP archives used for this tutorial.

~ wireshark-tutorial-Hancitor-traffic/Example-1-2021-02-17-Hancitor-infection.pcap.zip at main - pan-unit42/wireshark-tutorial-Hancitor-tri - + x
©) wireshark-tutorial-+ x | +

& c @ ‘@ | @ https://github.com/pan-unit42/wireshark-tutorial-Hancito < f}‘ [ ® Searct N o e =
Q Why GitHub? Team Enterprise Explore Marketplace Pricing Sign in ‘S\gn up ‘
@ pan-unit42 / wireshark-tutorial-Hancitor-traffic L\ Notfications | ¥ Star | 0 |t Fok 0

<> Code () lssues {1 Pull requests ) Actions I'l] Projects ) Security |~ Insights
# main ~ wireshark-tutorial-Hancitor-traffic / Example-1-2021-02-17-Hancitor-infection.pcap.zip Go tofile
o brad-duncan Add files via upload Latest commit bessaee 35 minutes ago O Hirtory

Ax 1 contributor

6.31 MB Download {7

View raw
(Sorry about that, but we can't show files that are this big right now.)

https://github.com/pan-unit42/wireshark-tutorial-Hancitor-traffic/raw/main/Example-1-2021-02-1 7-Hancitor-infer:tion‘pcapAzip‘ Training Blog About

Figure 3. Downloading the first ZIP archive for this tutorial.

Use infected as the password to extract pcaps from these four ZIP archives. This should give you the following

five pcap files:

o Example-1-2021-02-17-Hancitor-infection.pcap
o Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap
o Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap
o Example-3-2021-01-25-Hancitor-infection.pcap
e Example-4-2021-02-02-Hancitor-infection.pcap

Example 1: Hancitor with Ficker Stealer and Cobalt Strike

Page 3 of 35



https://unit42.paloaltonetworks.com /wireshark-tutorial-hancitor-followup-malware/

Open Example-1-2021-02-17-Hancitor-infection.pcap in Wireshark and use a basic web filter as described in our

previous_tutorial about Wireshark filters. The basic filter for Wireshark 3.x is:
(http.request or tls.handshake.type eq 1) and !(ssdp)

If you’ve set up Wireshark according to our initial tutorial about customizing Wireshark displays, your display

should look similar to Figure 4.

- Example-1-2021-02-17-Hancitor-infection.pcap -+ x|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN A EHREB QEap I @B = BEoE

[I|(http_requestortls.handshake.type eq 1) and !(ssdp) X] ME

Time ~ Dst port Host Info 3
2021-02-17 114.. 20.54.24.231 geo.prod.do.dsp.mp.microsoft.com client
2021-02-17 16:14.. 104.95.91.76 443 kv601.prod.do.dsp.mp.microsoft.com Client Hello
2021-02-17 16:14.. 104.95.91.76 443 cp601.prod.do.dsp.mp.microsoft.com Client Hello
2021-02-17 16:14.. 52.114.77.34 443 self.events.data.microsoft.com client Hello
2021-02-17 16:14.. 52.242.211.89 443 client.wns.windows.com client Hello
2021-02-17 16:14.. 52.114.132.22 443 v20.events.data.microsoft.com client Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com Client Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com client Hello
2021-02-17 16:15.. 104.95.32.115 443 cdn.onenote.net client Hello
2021-02-17 16:15.. 204.79.197.219 443 edge.microsoft.com Cclient Hello
2021-02-17 16:15.. 172.217.12.78 443 docs.google.com Client Hello
2021-02-17 16:15.. 20.190.154.137 443 login.live.com Client Hello
2021-02-17 16:15.. 172.217.12.78 443 docs.google.com client Hello
2021-02-17 16:15.. 204.79.197.219 443 edge.microsoft.com client Hello
2021-02-17 16:15.. 52.232.226.150 443 edge.activity.windows.com client Hello
2021-02-17 16:15.. 52.232.226.150 443 edge.activity.windows.com Client Hello
2021-02-17 16:15.. 13.107.42.23 443 config.edge.skype.com Client Hello
2021-02-17 16:15.. 13.107.42.23 443 config.edge.skype.com Client Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com client Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com client Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com Cclient Hello
2021-02-17 16:15.. 172.217.1.225 443 1h6.googleusercontent.com Client Hello
2021-02-17 16:15.. 172.217.1.225 443 1h6.googleusercontent.com client Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com client Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com client Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com Cclient Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com client Hello -

Figure 4. Our first pcap in this tutorial filtered in Wireshark.
The pcap comes from an AD environment with the following characteristics:

e LAN segment range: 10.2.17.0/24

e Domain: bean-genie.com

e Domain controller: 10.2.17.2 - Bean-Genie-DC

e LAN segment gateway: 10.2.17.1

e LAN segment broadcast address: 10.2.17.255

o [P address of the infected Windows host: 10.2.17.101

e Host name of the infected Windows host: DESKTOP-GBW8K4N

e User account name on the infected Windows host: frankie.muntz

Emails pushing Hancitor use HTTPS links to docs.google.com. In our first pcap, the 13th frame listed in the
column display uses this domain name. Below, Figure 5 highlights docs.google.com in our Wireshark column

display.
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A Example-1-2021-02-17-Hancitor-infection.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENRE QeI E e E

Il|(http.requestortls.handshake.type eq 1) and !(ssdp) X[=RdL]
Time ~ Dst port  Host Info =
| 2021-02-17 114.. 20.54.24.231 geo.prod.do.dsp.mp.microsoft.com client Hello

2021-02-17 16:14.. 104.95.91.76 443 kv601.prod.do.dsp.mp.microsoft.com Client Hello
2021-02-17 16:14.. 104.95.91.76 443 cp60l1.prod.do.dsp.mp.microsoft.com Client Hello

2021-02-17 16:14.. 52.114.77.34 443 self.events.data.microsoft.com client Hello
2021-02-17 16:14.. 52.242.211.89 443 client.wns.windows.com client Hello
2021-02-17 16:14.. 52.114.132.22 443 v20.events.data.microsoft.com client Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com Cclient Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com client Hello
2021-02-17 16:15.. 104.95.32.115 443 cdn.onenote.net client Hello
2021-02-17 16:15.. 204.79.197.219 443 edge.microsoft.com Cclient Hello
2021-02-17 16:15.. 172.217.12.78 443 docs.google.com Client Hello
0 - 0.190 i ogin.live, com client Hello
2021-02-17 16:15.. 172.217.12.78 docs.google.com client Hello }dfm
O T15.. 204.79.107.219 g€ .miCrosort.com Client Hello
2021-02-17 16:15.. 52.232.226.150 443 edge.activity.windows.com Client Hello
2021-02-17 16:15.. 52.232.226.150 443 edge.activity.windows.com Client Hello
2021-02-17 16:15.. 13.107.42.23 443 config.edge.skype.com Cclient Hello
2021-02-17 16:15.. 13.107.42.23 443 config.edge.skype.com Cclient Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com client Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com Client Hello
2021-02-17 16:15.. 172.217.6.138 443 fonts.googleapis.com Client Hello
2021-02-17 16:15.. 172.217.1.225 443 1lh6.googleusercontent.com Cclient Hello
2021-02-17 16:15.. 172.217.1.225 443 1h6.googleusercontent.com client Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com Cclient Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com Client Hello
2021-02-17 16:15.. 172.217.9.163 443 fonts.gstatic.com Cclient Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com client Hello -

< »

Figure 5. HTTPS traffic to docs.google.com from our first pcap.

Of note, docs.google.com is a legitimate domain, and it is not inherently malicious. However, Google Drive is
frequently abused by the criminals behind Hancitor. Below, Figure 6 shows a web page from one of these URLs
created by MAN1/Moskalvzapoe/TA511 for Hancitor.

B send-4642 x ==

G @ https://docs.google.com/document/d/e/2PACX-1vRfDcGKRSVIIHNYX-nKzTzZI11107RQc1zKInvFKTRWNYuFlosbmAh49R...  7g 2

send-4642 Updated automatically every 5 minutes

document.doc

Previewing is disabled.
Click here to download the document

Published by Google Drive — Report Abuse

Figure 6. Example of Google Drive URL hosting a page for Hancitor.

Above in Figure 6, the link in "Click here to download the document" leads to a page that provides the malicious

Word document. URLSs for these pages end with .php. In many cases, these URLs also use HTTPS. Fortunately, in
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this tutorial, all four examples have unencrypted HTTP as the URL for the Word document. That makes them easy

to find in our pcaps.

Still using your basic web filter, scroll down until you see two HTTP GET requests to the same domain that end
with .php. Below, Figure 7 shows these two HTTP GET requests in the Wireshark column display. They are both

for:

somdeeppalace[.]Jcom - GET /slickness.php

- Example-1-2021-02-17-Hancitor-infection.pcap -+ x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am A0 ENRE Qe e@EE e E

[I|(http.request or tls.handshake.type eq 1) and !(ssdp) = v

Time Dst port Host Info =
2021-02-17 16:15.. 52.109.8.21 443 nexusrules.officeapps... Client Hello

2021-02-17 16:15.. 23.38.181.191 443 storeedgefd.dsx.mp.mic.. Client Hello
2021-02-17 16:15.. 23.38.181.191 443 storeedgefd.dsx.mp.mic.. Client Hello

2021-02-17 16»159.89.165.126 80 somdeeppalace.com GET /slickness.php t
2021-02-17 16:15.. 23.38.181.191 443 storeedgefd.dsx.mp.mic.. Client Hello
2021-02-17 16!‘159.89.165.126 80 somdeeppalace.com GET /slickness.php t

2021-02-17 16:15.. 23.38.181.191 443 storeedgefd.dsx.mp.mic.. Client Hello
2021-02-17 16:15.. 51.143.53.152 443 continuum.dds.microsof.. Client Hello

2021-02-17 16:15.. 34.238.227.240 443 notify.adobe.io Client Hello
2021-02-17 16:15.. 52.167.253.237 443 activity.windows.com Client Hello
2021-02-17 16:15.. 204.79.197.200 443 www.bing.com Client Hello
2021-02-17 16:15.. 52.242.211.89 443 client.wns.windows.com Client Hello
2021-02-17 16:16.. 204.79.197.219 443 edge.microsoft.com Client Hello
2021-02-17 16:16.. 204.79.197.219 443 edge.microsoft.com Client Hello
2021-02-17 16:16.. 159.89.165.126 80 somdeeppalace.com GET /favicon.ico HT?

2021-02-17 16:16.. 162.241.124.88 443 webinfoplus.xn--mndtbn.. Client Hello
2021-02-17 16:16.. 162.241.124.88 443 webinfoplus.xn--mndtbn.. Client Hello

2NN1_ND_ 17 1AR1A8 182 241 1924 QQ AA2 wsahinfanliue vn_ _mndthn ~rliant Halla
‘ »

Figure 7. Two URLs ending in .php that deliver a malicious Word document for Hancitor.
You could also use the following Wireshark filter to more quickly find these two URLs:
http.request.method eq GET and http.request.uri contains .php

Below, Figure 8 shows the results of this filter.

[~ Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENRE QeI EEE e E

ll |http.request.method eq GET and http.request.uri contains .php (X] '] &
Time Dst port Host Info

2021-02-17 16:15.. 159.89.165.126 80 somdeeppalace.com GET /slickness.php HTTP/1.1
2021-02-17 16:15.. 159.89.165.126 80 somdeeppalace.com GET /slickness.php HTTP/1.1

< »

Figure 8. Filtering specifically for the two URLs.

Right-click on either HTTP GET request for slickness.php in your column display and follow the HTTP stream, as

shown below in Figure 9.
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[ Example-1-2021-02-17-Hancitor-infection.pcap -+ %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ &8[F Qe IER S E B0 E
[I |http.request.method eq GET and http.request.uri contains .php '] &
Time Dst port Host Info
Mariil —— il 80 somdeeppalace.com GET /slickness.php HTTP/1.1
g ervibnmarkFacke d 80 somdeeppalace.com GET /slickness.php HTTP/1.1
Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctri+T
Time Shift... Ctri+Shift+T
Packet Comment... Ctri+Alt+C

Edit Resolved Name

Apply as Filter 4
Prepare as Filter 4
Conversation Filter 4
Colorize Conversation 4
SCTP ’
L Copy ] b D
Protocol Preferences »

Decode As... HTTP Stream Ctrl+Alt+Shift+H

Show Packet in New Window

Figure 9. Following HTTP stream for traffic to somdeeppalace[.]com.

In the HTTP stream window, scroll down past the second set of HTTP request and response headers, then examine

the HTML script after the initial
<body>
tag. You should find a large amount of base64 text shortly after a script function for

saveAs

. The beginning of this text is shown below in Figure 10.
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- Wireshark - Follow HTTP Stream (tcp.stream eq 80) - Example-1-2021-02-17-Hancitor-infection.pcap -+ x

<body> Kfunctlon saveAS
<script>

function saveAs(blob, fileName) {
et url = window.URL.createObjectURL(blob);

let anchorElem = document.createElement('a');
anchorElem.style = 'display: none';
anchorElem.href = url;

anchorElem.download = fileName;

document .body.appendChild(anchorElem);
anchorElem.click();

document .body.removeCchild(anchorElem);

// on Edge, revokeObjectURL should be called only after
// a.click() has completed, atleast on EdgeHTML 15.15048
setTimeout (function() {
window.URL.revokeObjectURL(url); L.
}, 1000); base64 text for the malicious

} 4 Word document

(function() {

let byteCharacters = atob('GOM8R4KGXGUE
CQAGAAAAAAAAAAAAAAAHAAAABWEAAAAAAAAAEAAAEWEAAATAAADY////
AAAAAAQBAAAFAQAABYEAABYBAAAXAQAAGAEAAPYCAAD/ // /[ /1 /111111111111 /1111171717717
LILLLLTLS LI LL LIPS LSS L7777 777
LITLLLLT LTSI LTSI LSS LTSI LTSI L LTI T LTI~
2 client pkts, 2 server pkts, 3 turns.

PYADAP7/

Entire conversation (536 kB) - ‘ Show and save data as ‘ASCII - ‘
@Help ‘ Filter Out This Stream ‘ Print ‘ Save as... ‘ Back x Close ‘

Figure 10. HTTP stream showing saveAs function followed by base64 text.

Scroll down to the end of the HTTP stream. You should find a script that offers to save a file named
0217_2857682888090.doc created from the base64 text. This is the malicious Word document. After the closing
</body> tag, additional script refreshes the web page to a different URL. See Figure 11 below for details.
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-

Wireshark - Follow HTTP Stream (tcp.stream eq 80) - Example-1-2021-02-17-Hancitor-infection.pcap -+ X

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA =

AlAlAlAlAlAlAJAJAlAlAJAJAlAlllAlllAlAlAlllAlAlAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

OAIGBEJAAAAAAAAAAAAAAAAAAABOAAAAYAAAAAGAAAT €05L CAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAAABKgXEABBAACADS/
QEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATSFAAAAAACTD/DWAJIFAAAOQEAAAYAAAA/ /1 /T/ 171/
3//1/9//77/5////3////9/
ZWI1UAAAEAAAYAAAAAAAAAAAAAAAAAAAAAAAAAAAATQQAAAAAAAAAAAAAAAAAAAAAAAAQHAAABQAAAAAAAAAAAH
gAAABAAAAAAAAAAAAAAACOBQAAaVBVNASAAAAAAAAABAAAAAEAAAD/ /

XIAAAAAAAAAAAAAAAAAAAAEAEOAEQBQAGMABABNAHKAUABJ AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAA=") ;

let byteNumbers = new Array(byteCharacters.length);
for (let i = @; i1 < byteCharacters.length; i++) {
byteNumbers[i] = byteCharacters.charCodeAt(i);

let byteArray = new Uint8Array(byteNumbers);

// now that we have the byte array, construct the blob from it
let blobl = new Blob([byteArray], {type: 'application/octet-stream'});

saveAs(blobl, 'e217_2857682888090.doc'); «¢m= fTOM base64 text, the web
HO; page offers this file for
, download
</script>

</body><meta http-equiv='refresh' content='0;url=https://webinfoplus.xn--
mndtbnk-9m4ce.com/cashplus’>

2 client pkts, 2 server pkts, 3 turns. ’

Entire conversation (536 kB) redirects to this URL after v and save data as ‘ASCII ~ ‘

Find: offering file for download |Find Nex
@Help " Filter Out This Stream || Print || Saveas.. | Back || XClose |

Figure 11. Script showing file name for the malicious Word document and refreshing the browser to
a different URL.

We can obtain a copy of this malicious Word document by exporting the web page from the pcap and opening it in
a web browser. Since this is malware, we recommend you do this in a non-Windows environment or a controlled

lab setting.

First, export the web page by using the following menu path, as shown below in Figure 12:

File --> Export Objects --> HTTP
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> Example-1-2021-02-17-Hancitor-infection.pcap -+ X
Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open ctri+0 B E 0 E

|  Open Recent ’ _I &

i Merge... -port Dst port Info =
Import from Hex Dump... 49756 23.38.181.191 443 49756 — 443
Close Ctri+W 443 10.2.17.101 49760 Application
- 49760 34.238.227.240 443 49760 — 443
49760 34.238.227.240 443 49760 — 443
Save As... Ctri+Shift+S | 49760 34.238.227.240 443 Application
) , 443 10.2.17.101 49760 443 — 49760
kit 49760 34.238.227.240 443  Application
Export Specified Packets... 443 10.2.17.101 49760 443 - 49760
Export Packet Dissections ,| 443 10.2.17.101 49760 443 - 49760
P 443 10.2.17.101 49768 New Session
Export Packet Bytes... Ctri+Shift+X | 49769 204.79.197.219 443 49769 — 443
Export PDUs to File... CoEt W) = duial
49754 80 — 49754
Export TLS Session Keys... 49754 80 — 49754
Export Objects 49754 80 — 49754
Ctri+p 49754 80 — 49754
49754 80 — 49754

Quit Ctrl+Q LY, = =

SMB..
TFTP..

Figure 12. Using Wireshark to export HTTP objects from the pcap.

Find the second entry for slickness.php from somdeeppalace[.]Jcom that is 534 kB, as shown below in Figure 13.

Then save it as a web page using a file name ending with .htm or .html.

o Wireshark - Export - HTTP object list - + x
Packet ~ Hostname Content Type Size Filename
2083 somdeeppalace.com text/html 937 bytes slickness.php
2856 somdeeppalace.com text/html 534 kB slickness.php
2887 somdeeppalace.com text/html 279 bytes favicon.ico
3766 api.ipify.org text/plain 15 bytes  /
3935 thavelede.ru application/x-www-form-ut ‘d 161 bytes forum.php
3954 thavelede.ru text/html 164 bytes forum.php
4322 belcineloweek.ru application/octet-stream 273 kB 6sufiuerfdvc.ex
4336 belcineloweek.ru application/octet-stream 682 bytes 1602s.bin
4341 api.ipify.org text/plain 15 bytes  ?format=xml
4344 belcineloweek.ru application/octet-stream 682 bytes
4476 5 bytes -
4 L
Text Filter:

@Help Save All || xClose || [+/Save

Figure 13. Saving the second entry for sickness.php from the HTTP object list.

Open your saved HTML page in a web browser. You should see a pop-up menu including the option to save the
malicious Word document. You should also see that your web browser has been refreshed to a URL ending with

the string cashplus. See Figure 14 below for details.
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- Mozilla Firefox . . -+ x
webinfoplus.mandtba: x ‘ + e URL endlng with caShpIus
<> C @ |® | & https://webinfoplus.mandtbank.com/cashplus & o {7] [‘3 Search ] N @ ® =
[~ Opening 0217_2857682888090.doc + x|
You have chosen to open:
Oﬁer to save 1 0217_2857682888090.doc
malicious Word * which is: Microsoft Word Document (391 KB)
document from: blob:

What should Firefox do with this file?
(»)Open with | LibreOffice Writer (default) v

(_Save File

Cancel ‘ | OK

Figure 14. Viewing your saved HTML page in a web browser.

This malicious Word document caused Hancitor C2 traffic that starts less than two minutes later in the pcap.

What does Hancitor C2 traffic look like?

Hancitor first causes an IP address check to api.ipify.org by the infected Windows host. Then it causes the C2
traffic. Hancitor C2 traffic consists of HTTP POST URLs that end with /8/forum.php.

Of note, traffic to api.ipify.org is an indicator, but it’s not inherently malicious by itself.

Using your basic web filter, scroll down to find an IP address check to api.ipify.org followed by the first HTTP

POST request for Hancitor C2 traffic to thavelede[.]Jru. Below, Figure 15 shows where you can find these two

items.
[= Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN J@ENRE AQepIEMNE E @80 E
‘I ‘(httpmequest or tls.handshake.type eq 1) and !(ssdp) (}] '1 L
Time Dst port Host Info E

2021-02-17 16:17:19 52.152.110.14 443 slscr.update.microsoft.com client Hello
0 e E i 0S0 i

202102 T G759 4 8 44 even data.m ent _Hello

2021-02-17 16:17:20 [54.225.129.141 80 api.ipify.org GET / HTTP/1.1)«¢= |P address
2021-02-17 16:17:24 e § . & 44 ot 1ngs-win.data.miCcroso lien HE. (o)

2021-02-17 16:17:25 20.190.154.136 443 login.live.com client Hello check
2021-02-17 16:17:29 52.185.211.133 443 settings-win.data.microsoft.com Client Hello

2021-02-17 16:17:31 Q 46,19 44 pti ore.microso om client Hello

2021-02-17 16:17:32(192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.1 (af
2021-02-17 16:17:34 4 ] 4 3] “hu osutiuertdvc.exe H PAL .

2021-02-17 16:17:42 52.185.211.133 443 settings-win.data.microsoft.com Client Hello

2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1

2021-02-17 16:17:51 54.225.129.141 80 api.ipify.org GET /?format=xml HTTP/1.1
2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1

2021-02-17 16:17:52 192.99.250.2 443 client Hello

2021-02-17 16:17:54 192.99.250.2 443 client Hello

2021-02-17 16:18:07 192.99.250.2 443 Client Hello Hancitor C2
2021-02-17 16:18:09 192.99.250.2 443 client Hello

2021-02-17 16:18:29 52.185.211.133 443 settings-win.data.microsoft.com Client Hello

2021-02-17 16:19:10 192.99.250.2 443 client Hello

2021-02-17 16:19:11 192.99.250.2 443 client Hello =

« »

Figure 15. IP address check followed by Hancitor C2 noted in the Wireshark column display.

Since November 2020, URLs for Hancitor C2 traffic have always ended with /8/forum.php. The easiest way to

check for Hancitor-specific traffic in Wireshark is using the following filter:
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http.request.uri contains "/8/forum.php" or http.host contains api.ipify.org

The above Wireshark filter should show you Hancitor’s IP address check followed by HTTP POST requests for

Hancitor C2 traffic, as shown below in Figure 16.

- Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW @ ENRE Qe IS = 26 0 E

[l ‘http.request.uri contains "/8/forum.php" or http.host contains api.ipify.org X] '] @
Time Dst port Host Info

2021-02-17 16:17:20 54.225.129.141 80 api.ipify.org GET / HTTP/1.1
2021-02-17 16:17:32 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.1 (
2021-02-17 16:17:51 54.225.129.141 80 api.ipify.org GET /?format=xml HTTP/1.1
2021-02-17 16:19:52 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:21:53 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:23:55 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:25:57 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:27:58 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:30:20 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:32:22 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.
2021-02-17 16:34:43 88.218.248.74 80 zinsubtal.ru POST /8/forum.php HTTP/1.
2021-02-17 16:36:44 88.218.248.74 80 zinsubtal.ru POST /8/forum.php HTTP/1.
2021-02-17 16:38:44 88.218.248.74 80 zinsubtal.ru POST /8/forum.php HTTP/1.

RFRRERRRRBRRRRR
[ttt lmlenlon

4 »

Figure 16. Filtering for Hancitor-specific traffic in Wireshark.

e api.ipify.org - GET/
« thavelde[.]Jru - POST /8/forum.php
e zinsubtal[.]ru - POST /8/forum.php

The results also include the following HTTP GET request generated by Ficker Stealer malware:
e api.ipify.org - GET /?format=xml
We will cover Ficker Stealer traffic later. First, let us examine how Hancitor sends its followup malware.

Hancitor uses a specific domain to send Ficker Stealer and Cobalt Strike as followup malware. This domain
changes each day Hancitor is active, but you should see three HTTP GET requests to the same domain for
followup malware. One of the URLs ends with .exe, which is for Ficker Stealer. Two of the URLs end with .bin,
which are for Cobalt Strike.

Use the following Wireshark filter to find URLSs for Ficker Stealer and Cobalt Strike:
http.request.uri contains .exe or http.request.uri contains .bin

The results are shown below in Figure 17.

[~ Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ ENRE QEepI @S = @6 0 E

‘I ‘http.request.uri contains .exe or http.request.uri contains .bin %] '} @

Time Dst port Host Info
2021-02-17 16:17:34 47.254.174.221 80 belcineloweek.ru GET /6sufiuerfdvc.exe HTTP/1.1
2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1
2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1

Page 12 of 35



https://unit42.paloaltonetworks.com /wireshark-tutorial-hancitor-followup-malware/

Figure 17. Filtering for Hancitor sending Cobalt Strike and Ficker Stealer.

As shown above in Figure 17, filtering for followup malware from Hancitor should reveal the following traffic in

our first pcap:

¢ belcineloweek][.]ru - GET /6sufiuverfdvc.exe
¢ belcineloweek][.]ru - GET /1602s.bin
¢ belcineloweek][.]ru - GET /1602s.bin

The first HTTP GET request returned an EXE file for Ficker Stealer. The next two HTTP GET requests returned

encoded data used to infect the victim with Cobalt Strike.
What does Ficker Stealer infection traffic look like?

Ficker Stealer is the same EXE file for several weeks at a time. Since 2021-01-20 until as recently as 2021-03-04,
the SHA?256 hash for Ficker Stealer has been:

94e60de577c84625da69f785ffe7e24c889bfa6923dc7b017c21e8a313e4e8el

The above EXE for Ficker Stealer causes an IP address check to api.ipifiy.org/?format=xml, which is not
inherently malicious on its own. Ficker Stealer then generates a DNS query for sweyblidian[.]Jcom and sends non-

HTTP traffic over TCP port 80 to that domain. This traffic consists of data stolen from the infected Windows host.

To find the IP address used for sweyblidian[.]Jcom, search for the associated DNS query using the following
Wireshark filter:

dns.qry.name contains sweyblidian

The answer to this query is the IPv4 address 185.100.65[.]29, as shown below in Figure 18.

~ Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmI®ENRE QEpIEZ=E 86 0 E

‘i‘dns.qry.name contains sweyblidian [X] ML
Time Dst port Info

2021-02-17 16:17:52 10.2.17.2 53 Standard query 0x237e A sweyblidian.com
2021-02-17 16:17:53 10.2.17.2 53 Standard query 0x237e A sweyblidian.com
2021-02-17 16:17:53 10.2.17.101 61402 Standard query response 0x237e A sweyblidian.com

‘4 »
» Frame 4355: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) 2
» Ethernet II, Src: Dell c2:09:6a (a4:1f:72:c2:09:6a), Dst: HewlettP_1c:47:ae (00:08:02:1¢
» Internet Protocol Version 4, Src: 10.2.17.2, Dst: 10.2.17.101
» User Datagram Protocol, Src Port: 53, Dst Port: 61402
- Domain Name System (response)
Transaction ID: 0x237e
» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 0@
Additional RRs: ©
» Queries
- Answers
» sweyblidian.com: type A, class IN, addr 185.100.65.29 *
[Request In: 4343]

TTima:r 4 AcTIA0ANNAA ~Amaan Aa
< »

Figure 18. Finding the IP address used for sweyblidian[.]Jcom.
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Find any TCP streams to that IP address using the following Wireshark filter:

ip.addr eq 185.100.65.29 and tcp.flags eq 0x0002

The results should reveal three TCP SYN segments for two TCP streams (one of the TCP SYN segments is a

retransmission), as shown below in Figure 19.

~ Example-1-2021-02-17-Hancitor-infection.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

2021-02-17 16:17:53

0]0 9 8C

10.2.17.10

2021-02-17 16:17:5 01 D7
10.2.17.101 49857

2021-02-17 16:20:24 185

‘

AN @ SN RE QeEep Y@ == @0 @ E
i |ip.addr eq 185.100.65.29 and tcp.flags eq 0x0002 B -| @
Time Src port Dst port Info

10.2.17.101 49807 185.100.65.29 80 49807 — 80 [SYN] Seq=

.100.65.29 49857 — 80 [SYN] Seq=

Figure 19. TCP SYN segments for two TCP streams to the IP address for sweyblidian[.]com.

Follow the TCP stream with port 49807 as the TCP source port. This should show approximately 1.16 MB of data.

The majority of it appears encoded or otherwise obfuscated, as shown below in Figure 20.

~ Wireshark - Follow TCP Stream (tcp.stream eq 130) - Example-1-2021-02-17-Hancitor-infection.pcap -+ x|

T %userprofile%\Desktop....*.txt.... =
.y}oshfcnckd$iego2: ... ..
. =>$8><$8:;$883...(.

.183<¥hn2'<9k9' :8ko'9<12' ;829hh;1i=80. . ...
8UGepcffkULcxoleruzxelcfoyU;~o0?{mis$nolk.f~"'xofokyo

.$lkioheea$ieg.

.nk~X

.%.
813 client pkts, 1 server pkt, 1 turn.

Entire conversation (1,161 kB) - Show and save data as |ASCII ~ Stream 130 |-

@Help Filter Out This Stream Print Save as... Back X Close

Figure 20. TCP stream showing the start of data exfiltrated by Ficker Stealer.

After exfiltrating its data, Ficker Stealer goes quiet and we don’t see anything more from it. At this point, if the

infected computer is a standalone Windows host, we will only see Hancitor C2 traffic. But if the infected

computer is part of an AD environment, we should also see Cobalt Strike.
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Let’s look at the initial requests for Cobalt Strike by Hancitor using the following Wireshark filter:
http.request.uri contains .bin
This should return the following lines:

* belcineloweek[.]ru - GET /1602s.bin
¢ belcineloweek[.]ru - GET /1602s.bin

Follow the TCP stream for either of those HTTP GET requests. This TCP stream contains all three HTTP GET
requests and responses to and from belcineloweek].]ru, so you must scroll past a large amount of data representing
the Ficker Stealer EXE. Near the end of the TCP stream, you should find two identical HTTP GET requests for
1602s.bin. Both requests return the same 682 bytes of data as shown below in Figure 21. This data is used to infect

the victim with Cobalt Strike.

[~ Wireshark - Follow TCP Stream (tcp.stream eq 125) - Example-1-2021-02-17-Hancitor-infection.pcap -+ x|

.................................................. eh_frame.GET /1602s.bin HTTP/1.1 =
Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: belcineloweek.ru

cache-control: no-cache

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 17 Feb 2021 16:17:51 GMT
Content-Type: application/octet-stream
Content-Length: 682

Connection: keep-alive

Last-Modified: Tue, 16 Feb 2021 13:56:28 GMT
ETag: "602bcfoc-2aa"

Accept-Ranges: bytes

LT X Pi-ccolococac %...tq...&..wM..$..rxv..iv....0....B*..#GDu.D.P....
ocooooc ] ) o I AR [ KL....... @e 5

............. u.d.S#.Pu..s..
I . L R }.Ta.I....T...."W.P..X.oiiiinnns Joooxo b ow- .
JErd(L L 3T T.9.<.kE<.2K..!.>..(...}!.,h|.}3....... Jy. ..U
6.z...T{D.. Q.]...?b..t?.8...$%.+. ...D..... N
X m9 An..M...A..... 3., W .Coa 70 H L...<T..;...1...;...F
6...Qy..x...\...U F...1...4p..0....T...... rT.o..... Zoocoooc Z..X...x$..x po..+
5m..C | [...V...ZT..L...0=....... BocBoac B...Q...J~...... Zu
1
CRRE ToXeoiiinnn. Mo MXVettnennnnn Viooiionnn.

{.n.s.q..@...=Z....cm..A....a..J;..GET /1602s.bin HTTP/1.1

3 client pkts, 201 server pkts, 5 turns.

Entire conversation (276 kB) - Show and save data as ASCII - Stream 125 |2
Find: |.bin Find Next
@Help Filter Out This Stream Print Save as... Back x Close

Figure 21. TCP stream showing 682 bytes of data returned from belcineloweek].]ru for Cobalt
Strike.

What does Cobalt Strike traffic look like?

It can be HTTP or HTTPS. In this pcap, HTTP GET requests by Hancitor for Cobalt Strike use the letter s in the
URLs. The request for 1602s.bin indicates Cobalt Strike for this infection uses HTTPS traffic.

That is indeed what happened. Use your basic web traffic filter, then scroll down, and you should see several

frames in the column display to 192.99.250[.]2 over TCP port 443 as shown below in Figure 22. This is Cobalt
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Strike traffic. Cobalt Strike traffic to this IP address does not have an associated domain, so the host name is blank

in the column display.

- Example-1-2021-02-17-Hancitor-infection.pcap =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN SHREGE QAeapIER S5 B86E 0 E
‘i ‘(http‘request or tIs.handshake.type eq 1) and !(ssdp) %] -] @
Time Dst port Host Info =
2021-02-17 16:17:24 52.185.211.133 443 settings-win.data.micr.. Client Hello
2021-02-17 16:17:25 20.190.154.136 443 login.live.com client Hello

2021-02-17 16:17:29 52.185.211.133 443 settings-win.data.micr.. Client Hello
2021-02-17 16:17:31 13.107.246.19 443 pti.store.microsoft.com Client Hello

2021-02-17 16:17:32 192.36.41.14 80 thavelede.ru POST /8/forum.php HTTP/1.1
2021-02-17 16:17:34 47.254.174.221 80 belcineloweek.ru GET /6sufiuerfdvc.exe HTTP/
2021-02-17 16:17:42 52.185.211.133 443 settings-win.data.micr.. Client Hello

2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1
2021-02-17 16:17:51 54.225.129.141 80 api.ipify.org GET /2?format=xml HTTP/1.1
2021-02-17 16:17:51 47.254.174.221 80 belcineloweek.ru GET /1602s.bin HTTP/1.1
2021-02-17 16:17:52 (192.99.250.2 443 K Cclient Hello )

2021-02-17 16:17:54 | 192.99.250.2 443 Cobalt Strike client Hello

2021-02-17 16:18:07 | 192.99.250.2 443 traffic client Hello 4‘
2021-02-17 16:18:09 | 192.99.250.2 443 client Hello

2021-02-17 16:18:29 - - - Settings-win.data.micr.. LEn ello

2021-02-17 16:19:10 (192.99.250.2 443 client Hello

2021-02-17 16:19:11| 192.99.250.2 443 client Hello

2021-02-17 16:19:12 | 192.99.250.2 443 client Hello

2021-02-17 16:19:13|192.99.250.2 443  Cobalt Strike client Hello

2021-02-17 16:19:13| 192.99.250.2 443 . client Hello 4—
2021-02-17 16:19:15 | 192.99.250.2 443  traffic client Hello

2021-02-17 16:19:16 | 192.99.250.2 443 client Hello

2021-02-17 16:19:17 | 192.99.250.2 443 client Hello

2021-02-17 16:19:18 \192.99.250,2 443 client Hello J -

<« »

Figure 22. Traffic from the infected Windows host caused by Cobalt Strike.

Certificate issuer data for HTTPS traffic caused by Cobalt Strike HTTPS is unusual. Why? Because all of the
identification fields for items like country, locality and organization are blank. We can filter for certificate data in
Cobalt Strike’s HTTPS traffic and expand the frame details to see this.

First, find certificate data from the IP address for Cobalt Strike traffic by using the following Wireshark filter:
tls.handshake.type eq 11 and ip.addr eq 192.99.250.2

This should reveal two frames in your column display. Expand frame details for either of these frames until you

find fields for certificate issuer data. These fields should be blank. Below, Figure 23 shows an example.
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A\ Example-1-2021-02-17-Hancitor-infection.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0 ENRE QevdedEEaanE

W |tIs.handshake.type eq 11 and ip.addr eq 192.99.250.2 -]
Time Src port  Dst port Info

2021-02-17 16:17:53 192.99.250.2 443 10.2.17.101 49805 Certificate, Server Key Exchange,

2021-02-17 16:17:55 192.99.250.2 443 10.2.17.101 49806 Certificate, Server Key Exchange, Ser\

‘4 »
» Frame 4357: 1190 bytes on wire (9520 bits), 1190 bytes captured (9520 bits) =
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP_1c:47:ae (00:08:02:1c:47:ae.
» Internet Protocol Version 4, Src: 192.99.250.2, Dst: 10.2.17.101
» Transmission Control Protocol, Src Port: 443, Dst Port: 49805, Seq: 91, Ack: 150, Len: 1136
- Transport Layer Security
-~ TLSv1l.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 817
- Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 813
Certificates Length: 810
Certificate Length: 807
- Certificate: 308203233082020ba003020102020408bho0ee300d06092a.. (id-at-commonName=, id-at-or¢
- signedcertificate
version: v3 (2)
serialNumber: 146473198
» signature (sha256withRSAEncryption)
- issuer: rdnSequence (0)
- rdnSequence: 6 items (id-at-commonName=

id-at-organizationalUnitName=,id-at-organizat

» RDNSequence item: 1 item (id-at-countryName=) 4 ;
» RDNSequence item: 1 item (id-at-stateOrProvinceName=) certificate issuer
» RDNSequence item: 1 item (id-at-localityName=) data for Cobalt
» RDNSequence item: 1 item (id-at-organizationName=)
» RDNSequence item: 1 item (id-at-organizationalUnitName=) Strike HTTPS
B ;;ﬂ?féquence item: 1 item (id-at-commonName=) traffic .

< »

Figure 23. Certificate issuer data for Cobalt Strike traffic.

For the rest of this pcap, we see HTTP GET requests for Hancitor C2 and HTTPS traffic for Cobalt Strike.
Hancitor C2 traffic happens approximately every 2 minutes. HTTPS traffic for Cobalt Strike happens nearly every

second.

Example 2, Part 1: Hancitor with Ficker Stealer and Cobalt Strike

Open Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap in Wireshark and use a basic web filter, as

shown in Figure 24.
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AN I®

Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE Qeap I lan=

= = (8] I[

[l l(http.request or tls.handshake.type eq 1) and !(ssdp)

Time Dst port Host Info —
2021-02-10 16:42:39 52.184.216.246 443 geo.prod.do.dsp.mp.micros.. Client Hello
2021-02-10 16:42:40 104.95.91.76 443 kv601l.prod.do.dsp.mp.micr.. Client Hello
2021-02-10 16:42:40 104.95.91.76 443 cp601.prod.do.dsp.mp.micr.. Client Hello
2021-02-10 16:42:41 52.114.132.73 443 self.events.data.microsof.. Client Hello
2021-02-10 16:42:41 52.114.75.79 443 v20.events.data.microsoft.. Client Hello
2021-02-10 16:42:45 204.79.197.200 443 www.bing.com client Hello
2021-02-10 16:42:52 40.126.0.69 443 login.microsoftonline.com Client Hello
2021-02-10 16:42:54 13.107.42.23 443 config.edge.skype.com client Hello

l docs.google.com

| 2021-02-10 16:42:54 142.250.68.142 443 docs.google.com client Hello
2021-02-10 16:42:55 142.250.114.95 443 fonts.googleapis.com client Hello
2021-02-10 16:42:55 142.250.68.129 443 1lh5.googleusercontent.com Client Hello
2021-02-10 16:42:55 142.250.114.95 443 fonts.googleapis.com client Hello
2021-02-10 16:42:55 142.250.114.94 443 fonts.gstatic.com client Hello
2021-02-10 16:42:55 142.250.114.94 443 ssl.gstatic.com client Hello
2021-02-10 16:42:55 204.79.197.219 443 edge.microsoft.com client Hello
2021-02-10 16:42:59 85.13.154.57 80 b2b.ebike-your-1life.com GET /commemorative.php H
2021-02-10 16:43:00 85.13.154.57 80 b2b.ebike-your-life.com GET /commemorative.php H
2021-02-10 16:43:03 85.13.154.57 80 b2b.ebike-your-life.com GET /favicon.ico HTTP/1.

Anma An an AmA mAa aan A~ aan aee e Yy ' D S T ety Ky

« >
» Frame 1236: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)

» Ethernet II, Src: HewlettP_1ic:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1)
» Internet Protocol Version 4, Src: 10.2.10.101, Dst: 142.250.68.142

» Transmission Control Protocol, Src Port: 49726, Dst Port: 443, Seq: 1, Ack: 1, Len: 517

» Transport Layer Security

< »

Figure 24. Traffic from part one of our second example filtered in Wireshark using a basic web

filter.

The pcap comes from an AD environment with the following characteristics:

¢ LAN segment range: 10.2.10.0/24

e Domain: pizzawithapples.food

e Domain controller: 10.2.10.10 - Apples-DC

e LAN segment gateway: 10.2.10.1

e LAN segment broadcast address: 10.2.10.255

e [P address of the infected Windows host: 10.2.10.101

e Host name of the infected Windows host: DESKTOP-TRHS50EJ

o User account name on the infected Windows host: dave.thomas

Above in Figure 24, we see a link to docs.google.com followed by HTTP GET requests to b2b.ebike-your-
life[.]Jcom/commemorative.php. As we did in our first example, we can export the HTML page from b2b.ebike-

your-life[.]Jcom from our second example and open it in a web browser to get the malicious Word document.

The SHA256 hash for your Word document should be
793d134cdb4bcbad7e1f678d052c4d7747b93ea4199714efb8b614321b58dca7, and its name should be
0210_1723194332604.doc.

Also as we did for our first example, find Hancitor C2 activity using the following Wireshark filter:
http.request.uri contains "/8/forum.php" or http.host contains api.ipify.org

This returns IP address checks by Hancitor and Ficker Stealer, along with Hancitor C2 traffic, as listed below and

shown in Figure 25.
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e api.ipify.org - GET/
e anumessensan[.Jru - POST /8/forum.php

 api.ipify.org - GET /?format=xml

hé Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @ ENRE Qe I@dS = 860 0 E
‘I ‘http.request.uri contains "/8/forum.php" or http.host contains api.ipify.org X] 'I @
Time Dst port Host Info
2021-02-10 16:43:38 54.225.129.141 80 api.ipify.org GET / HTTP/1.1
2021-02-10 16:43:48 45.9.191.107 80 anumessensan.ru POST /8/forum.php HTTP/1.1 (
2021-02-10 16:43:58 54.225.129.141 80 api.ipify.org GET /?format=xml HTTP/1.1
2021-02-10 16:45:58 45.9.191.107 80 anumessensan.ru POST /8/forum.php HTTP/1.1 (
4 »

Figure 25. IP address checks and Hancitor C2 traffic.
Filter for followup malware sent by Hancitor using the following Wireshark filter:
http.request.uri contains .exe or http.request.uri contains .bin

This should reveal Hancitor sending followup malware for Cobalt Strike and Ficker Stealer, as listed below and
shown in Figure 26:

e backupez[.]Jcom - GET /0902.bin
e backupez[.]Jcom - GET /0902s.bin
 backupez[.]Jcom - GET /6yudfgh.exe

[~ Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENRE Qa3 @D = BE@E

|I ‘http.request.uri contains .exe or http.request.uri contains .bin & '} @

i

Time Dst port Host Info
2021-02-10 16:43:56 8.208.10.147 80 backupez.com GET /0902.bin HTTP/1.1
2021-02-10 16:43:57 8.208.10.147 80 backupez.com GET /0902s.bin HTTP/1.1
2021-02-10 16:43:57 8.208.10.147 80 backupez.com GET /6yudfgh.exe HTTP/1.1

4

Figure 26. Hancitor sends follow-up malware for Cobalt Strike and Ficker Stealer.

In this case, one of the GET requests for Cobalt Strike has an s in the URL, but the other does not, so we should
see both HTTP and HTTPS traffic caused by the Cobalt Strike.

Return to your basic web filter, then scroll down to see what type of HTTP requests happen after the traffic to
backupez[.]Jcom. The results should show HTTP traffic over TCP port 1080 and HTTPS traffic over TCP port
4443.

Your Wireshark setup might not display any HTTP traffic over TCP port 1080, so you might have to set up

Wireshark to show it. First, use the menu path Analyze --> Decode As shown below in Figure 27 to bring up the
Decode As window.
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- Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap -+ x
File Edit View Go Capture Statistics Telephony Wireless Tools Help
A 1l @® [ Display Filters.. @ E

[l |App[y a display filter ... <Ctrl-/ Display Filter Macros... -|@

Time F Display Filter Expression... ; Info -
2021-02-10 16:42:29 DHCP Request - Transact
2021-02-10 16:42:29 o0 oo Fier ) DHCP ACK_ - Transact—.
2021-02-10 16:42:29 Membership Report / Join

2021-02-10 16:42:29  PrepareaFilter ’ Membership Report / Joir——
2021-02-10 16:42:29  Conversation Filter » Membership Report / Leav
2021-02-10 16:42:29 F Membership Report / Joir——
2021-02-10 16:42:29  Enabled Protocols. Ctri+Shift+E standard query 0x0000 AN
2021-02-10 16:42: 29Il -V Standard query response
2021-02-10 16:42:29 oo Plugins Ctri+ShiftsL Standard query 0x3223 ANV——=
2021-02-10 16:42:29 who has 10.2.10.1? Tell ——
2021-02-10 16:42:29 SCTP ' 10.2.10.1 is at 20:e5:2a___
2021-02-10 16:42:29  foliow ) who has 10.2.10.10? Tell=—=
2021-02-10 16:42:29 10.2.10.10 is at a4:1f:7
2021-02-10 16:42:29 Standard query 0x0052 Sk——
2021-02-10 16:42:29  Expert Information Standard query response
2021-02-10 16:42:29 10.2.10.10 s Standard query 0x8202 A ——
2021-02-10 16:42:29 10.2.10.101 494.. Standard query response
2021-02-10 16:42:29 10.2.10.10 389 searchRequest(1) "<R0OOT>
2021-02-10 16:42:29 10.2.10.101 494.. searchReseEntry(1) "<ROOT
2021-02-10 16:42:29 ff:ff:ff:ff:ff.. wWho has 10.2.10.101? (AR -

< »

Figure 27. Menu path for the Decode As window.

Once you have the Decode As window, create a new entry to decode TCP port 1080 as HTTP, as shown below in

Figure 28.

> Wireshark - Decode As... X

Field Value Type Default Current
TCP port 1080 Integer, base 10 (none) HTTP

';4' e =) Jhome/xubuntu-user/.config/wireshark/decode_as_entries

©@Help +Save || x Cancel

Figure 28. Creating a new entry in the Decode As window to decode TCP port 1080 as HTTP.

When you’ve created the new entry, either click the OK button or click the Save button. The Save button literally
saves the entry, so it will work after you close and open Wireshark again. The OK button applies the decoding

only as long as your current Wireshark session stays open.
In this case, we should click the Save button.

After saving the entry, go back to your Wireshark column display and use the basic web filter. Scroll down, and
you should see both HTTP and HTTPS traffic for Cobalt Strike, as highlighted below in Figure 29.
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[+ Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap - L
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR 4@ ENRE eI @S E e E
[l|(http.request or tls.handshake.type eq 1) and !(ssdp) [(X]=>Rgl]
Time Dst port Host Info =
2021-02-10 16:43:38 54.225.129.141 80 api.ipify.org GET / HTTP/1.1
2021-02-10 16:43:43 52.114.128.74 443 self.events.data.micr.. Client Hello
2021-02-10 16:43:48 45.9.191.107 80 anumessensan.ru POST /8/forum.php H
2021-02-10 16:43:56 8.208.10.147 80 backupez.com GET /0902.bin HTTP/
2021-02-10 16:43:57 8.208.10.147 80 backupez.com GET /0902s.bin HTTF
2021-02-10 16:43:57 104.160.190.114 1080 104.160.190.114:1080 GET /WwFh HTTP/:I..I*
2021-02-10 16:43:57 8.208.10.147 80 backupez.com GET /6yudfgh.exe HT
2021-02-10 16:43:57 104.160.190.114 4443 Cclient Hello
2021-02-10 16:43:57 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1*
2021-02-10 16:43:58 54.225.129.141 80 api.ipify.org GET /?format=xml HT
2021-02-10 16:43:58 104.160.190.114 4443 client Hello
2021-02-10 16:44:09 204.79.197.200 443 www.bing.com Client Hello
2021-02-10 16:44:36 52.114.128.10 443 vl1e.events.data.micro.. Client Hello
2021-02-10 16:44:36 52.114.128.10 443 v20.events.data.micro.. Client Hello
2021-02-10 16:44:39 52.109.8.21 443 nexusrules.officeapps.. Client Hello
2021-02-10 16:44:58 (104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1.
2021-02-10 16:44:58 |104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1.
2021-02-10 16:44:58 |104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1. *
2021-02-10 16:44:58 |104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1.
2021-02-10 16:44:58 |104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/1. =
4 »

Figure 29. Traffic caused by Cobalt Strike in our second example.
Shown above in Figure 29, traffic caused by Cobalt Strike is:

e 104.160.190[.]114:8080 - GET /WWFh
e 104.160.190[.]114:8080 - GET /fwlink
e 104.160.190[.]1114 port 4443 - HTTPS traffic

The first HTTP GET request, ending with WWFh, returned 208,473 bytes of an encoded binary that most likely
decodes to a Windows binary used for Cobalt Strike. Follow the TCP stream for this HTTP request, and you

should see information shown below in Figure 30.
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'~ Wireshark - Follow TCP Stream (tcp.stream eq 88) - Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap - + =

GET /WWFh HTTP/1.1 =
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; wWindows NT 6.1; Trident/4.0)

Host: 104.160.190.114:1080

Connection: Keep-Alive

cache-control: no-cache

HTTP/1.1 200 OK

Date: Wed, 10 Feb 2021 16:42:09 GMT
Content-Type: application/octet-stream
Content-Length: 208473

...... +..a.....).{.S...N.A...$..5R~.'X.0....81....P..

e A8 Booc®escooooncocooac H.N...N....&.w".6¢CA.
6....)/..-/..2.1.2.1.2.1.2.1.2.1.2.1.2.IAz.IPejGP.c.qgib. .H6..;...TQ..9Q. .W?2..w]...
(..1F..#...Lg..A]..A]..A].Q.n.. ..Q.n.. ...T...0....|.>=...T..

105 caolcoTaalocoac m.a...I.1l......... fo.o... eYoococooaoac LKL LY LY Y. .Z2...6...4
1.4

1.4

]

_V..VV.BTV..UV..UV.CTV.STV.3VV.3VF.#VF.!VF.!VF.!VF.!VF.!

I | e | e [ P [ PR [ e (- e P [ PR [ PR (T e - P [ PRy (- (P | P [ PR (5 [ (5 F S EN IR
LI 5 5 0 5 5 5 5 s 5 5 5 P 5 5 5 1 [ P (s e [ S [ I P [ R (5 [ (5 P [ R (5 R[5
s?..5?..0?..0?..5?..5?..5?..5?..52..5_...>...>;/.> ;..>{..~U.v

4.v

HEN

.Eu

.gu
]

i)

1 client pkt, 159 server pkts, 1 turn.

..G...G.
357 0 S8 o

Entire conversation (208 kB) M Show and save data as ‘ASCII - ‘ Stream ‘88 :‘

Find: |Find Next]

@Help ‘ Filter Out This Stream ‘ Print ‘ Save as... Back ‘ x Close ‘

Figure 30. TCP stream of the initial HTTP GET request to 104.160.190[.]114:8080.
Further HTTP traffic to
104.160.190[.]114:8080
for
fwlink

is Cobalt Strike C2 traffic. This traffic also returns encoded data, if it returns any data at all. In most cases, zero

bytes of content are returned. The first HTTP request to
104.160.190[.]114:8080

for

fwlink

returned 48 bytes of encoded data, as shown below in Figure 31.
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(+  Wireshark - Follow TCP Stream (tcp.stream eq 100) - Example-2-2021-02-10-Hancitor-infection-part-1-of-2.pcap - + x

GET /fwlink HTTP/1.1

Accept: */*

Cookie:

Wa7eqYNNWHNgmMEVMy64QCwLralL2yf6KSu3Ga842ubRVUNMMNTiGYS2Xir8j tX12gyuuKXAoBz2Ykk92KMT1ajmsS
XEHGAW2SL 2kpcf/J8PHUOTCcpCQQURRSRrhvWfBGQDNLHMbVSYE8/YCtUOTOLOI2+]63+]0QwePQ+NX+BUOPE=
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; InfoPath.2)
Host: 104.160.190.114:1080

Connection: Keep-Alive

Cache-cControl: no-cache

HTTP/1.1 200 OK

Date: Wed, 10 Feb 2021 16:43:09 GMT
Content-Type: application/octet-stream
Content-Length: 48

N.&M7.k.;.. ...)..2..)..).@I....bO. .. .#.:...2.

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (549 bytes) = Show and save data as | ASCII = Stream 100 |,
Find: Find Next
©@Help Filter Out This Stream Print Save as... Back x Close

Figure 31. First HTTP request for Cobalt Strike C2 traffic returned 48 bytes of data.

These HTTP requests for Cobalt Strike C2 happen approximately once every second. HTTPS traffic for Cobalt
Strike C2 is similarly busy, with traffic to

104.160.190[.]1114
over TCP port 4443 appearing approximately once every second.

Our next pcap for our second example is from later during the same infection, when we see indicators of Send-

Safe spambot malware.

Example 2, Part 2: Hancitor C2, Cobalt Strike C2 and Send-Safe Spambot

Malware

Open Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap in Wireshark and use a basic web filter, as

shown in Figure 32.
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[+ Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 4@ SNRE QeI Ed=S

[l |(http.request or tls.handshake.type eq 1) and !(ssdp) [X]

Time Dst port Host Info
2021-02-10 18:28:48 104.160.190.114 4443 Cclient Hello
2021-02-10 18:28:48 104.160.190.114 4443 Client Hello
2021-02-10 18:28:49 104.160.190.114 4443 Client Hello
2021-02-10 18:28:52 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:52 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:52 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:53 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:53 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:53 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:53 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:54 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:54 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:54 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:55 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:55 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:55 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:55 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:55 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:56 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:56 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:56 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:56 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:57 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:
2021-02-10 18:28:57 104.160.190.114 1080 104.160.190.114:1080 GET /fwlink HTTP/:

4 »

Figure 32. Traffic from part two of our second example filtered in Wireshark using a basic web

filter.

This pcap happens later during the same infection as our previous pcap. At times, we see up to three or four HTTP

GET requests for Cobalt Strike C2 traffic during the same second.

However, this pcap reveals that Hancitor sent another Windows executable file, and that executable is Send-Safe-

based spambot malware.
To find this Windows executable file, use the following Wireshark filter:

http.request.uri contains .exe

The result is another HTTP GET request to backupez[.]Jcom, which is the domain used by Hancitor to push

followup malware in part one of this example. The URL ends with 47.exe. See the result below in Figure 33.

-

v Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN I® RE Qeap V@S = 8 =2 0 E

[l |http.request.uri contains .exe

-“ &

Time Dst port  Host Info

2021-02-10 18:30:24 8.208.10.147 80

4

backupez.com GET /47.exe HTTP/1.1

Figure 33. Hancitor retrieves Windows executable for Send-Safe spambot malware.

You can export this file from the pcap using the menu path File --> Export Objects --> HTTP. Select the entry for

47 .exe from backupez[.]Jcom, as shown below in Figure 34.
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h Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap -+ x
Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Curl+0 S EeeaE
| Open Recent 25 -] &
I Merge... | port Host Info
Import from Hex Dump... 7 80 backupez.com GET /47.exe HTTP/1.1 X
Close Ctri+w v Wireshark - Export - HTTP object list -+ x
Packet ¥ Hostname Content Type Size Filename
Save As... Ctri+Shift+S 3132 anumessensan.ru application/x-www-form-urlencoded 175 bytes forum.php
= 3134 anumessensan.ru text/html 44 bytes forum.php
File Set 4 5226 backupez.com application/octet-stream 1,878 kB 47.exe
Export Specified Packets... ‘ »
Export Packet Dissections ’ Text Filter: ‘
| @Help | | Save All } xClose || [+/Save |
Export PDUs to File...
Export TLS Session Keys...
Export Objects
Print... Ctri+P
Quit Ctrl+Q

Figure 34. Exporting the Send-Safe spambot EXE from the pcap.
The SHA256 hash of 47.exe is:
51ca66a8ac7f4e072b39ef886d7d414d6c6868d0d67a46150835297e65493dc6

Send-Safe was a commercially available program sold through a now-defunct website named send-safe[.]com. It
was advertised as "...a bulk-emailing program that allows you to send email from your own computer, or a remote

computer with or without the use of proxies."

This program has been used by various threat actors as malware to turn infected Windows computers into spambot

hosts.
What does Send-Safe spambot traffic look like? Our infected Windows host generated the following traffic:

e HTTPS traffic to 31.44.184[.]147 over TCP port 50025
o Traffic to 31.44.184[.]147 over UDP port 50026

e SMTP traffic sending out malicious spam pushing Hancitor.

To find Send-Safe UDP traffic, use udp.port eq 50026 for your Wireshark filter. The results should look like
Figure 35 below.
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v Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENRE QepI@SZTE a0 E

II ‘udp.port eq 50026 }]
Time Src port Dst port Info

2021-02-10 18:30:27 10.2.10.101 50815 31.44.184.47 50026 50815
2021-02-10 18:30:28 31.44.184.47 50026 10.2.10.101 50815 50026
2021-02-10 18:30:29 10.2.10.101 50816 31.44.184.47 50026 50816
2021-02-10 18:30:29 31.44.184.47 50026 10.2.10.101 50816 50026
2021-02-10 18:30:30 10.2.10.101 50817 31.44.184.47 50026 50817
2021-02-10 18:30:30 31.44.184.47 50026 10.2.10.101 50817 50026
2021-02-10 18:30:31 10.2.10.101 50818 31.44.184.47 50026 50818
2021-02-10 18:30:31 31.44.184.47 50026 10.2.10.101 50818 50026
2021-02-10 18:30:32 10.2.10.101 50819 31.44.184.47 50026 50819
2021-02-10 18:30:33 31.44.184.47 50026 10.2.10.101 50819 50026
2021-02-10 18:30:34 10.2.10.101 50820 31.44.184.47 50026 50820
2021-02-10 18:30:34 31.44.184.47 50026 10.2.10.101 50820 50026
2021-02-10 18:30:35 10.2.10.101 506821 31.44.184.47 50026 50821
2021-02-10 18:30:35 31.44.184.47 50026 10.2.10.101 50821 50026
2021-02-10 18:30:36 10.2.10.101 50822 31.44.184.47 50026 50822
2021-02-10 18:30:36 31.44.184.47 50026 10.2.10.101 50822 50026
2021-02-10 18:30:37 10.2.10.101 50823 31.44.184.47 50026 50823
2021-02-10 18:30:37 31.44.184.47 50026 10.2.10.101 50823 50026
2021-02-10 18:30:38 10.2.10.101 50824 31.44.184.47 50026 50824
2021-02-10 18:30:39 31.44.184.47 50026 10.2.10.101 50824 50026
2021-02-10 18:30:40 10.2.10.101 50825 31.44.184.47 50026 50825
2021-02-10 18:30:40 31.44.184.47 50026 10.2.10.101 50825 50026
2021-02-10 18:30:41 10.2.10.101 50826 31.44.184.47 50026 50826
2021-02-10 18:30:41 31.44.184.47 50026 10.2.10.101 50826 50026
2021-02-10 18:30:42 10.2.10.101 50827 31.44.184.47 50026 50827 50026 Len=72
2021-02-10 18:30:42 31.44 184 47 50026 10.2.160.101 50827 50026 50827 | en=24

< »

50026 Len=72
50815 Len=8

50026 Len=72
50816 Len=24
50026 Len=72
50817 Len=24
50026 Len=72
50818 Len=24
50026 Len=72
50819 Len=24
50026 Len=72
50820 Len=24
50026 Len=72
50821 Len=24
50026 Len=72
50822 Len=24
50026 Len=72
50823 Len=24
50026 Len=72
50824 Len=24
50026 Len=72
50825 Len=24
50026 Len=72
50826 Len=24

e L U U L L U U RS LU

Figure 35. UDP traffic caused by Send-Safe-based spambot malware.
To view Send-Safe SMTP traffic and HTTPS traffic, use the following Wireshark filter:
(tcp.port eq 50025 and tls.handshake.type eq 1) or smtp.data.fragment

Your results should look similar to Figure 36.

v Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENRE QeI wNEE o E
[l ‘(tcp.purt eq 50025 and tls.handshake.type eq 1) or smtp.data.fragment ]
Time Dst port Info
2021-02-10 18:30:38 31.44.184.47 50025 Client Hello
2021-02-10 18:30:38 31.44.184.47 50025 client Hello
2021-02-10 18:30:48 31.44.184.47 50025 Cclient Hello
2021-02-10 18:30:48 31.44.184.47 50025 Cclient Hello
2021-02-10 18:30:59 31.44.184.47 50025 Client Hello
2021-02-10 18:30:59 31.44.184.47 50025 Client Hello
2021-02-10 18:31:08 31.44.184.47 50025 Client Hello
2021-02-10 18:31:09 31.44.184.47 50025 Client Hello
2021-02-10 18:31:11 31.44.184.47 50025 client Hello
2021-02-10 18:31:11 31.44.184.47 50025 client Hello
2021-02-10 18:31:12 31.44.184.47 50025 Cclient Hello
2021-02-10 18:31:13 31.44.184.47 50025 Client Hello
2021-02-10 18:31:17 216.200.145.235 25 from: "KeyCorp Fraud Protection Team" <yc
2021-02-10 18:31:17 72.52.178.67 25 from: "KeyCorp Theft Protection Squad" <1
2021-02-10 18:31:17 172.217.195.26 25 from: "KeyBank Theft Protection Group" <e
2021-02-10 18:31:18 172.217.195.26 25 from: "KeyCorp Fraud Avoidance Team" <oto
2021-02-10 18:31:18 172.217.195.26 25 from: "KeyCorp Fraud Protection Squad" <l
2021-02-10 18:31:18 192.96.216.82 25 from: "KeyCorp Theft Prevention Team" <ry
2021-02-10 18:31:18 216.8.138.86 25 from: "KeyBank Fraud Prevention Squad" <ul
2021-02-10 18:31:18 67.192.26.184 25 from: "KeyCorp Theft Protection Crew" <tp
2021-02-10 18:31:18 216.163.188.54 25 from: "KeyBank Theft Protection Group" <e
2021-02-10 18:31:18 148.163.146.64 25 from: "KeyBank Theft Protection Team" <ta
2021-02-10 18:31:18 64.233.177.26 25 from: "KeyCorp Fraud Prevention Crew" <ze
2021-02-10 18:31:18 31.44.184.47 50025 client Hello
2021-02-10 18:31:18 217.74.103.251 25 from: "KeyCorp Theft Prevention Crew" <xo

2021-A2-1A 18:31:18 K&.31.233.172 25 from: "KevRank Theft Prafrection Groun" <h
»

Figure 36. HTTPS and spambot traffic caused by Send-Safe-based malware.
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HTTPS traffic over TCP port 50025 caused by Send-Safe has certificate issuer data that uses Send-Safe as the

organizationName and commonName, as shown below in Figure 37.

E Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap -+ x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ ENRE Aep I Ed =S

|l|tls.handshake.type eq 11 and ip.addr eq 31.44.184.47 }] 'I @

Time Src port Dst port Info =
2021-02-10 18:30:38 31.44.184.47 50025 10.2.10.101 Server Hello, Certificg
2021-02-10 18:30:39 31.44.184.47 50025 10.2.10.101 62360 Server Hello, Certifice
2M21-A2-1A 18:23A'A8 21 A4 184 A7 KAA2R 1@ 2 1A 1A1 R22792 Server Helln certific: 9

» Frame 5270: 762 bytes on wire (6096 bits), 762 bytes captured (6096 bits) C

» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP_lc:47:ae (00:08:02:1c:4
» Internet Protocol Version 4, Src: 31.44.184.47, Dst: 10.2.10.101
» Transmission Control Protocol, Src Port: 50025, Dst Port: 62359, Seq: 1, Ack: 150, Len: 708
- Transport Layer Security
» TLSv1l Record Layer: Handshake Protocol: Server Hello
~ TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 615
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 611
Certificates Length: 608
~ Certificates (608 bytes)
Certificate Length: 605
Certificate: 30820259308201c2a00302010202045077ae78300d06092a.. (id-at-commonName=Send-

- signedCertificate
version: v3 (2)
serialNumber: 1350020728
» signature (shalwithRSAEncryption)
- issuer: rdnSequence (0)
- rdnSequence: 6 items (id-at-commonName=Send-Safe,id-at-organizationalunitName=Unk

» RDNSequence item: 1 item (id-at-countryName=Unknown)
» RDNSequence item: 1 item (id-at-stateOrProvinceName=Unknown)
» RDNSequence item: 1 item (id-at-localityName=uUnknown)
» RDNSequence item: 1 item (id-at-organizationName=Send-Safe)
» RDNSequence item: 1 item (id-at-organizationalunitName=Upknown
» RDNSequence item: 1 item (id-at-commonName=Send-Safe)
vwowalidita 4

Figure 37. Send-Safe-specific certificate issuer data in HTTPS traffic caused by Send-Safe malware.

Since the SMTP traffic in this pcap is unencrypted, you can extract the emails using Wireshark. The menu path is
File --> Export Objects --> IMF as shown below in Figure 38.
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v Example-2-2021-02-10-Hancitor-infection-part-2-of-2.pcap -+ x
lilC) Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 ke ﬁl v Wireshark - Export - IMF object list -+ %
Open Recent » [ — Packet * Hostname Content Type Size Filename [~
Merge = = (7911 ychoned@constantinlupescu.com EML file 10 kB  KeyCorp Platform Ern
- 7938 Irwragg@constantinlupescu.com EML file 10 kB  KeyBank Platform Nc¢
| ImportiromitexDump:., - 7948 egeogi@constantinlupescu.com  EML file 10kB  KeyCorp System Noti
Close Ctri+w 8111 otopaeb@constantinlupescu.com EML file 10 kB  KeyBank System Not
8162 I@constantinlupescu.com EML file 10 kB  KeyCorp Platform Nc
114 8287 ryvywol@constantinlupescu.com EML file 10 kB  KeyBank System Em:
Save As... Ctri+Shift+S | P 8397 umnap@constantinlupescu.com  EML file 10kB  KeyBank System Mes
File Set v 8436 tpduxo@constantinlupescu.com  EML file 10kB  KeyBank Platform Nc¢
E O 114 8446 egeogi@constantinlupescu.com  EML file 10kB  KeyCorp System Noti
Xportapacified Packefs... " 8500 taox@constantinlupescu.com EML file 10 kB  KeyCorp Platform Er~
Export Packet Dissections ’ 1 L
Export Packet Bytes... Ctrl+Shift+X | 114 | TextFilter:
Export PDUs to File... | @Help Save All [ X Close J | ¥save
.114 I
Export TLS Session Keys...

114 4443 S
Export Objects ’ . .
Print... Ctrl+P HTTP. 4 104.160.

Quit Ctri+Q IMF.

2021-02-10 i28: 104.160.
2021-02-10 18:28:48 10.2.10. 104.160.190.114 4443

2021-02-10 18:28:48 104.160. 10.2.10.101 62075
| 2021-02-10 18:28:48 104.160.190.114 4443 10.2.10.101 62075
| 2021-02-10 18:28:48 10.2.10.101 62075 104.160.190.114 4443
| 2021-02-10 18:28:48 104.160.190.114 4443 alle). 72 ko) (el 62075
| 2021-02-10 18:28:48 10.2.10.101 62075 104.160.190.114 4443
2021-02-10 18:28:48 10.2.10.101 62075 104.160.190.114 4443

Figure 38. Exporting emails caused by the Send-Safe spambot malware.

This pcap contains 167 emails you can export. On average, several messages were pushed out each second from
this Send-Safe-infected Windows host.

Below, Figure 39 shows what one of the exported items of Hancitor spam looks like in a Thunderbird email client.

The template for this specific wave of Hancitor spam spoofed a well-known bank.
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v System Notification - Mozilla Thunderbird _——
File Edit View Go Message Tools Help

From Theft Avoidance Group <ajdaixy@constantinlupescu.com>¥¥ | 9 Reply |  Reply All |v|| ~ Forward || More v |
Subject System Notification 2/10/21, 10:31 AM
To ixd

Dear valuable Client,

‘You must immediately upgrade your account with the purpose to stop fraudulent activities. We just
spotted skeptical activity related to your bank account.

Based on our protection approach and the essence of your personal account, our
antifraud protocol regests the account owner to pass through our IP approval process.

This simple, yet crucial strategy helps us to increase security and minimize deceptive actions by
reducing the number of IPS authorized to gain access to your account.

Just download, sign, approve, and mail us back the protection document below.

https://docs.google.com/document/d/e/
2PACX-1vRMMat4kJLXnJ3N5bYV6fMeN
_NW44huKPEs7PiQNKixpn4DF_W35Ufjz
tyKaWbpMSIYCNetquTErOwl/pub

. Team

You're viewing the following notification simply because you agree to receive updates. In case you do not wish to get alerts, you
must de-activate these alerts on the personal preference profile page of your personal account.
2021 All Legal rights Are reserved.

system Notice

Figure 39. An example of a Hancitor email exported from the pcap.
Example 3: Hancitor with Ficker Stealer, Cobalt Strike and a Network Ping Tool

Open Example-3-2021-01-25-Hancitor-infection.pcap in Wireshark and use a basic web filter, as shown in

Figure 40.
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- Example-3-2021-01-25-Hancitor-infection.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ ENRE Qe I@ I 5 =0 E

[I |(http.request or tls.handshake.type eq 1) and !(ssdp) [X]

Time Dst port Host Info

| 2021-01-25 :29.. 13.88.28.53 self.events.data.micr.. Client
2021-01-25 16:29.. 168.62.57.154 443 v20.events.data.micro.. Client Hello
2021-01-25 16:29.. 204.79.197.200 443 www.bing.com Client Hello
2021-01-25 16:30.. 40.126.0.71 443 login.microsoftonline.. Client Hello
2021-01-25 16:30.. 172.217.9.14 443 docs.google.com Client Hello

2021-01-25 16:30.. 13.107.42.23 443 config.edge.skype.com Client Hello
2021-01-25 16:30.. 216.58.193.138 443 fonts.googleapis.com Client Hello
2021-01-25 16:30.. 216.58.194.65 443 1h6.googleusercontent.. Client Hello
2021-01-25 16:30.. 216.58.193.138 443 fonts.googleapis.com Client Hello
2021-01-25 16:30.. 172.217.14.163 443 fonts.gstatic.com Cclient Hello
2021-01-25 16:30.. 172.217.12.35 443 ssl.gstatic.com Client Hello
2021-01-25 16:30.. 198.38.82.169 80 www.nucala.inspia.net GET /mars.php HTTP
2021-01-25 16:30.. 198.38.82.169 80 www.nucala.inspia.net GET /mars.php HTTP
2021-01-25 16:30.. 198.38.82.169 80 www.nucala.inspia.net GET /favicon.ico H’

2021-01-25 16:30.. 151.101.2.133 443 www.docusign.com Client Hello
2021-01-25 16:30.. 72.21.91.29 80 ocsp.digicert.com GET /MFEwWTZBNMESWS
2021-01-25 16:30.. 173.223.156.159 443 cdn.optimizely.com Client Hello
2021-01-25 16:30.. 173.223.109.53 443 players.brightcove.net Client Hello
2021-01-25 16:30.. 23.2.243.88 443 @a275532918.cdn.optimi.. Client Hello

4 »

Figure 40. Traffic from the fourth pcap filtered in Wireshark using our basic web filter.
The pcap comes from an AD environment with the following characteristics:

¢ LAN segment range: 10.1.25.0/24

e Domain: permafrostie.com

e Domain controller: 10.1.25.2 - Permafrostie-DC

e LAN segment gateway: 10.1.25.1

e LAN segment broadcast address: 10.1.25.255

e [P address of the infected Windows host: 10.1.25.101

e Host name of the infected Windows host: DESKTOP-GAL30V5

» User account name on the infected Windows host: barry.paulsen

The page that delivered the initial Word document was www.nuicala.inspia[.]Jnet/mars.php. As we did in our two

previous examples, we can export the web page, open it in a browser and get the malicious Word document used

to kick off this Hancitor infection.

The SHA?256 hash and name for the extracted malicious Word document is:

8922dbb1e7f157c62fe64d03278757d78d136eb94d00ac2df101789d602f1224 0125_206410993.doc

Based on techniques from our first two examples, you can find the following information from this Hancitor

infection:
Hancitor traffic:

 port 80 - api.ipify.org - GET /
e 83.220.169[.]45 port 80 - wasintodese[.]ru - POST /8/forum.php

Followup malware for Cobalt Strike:
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e 8.209.78[.]68 port 80 - drivewaysnowservice[.]Jcom - GET /2101.bin
e 8.209.78[.]168 port 80 - drivewaysnowservice[.]Jcom - GET /2101s.bin

Followup malware for Ficker Stealer
e 8.209.78[.]168 port 80 - drivewaysnowservice[.]Jcom - GET /6gfbd5ws.exe

Cobalt Strike traffic:

23.106.80[.]14 port 1080 - 23.106.80[.]14:1080 - GET /JdHf

23.106.80[.]14 port 1080 - 23.106.80[.]14:1080 - GET /match

23.106.80[.]14 port 1080 - 23.106.80[.]14:1080 - POST /submit.php?id=2612103345
23.106.80[.]14 port 4443 - HTTPS traffic

Ficker Stealer traffic:

 port 80 - api.ipify.org - GET /?format=xml
e 185.100.65[.]29 port 80 - sweyblidian[.]Jcom - TCP traffic

Of note, Ficker Stealer is the same binary for all examples in this tutorial, so we should see the same post-
infection traffic by this malware. For Cobalt Strike, any HTTP POST request containing /submit.php?id= has an

identification number that’s unique for each infected Windows host.

If you see these HTTP POST requests with /submit.php?id= from Cobalt Strike, be alert for indicators of

additional malware.

Malware sent through Cobalt Strike appears as an encoded binary that is decoded on the victim host. Because of
this, we will not find the actual malware binary in the pcap. Instead, followup malware sent through Cobalt Strike

is identified by its post-infection traffic.

In this case, we see ICMP scanning that indicates a network ping tool was sent through Cobalt Strike. Use the

Wireshark filter icmp in the pcap, and your column display should look similar to Figure 41 below.
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~ Example-3-2021-01-25-Hancitor-infection.pcap _—
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN 4@ ENREG QEpIENEZ=E 8 =2 O E
[ihcmp B[El - @
Time Src Dst Info =

2021-01-25 16:35:42 10.
2021-01-25 16:35:42 10
2021-01-25 16:35:42 10
2021-01-25 16:35:42 10
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.
2021-01-25 16:38:20 10.

1

.25.101 10.1.25.1 Echo (ping) request 1d=0X00C
.25.1 10.1.25.101 Echo (ping) reply 1d=0x00€E
.25.101 10.1.25.2 Echo (ping) request 1d=0x00C
.25.2 10.1.25.101 Echo (ping) reply 1d=0x00€
25.101 192.168.0.0 Echo (ping) request 1d=0x07€
25.101 192.168.0.1 Echo (ping) request 1d=0x07C
.25.101 192.168.0.2 Echo (ping) request 1d=0x07C
.25.101 192.168.0.3 Echo (ping) request 1d=0x07C
.25.101 192.168.0.4 Echo (ping) request 1d=0x07€
.25.101 192.168.0.5 Echo (ping) request 1d=0x07C
.25.101 192.168.0.6 Echo (ping) request 1d=0x07C
.25.101 192.168.0.7 Echo (ping) request 1d=0x07C
.101  192.168.0.8 Echo (ping) request 1d=0x07€
.25.101 192.168.0.9 Echo (ping) request 1d=0x07C
.25.101  192.168. Echo (ping) request 1d=0x07C
25.101 192.168.0.11 Echo (ping) request 1d=0x07C
25.101 192.168.0.12 Echo (ping) request 1d=0x07€
25.101 192.168.0.13 Echo (ping) request 1d=0x07€
25.101 192.168.0.14 Echo (ping) request 1d=0x07C
.25.101 192.168.0.15 Echo (ping) request 1d=0x07€
.25.101 192.168.0.16 Echo (ping) request 1id=0x07€
.25.101 192.168.0.17 Echo (ping) request 1d=0x07€
.25.101 192.168.0.18 Echo (ping) request 1id=0x07€
.25.101  192.168.0.19 Echo (ping) request 1id=0x07€ -

RRRPRRPRRPRRRRRRRRRRRRR R R RRR
N
o

(ol oo NoNoNoNoNoNoNoloNoNoNoNoNoNoNoNoNol
[y
(o]

Figure 41. ICMP traffic from a network ping tool sent through Cobalt Strike.

As described in our recent blog about Hancitor, samples of the network ping tool recovered from infected
Windows hosts generate approximately 1.5 GB of ICMP traffic, as they ping more than 17 million IP addresses

targeting internal, non-routable IPv4 address space.
Based on our tests, these network ping tools hit the following address space:

e 192.168.0.0 through 192.168.254.254
e 172.16.0.0 through 172.31.254.254
e 10.0.0.0 through 10.254.254.254

This much ping traffic is prohibitively slow to display in Wireshark. The pcap for our third example of Hancitor
has ping traffic to 192.168.0.0/16 and some of the ping traffic hitting the 172.16.0.0/12 address space before the

recording was stopped.

Example 4: Hancitor with Ficker Stealer, Cobalt Strike and NetSupport Manager
RAT

Open Example-4-2021-02-02-Hancitor-infection.pcap in Wireshark and use a basic web filter, as shown in

Figure 42.
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¢ Example-4-2021-02-02-Hancitor-infection.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 4@ ELRE QeI @S5 E

[i |(http.request or tls.handshake.type eq 1) and !(ssdp) %]

Time Dst port  Host Info
2021-02-02 16:22:58 52.114.132.73 443 self.events.data.mi..Client Hello
2021-02-02 16:22:58 40.122.160.14 443 v20.events.data.mic..Client Hello
2021-02-02 16:23:00 204.79.197.200 443 www.bing.com Client Hello
2021-02-02 16:23:00 13.107.42.14 443 ruml4.perf.linkedin.. Client Hello
2021-02-02 16:23:00 20.140.56.70 443 fp-afd.azureedge.us Client Hello
2021-02-02 16:23:00 13.107.253.254 443 t-ring.msedge.net Client Hello
2021-02-02 16:23:00 13.107.246.13 443 fp-afd.azureedge.net Client Hello
2021-02-02 16:23:00 13.107.4.254 443 c-ring.msedge.net Client Hello
2021-02-02 16:23:00 131.253.33.254 443 a-ring-fallback.mse..Client Hello
2021-02-02 16:23:10 40.126.0.68 443 login.live.com Client Hello
2021-02-02 16:23:11 104.214.58.194 443 checkappexec.micros.. Client Hello
2021-02-02 16:23:12 104.214.58.194 443 smartscreen-prod.mi..Client Hello
2021-02-02 16:23:21 52.114.128.10 443 vl0.events.data.mic..Client Hello
2021-02-02 16:23:23 52.114.128.10 443 v20.events.data.mic..Client Hello
2021-02-02 16:23:25 40.126.0.74 443 login.microsoftonli.. Client Hello
2021-02-02 16:23:27 13.107.42.23 443 config.edge.skype.c.. Client Hello
2021-02-02 16:23:27 216.58.194.78 443 docs.google.com Client Hello
2021-02-02 16:23:27 216.58.194.78 443 docs.google.com client Hello
2021-02-02 16:23:28 172.217.12.65 443 1lh4.googleuserconte..Client Hello
2021-02-02 16:23:29 172.217.9.3 443 ssl.gstatic.com Cclient Hello
2021-02-02 16:23:31 77.72.4.98 80 premierpt.co.uk GET /footage.php |
2021-02-02 16:23:32 77.72.4.98 80 premierpt.co.uk GET /footage.php |
2021-02-02 16:23:41 77.72.4.98 80 premierpt.co.uk GET /favicon.ico
2021-02-02 16:23:41 151.101.2.133 443 www.docusign.com Client Hello

Figure 42. Traffic from the fifth pcap filtered in Wireshark using our basic web filter.

The pcap comes from an AD environment with the following characteristics:

e LAN segment range: 10.2.2.0/24
e Domain: sillybobcat.com
e Domain controller: 10.2.2.2 - Cats-DC
¢ LAN segment gateway: 10.2.2.1
e LAN segment broadcast address: 10.2.2.255
[P address of the infected Windows host: 10.2.2.101

e Host name of the infected Windows host: DESKTOP-NDGEE4D

e User account name on the infected Windows host: baxter.murdoch

The page that delivered the initial Word document was premierpt.co[.Juk/footage.php. As we did for our previous

examples, we can export the web page, open it in a browser and get the malicious Word document used to kick off

this Hancitor infection.

The SHA256 hash and name for the extracted malicious Word document is:

b60431e0fe5bf2b5c7cd5e01add62d24cd6ad2c99eb6a23tb5a2967d812cbf08 0202_10846666250132.doc

Based on techniques from our previous examples, you can find the following information from this Hancitor

infection:

Hancitor traffic:

e port 80 - api.ipify.org - GET /
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e 45.9.191[.]107 port 80 - knorshand[.]Jru - POST /8/forum.php
Followup malware for Cobalt Strike:

e 8.209.78[.]68 port 80 - bobcatofredding[.]Jcom - GET /0102.bin
e 8.209.78[.]68 port 80 - bobcatofredding[.Jcom - GET /0102s.bin

Followup malware for Ficker Stealer
e 8.209.78[.]68 port 80 - bobcatofredding[.]Jcom - GET /6lavfdk.exe

Cobalt Strike traffic:

192.254.79[.]71 port 8080 - 23.106.80[.]14:1080 - GET /EbHm

192.254.79[.]171 port 8080 - 23.106.80[.]14:1080 - GET /ptj

192.254.79[.171 port 8080 - 23.106.80[.]14:1080 - POST /submit.php?id=242569267
192.254.79[.]171 port 443 - HTTPS traffic

Ficker Stealer traffic:

 port 80 - api.ipify.org - GET /?format=xml
e 185.100.65[.]29 port 80 - sweyblidian[.]Jcom - TCP traffic

As we discussed in our previous example, if you see HTTP POST requests with /submit.php?id= from Cobalt
Strike, be alert for indicators of additional malware. Also like our previous example, we cannot find the malware

binary in the pcap, so we must identify followup malware by its post-infection traffic.
In this case, we find indicators for NetSupport Manager RAT malware.

This RAT first does an IP address check to the domain geo.netsupportsoftware[.]Jcom . Then it generates traffic

with NetSupport Manager as part of the User-Agent string in its HTTP request headers.
Search for this traffic by using the following Wireshark display filter:
http.user_agent contains "NetSupport Manager" or http.host contains netsupport

The results should look similar to Figure 43 below:

~ Example-4-2021-02-02-Hancitor-infection.pcap -+ x|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmJ@ BERE QAQEpI@ S| E B E 0 E

‘i ‘http.user_agent contains "NetSupport Manager" or http.host contains netsupport = '1 -

Time Dst port Host Info
2021-02-02 16:34.. 62.172.138.35 80 geo.netsupportsoftware.com GET /location/loca.asp HTTP/1.1
2021-02-02 16:34.. 46.17.106.230 3543 46.17.106.230 POST http://46.17.106.230/fakeurl.htm H
2021-02-02 16:34.. 46.17.106.230 3543 46.17.106.230 POST http://46.17.106.230/fakeurl.htm H
2021-02-02 16:34.. 46.17.106.230 3543 46.17.106.230 POST http://46.17.106.230/fakeurl.htm H
2021-02-02 16:34.. 46.17.106.230 3543 46.17.106.230 POST http://46.17.106.230/fakeurl.htm H
2021-02-02 16:35.. 46.17.106.230 3543 46.17.106.230 POST http://46.17.106.230/fakeurl.htm H’

Figure 43. Traffic generated by NetSupport Manager RAT.

Traffic seen above in Figure 43 is:
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e 62.172.138[.]135 port 80 - geo.netsupportsoftware[.]Jcom - GET /location/loca.asp
e 46.17.106[.]230 port 3543 - 46.17.106[.]230 - POST hxxp://46.17.106[.]230/fakeur]l.htm

Follow the TCP stream for any of the HTTP POST requests to see what NetSupport Manager C2 traffic looks like.

The results should look similar to Figure 44 below.

v Wireshark - Follow TCP Stream (tcp.stream eq 286) - Example-4-2021-02-02-Hancitor-infection.pcap - + x

POST http://46.17.106.230/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-www-form-urlencoded
content-Length: 22

Host: 46.17.106.230

Connection: Keep-Alive

CMD=POLL

INFO=1

ACK=1

HTTP/1.1 200 OK

Server: NetSupport Gateway/1.7 (wWindows NT)
Ccontent-Type: application/x-www-form-urlencoded
Ccontent-Length: 61

connection: Keep-Alive

CMD=ENCD

ES=1

DATA=.g+$.{.. \....W.=M..;.p...W}..0..........
POST http://46.17.106.230/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-www-form-urlencoded
Content-Length: 240

Host: 46.17.106.230

Connection: Keep-Alive

CMD=ENCD

ES=1

DATA=uU.2h.r..4.]..%y-..... =I...D3.W..i.72....=@....F.f....&t.[..
6ra..L......... @..B..... SB...9=M5T.m.<..z.v..$<..'...a....MQ..Y...... Z.
8up."..|..d..0oA*.R.!...e.M....... [.../~....v..P=n.k....}.M..... u.m..%...

5

HTTP/1.1 200 OK

Server: NetrSinnort Garewav/1 7 (Windows NT) b
900 client pkts, 253 server pkts, 492 turns.

1 Entire conversation (806 kB) - Show and save data as ‘ASCH .4 Stream ‘286 =
fnc| [Fnanex]
i @Help i ‘ Filter Out This Stream ‘ Print Save as... Back ‘ ‘ % Close

Figure 44. TCP stream of NetSupport Manager RAT C2 traffic.

Of note, this tutorial only contains two examples of followup traffic from Cobalt Strike after a Hancitor infection.
Cobalt Strike can be used to send other types of malware, not just a network ping tool or NetSupport Manager
RAT.

So if you examine activity from a Hancitor infection with Cobalt Strike, we recommend you search for indicators

from any other type of malware.

Source: https://unit42.paloaltonetworks.com/wireshark-tutorial-hancitor-followup-malware/
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