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3 Tool: Daserf

Daserf
Names Muirim
Nioupale
Category Malware
Type Backdoor
o (LAC) Daserf is a type of malware that features a backdoor which is also known as a
Description
'Nioupale.'
<https://www.lac.co.jp/english/report/pdf/cgview vol2 en.pdf>
<http://blog.trendmicro.com/trendlabs-security-intelligence/redbaldknight-bronze-
) butler-daserf-backdoor-now-using-steganography/>
Information

<https://www.secureworks.com/research/bronze-butler-targets-japanese-businesses>

<https://researchcenter.paloaltonetworks.com/2017/07/unit42-tick-group-continues-

attacks/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0187/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.daserf>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:daserf>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Daserf

Changed Name Country Observed
APT groups
*
Bronze Butler, Tick, RedBaldNight, Stalker Panda - 2006-Apr 2021

1 group listed (1 APT, 0 other, 0 unknown)
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