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Introduction

Threat analysts investigating malicious infrastructure are likely to encounter “open directories” during their
investigations. These directories, commonly referred to as “opendirs” are openly accessible servers where threat

actors host malicious files related to their operations.

An open directory is a simple concept that many will be familiar with. Despite this, there is little public

documentation regarding their discovery and how to identify and track new open directory infrastructure.

This blog will cover the basics of an open directory, how you can discover them during hunting, and how to

further your investigations into open directory infrastructure.

What Is An Open Directory?

An open directory is simply a server where a directory has been left “open” and is publicly accessible by browsing

to the IP or domain of the site.

From the threat actors’ perspective, this directory enables malicious files to be easily accessible and delivered
when and where they are needed. This is often second stage files for malware, or tooling used in hands-on

operations.

There are legitimate use cases as well, where a legitimate service needs to make a file publicly and easily

accessible, but for today, we will focus on malicious use cases and how to separate them from genuine examples.

Below (shared by RussianPanda9XX on X/Twitter) is one malicious example where an open directory is hosting

malicious files. This example shows an Apache-based open directory when viewed directly in a browser.

Page 1 of 25


https://x.com/RussianPanda9xx

https://censys.com /a-beginners-guide-to-hunting-open-directories/

Indesx of Jelag X +
< &) O & 109.206.240.67/dog/

Index of /xlog
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Apache2.4.29 (Ubunty) Server af [09.200,240.07 Port 80

Another example is an open directory used by ValleyRat and reported by Zscaler.

The open directory is utilising the HES (HTTP File Server) software.
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The appearance differs between software, but the functionality remains the same. Here is another example of
slight differences between Apache and Python. These differences are covered in more detail in the “Dorking The

Internet” Report by Censys.

Different Web Servers Render Slightly Different Outputs

Index of /
Directory listing for /

Namew Lasd medifeed  Sure Densraploen L
;\':_‘" o 1GB dat
.ﬁ_‘.'u-.al - m
[ sookb.dn » 50kb dat
] bk mdex ba » bak mdex himl
Cacasn = gachy
f‘lj wdin ngunn-Srbuan him » index sgnx-debaan hiel
?_j.u._..--..;te.- : -;i::j-__‘nl.ku
;I'"' » things and snaff
‘ﬁlll_'.nt_'..'-\.l_:!

Python-based directory listing
Apache-based directory listing (note: no last-modification
(file sizes are prettified) timestamp)

So How Can You Find an Open Directory?

Open directories can be discovered in the community edition of Censys by searching for the open-dir label.
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Censys automatically scans the internet for open directories and applies the open-dir label, regardless of the
software used. This means that Apache, Python, HFS and others will all be included and do not need to be

searched individually.

This label will include all open directories, including both malicious and legitimate results. The label alone can

return hundreds of thousands of results.

We see this below with a plain search for labels:open-dir, which returns 450,153 current open directories.

& labels:open-dir X S > LREQ|IISIEI‘
ogIn

i= Results Ll Report & Docs & Subscriptions

Hosts
Results; 450,153 Time: 0.49s

(- 13.38.8.169
AMAZON-02 (16509) Tle-de-France, France
_.open-dir J

8080/HTTP

As shown, the search for labels:open-dir will return all results regardless of whether they are malicious or

legitimate.

The remainder of this blog will demonstrate how to combine this query with additional parameters to identify only

malicious results.

Section 1: Static File Names For Open Directory Hunting

The most simplistic method to identify malicious directories is to leverage file names from previous incidents.

Let’s consider 81.71.147[.]158, which was shared by @morimolymoly2 on Twitter/X. This IP contains an open

directory with a large number of suspicious files.

If we search for the IP on Censys, we will end up at the host page where the following information is available on

port 80.
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http://81.71.147.158/
Status 200 OK
Body Hash shal:1l6fbd9acSbalaaf72e276f@5F43bba3db52febf2

HTML Title Index of /

# Index of [

A[ICON] ] (ficons/blank.gif)| [Name]{?C=N;0=0)| [Last modified](?C=M3;0=A)|
[5ize](?C=5;0-A)| [Description]{?C-D;0=A)
e e e B

* = ow

IV A ]CFdeens/binary.gif) | [82.exe](@82.exe) | 2024-84-19 14:59 | 3.1M|
I[N M]D(Ficons/unknown.gif)| [1.php](1.php) | 2023-12-25 17:47 | 16 |
I[N AN]1(Adeonsfunknown.gif)| [1.rtfF]{1.rtF) | 2024-85-86 @9:46 | 128 |
IN[TETS] ] A icons/text gif) | [1.txe](1.txt) | 2024 8287 11:55 | 56 |
AT W10 iconsfunknown . gif) | [FrrorBaseFxec.jar](FrrorBaseFxec.jar) |
2016-02-27 14:548 | 1.5K|
I[N A]1(Aiconsfunknown. gif)] [a.d11](a.d11) | 2P1e-8r-31 21:46 | S64k|

I[N M11(Aicons/binary.gif) || [a.exe]{a.exe) | 20p4-05-07 09:47 | 28K|

IV W]11(Ficons/unbean.gif)] [a.hta]({a.hta) | 2923-12-1% 15:11 | s3@ |
ITNTIMGN T iconad®nage2. gif) || [a.jpgl{a. jpg) | 20p4-02-82 10:51 | 186K|
\sftext.gif)| [a.IXC](a.txt) | 20243-12-2@8 15:35 | 1.2K|
wcons/binary.gif)| [calc.exe](calc.exe) | 2019-12-@7 17:09 | 27K|
feons/binary.gif)| [emd.exe]{cad.exe) | 2024-84-26 11:83 | 3,1M|
ficons/unknown . gif) |

— - .mirn‘o..mction](gctca.%zazd B4 29 11:35 | 25 |
I[WL W]1(Ficons/unknown . gif)| [yaml-payload. jar]|yaml-payload. jar) |

2624-93-22 10:26 | 2.2k]| '
AL S]]l icons/ e assed git) | [yinyue.zip]{yinyue.zip) | 20924-95-23 16:59

—ons/compressed . gif)| [vinyue2.zip](yinyuwe2.zip) | 2824-85-08
4]

The open directory on 81.71.147[.]158 contains multiple files that are unique enough to be used as pivot points.

Which are values that are unique enough to be used in a query.
There are two primary patterns which stand out.

+ A.dll, a.exe, a.hta, a.jpg — Suspicious files with short and single character file names.
¢ Yaml-payload.jar — Suspicious file containing “payload” in the file name. Likely related to a Java

Deserialization exploit.

We can combine these file names with the labels:open-dir query to identify open directory infrastructure hosting

files with the same names.

Pivoting on Static File Names

File names like a.exe can be combined with the labels:open-dir parameter to identify open directories hosting
files with the same name (although not necessarily the same file contents). Censys stores open directory content in

the services.http.response.body field, so this is where we can place a file name in combination with labels:open-
dir

Hence, we can search for open directories containing a.exe by searching for labels:open-dir and

services.http.response.body:a.exe. This simple search returns 9 similar servers.
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ists v e 3 labels:open-dir and services.http.response.body:a.exe x b

Hosts
Results: 9 Time: 0.07s

< 159.223.130.216
Ubuntu Linux DIGITALOCEAN-ASN (14061) New Jersey, United States

remote-access | | open-dir

1 Matched Service
AA3/HTTP
2 Other Services
22/55H BO/HTTP

As shown above, the search reveals 9 open directories containing a.exe.

The first result from the search is 159.223.130[.]216. Browsing to the associated host page shows an open
directory hosting a.exe, as well as other files with similar single-character naming schemes. In addition to a.exe,

we now have b.exe, c.exe and curl.exe.

Curl is a “legitimate” tool used to download files, so curl.exe is unlikely to be malware, but instead a supporting

tool used to “install” curl during operations where the curl tool was not present.

Details

http:/#/159.223.130.216:443/
Status 200 OK

Body Hash shal:fa7ce2945f6f83114c2b88F7fe8F25138bF77c37

HTML Title Directory listing for /

Response Body

# Directory listing for /

£ ® ¥

* [a.exe](a.exe)
* [b.exe](b.exe)
* [c.exe](c.exe)
* [curl.exe](curl.exe)

e w

To confirm the nature of these files, we can download them (using a sandbox or separate analysis machine) by
browsing to the site directly and then performing manual analysis or submitting them to a sandbox. This is not

always recommend for opsec reasons, but this is a topic for another discussion.

In cases where the infrastructure is not sensitive, the files can be scanned by inputting the URL directly into
VirusTotal. In this case, we can input <IP>/b.exe and see that it has 34 detections and contains a Sliver C2

Implant.
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Note that this kind of scanning will often alert the actor that their servers are being investigated. You should take

this into consideration when investigating infrastructure.

4 /74 security vendors and no sandbo

flaf3072dce3dde62fda28bTfcbacdel55a0d06e3494b8ceal 99f53d2d20d0f0
b.exe

64bits

DETECTION DETAILS COMMUNITY

The b.exe file has 34 detections, but the open directory hosting it has 0.

This means that we’ve likely found some “new” infrastructure, using only a simple file name for our analysis.

1 detected file communicating with this IP address

159.223.130.216

AS 14061 (DIGITALOCEAN-ASN)

us

We can continue investigating the search results for more instances of a.exe.

Another result from our prior search is 121.43.135[.]166, which contains a.exe and numerous other suspicious

files.
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¥ 121.43.135.166 - [
* &
Zezlsle/6 1:33 3382 r]'.'l'l ;'l"u':]f'.'.'.l'.'..r!rﬁ':
2821,/9/8 18:58 2867152 [a.exe](fa.exa)
2022/ TF26 11:13 17537046 [apk.rar){/apk.rar
2822,/7/27 11:47 22925352 [app.apk]{ app.apk
2821/7/38 12:56 974848 [b.exe]{/b.axa)
2021/9715 19:81 4523528 [c.exe]{fc.exa)
2822/4/1 15:84 2850048 [d - gl (2 cexe ] { /dR2e-R2eRES KBS RAFREGRSCACK2S
(24} .exe)
2822/73/31 3:33 2849536 [d |'|||7' exe ] /dX20-KIOKESKEINAFXECKICKAL . axe)
2822/8/16 11:33 2851872 [d.exe](/d.exe)
2021/5727 22:37 43548 [script.js]{/script.js
2822/12/14 18: 38 316 [web.config](/web._config)
* & &

The same patterns of file naming can be seen across other servers returned by the search, which all contain a.exe

in combination with other suspicious files.
Pivoting on An Exploit File Name

The initial IP contained another suspicious file named yaml-payload.jar. Googling this file suggests that it is

related to a Yaml Deserialization exploit.

Repeating the process from before, we can identify similar servers by searching for labels:open-dir and

services.http.response.body:”yaml-payload.jar”

Q, Hosts ~ -+ ] labels:open-dir and services http responsa body-yaml-payload jar x

Hosts

Aesubts; B Time: 0L42=

& 103.176.145.162
Linus DIGILIFE-AS-M Digilife Vietnam Digital Services Company Limited (140770) Hanaoi, Vietnam

phishing || database || opsn-dir || bootstrap || jquery | login-page || emole-access
1 Matched Service
ETH
6 Other Services
22/55H 123/NTF 443/HTTP 3307/MYSD 3333/HMTTF
a 002 HTTR
ba

The simple search returns 8 open directories hosting files with the same name.

One of the results contains yaml-payload.jar and a reference to artifact_x86.exe, which is a common file name
for Cobalt Strike.

This means that our simple pivot on yaml-paylead.jar has likely led to the server of an actor leveraging Cobalt
Strike.
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http:/f175.178.124.71:8888/
Status 200 OK
Body Hash shal:ced178cb333fdcdddddbficafe7daffeaceb7Ted

HTML Title Directory listing for /

Response Body m

# DMirectory listing for /

[-bash_history](.bash_history)
[.bash_logowt] (. bash_logout)

* [.bashrc](.pashre)

* [.cmcha/]{.cache)

ile](.profile)
* [.pydistutils. cfg)(.pydistutils.cfg)
* [.ssh/](.sxhf)
[.sudo_as_admin_successful |(.sudo_as_admin_successful )
* [ARL-plus-docker-2.7.1/](ARL-plus-docker-2.7.1/
* [ARL-plus-docker-2 7.1 zipl{ARL -plus-docker-2.7.1.zip})

“| [artifact_x86.exe](srtifact_s8s.sxe

v latTacky J[atTacky )
*| [yaml-payload. jar | yanl-payload. jar
* Tyanl-payloadlld. jar || yael-paylocadidd. jar)

The artifact_x86.exe name is unique enough to be utilised as another pivot point. An analyst could perform

additional pivoting on the artifact_x86.exe name.

This would be as simple as repeating the previous searches with different filenames in the

services.http.response.body field.
Summary — Static File Names For Open Directory Hunting

Static file names serve as a simple and highly effective means to discover new malicious open directories.

By using public reporting (Social Media, Intel Repos, Internal Incidents), you can easily identify simple file

names that can lead to new infrastructure.

To achieve all of this, simply search for labels:open-dir and then add your suspicious file name into the

services.http.response.body field.

Section 2: Autonomous Systems and Hosting Providers
Open directory hunting can be heavily assisted by combining hosting providers with the labels:open-dir query.
This can be especially effective when an actor uses a unique or uncommon hosting provider.

Consider the IP 77.105.160.30 (initially shared by @karol paciorek). This server has an open directory and is
hosted on EVILEMPIRE with an Autonomous System Number of 216309.
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Hosts
Results: 1 Time: 0.05s

e 77.105.160.30
Ubuntu Linux EVILEMPIRE-AS|(216309)| ¢ Vienna, Austria
f_'_'upen-dir'_\_ ; remote-access-:n

22/55H 8O/HTTP

Since this is an uncommon provider, we can discover more open directories by combining the associated ASN

number with labels:open-dir.

The usage of EVILEMPIRE is unique enough that there are only 8 open directories hosted there.

Q, Hosts & labels:open-dir and autonomous_system.asn:216309 ® 7 S

Ll Report &

Hosts
Resultz: &8 Time: 0.10s

L 77.105.132.5

Ubuntu Linux EVILEMPIRE-AS (216309) Uusimaa, Finland
[ open-dir ) | remote-access |
22/55H BO/MHTTP

J 77.105.135.22

Ubuntu Linusx EVILEMPIRE-AS (216309) Morth Holland, Metherlands
3 rem Dte-ac::ess-f'l { open-dir
22/35H BO/MHTTR

One of those results is 77.105.132[.]27, which matches our search criteria and has already been marked as a

known C2.

L 77.105.132.27
EVILEMPIRE-AS (216300)| 9 Uusimaa, Finland

| _open-di rI _remote-access | c2) ::_network- admin Is‘tratlon_'__! "_react_"' { login-page
80/HTTP 1080/S0OCKS 3389/RDP 80B1/HTTP 50500/UNKNOWN

By browsing to the host page and looking at the directory contents, it appears to be hosting both Vidar and Lumma

malware.
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censys aws- ,

Status ZUL UK
Timezo
Body Hash shal:3f854afbdddec?4bedddicefScfialadelalesfe

HTML Title Index of /

Response Body m

# Index of /

V[W[ICON]]{ficons/blank.git}| [Mame](?C-N;C-D)| [Last moditied]{?C-M;0-A)|
|5ize]{?C=5;0=A)| [Description]{?C=D;0=A)
[ e e

* + &

sl M I(Ficons/binary.git)]| |Lummadse?  exe|{lummadta?.exe) || 20824-07-86

19:43 | 512K|
IISE ADCF feonsfbinary, gif)] [vidar@ce?, exe]{vidareca?.exe) || 2624-07-66
19:39 | 417K|

= ¥ &

Apaches2.4.58 (Wingd) OpenSSLy/3.1.3 PHR/BE.8.38 Server al 77.105.132.27 Porl 28

Summary — Autonomous Systems and Hosting Providers
Combining open directory hunts with unusual hosting providers can quickly lead to new results.

This works best when the provider is uncommon or well known for hosting malicious actors. So be careful when
applying this technique to a large provider such as Amazon or CloudFlare. Large providers such as these can be
associated with tens of thousands of results, which can be difficult to parse and extremely prone to false positives

without additional filtering.

Consider that CloudFlare was linked to 38,614 open directories in 2023 alone. With Amazon being linked to a

considerable 21,805. More statistics are covered in detail in “Dorking The Internet”.

Top 20 Aulonomous Syslems by Hosl wilh open direclonies

aovoruvener
auzon2

g o I

".g KIXS-AS-KR Korea Telecom [

€ veawceawasy [N
3,5— HETZNER-AS
LIQUIDWER
AMAZON-ALS
NAMECHEAP-NET

v 5000 10000 15000 A000 000 2000 =000 40000

Hosls

Section 3: File Name Patterns and Regular Expressions

In the first section, we used static file names to pivot to additional open directories. However there is a much

better way to do this with the addition of regular expressions.
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Consider the search for “files named a.exe” vs. the search for “ANY single character .exe.” The second option is

more generic (in a good way) and allows for more effective searching.

We can abstract the a.exe file name using regular expressions to instead search for any single-character
executable. For more effective searching, we can even expand this to any single-character filename with the

extensions exe, hta or rtf.

Consider the following file names from one of our previous searches.

IIN[  \]](/icons/binary.gif)| [@2.exe](@2.exe) | 2024-84-19 14:59 | 3.1M|
IIN[  \11(/icons/unknown.gif)| [1.php](1.php) | 2023-12-25 17:47 | 16 |
IIN[  \11(/icons/unknown.gif)| [1.rtf](1.rtf) | 2824-85-06 ©9:46 | 120 |
I[N[TXT\]](/icons/text.gif)| [1.txt](1.txt) | 2024-e4-07 11:55 | 56 |
I\ \11(/icons/unknown.gif)| [ErrorBaseExec.jar](ErrorBaseExec.jar) |
2016-82-27 14:54 | 1.5K|
IIN[  \]1(/icons/unknown.gif)| [a.d11](a.dll) | 2@16-87-31 21:46 | 464K|

IINT  \]1(/icons/binary.gif)| [a.exe](a.exe) | 2024-05-07 09:47 | 28K|

IINIT  \1]1(/icons/unknown.gif)| [a.hta](a.hta) | 2033-12-19 15:11 | 838 |
I[\[IMG\]](/icons/image2.gif)| [a.jpgl(a.jpg) | 2024-02-02 10:51 | 1@6K]|
IIN[TXT\]](/icons/text.gif)| [a.txt](a.txt) | 2023-12-20 15:35 | 1.2K|

IIN[  \]1(/icons/binary.gif)| [calc.exe](calc.exe) || 2019-12-07 17:09 | 27K|
IIN[  \11(/icons/binary.gif)| [cmd.exe](cmd.exe) | |2024-04-26 11:83 | 3.1M|
TI\[ \]](/icons/unknown.gif) |

The open directory contains 9 files with only a single character before the extension (a.dll, 1.rtf, a.hta etc).

Rather than searching for these names individually, let’s create a regular expression that searches for single-

character file names with any of the exe, rtf or hta extensions.

We can create a simple prototype using CyberChef, and then add it to the services.http.response.body field.

Recipe 2% a | i Input
l . o Iﬁl || a.exe
Regular expression 2. hta
Built in regexes a.ref
User defined
= 17 = 3
Reges
\wh. (exe|hta|rtf) Output
£ a.exe
a.hta
Case insensitive A and § match at newlines ARk

D Dot matches al D Unicode support D Astral support

Crulpul formal

[ pisplay total Highlight matches

Note that we’ll now need to utilise the raw HTML content and not the HTML rendering from previous screenshots,
so we’ll be adding .*” to both sides of our regular expressions. This accounts for the HTML syntax (shown below)

and specifies that we only want files named a.exe, not those containing a.exe.

Below we can see the quotes “ before and after file names, which we should account for in our regular expression.
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services.http.response.body <IDOCTYPE HTML PUBLIC "-//W “

3C//DTD HTML 4.01//EN" "htt
p://www.w3.org/TR/html4/stric
t.dtd">\n<html>\n<head>\n<met
a http-equiv="Content-Type" con
tent="text/html; charset=utf-8">
\n<title>Directory listing for /</ti
tle=\n</head=\n<body=\n<h1=Di
rectory listing for /</h1>\n<hr>
\n<ul>\n<li><a hre m a.ex
e</a></li>\n<li><a href3"b.exe"p
b.exe</a></li=\n<li=<a href="c.e
xe">c.exe</a></li>\n<li><a href
="curl.exe">curl.exe</a></li=\n</
ul>\n<hr=\n</body=\n</html>\n

Taking the raw HTML into account, we can search for single-character filenames with the following query.
labels:open-dir and services.http.response.body:/.*”w.(exe|hta|rtf)”.*/

For those unfamiliar with regular expressions, here is a visualization courtesy of regexper.com

group=l
i ]
: "exe” :
S ' i [—
1
any character " —word — . — “hta" e
H I | H
(]
i o |
1

Executing this new search returns 57 results for open directories with single character file names.
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- . - I o

labels:open-dir and services.http.response.body:/.*\"\w\.(exelhta|rtf)\".*/

Hosts
Results: 57 Time: 3.12s

< 121.36.98.41 (ecs-121-36-98-41.compute.hwclouds-dns.com)
HWCSNET Huawei Cloud Service data center (55990) Beijing, China
. open-dir.\_‘:
1 Matched Service
8443/HTTP
2 Other Services
80/HTTP AA3/HTTP

One of these results is 20.98.129[.]89, which contains a single character e.hta file (matching our regular

expression) as well as a very suspicious payload.exe.

HTTP BD)KTCP 06/19/2024 06:55 UTC

"OPEN DIR )

Software VIEW ALL DATA 30

IEW Python Software Foundation SimpleHTTP 0.6 (4

Details
http://20.98.129.89/

Status

200 OK

Body Hash
shal:4cd837728b2fc29a82563F6bb596b4382F5abldd
HTML Title

Directory listing for /

Response Body

# Directory listing for /

* k%

= [e.htal(e.hta}
= [payload.exe]ipayload.exs)

ok o=
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Another search result is 1.92.96[.]135, where our regular expression has matched on single-character file names

like f.exe, m.exe, m.hta, p.hta.

In addition to the matching names, we now have an open directory referencing cs4.9, which is likely a reference to

Cobalt Strike Version 4.9. The cs4.9 string would be great to use for additional pivots.

SO - -

* [a.txt](a.txt)

* [b.exe](b.exe)

* [calc.msi](calc.msi)

* [es/](cs/)

“[ [es4.9/1(csa.9/)

* [dns.exe](dns._exe)

* [evil.png]l(evil.png)

* [ewill.hta](evill.hta)

*|[f.exe](f.exe)

‘.[fastjsnn_rec_explait-masterf][fastjson_rec_explnit-masterf)

* [fr.exe]{fr.exe)

* [frpc.ini](frpc.ind)

* [3337.exe] (3337 exe)

* |[m.exe](m.exe)
‘[m.hta](m.hta}

* [main.exe](main.exe)

* [main2.exe](main2.exe)

* [myps.exe](myps.exe)

* [myps2. exe](myps2.exe)

* [ne.msi]{ne.msi)

* [ne2.png](nel.png)

* [net2eps2.exe](net2eps2.exe)

“ [net3.exe](net3. exe)

* [netspy.exe](netspy.exe)

'|[p.hta](p.hta}

* [pp.hta]{pp.hta)

* [range.py](range.py)

* [SqlmapXPlus-main/](SqlmapXPlus-main/)

Another search result is 38.206.173[.]58, which appears to be hosting ransomware due to the presence of
unlocker.exe and READ_TO_DECRYPT.html.

There are numerous opportunities here for files that could be used to pivot to additional servers.

T LPUCWS. XKML | | POCWS . XM4 )
* [pocw9.xml](pocwd.xml)

* [prepare.zip](prepare.zip)

* [r/1(r/)

* [r.exe](r.exe)

* [[READ_TO_DECRYPT.htm1] (READ_TO_DECRYPT.html)
* [rivalz.exe](rivalz.exe)

* [simple.tar.gz](simple.tar.gz)

* [titan.exe](titan.exe)

* [titan_win_v©.@.7.exe](titan_win_ve.0.7.exe)
* [titan_windows.tar.gz](titan_windows.tar.gz)
¢ [unlocker.exe]{unlccker.exeﬂ

* [user.zip](user.zip)

* [ZE15.tar.gz](ZE15.tar.gz)
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Summary — File Name Patterns and Regular Expressions

File Name Patterns in the form of regular expressions can be far more effective than static name searching. If you
notice multiple file names with different but “similar” values, try using a regular expression to group them

together.

Advanced queries utilising regular expressions will often lead to additional malicious servers.

Section 4: Combining File Extensions

File extensions can be another simple and effective way to identify suspicious open directories.

For example, the combination of an .exe and .hta file in the same open directory is rare and unlikely to occur in a
legitimate directory. So we can use this idea to identify malicious servers. The same concept can be applied to a

.hta and .ps1 sharing the same directory.

Consider one of our previous results, which contains a mixture of .hta, .png, .exe, .msi and .txt. We can use this

combination (or a subset) to identify additional infrastructure.

& & 1.92.96.35 X 2 > e

* [a.txt](a.txt)

* [b.exe](b.exe)
[calc.msi](calc.msi)

* [es/]1(es/)

* [cs4.9/](csd.9/)
[dns.exe]{dns.exe)

* [evil.pngl(evil.png)

* [evill.hta](evill.hta)
* [f.exe](f.exe)

* [fastjson_rec_expleit-master/](fastjson_rec_exploit-master/)
* [fr.exe](fr.exe)

+ [frpc.ini](frpc.ini)

* [333].exel(jiji.exe)

* [m.exe](m.exe)

* [m.htal(m.hta)

* [main.exe]{main.exe)

We can build an query that searches for all open directories containing both a .hta and .exe extension.

labels:open-dir and same_service(services.http.response.body:*.hta* and

services.http.response.body:*.exe*) and not services.http.response.body:*htaccess*
A few quick notes on that query:

e Same_service — This tells the search only to include results where the files were observed on the same port.
We don’t want a server with .hta on port 443 and .exe separately on port 80.
e Not .htaccess — This is a legitimate file which matches on our wildcard search for .hta, we want to exclude

this from our results without resorting to regular expressions.
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Running that query returns 9 results, one of these is an open directory on 20.163.176][.]155.

This directory matches our search for both a .hta and .exe file on the same service.

http://20.163.176.155:443/

Status
200 OK
Body Hash
shal:8foffagef9712ed5a603072bb2f90aefcd7fc78f
HTML Title
Directory listing for /
Response Body
EXPAND

# Directory listing for /

* kX

* [ps-updater.exe](ps-updater.exe)
* [update.hta](update.hta)

* [update.psl](update.psl)

* [update.psl~](update.psl~)

* [update2.hta](update2.hta)

* ok ok

This open directory on 20.163.176[.]155 contains multiple “update” files that are marked as downloaders by

VirusTotal. So we’ve encountered another server containing malicious files.

The open directory also contains a new pattern of ps1 and exe files, so we can adjust our query to search for this

and identify further suspicious results.
This query will search for open directories containing both a powershell script and executable file.

labels:open-dir and same_service(services.http.response.body:*.ps1* and

services.http.response.body:*.exe*)
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labels:open-dir and same_service(services.http.response.body:*.ps1*
and services.http.response.body:* exe*)

Hosts
Results: 84 Time: 0.21s

(J 183.150.71.22
Microsoft CHINANET-BACKBONE No.31,Jin-rong Street (4134)
China
:_:open-dir':l
1 Matched Service
888/HTTP
2 Other Services
5244/HTTP 9000/HTTP

-

Zhejiang,

The search returns 84 results for open directories containing powershell scripts and executables.

One of these results is 96.255.173[.]42, which contains both .exe and ps1, as well as a collection of other

suspicious files likely related to the PowerSploit Toolkit.
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& £ 96.255.173.42 x »

# Directory listing for /

* [51247.py](51247.py)

* [agent.exe](agent.exe)

* [AzureAdmins/](AzureAdmins/)

* [BloodHound-1inux-x64/](BloodHound-1inux-x64/)
* [BloodHound.py,](BloodHound.py/)

* [bloodyaD/ ] (bloodyAD/ )

* [chisel/](chisel/)

* [cve-2019-9193.py]{cve-20818-8193.py)
* [CVE-2828-1472/](CVE-2020-1472/)

* [gMSADumper/](gMSADumper/)

* [krbrelayx/](krbrelayx/)

* [lingolo/]1(1ingolo/)

* [linpeas.sh](linpeas.sh)

* [Ms17-e18/](MS17-818/)

* [powercat.psl](powercat.psl)

* [powerview.psl](powerview.psl)

* [PowerView.psl](PowerView.psl)

* [powerview.py/](powerview.py/)

* [Procmon.exe] (Procmon.exe)

* [Procmon6d.exe](Procmonéd.exe)

* [RemotePotatol.exe](RemotePotatol.exe)

* [SharpHound.ps1](SharpHound.psl)

* [test.txt](test.txt)

* [Windows-Exploit-Suggester/](Windows-Exploit-Suggester/)
* [winPEASany.exe](winPEASany.exe)

Bonus Pivot On Filename Patterns

The previously shown directory contains multiple files with “power” in the file name, followed by a ps1 or py

extension.

Using regular expressions, we can turn this into a generic query for any open directory containing .py or psl and a

file name beginning with power.

We can first prototype a regular expression using CyberChef.
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Recipe ~omi Input

powercat.psl
powerview.psl
powerview.py

Regular expression ~ Qn

T
User defined

poweryw+l . (psl|py) we ¥ F 3
# Output
'C.I‘;;I" insensitive ~ and % match at newlines posarcat. psl

powerview.psl
powervies.py

DDct matches al D Unicode support DAst'Jlsuppc't

D Display tetal Highliaht matches

With the regular expression working, we can search for .ps1 or .py files whose file name contains power.

m ﬁ " ’l’ - e

labels:open-dir and services.http.response.body:/ *power[a-z]+\. =
(psTIpy).*/

Hosts
Results: 7 Time: 0.34s

(7 96.255.173.42
UUNET (701) Maryland, United States
,:_-npen-dir'_::
1 Matched Service
AA3/HTTP

The search returns 7 results, one of which is 95.111.214[.]111.

We can see that this directory contains even more files related to offensive Powershell toolkits.
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Details
http://95.111.214.111:8000/

Status
200 OK
Body Hash
shal:a9bea8%9ee78618T63d7831%cc3ea3156a8565592
HTML Title
Directory listing for /
Response Body
EXPAND

# Directory listing for /

¢ [Invoke-ConPtyShell.ps1]{Invoke-ConPtyshell.psl)

* [Invoke-1SRatRegsvr.psl](Invoke-JSRatRegsvr.psl)

* [Invoke-JSRatRundll.psl]({Invoke-JSRatRundll.psl)

* [Invoke-PashRatHttp.psl]{Invoke-PoshRatHttp.psl)

* [Invoke-PoshRatHttps.psl]{Invoke-PoshRatHttps.psl)

# [Invoke-PowerShellIcmp.psl] (Inveke-PowershellIcmp.psl)

* [Invoke-PowershellTcpOneline.psl](Invoke-PowarshellTcpOneline.psl)
* [Invoke-PowershellTcpOnelineBind . psl](Invoke-PowershellTcpOnelineBind.psl)
* [Invoke-PowerShellUdp.psl](Invoke-Powershellldp.psl)

# [Invoke-PowerShellUdpOnelLine.psl](Invoke-PowarshellUdpOneline.psl)
* [Invoke-PowerShelllkmi.psl]{Invoke-PowerShelllimi.psl)

* [Invoke-PsGeat. psl](Invoke-PsGoat.psl)

* [Invoke-PsGeatAgent.psl]{Invoke-PsGeatAgent.psl)

* [powershell. psl]{powershall. psl)

* [Remowe-PoshRat.psl]{Remove-PashRat.psl)

Another result is 116.114.20[.]180, which contains powercat.ps1, amongst other suspicious file names.

The Powercat file is likely a reference to the Powershell implementation of Netcat.
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= & 116.114.20.180 X e

# Index of /

F10. . )
|RingQ.exe | (RINEQ. exe )
[a.exe]{a.exe)
[abe](abe)

[ant.aspx](ant.aspsx

163K
[he.exe]{hb. exe @7-Jun-2824 86:24 BM
[kSsprtés.dll] (kSspro6d. d11) 84-Jun-2824 &9:38 26
[main.txt](main.txt 14-Jun-2824 @6:84 2BGK
[pc.ps1l]{pc.psl] @7-Jun-2824 98:42 15K
[ powiercat. pal ] [ powercat. pal) B5-Jun-2824 15:17 17
[update |{update 26-May-2024 @7; 24

Summary: Combining File Extensions

File extensions can be as useful and simple as file names when searching for open directories.

If an investigation shows an open directory with an unusual combination of file types, try utilising that in your

query. You’d be surprised how simple this is, yet how often it can lead to new malicious results.

Conclusion

We’ve now shown 4 useful techniques for identifying and hunting malicious open directories. These techniques

are extremely effective for finding and hunting open directory infrastructure used by Threat Actors.

Although this is not an exhaustive list, these techniques, both on their own and in combination are amazing

methods to have in your investigation toolkit.

With the exception of regular expressions, all of these techniques are available to try out in the Community edition

of Censys.

And for those who love statistics and deep dives, check out the Dorking The Internet report by Censys. This

enormous 31 page report takes a look at all the nitty gritty of open directory exposure, including both how and

where they are being found in both malicious and legitimate scenarios.
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File Type File Count Host Count Total Size

Executable
files containing executable code 3,654,925 18,441 60,476.24 GB

(.exe, .dil)

Cryptography 2,060,704 9,297 212.93GB
crypto-related files (.sig, pem, crt)

Database

files containing datobase 523,158 1,913 3,663.45 GB
infermation (.sqgl, .mdb)
Configuration

files with configuration data 328,201 13,966 3.42 GB
(.conf, .cfg)

Shell Files

shell-related files ( bashrc, .profile)

252,108 15,536 195.41 GB

Fonts

) . 226,481 10,954 33.01GB
files containing font data (ttf, woff2)

Books 140,812 372 548.69 GB
files used for e-books [(mobi, .epub)

Presentation
files used for presentations 23,0958 1,629 149.17 GB

(-ppt. ppRtx)

Financial
files used in financial applications 33 4 0.4 MB
(., .qfx)

Bonus Related Queries

For Community Users

ANY open directory (Link)

labels:open-dir

Open directories containing a.exe files (Link)
labels:open-dir and services.http.response.body:a.exe
Open directories containing “Payload.exe”
labels:open-dir and services.http.response.body:payload.exe
Open directories referencing CS4.9 (Link)
labels:open-dir and services.http.response.body:cs4.9
For Users With Regular Expression Access

Open directories containing “Power” files with ps1 or py extension

Page 23 of 25


https://search.censys.io/search?resource=hosts&sort=RELEVANCE&per_page=25&virtual_hosts=EXCLUDE&q=labels%3Aopen-dir+&__hstc=45303291.ceffa2c9f0187047f944183ca6fecc88.1775405787176.1775405787176.1775405787176.1&__hssc=45303291.1.1775405787176&__hsfp=c58179f18603c77f00940eab6e86efe2
https://search.censys.io/search?resource=hosts&sort=RELEVANCE&per_page=25&virtual_hosts=EXCLUDE&q=labels%3Aopen-dir+and+services.http.response.body%3Aa.exe&__hstc=45303291.ceffa2c9f0187047f944183ca6fecc88.1775405787176.1775405787176.1775405787176.1&__hssc=45303291.1.1775405787176&__hsfp=c58179f18603c77f00940eab6e86efe2
https://search.censys.io/search?resource=hosts&sort=RELEVANCE&per_page=25&virtual_hosts=EXCLUDE&q=labels%3Aopen-dir+and+services.http.response.body%3Acs4.9&__hstc=45303291.ceffa2c9f0187047f944183ca6fecc88.1775405787176.1775405787176.1775405787176.1&__hssc=45303291.1.1775405787176&__hsfp=c58179f18603c77f00940eab6e86efe2

https://censys.com /a-beginners-guide-to-hunting-open-directories/

labels:open-dir and services.http.response.body:/.*power[a-z]+.(ps1|py).*/

[lingolo/]{1lingola/)
[linpeas.sh](linpeas.sh)
* [Ms517-e1e/]1(M517-e18/)
[powercat.psl](powercat.psl)
* [powerview.psl](powerview.psl)
“ [PowerView.psl](PowervView.psl)
* [powerview.py/](powerview.py/)
® [Procmon.exe] (Procmon.exe)
* [Procmongd.exe](Procmongd. exe)

s T S A T S,

Open directories containing single character RTF, HTA or PS1 files

labels:open-dir and services.http.response.body:/.*Ww.(hta|rtf[ps1)W.*/

# Directory listing for /

L

* [e.hta]({e.nhta)
* [payload.exe](payload.exe)

L

Open directories referencing any version of Cobalt Strike in format csX.X (Link)

labels:open-dir and services.http.response.body:/.*W(cs|cobalt)[34].d(.exe)?.*/

VRN W | o VR

L-
[.Xauthority](.Xauthority)
[1.apk](1.apk)
[1.ipgl(1.ipe)}
[bindtep.elf](bindtep.elf)
* [config.elf]({config.elf)
[config.jsp](config.isp)
[C54.7/](CS4.7/)
[frp/](frp/)
[snap/](snap/)
[xmrig.exe]l(xmrig.exe)

Open directories with short numeric names for PNG files

labels:open-dir and services.http.response.body:/.*”[0-9]{1,5}.pngW.*/

# Index of /

* [ 1.png](1.png)

* [ 2.jpel(2.jpe)

* [ a.htm](a.htm)

* [ index.htm](index.htm)
* [ webl.zip](webl.zip)

[ webl/](webl/)

Page 24 of 25


https://search.censys.io/search?resource=hosts&sort=RELEVANCE&per_page=25&virtual_hosts=EXCLUDE&q=labels%3Aopen-dir+and+services.http.response.body%3A%2F.*%5CW%28cs%7Ccobalt%29%5B34%5D%5C.%5Cd%28%5C.exe%29%3F.*%2F&__hstc=45303291.ceffa2c9f0187047f944183ca6fecc88.1775405787176.1775405787176.1775405787176.1&__hssc=45303291.1.1775405787176&__hsfp=c58179f18603c77f00940eab6e86efe2

https://censys.com /a-beginners-guide-to-hunting-open-directories/

Visit Embee Research

Go to Censys Search

Matthew

Embee Research

Matthew (aka @embee_research) is a security researcher based out of Melbourne, Australia. Matthew has a

passion for all things malware, burritos and creating educational cyber content.

Source: https://censys.com/a-beginners-guide-to-hunting-open-directories/

Page 25 of 25


https://www.embeeresearch.io/
https://search.censys.io/?__hstc=45303291.ceffa2c9f0187047f944183ca6fecc88.1775405787176.1775405787176.1775405787176.1&__hssc=45303291.1.1775405787176&__hsfp=c58179f18603c77f00940eab6e86efe2

